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1. Henu n 321241 0CBOEHUS IMCUMILTHHBI (MOIYJIs1)

1. I3yunTh neicTBYIOME HOPMATHBHO-TIPABOBBIC IOKYMEHTHI B 00IaCTH 3aIUTHI
MH(GOPMALIMOHHBIX AKTHBOB MPEANPHUATHS U IEPCOHATBHBIX TAHHBIX.

2. [onyuuts 6a30BbIe 3HAHUS B 00JACTH 3aIIUTHI JAHHBIX B HHPOPMAIIMOHHBIX CUCTEMAX.

3. [lomyunThs NEpBUYHBIE HABBIKU IO MCIOJB30BAHUIO CIIEIUAIU3UPOBAHHOTO TPOIrPAMMHOTO
oOecrnieueHus /Ui 3aluThl HHOOPMALIMOHHBIX aKTUBOB U pellieHus TpodecCHOHaIbHBIX 33/1a4 B 001acTH
SKOHOMMYECKOI 0e30MacHOCTH.

1. 3y4yeHne uCTOYHUKOB yrpo3 nH(OpMaLIMOHHON Oe30macHoCTH. MecTo pUCKOB
nH(}OPMaLIMOHHON 6€30M1aCHOCTH B CTPYKTYpe PUCKOB OM3Heca.
2. U3yyenue TpeOOBaHUI CTaHIAPTOB U HOPMATUBHBIX IOKYMEHTOB B 001aCTU HH()OPMALIMOHHON

0€30I1aCHOCTH.

3. M3y4yeHue OCHOBHBIX BUJIOB ccTeM HH(GOPMAIIMOHHON 0€30MaCHOCTH U CIOCOO0B 3aIHUTHI.

4. 3HaKOMCTBO C BO3MO>KHOCTSIMH HCIIOJIb30BAHMSI IPOTPAMMHBIX MTPOTYKTOB HHPOPMAIIIOHHOM
0€30MacCHOCTH ISl pEIICHUS 3a/1a4 SKOHOMHYECKOH 0€3011aCHOCTH.

5. N3zyuenue ¢pynknuonana DLP-cucrem.

6. [Tomyuenue HaBBIKOB Hcmoyib3oBanus DLP-cuctem mst perenus 3anad nHGOpMAIIMOHHOM 1
YKOHOMUYECKOW 0€30IacHOCTH.

7. 3yueHre opraHu3aliiOHHBIX aCIICKTOB MH(POPMAIMOHHOM 0€30IMacHOCTH.

8. 3HAaKOMCTBO C CUCTEMaMH 3aIUTHI JIEKTPOHHOTO JOKYMEHTO000pOTA.

2. [lepeyeHb MJIAHUPYEMBIX Pe3yJIbTATOB 00y4eHHsI MO AUCIHUIINHE (MOAYJII0), COOTHECEHHBIX €
HHIUKATOPAMHM IOCTHKEHUS KOMIIeTeHIUH

Ko n HaumeHoBanue
KOMIIETEHIIUUA

Ko n HaumeHnoBaunue
UHIUKATOPa JOCTUXKEHUS
KOMIIETEHIIUU

[Inanupyemble pe3yabTaThl 00y4EHUS 1O
JUCLUIUIMHE, 00€CIIeUNBAIONINE JOCTHKEHHE
IUTAHUPYEMBIX pe3ynbTaToB ocBoeHust OIIOI]

ITK-3 Criocoben
IIPOBOIUTH
SKOHOMHUYECKHUI aHaIn3
EeATEIbHOCTH
OpTraHu3aIuu

I1K-3.1 IIpoBoauT co6op u
00paboOTKy JaHHBIX JIJIst
IIPOBEJICHUS PACUCTOB
SKOHOMHYECKHX IOKa3aTelei
OpraHu3aIuu

3HaeT

3aKOHOJATEIbHYI0O M HOPMAaTHBHYKO 0a3zy B
obmactu  oOecrieyeHuss  MHOOPMAITMOHHOM
0€30MacHOCTH U COONIOACHHUS  PEeKUMAa
CEKPETHOCTH.

CocTaB 3aTpar Ha BHEJIJPEHHE U IKCILTyaTaIHI0
UH(GOPMAIIMOHHBIX CUCTEM, BKIFOUYAsI CHUCTEMBI
uH(GOPMaIMOHHON 0€30MacHOCTH.
Bosmoxnoctu DLP-cuctem mo:

- cbopy "mudpoBoro ciema" UCHOIB30BAHUS
pabouero BpeMeHU COTPYIHUKAMHU;

- cOOpy MaHHBIX O HAPYHICHUSX MOJUTHUKH
KOH(UACHIIMATFHOCTH OpraHU3aluu (3aImra
UH(GOPMaIMOHHBIX AaKTUBOB);

- cOopy maHHBIX 00 OTKJIOHEHUSX B peaIU3aINH
TEKYIIUX OU3HEC-TIPOIIECCOB OPTaHU3AIIHH.
ymeer

- ycTaHaBIUBaTh napameTpsl DLP-cuctemsr;

- cobpath U kinaccuuIpoBath HHHOPMAIIUIO
0 KPUTHYECKHX HH(POPMAIMOHHBIX aKTHBAaX W
MeCTaX X XpaHEeHHUS.

BJIaJeeT

- HaBBIKOM ITOCTPOCHUS (PWIBTPOB W OTUYETOB
DLP-cucremsr.




ITIK-3 Cnocoben
MPOBOJIUTD
SKOHOMUYECKUU aHaATIN3
JIESITETLHOCTH
OpraHu3aluu

[1K-3.2 OcyiecTBisieT pacuer
YKOHOMUYECKHUX MOKa3aTese
PE3yJIbTATOB JIEATEIHHOCTH
OpraHu3aIuu

3HaeT

- METOIbI pacuera YKOHOMUYECKOU
3¢ (HEeKTHBHOCTH MH(POPMAIIMOHHBIX CHUCTEM M
cucTeM HH(POPMAIIMOHHOKN 0€30IMacHOCTH;

- crocoObl KOHTpOJISL peaM3alud OH3HEC-

MPOIIECCOB B OpraHu3aIuu u
COOTBETCTBYIOIIHE [TOKA3aTEIH.
ymeeT

- paccuuThIBaTh  TEKYIIYIO  CTOMMOCTh
BIIQJICHUS CUCTEMOU 0€30IaCHOCTH;

- pacCUMTHIBATh IMOKA3aTeIN SKOHOMHYECKON
3G GEKTUBHOCTH WHBECTUIMOHHOTO TIPOCKTA
BHEIPDCHHUS ~ CHCTEMbl  HH(OpMAIMOHHON
0€30MMacHOCTH.

BJajieeT

- HaBBIKOM pacyera 3aTpaT Ha IpuoOpeTeHue u
AKCIUTyaTalluil0 CHCTEMbl HMH(OPMAIMOHHON
(3KOHOMHYECKO ) 0€30TIaCHOCTH;

- HaBBIKOM HCIIOJB30BaHUSl  IOPHIUYCCKU
3HaYMMON WH(OPMAIIMKU, COACpIKaIICHCs B
MaccMBax  Y4Y€TOB, C LEJNbIO  BEICHUS
poQeCCUOHATBHOM JCSITEIBHOCTH.

[1K-3 Cnocoben
IIPOBOIUTH
SKOHOMHYECKHUI aHaIu3
JEATEILHOCTH
OpraHH3aIiH

I1K-3.3 [IpoBOIUT OLIEHKY
MoKa3aTejieil SJKOHOMUYECKOM
0€30MacCHOCTH OpraHU3alNH B
COOTBETCTBHUM C MOCTABJICHHOM
3ajauen

3HaeT

- KPUTEPUHU OILIEHKH CHCTEMBI
UH(GOPMAIIMOHHOM 0€30IMaCHOCTH OPraHUu3aluu
1o POCCHUICKHM u MEXTyHAPOIHBIM
CTaHIapTaM;

- aKTyaJbHble PHUCKH HHGOPMAIMOHHON
0€30aCHOCTH.

yMmeer
- BBIBIATH PUCKH HapylleHHWs Ou3Hec-
MIPOLIECCOB, KOPIOpPaTUBHOM ITHUKH,

KOPPYNIUOHHBIX W JIPYTHX HapylIIeHUH ¢
ucrnoab3oBanueM DLP-cucrem;

- JenaTh BBIBOJBI O PE3yJIbTAaTUBHOCTHU
OpPTaHM3AIlMOHHBIX Mep MO0 O00eCIeYeHHI0
0e30macHOCTH (nHpOPMAIIMOHHOM,
SKOHOMMYECKOIN).

BJIajieeT

- HABBIKOM BBIOOpA CHCTEMBI HH(POPMAITHOHHOM
0€30MaCHOCTH M3 HECKOJIbKUX aIbTEPHATUB 110
pe3yabTaTam pacueta noKazaTeJe
3(PEKTUBHOCTH WHBECTHIITHOHHOTO MPOEKTa U
(WK TeKyIIe CTOMMOCTH BIIAJCHUSI.




IT1K-3 Cnocoben
MPOBOJIUTD
SKOHOMUYECKUU aHaATIN3
JIESITETLHOCTH
OpraHu3aluu

IIK-3.4 CocraBiseT OT4YET MO
pe3yibTaTaM SKOHOMHYECKOTO
aHaIn3a NeATEAbHOCTH
OpraHu3aluu

3HaeT

- CTPYKTYpy OTUeTa II0 pe3yJIbTaTaM ayJauTa
nH(MOPMAIMOHHOK 0€30MaCHOCTH;

- KPUTCPHH OIIPESACIICHUS YPOBHS 3PEIOCTH
OpraHu3aiuu B 00JlacTH WHGOPMAIMOHHON
0€30I1aCHOCTH.

yMmeeT

- aHAJIM3UpPOBaTh M BBIOMpATh aJICKBATHHIC
Mojaeln  HMH(POPMAIIMOHHOKW  0€30I1acCHOCTH,
IUTAHUPOBATh HMX  peanu3aiuio Ha 0asze
TpeOOBaHUH K COBPEMEHHOMY YPOBHIO 3aIlTUTHI
TallHbl ¥ MH()OPMAIMOHHOW 0€30MacHOCTH,
COOJTIOZICHHUIO PEKUMA CEKPETHOCTH

- JIeNIaTh BBIBOJBI O HAJIMYUU (OTCYTCTBHUH)
MOJIO3PUTEIBHBIX  JCHCTBHMA, IEPEMEIICHHS
JIOKYMEHTOB 110 TaHHbIM DLP-cuctemsi.
BJIajeeT

- HaBBIKOM aHaJIM3a MPOIIECCOB OPraHU3AI[UH C
LEIbI0  BBIABICHUS  BO3MOXKHOM  yTpaThl
PECYpPCOB OpPraHU3alIHH;

- HABBIKOM IIPOBEJCHHUSA  PACCIICIOBAHMS
WHIMIEHTa Ha OcHOBE naHHbIX DLP-cucTemsl.




I1K-3 Criocoben

MPOBOAUTH PEKOMEHAAIINY 110 YIYUIICHUIO
SKOHOMUYECKUU aHaATIN3 SKOHOMHUYECKHUX MoKa3aTeseit
JIeATSIIHbHOCTH OpraHu3aluu

OpraHu3aluu

T1K-3.5 CocraBnsger

3HaeT
- OCHOBHBIC MEpbI, HalpaBJICHHbIE Ha
obecrieueHue uH(MOPMAMOHHON
0e30MMacHOCTH, coOiroeHme pexumMa
CCKPETHOCTH  Ha  pa3IMYHbIX  YPOBHSX
NeSATETbHOCTH - oopmIATh
COOTBETCTBYIOIIYIO  JOKYMEHTALUIO  JJIs
obecrnieueHus (G YHKITNOHUPOBAHHUS

MH(OPMAIIMOHHBIX MACCUBOB;

- TEOPETHUYECKHE OCHOBBI 110 YIPABICHUIO
OTIepPAIIMOHHBIMY PHCKAMH,

- Ha3HAYCHHE OCHOBHBIX KJIACCOB CHCTEM
nH(}OpMaAITMOHHOM OE30ITaCHOCTH.

ymeer

- pagpabaTeiBaThb  PEKOMEHJALMU IO
YCTPAaHEHUIO  OIHUOOK B  JCSATENbHOCTH,
CBSI3aHHBIX c uH(GOpPMaLMOHHON

0€30IacCHOCTBIO, 00ecIieueHueM COOJIIOIECHHS
PESKHUMa CEKPETHOCTH;

- 00OCHOBAaHHO BBIOMPATh M PEKOMCHJ/IOBATh
HCIIOJb30BaHHE CHCTEM 0e30IMacHOCTH
ompenenennoro HasHauenus (SIEM, DLP,
cucTeMbl Kpunrtorpaduueckor samuthl, IRP,

Ip.), HUCXOIsi W3  BBISBICHHBIX  PHCKOB
uH(bOpMaITMOHHON (3KOHOMHYECKOM )
0€30MaCHOCTH.

BJajieeT

- HaBBIKOM MHCIIOJB30BaHusg oT4eToB DLP-
CHUCTEMBI 110 Y4YeTy HCIIOJIb30BaHUS paboyero
BPEMEHH I Pa3pabOTKH MPEIIOKEHUI 110
ONITUMU3AIMK OU3HEC-TIPOIIECCOB;

- HaBBIKOM OopraHu3aIu oOyJeHHS
COTPYJHUKOB BOMpOcaM HH(POPMAIIMOHHOMN
0e30IMacHOCTH;

- HaBBIKOM pa3paboTKu
UH(POPMALIMOHHOM 06€30IaCHOCTH.

IIOJIMTUKH

3. Yka3aHue MecTa AUCUMILIMHBI (MOAYJIs1) B CTPYKTYpe 00pa3oBaTe/ibHOI POrpaMMbl

Jannas nucuumunHa (Moayis) BkiItodeHa B brnok «/luciuminnel, Moaynu» b1.B.03 ocHoBHOM
npodeccuoHaibHON 00pa3zoBarenbHON porpammel 38.05.01 DxoHOMHUYECKast 6€30MaCHOCTh M OTHOCUTCS K
yacTu, GOpMUPYEMOI ydacTHHKaMH 00pa30BaTEJIbHBIX OTHOUIEHUH yueOHOro IyaHa.

No Ko n HamMeHOBaHME HHIUKATOPA
[IpeamecTByromue TUCUUTLIMHBI
/T JIOCTHKCHHST KOMITETEHIIUN
. ITK-1.1, TIK-1.2, 1IK-1.3, TIK-2.1,
1 |Opranuszanus cUCTEMbl 5JKOHOMUYECKON O€30MacHOCTH K-2.2
2 |Vug YK-1.1, YK-1.2, YK-1.6, OIIK-7.1,
H(pOpMaIlMOHHBIE TEXHOJIOTUU OITK-7.2, OTIK-7.3
3 Crenmann3upoBaHHOE MTPOrpaMMHOE O0ecTieueHne IK-1.1, TIK-2.1, TIK(LT)- 1.1, TTK(IT)

SKOHOMMYECKOH 0€30IaCHOCTH

-1.2




Opranu3zanys CUCTEMbl JKOHOMUYECKOW O€30MacHOCTH

YMECT IPOBCCTHU aHAIN3 KOMILJICKCHOHM CHCTEMbI S KOHOMUYECKOM 0€30I1aCHOCTH OpraHu3anuu

NudopmaninoHHbIe TEXHOIOTUN

BJIa/I€€T HABBIKOM MOMCKa MH(GOPMAIIMOHHBIX PecypcoB, cOopa u o0paboTKu HHPOPMAIIUHU O
po0JIEMHO cUTYyallH

Cnenuanu3upoBaHHOE IMPOrpPaMMHOE 00eCIIeYeHHE SIKOHOMUYECKON O€3011acCHOCTH

3HACT TCOPETUUYCCKUE OCHOBBI OpraHu3allii MOHUTOPUHTA ICITCILHOCTH IIEPCOHAJIAa OpraHU3aIMH C
nomotsio DLP-cucrem
3HACT Ha3HAYCHUE KPUNITOrpauuECKUX CPEACTB 3aIUThI U IOHUMAET HEOOXOAUMOCTh
HCIT0JIb30BAaHUS MEXaHHU3MOB 3alUThI IIPU Pa3pa0d0TKE TEXHOJIOTHYCCKUX KapT SJICKTPOHHOTO

JIOKYMEHTO0000pOoTa
No Koa u HauMeHOBaHUE UHIUKATOPA
[Tocnenyromue TUCIUTIIIMHBI
/1 JIOCTHYKEHHUS KOMIIETEHIINH

[IpakTHKa 110 5KOHOMHYECKOW U HH(DOPMAIMOHHOM
6e3omacHoctu. Yacts 1

YK-9.1, YK-9.2, YK-9.3, YK-10.1,
YK-10.2, YK-10.3, VK-10.4, YK-
10.5, TIK-1.1, [TIK-1.2, [IK-1.3, TIK-
2.1, TIK-2.2, TIK-2.3, TTK-2.4, TIK-
3.1, [IK-3.2, TIK-3.3, [1K-3.4, [IK-
3.5, [IK-4.1, TIK-4.2, [1K-4.3, [IK-
4.4, TIK-4.5, TIK-5.1, [TIK-5.2, [IK-
5.3, [IK-5.4, TIK(LD)-1.1, TIK(L[)-1.2

KonkypeHTHas pa3Beaka

TIK-2.1, TIK-2.2, TIK-2.3, TTK-2.4

[IpakTHKa 110 5KOHOMHYECKOW U HH(DOPMAITMOHHOM
6e3omacHocTH. YacTs 2

VK-9.1, VK-9.2, YK-9.3, VK-10.1,
VK-10.2, VK-10.3, VK-10.4, VK-
10.5, IK-1.1, TIK-1.2, TIK-1.3, TIK-
2.1, TIK-2.2, TIK-2.3, TTK-2.4, TIK-
3.1, TIK-3.2, TIK-3.3, TIK-3.4, TIK-
3.5, TIK-4.1, TTK-4.2, TTK-4.3, TIK-
4.4, TIK-4.5, TIK-5.1, TIK-5.2, TIK-
5.3, TIK-5.4, TIK(ILD)-1.1, TIK(I)-1.2

Hpe,[[I[I/IHJ'IOMHaH IMpaKTHUKa

VK-1.1, VK-1.2, YK-1.3, VK-1.4,
VK-1.5, VK-1.6, YK-2.1, VK-2.2,
VK-2.3, VK-2.4, YK-2.5, VK-3.1,
VK-3.2, YK-3.3, VK-3.4, VK-4.1,
VK-4.2, VK-4.3, YK-4.4, VK-5.1,
VK-5.2, YK-5.3, YK-6.1, VK-6.2,
VK-6.3, YK-7.1, YK-7.2, VK-7.3,
VK-7.4, YK-8.1, YK-8.2, VK-8.3,
VK-8.4, YK-9.1, YK-9.2, VK-9.3,
VK-10.1, YK-10.2, VK-10.3, VK-
10.4, VK-10.5, VK-11.1, VK-11.2,
VK-11.3, TIK-1.1, TTK-1.2, TIK-1.3,
TK-2.1, [TK-2.2, TIK-2.3, TIK-2.4,
TK-3.1, [TK-3.2, TIK-3.3, TIK-3.4,
TK-3.5, [TK-4.1, TTK-4.2, TTK-4.3,
TK-4.4, TIK-4.5, TIK-5.1, TIK-5.2,
TTK-5.3, TTIK-5.4, TIK(LT)-1.1, TTK(LD)-
1.2

VYrpasneHne npoeKTaMu 1 0€301acHOCTh OM3HEC-TIPOIIECCOB

[1K-3.1, T1K-3.2, TIK-3.3, TIK-3.4,
[1K-3.5, T1K-4.1, 11K-4.2, TIK-4.3,
I1K-4.4, T1IK-4.5




6 [ToaroroBka K mpolneype 3auThl ¥ 3alUTa BBIITYCKHOM

KBTI (UKAITMOHHON PabOTHI

VK-1.1, VK-1.2, YK-1.3, VK-1.4,
VK-1.5, VK-1.6, YK-2.1, VK-2.2,
VK-2.3, VK-2.4, YK-2.5, VK-3.1,
VK-3.2, VK-3.3, YK-3.4, VK-4.1,
VK-4.2, VK-4.3, YK-4.4, VK-5.1,
VK-5.2, YK-5.3, YK-6.1, YK-6.2,
VK-6.3, YK-7.1, YK-7.2, YK-7.3,
VK-7.4, YK-8.1, YK-8.2, YK-8.3,
VK-8.4, YK-9.1, YK-9.2, YK-9.3,
VK-10.1, YK-10.2, YK-10.3, VK-
10.4, YK-10.5, VK-11.1, VK-11.2,
VK-11.3, OTIK-1.1, OTIK-1.2, OTIK-
1.3, OTIK-1.4, OTIK-2.1, OTIK-2.2,
OIIK-2.3, OTIK-3.1, OTIK-3.2, OTIK-
4.1, OTIK-4.2, OTIK-4.3, OTIK-5.1,
OI1K-5.2, OTIK-6.1, OITK-6.2, OTIK-
7.1, OTIK-7.2, OTIK-7.3, TIK-1.1, TIK
-1.2, IK-1.3, TK-2.1, TTK-2.2, TIK-
2.3, TIK-2.4, TIK-3.1, TIK-3.2, TIK-
3.3, [TK-3.4, TK-3.5, TIK-4.1, TIK-
4.2, TIK-4.3, TIK-4.4, TIK-4.5, TIK-
5.1, TIK-5.2, TIK-5.3, TTK-5.4, TIK(1])
-1.1, TIK(1)-1.2

4. O0beM AUCHUTLUINHBI (MOIYJIs) B 3a4€THBIX eIHHUIAX ¢ YKA3aHHEM KOJIUYEeCTBA aKAJeMHYeCKUX
YacoB, BbII€JIEHHBIX HA KOHTAKTHYI0 Pa0oTy 00y4alIIUXcs ¢ mpenoaaBaresieM (M0 BUAAM y4eOHBIX
3aHATHH) U HA CAMOCTOSITEIbHYIO Pa00Ty 00y4YaK0IIUXCS

Kypc
W3 HuX gacel
B GHOl 16 Bceero Ha
HLYHCOHOH paboThl 4acoB MIPAKTUYECKYIO 2 3
HO,HFOTOBKY
KonrakTHas pa6ora 36 12 24
Jlexmmonnsie 3ausatus (JIex) 12 0 4 8
[paxTuueckue 3ausTus (I1p) 24 24 8 16
HMuast KOHTaKTHas1 pa6oTa, B TOM YHCJIE: 15 1,5
KOHCYJIBTAIIMU TI0 KYpPCOBOH paboTe (TIPOeKTy), 1 1
KOHTPOJbHEIM padotam (PI'P)
KOHTaKTHas paboTa Ha aTTecTalluio (cada 3a4yera,
3ayeTa ¢ OIICHKOM; 3aIl1Ta KypCOBOW pabOThI 0,25 0,25
(mpoekTa); cmaya KOHTpOIBHEIX padot (PI'P))
KOHTaKTHas paboTa Ha aTTECTAIHIO B CECCHIO 0.95 025
(KoHCYIBTAITUS TIEpeT PK3aMEHOM H cliada ' '
Yacnl HA KOHTPOJIb 16,75 4 12,75
CamocrositesibHasi pa6orta (CP) 305,75 92 213,75
O011ast TPYI0eMKOCTh TUCHUILIUHBI (MOAYJIs1)
Yachbl: 360 108 252
3aYeTHbIe eTMHHIBI: 10 3 7

5. Conepxxanne TMCUUIIMHBI (MOIYJIs), CTPYKTYPHMPOBAHHOE 10 pa3jejaMm (TeMaMm) ¢ yKazaHueM
OTBCACHHOI'0 HA HUX KOJIHUYECTBA aKAAEMUYIECCKHUX YaCoB U BU/10B yqeﬁmﬂx 3aHATHN

5.1. TemaTnueckuii MjaaH JUCHUIUIUHBI (MOYJIS)




KonrakTtHas pabora (1o yueOHbIM

3aHATHSIM), 9ac. Kon
WHJIUKATOP
a
No Paznenpl auCUIUIMHEBL é fIeKIHH 13 P Cp Bcero, JIOCTHKCHU
~ Jac.
W3 HUX N3 HUX N3 HUX a
Ha Ha Ha KOMIICTCHI]
BCETO T;ii;g BCETO T;iglg BCETO T;iglg nn
HOAro- HOAro- HOAro-
TOBKY TOBKY TOBKY
1. |1 pa3nen. bezonacHocTh B
u($poBON IKOHOMHUKE U
nH(pOpPMaLMOHHOE
3aKOHO/IAaTEIbCTBO
[1K-3.1,
HNudopmarus. [K-3.2,
1.1. VH(OPMAIHOHHOE IPaBo 211 2 2 23 26 [1K-3.3,
' [1K-3.4,
[1K-3.5
[TpaBoBBIE peXXUMBI JOCTYIIA K [1K-3.3,
1.2. [uadopmanuu. bezonmacHocTh B 2 1 2 2 23 26 TIK-3.4,
1M (ppoBOI IKOHOMHKE I1K-3.5
2. |2 paznen. I[IpaBoBoe
perylivpoBaHue B
uHpopmarmonHoe chepe
be3zonacHocTh 1 IK-3.1,
PEryJINPOBAHUE AIEKTPOHHOIO [1K-3.2,
2.1. | ToOKyMeHTO0000pOTa U 211 2 2 23 26 [1K-3.3,
MAacCOBOT'0O PACIPOCTPAHEHUS I1K-3.4,
uH(popMaluu [1K-3.5
NudopmarnmonHas TIK-3.3,
2.2. | 6e3omacHocTh PD Ha 2 1 2 2 23 26 T1IK-3.4,
HAI[MOHAJIbHOM YPOBHE I1K-3.5
3. |3 paznen. Kontpons
IK-3.1,
IK-3.2,
3.1. | 3auér 2 4 TIK-3.3,
[1K-3.4,
[1K-3.5
4. |4 paznmen. Teoperuueckue
OCHOBBI YIIPaBIICHUS
MH(pOpMaLOHHON
0e30MmacHOCThIO0 OHM3HECA
IK-3.1,
WNudopmanus u OuzHec. [1K-3.2,
4.1. | UadopmanmioHHast 3 1 2 2 27 30 TIK-3.3,
0€30MacHOCTh TIK-3.4,
IK-3.5
Ympasnenue nHGOPMAITUOHHON IK-3.3,
4.2. 0e30MmacHOCThIO OH3HECa 311 2 2 23 26 I1K-3.5




5. |5 paznmen. Ob6mas
XapaKTEPUCTUKA CUCTEM H
CPEJICTB O0CCIICUCHUS
uH(MOPMAIMOHHON
0e301macHOCTH
O0630p OCHOBHBIX CPEJICTB
obecreueHus [1K-3.3,
>-1. nH(pOpMaITMOHHOM 1S 271 305 [1K-3.5
0€301acHOCTH
JlokyMeHTaIbHOE 00CCIICUCHUE [K-3.3
5.2. |undopmarmoHHoi 0,5 26 | 28,5 HK-3. 5’
0e301macHOCTH '
6. |6 pa3men. Kontpons
I1K-3.1,
I1K-3.2,
6.1. |3auér 4 TIK-3.3,
T1K-3.4,
IIK-3.5
7. |7 pa3nen.
Crnenuanu3upoBaHHbIE
CUCTEMBI MH(POPMAITMOHHOMN
0e301acHOCTH
Kpunrorpadus kak ocHOBa 317
7.1. | 3amIUTHI JAaHHBIX TIPU XpPaHCHUHU 1 5’ 34,75 | TIK-3.3
U TIepeaue 1o KaHajaM CBSI3U
I1K-3.1,
CucTeMBbl 3alMTHl TaHHBIX OT IIK-3.2,
7.2. 1 26 29 I1K-3.3,
yresex TK-3.4,
I1K-3.5
8. 8 paznen. MOHUTOPHHT
WHIIUICHTOB WH()OPMAITMOHHOM
0e3omacHocTu. OLeHKa
cUCTEeMbI HH(GOPMAITMOHHOM
0€30MacHOCTH OpraHu3aluu
I1K-3.1,
CranmapTsl H”HPOPMAIIMOHHOK IIK-3.2,
8.1. 5e301ACHOCTH 1 27 30 I1K-3.3,
I1K-3.4,
I1IK-3.5
Pabora c I/IHHI/I)IeI;ITaMI/I MK-3.1,
uH(pOpMaLOHHON
6ezonacHoctH. [Lnatdpopma IK-3.2,
8.2. ’ 1 26 29 I1K-3.3,
PCarMpOBAHIS HA HHIIMICHTbI [K-3.4
(IRP). Security Operational [K-3 5’
Center (SOC) :
9. |9 paznmen. Mnas koHTaKTHas

pabora




IK-3.1,
IK-3.2,
9.1. | nas xoHTakTHasA pabora 3 1,25 | IIK-3.3,
[K-3.4,
IK-3.5
10. |10 pazgen. KonTpois
[1K-3.1,
101 [1K-3.2,
DK3amMeH 3 9 [1K-3.3,
[1K-3.4,
I1K-3.5
5.1. Jlexkuuu
No | HaumenoBanue paszjena o
. HaumenoBanue u kpaTkoe coJep:kaHue JIEKIUi
pasn Y TEMBI JIEKIIUI
Cucrema nHGOPMAIIMOHHOTO MpaBa
Nudopmanus. [Honstue undopmannu. Buasl undopmanuu. FOpunnyecku 3HaunMMbIe
1 NHbopManroHHOE cBoiictBa nnpopmanuu. Madopmarmonnoe obmectso. OKMHaBCKast
TpaBo. xapTus riobdaigpHoro nHpopManroHHoro odmecta. Eqnnoe
nH(popManoHHOE TpocTpaHcTBO. Cuctema HH(OPMAIMOHHOTO MTPaBa.
Nudopmarms. NudopmannoHHbIe TPABOOTHOIIICHHUS
1 NudopmanronHoe CyOBeKTHI 1 00BEKTHI, COAep)aHNe HH(POPMAIIMOHHBIX TIPABOOTHOIICHUN
paso.
[TpaBoBBIC OCHOBBI 3AIIUTHI KOH(DHUICHITUAIBHBIX JTaHHBIX
JlokymMeHTHUpOBaHHAs ¥ HEIOKYMEeHTUpoBaHHas unopmanus. [lonstue u
[IpaBoBbIC PeXKUMBI | BUIBI TOKYMEHTOB. HocuTenu 10KyMEHTHPOBaHHOM HHPOpMALIUH.
o |AocTyna K nabopmaru. | LOKYMEHTBI Ha OYMaKXHBIX HOCUTEISX. [IOHSTHE HIEKTPOHHOTO
Bes3onacHoCTh B JOKYMEHTA. DIEKTPOHHAS MOJINUCH U €€ BUJIbIL. [[pUHIUIIBI U yCIIOBUSA
1ndpoBoii sxoHOMUKe | HCTIONB30BAHUA AJIEKTPOHHOM noAnucH. [IpaBoBoii pexxum uHboOpMaI,
pa3mernaemoii B cetu «HTepHET». 3aKOHOJATENHCTBO B OOJIACTH 3AITUTHI
TEPCOHAIIBHBIX TAHHBIX
NudopmannonHas cocTaBisonias 5)KOHOMHUUECKON Oe30MacHOCTH B
YCIOBUSAX U(PPOBOI SKOHOMUKH
1IpaBoBbIE PEAUMBL [Iporpamma «Iludposas sxoHOMuKa B PDy. [Tonstie undposoii
o [AOCTYyHaK HHGOPMALH. | o poncn, [enu undpoBoit IKOHOMUKH. Y CIIOBUS peaTu3aluu
BegonilCHOCTI’ B nporpammel «L{udposas skonomuka B POy. HanpaBneHus pa3BuTus
H(ppoBoit 5KOHOMHUKE uudpoBoit skoHOMUKH. MH(opMalinoHHast 6€30macHOCTh UG POBOI
SKOHOMUKH
[TpaBOBBIE OCHOBBI MJIEKTPOHHOTO JOKYMEHTOO0OpOTA
JlokymMmeHTHUpOBaHHAas ¥ HETOKYMeHTUpoBaHHas unopmanus. [Tousatue u
Be3omacHoCTh | BHJIBI TOKYMEHTOB. HocuTenu 1o0KkyMeHTHpOBaHHOW WH(OPMAITUH.
peryianpoBaHue JlokyMeHTBI Ha OyMaKHBIX HOCUTEINSIX. [IoHSATHE 2JIEKTPOHHOTO
3JIEKTPOHHOTO JOKyMEHTA. DIEKTPOHHAS TOJIUCH U €€ BUJIBI. [[pUHIUIIBI U yCITOBUS
3 ,HOKyMeHTOO60pOTa " HCIIOJIB30BaHUs 3JICKTPOHHOU IMOAIMCH.
MAaCCOBOTO Opranu3ainuu JOKyMeHT0000pOTa B OpraHax roCyJapCTBEHHOMN BIACTH U
pacrpoCTpaHCHHSI MECTHOTO caMoympasiieHus. [IpaBuiia qenonpon3BoACTBa U
HHbOpMAIIHT nokymMeHToo0opoTa. [IpaBa Ha MaTepuanbHbIE HOCUTEIH, COJICPKAIIHE
JTOKYMEHTUPOBaHHYIO nHbopmMarnuio. [Topsaok xpaneHus u
HCTIOB30BaHUSI IOKYMEHTUPOBAHHON MH(GOPMAIIH B COCTaBE apXHUBOB.
Be3omnacHocThb 1 [IpaBoBoe perynupoBanue B chpepe MaccoBoi HH(pOpMaLuu
peryJIMpoBaHie OOmast xapakTepUCTHKa IPAaBOBOTO PeKUMa MacCOBOM MH(DOpMaIUH.
3 IIEKTPOHHOTO Ilonsatue u BupB! cpeacTB MaccoBoi nH(popmMaruu. CBo60Aa MaccoOBOH
JIOKyMEHTO060pOTa H uHpopmanuu. llensypa maccoBoit uHpopmanuu. [lonsrue
MaCCOBOTO 3710ynoTpedaeHust cBOO0A0H MaccoBOi HH(OPMAIIIH.




pacrpocTpaHeHUS
uHpopMaun

CyOBbeKThl IPaBOOTHOIIICHH B MaccoBor nH(popmaruu. OCOOEHHOCTH
MIPABOBOTO CTaTyca HHPOPMAIIMOHHOTO areHTcTBa. [IpaBoBOi cTaTyc
yupeauTens cpeacTBa maccoBoit nadopmarmu. [IpaBoBoii craryc
rinaBHOro penakropa. [IpaBoBoii craryc xxypHanucra. [IpaBoBoit ctatyc
3apy0eKHOTO KOPPECTIOHIEHTa. AKKPEIUTAIUS )KyPHATICTA

HNudopmarnmonHas
6e3omacHoCcTE PO Ha
HAI[MOHAJILHOM YPOBHE

OO0ecnieyeHue HaIMOHAIBHBIX HHTEPecOB PD B obGnacTu
nH(pOpMaIMOHHOM 0€30MMacHOCTH

HudopmanronHasi 6e30macHOCTh Kak COIIMAIbHOE SIBJIICHUE.
CootHomienre nHGOPMaIMOHHON 0€30MaCHOCTHU C IPYTUMH BUIaMU
6e3omnacHoctu. be3onacHocts nHbopmanuu. 3amura nHGOpPMaLUU U
BU/JIBI CPEJICTB 3alIUThl HHGopManuu. MiHpopmaloHHoe opyKue.
Nudopmannonnas BolHa.

[TonsiTre nuopmanmonHoi 6e3omacHoCTH AeTei. ['ocymapcTBEHHBII
HaA30p B cdepe 3aluThl JeTei 0T uH(pOopMaluu, TPUIUHSIOIEH Bpe HX
3I0POBBIO U (WJIH) PA3BUTHIO.

[Tonsitue nudopmarmonHoit 6e3onacHoctu PO. HarmoHanbHbIe HHTEPECHI
P® B undpopManmonHoit cepe u ux odbecrneueHue. YTrposbl
uH(popmanoHHoH 6e3onacHocTd P® u ux ucrounuku. [IpaBoBbie METOIBI
obecnieuenus nnpopmannonHoii 6ezomacunoctu PO. Cucrema
obecrieueHuss ”HPOPMAIIMOHHOH Oe3omacHocTH PD.

Mex1yHapoIHOE COTPYAHHUECTBO B 00JIACTH 0OecTeueHus
HH(pOpMaIMOHHOM 0€30MaCHOCTH.

Nudopmarmonnas
6e3omacHoCcTE PO Ha
HAI[MOHAJILHOM YPOBHE

OTBETCTBEHHOCTH 3a MPaBOHAPYIIEHHs B MHGOPMAIIMOHHOH chepe
[ToHsiTHE M BUBI OTBETCTBEHHOCTH 32 ITPABOHAPYIIICHHS B
nH(pOpMaIMOHHOH cdepe.

VYTosI0BHast OTBETCTBEHHOCTb 32 MPECTYIUICHUSI B HHPOPMAIMOHHOM
chepe.

AJIMHHUCTPATHUBHO-TIPABOBAsi OTBETCTBEHHOCTD 33 IPABOHAPYIIICHUS B
nH(pOpMaIMOHHOH cdepe.

['paxknaHcko-TipaBoOBasi OTBETCTBEHHOCTH 32 MPABOHAPYILICHUS B
uHpOpMaLMOHHOI cdepe.

WNudpopmanus u 6usHec.
WNnpopmanronHas
0€30MacHOCTb

Nudopmanronnas cymHoctb Ou3Heca

Ocob6ennoctu ynpasienus. Madopmarmonnas cymHocTs Ou3Heca.
TpeboBanus k nHpopmaruu. KauectBo nudopmannu u 3¢p¢HeKTHBHOCTh
ynpasnenus. Onpeaenenue HHPopMamoHHo# O0e3onacHocTu. CBA3b
MaTepHabHBIX U MHPOPMAITMOHHBIX MpoiieccoB. CTPyKTypa
MH(POPMAIMOHHBIX TIOTOKOB KOMITaHWH. JIoKanbpHass HopMaTuBHas 0aza
KOMIIaHUM 110 NTHPOPMAITMOHHOHN 0€3011acHOCTH

WNudpopmanus u 6usHec.

Pucku napopmaninoHHoi 6€30MacHOCTH

UndopmarnronHas Pucku nHOpMaImoHHoi 6€30MaCHOCTH B CTPYKTYpE PUCKOB OM3HEca.
6e30MacHOCTh Bo3spacraromast cioxHOCTh HHGOPMAIIMOHHBIX CUCTEM U TEXHOJIOTHI
Monenb obecrnieueHuss HHPOPMAIIHOHHOM 0€30IaCHOCTH OpPraHU3aIiy
[TousiTvst pucKa, yrpo3sbl, yinepda u ysa3BUMocTH. Pacnpenenenue
pPECYpPCOB OpraHU3allii B YCIOBHIX PHCKa. PHCK-OpHEHTHPOBAHHBII
moaXxo/ K o0ecreuyeHno HHPOPMAIIMOHHON 0€30IIaCHOCTH.
Ynpasnenne . Wnentudukaius puckoB. 3aBUCUMOCTh Ka4eCTBa OI[CHKH PUCKOB U
HH()OPMAIIMOHHON

0€30IIaCHOCTHIO OM3HECA

uaeHTUGUKAINHN COOBITHI MHPOPMAIIMOHHOM 0€30TTaCHOCTH OT CTETICHU
JIOKYMEHTHPOBAHHOCTH MH(DOPMAIIMOHHBIX MPOIIECCOB KOMITAHHH.
Haxonnenune 3nanmii no puckam. Mogens [Iemunra-Ilyxapra. Moneins
obecrieueHnss THPOPMAIIMOHHOM Oe3omacHoCTH On3Heca. TpeboBaHuUs K
MOJIeNIM MHPOPMALIMOHHON O€30M1aCHOCTH

Ynpasnenue
nH(OPMALIMOHHON
0€30MacHOCThIO

ApXUTEKTypa yrnpaBieHUs] HHPOPMAIIMOHHON 0€30aCHOCTHIO
NpEennpUATUL
Mozenu HepeppIBHOTO COBEPILIEHCTBOBAHUS U ITPOLECCHOIO MOIX0A.




ousHeca

['uOkue MoIeT MEHEIXKMEHTA U MEXKTyYHAPOIHBIC CTAHIAPTHI.

Drarnbl cO3JaHUs CHCTEMbI MEHEKMEHTa WH(OPMaMOHHON
oe3onacHoctu npeanpusatus (CMUB). OnpeneneHue 001acTH TSHCTBUS
CMWUB. OmnpenencHuie MOJMUTUKH YIPaBIeHUS HHPOPMAITTOHHON
6e3omacHoCThI0. OTnpeieNieHre METOI0B OIICHKH PUCKa WH(POPMAITMOHHON
6e3omacHoctu. MuBeHTapu3anust (MACHTU()HUKAIIS) PUCKOB.
Wnentudukanus akTHBOB HHPOPMAIIMOHHOM Oe30omacHOCTH. OlLieHKa U
KIaccudukanus puckos. [101x0mbI K OlleHKe pUCKOB. BIOOp cpeacTs
MIPOTUBOICUCTBUS PHCKaM HHPOPMAITMOHHOW 0€30TaCHOCTH.
Ornpenenenue 1enei U CpecTB KOHTPOIIs 3a puckaMu. [IoHATHS KOHTPOIIA
Y 3aIUTHON Mepbl. OLleHKa OCTaTOYHBIX PUCKOB M COTJIACOBAHUE C
PYKOBOJCTBOM

0O0630p OCHOBHBIX
CpeACTB 00eCTICUeHHS

TexHUYECKHE CPEICTBA 3aIIUTHI CETEBOM HHPPACTPYKTYPHI
XapakTepucTuKa yrpo3 HeIOCPEICTBEHHOTO JJOCTYIA B ONIEPAllMOHHYIO
cpeny. XapakTepUCTUKA YTPO3, PEAIU3yEeMbIX C UCIIOJIb30BaHUEM

8 HH(bOpMaHHOHHOﬁ IIPOTOKOJIOB MCIKCCTCBOI'O B3aHMO[[eI>'ICTBI/ISI. CereBble YI'PO3EIl,
6e30MaCHOCTH YSI3BUMOCTH M aTaKH, CBA3aHHBIC C IKCILTyaTal[uel MEXKCETEBBIX SKPAHOB.
Bmustaue yrpo3 Ha 6usHec. [lpumepsr
O0630p OCHOBHBIX AHTHBUPYCHOE MIPOTPAMMHOE 00ECTICUCHHE
8 cpencTs obecrniedenus | Yrpossl. Bo3M0oXKHOCTH U (PyHKIIMU COBPEMEHHOI'O AaHTUBUPYCHOT'O
UH(OPMAITMOHHON porpaMMHOTro obecnieueHus. Bausaue yrpo3 Ha 6usnec. [Ipumepst
0e30MacHOCTH
JIOKyMEHTaJILHOE [Tonutrka nHGOPMAIMOHHOM 0€30ITaCHOCTH
9 obecrneucHUe Copaepkanne nokymenTa "l[lonutrka nHGOPMAIIMOHHONW O€3011acCHOCTH" U
uH(GOPMALIMOHHOM B3aMMOCBSI3aHHBIX JIOKYMCHTOB
0e301acHOCTH
B03M0OXHOCTH COBPEMEHHBIX KPUIITOIPAPUIECKUX CHCTEM B 00ECIICYeHUN
Kpunrorpagus kax | gesomachoctu JTAHHBIX
OCHOBA 3ALNTBL NAHHBIX | Cperenpr mmdpoBanms. OCHOBBI O10KUYEHH-TEXHOIOTHH 1 €e
1 TP XpaHCHIH 1 MCIIONIb30BaHUE /ISl 00ECTIeUeHHUs [IETOCTHOCTU U IOCTYITHOCTU JaHHBIX.
Tiepefiate Ho KaHaNaM | ypxrmu coBpeMeHHBIX KpUNTOrpadHIecKnX cHcTeM. be3omacHocTh
CBASH JIEKTPOHHOTO JOKYMEHTO000pOTAa
Haznauenue u GyHKIIMU cHCTEM 3alUTHI JaHHBIX OT yTeuek (DLP-
CUCTEM)
[TpuMepsl, TPUYXHBI U TIOCTIEACTBHS YTCUKH KOH(PUICHIINATBHBIX TAHHBIX
12 CHCTeMBI 3aIUTHI opranuszaiuu. @ynkun DLP-cuctem. O630p prinka DLP-cuctem B PO.
AQHHBIX OT yTCUCK Kpurepuu Bei6opa DLP-cuctemsl. CoctaB 3aTpaT Ha BHEAPEHHE U
skcruryaTtanuio DLP-cucremsl. McTounuku skoHOMUYeckoro addexra ot
BHenpenus DLP-cucremsl
TpeGoBaHMs MEKAYHAPOTHBIX M POCCUMCKHUX CTaHIAPTOB
CraHgapThl nH(pOpMaIMOHHOM 0€30MMacHOCTH
13 MH(OPMAIOHHO Cranmaptel banka Poccun. PCI DSS. Oco6eHHOCTH OLIEHKH CHCTEMBI
6e30MaCHOCTH nH(MOPMAIIMOHHON 06€30MacHOCTH OpraHu3aui. Mopaens yrpo3. Mojenb
HAPYIIUTETS
Pa6ora c mamInenTamu | PearupoBanue Ha MHIUAEHTHI HHPOPMAIMOHHON 06€30MacHOCTH
WH()OPMAITMOHHON OcoOeHHOCTH PUCKOB HH(DOPMAIIMOHHOM Oe30macHOCTH. Moenb
0e30MacHOCTH. yIpaBJIeHUs] puckamMu nH(pOpMaIMOHHOM Oe3omacHocTu. Incident
14 [Tnardopma Responce Platform. Security Operational Center

pearupoBaHus Ha
uHimaeHTH (IRP).
Security Operational
Center (SOC)




5.2. IlpakTudeckue 3aHsTHs

HaumenoBanue paznena

p{:ggﬂ U TeMbI IPAKTHYECKHUX HanmeHnoBanue u cofiep:kanne NpakTHUeCKUX 3aHATUN
3aHSTUN
Wudopmaniys kak npaBoBasi KaTeropus
Hupopmarus. Bunper uadopmaruu (o6cyxaenue, onpoc). OCHOBBI TEOpUH HH(POPMAIIHH.
1 Mudopmannontoe OcHOBHBIE IOJIXO/IbI K OMPECIICHUIO MOHATHS «MHGOPMAIU».
IIpaBo.
[Tpenmer, MeTobI U crcTeMa HH()OPMAIIIOHHOTO TTpaBa
Onpeznenenne NOHATHS «MHPOPMALMOHHOE TTPaBoy. [IpenmMeT u MeToab!
Hudopmaryis. uHbOpMaMOHHOTO mpaBa. [IpobiaemMaTika OTrpaHMYCHHS
1 Hndopmaryontoe UHGOPMALIMOHHOTO MTPaBa OT CMEKHBIX OTPacIiei mpasa.
TIpaBo. OCHOBHBIE TIOJIXO/IbI K OMPEAETICHUIO TPUHITUIIOB HHPOPMALMOHHOTO
npaBa
WudopmaninoHHbIe IPAaBOOTHOIICHUS
Nupopmarus. [TonsiTre, MpU3HAKK ¥ BUIBI HHPOPMAIIMOHHBIX TPABOOTHOIICHUH.
1 I/IH(I)OpMaHI/IOHHOG OCHOBHBIC TTOJIXObI K OIpCACIICHUIO 00BEKTOB I/IH(bOpMaIII/IOHHBIX
npaBo. npaBooTHoIeHnH. CyObeKThI U cofiepKaHne HH(HOPMAITHOHHBIX
IIPAaBOOTHOLIECHUH
[TpaBoBBIE peXKUMBI JOCTYIIA K HHPOPMAIHH
OcHoBHBIE HTHPOPMALIMOHHBIE TPaBa M CBOOOIbI, OCHOBAHHS X
orpannyenus. [IpaBo Ha noctyn k undopmaruu. [lousarre u BUabI
IIPaBOBBIX PEKUMOB CBOOOIHOIO JOCTYIA K HH(POPMAIIHH.
Nudopmarnus, kK KOTOpOi HE MOXKET OBITh OTpaHUYeH AOCTyN. MaccoBas
[IpaBoBbie pexxumsr | HHGbOpMarus. MckiounTenbHbie mpapa. OOMIECTBEHHOE HOCTOSHUE.
nocrymna K nHdopmaruy. | [IOHITHE M BHIBI IPABOBBIX PEKUMOB OIPAHHYCHHOTO 10CTYIA K
2 Be3omnacHoCTh B undopmanuu. Coaep:kanne KOHCTUTYIIMOHHOTO TIpaBa Ha
1M (hPOBOI SKOHOMHKe | HETPUKOCHOBEHHOCTD YACTHOM KU3HU, TUYHYIO U CEMEMHYIO TallHy.
TaliHa u ee pasHOBUIHOCTH. ['OcynapcTBeHHas TaliHA: TOHATUE U
0COOEHHOCTH ITPaBOBOTO peknuMa. KoMMepueckast TaifHa: TOHSITHE U
0COOCHHOCTH MPaBOBOro pexknma. CiykeOHasl TaiiHa: MOHITHE U BUIBL.
Oco0OeHHOCTH MTPABOBOTO PEKMMa HOCUTENeH nH(OpMaInu,
cocTasistone TaiiHy. [IpaBoBol peXUM NEPCOHAIBHBIX JaHHBIX
besonacHocTs u be3omnacHoCTh TOKYMEHTHPOBAHHOM HHpOpMaUK
peryaupoBaHue JloxymeHTHpOBaHHas U HEAOKYMEHTHpOBaHHast nHpopManus. [lonarue u
AIEKTPOHHOTO BUJIBI TOKyMeHTOB. HocuTenu Jo0KyMeHTHpOBaHHOW HH(OPMALINH.
3 JIOKyMeHToo0opora u | JIOKyMeHTEI Ha OyMaKHBIX HOCHTENAX. I[0HATHE 27IEKTPOHHOTO
MacCOBOTO JIOKYMEHTA. DJIEKTPOHHAS TIOJAMUCH U €€ BUABI. [[pUHIUTIBI U YCIOBHS
pacrnpocTpaHeHus MCIIOJIb30BaHUs AJIEKTPOHHOM MOJIHCH.
uHpopmaruu
PerynupoBanue uHpopmaIum, HaXoAIelcs B OTKPHITOM JJOCTYIIE
OO6mmas XxapakTepUCTHKA U MEePCIIEKTUBBI PA3BUTHS TIPABOBOTO
perynupoBaHus B chepe UCToIb30BaHU HHPOPMAIIHOHHO-
Be3omnacHOCTh U TEJIEeKOMMYHUKALIMOHHBIX CETEH.
peryJIMpoBaHHe [TonsiTHS «callT» U «cTpaHula caiita» B cetu «HTepueT». [lonsTue n
3JIEKTPOHHOTO BHJIBI IOMEHHBIX UMeH. [IpaBoBo# pexxum HHGOpPMAIINH, pa3MENIaeMOn B
3 nokyMeHnToo6opora | ceTd «MuTepHer». [IpaBoBoit craTyc Biajernbla caita B CeTH
MAaCCOBOTO «HTepHeT». [IpaBoBoii cTaTyc npoBaiiiepa XOCTUHTA.
PacIPOCTPAHEHHUS VYcnoBust orpaHdeHus J0CcTyna K caiitam B cetu «MuTepHer». Equnbii
MH(pOPMAIH peecTp JOMEHHBIX UMEH, YKa3aTellel CTpaHUIl CAuTOB B ceTh «HTepHET»
U CETEBBIX aJIPECOB, MO3BOJISIOUIUX UACHTUPHUIIMPOBATH CAThI B CETU
«HTepHeTy, copepxaiire nHHOpMaLMIo, pacpoCTpaHEHHE KOTOPOil B
P® 3anpemieno
4 UudopmarmonHas [TpaBoBbie OCHOBBI IU(POBON IKOHOMUKH B PD




oe3omacHocTh PD Ha
HAIMOHAJILHOM YPOBHE

[Tporpamma «l{udposas s3xonoMuka B POy. [Tonstre uudposoit
skoHOMUKH. Llenn mudpoBoit 5KOHOMHKHU. Y CIIOBHS peaTu3alliu
nporpammsel «Lludposas sxkonomuka B POy. HanpaBneHus pa3BuTus
U(PPOBON IKOHOMHUKH

OTBETCTBEHHOCTh 3a IIPAaBOHAPYIICHUS B HH(MOPMAIMOHHOM cdepe
[ToHsTHE M BUJIBI OTBETCTBCHHOCTH 3a MPABOHAPYIIICHHS B
uH(pOPMaIMOHHOH cdepe.

HHQ)OpMaHI/IOHHaﬂ YromnoBHas OTBETCTBEHHOCTE 3a MMPCCTYIIICHHUA B I/IHd)OpMaL[I/IOHHOf/'I
4 6esomacHocTs PO Ha | cbepe.
HAllMOHAJILHOM YPOBHE A,HMI/IHI/ICTpaTI/IBHO-HpaBOBaSI OTBCTCTBCHHOCTD 3a ITPaBOHAPYILICHMA B
uH(pOPMaIMOHHOH cdepe.
['paxxnancko-mipaBoBasi OTBETCTBEHHOCTH 3a MPABOHAPYIICHUS B
uHPOPMALIMOHHOM cepe
WNudopmanus kak HEOOXOAMMOE YCIOBHE CYIIECTBOBAHUS OPTaHU3AINH
I/IH(bOpMaL[I/I}I U Ou3HEC. YHpaBHeHI/Ie I/IH(bOpMaI_[I/IOHHbIMI/I IIOTOKaMM OpraHmu3alvi KaKk OCHOBaA
6 I/IH(l)OpMaHI/IOHHaH SKOHOMHYECKOM 0€30IaCHOCTH.
6e30MacHOCTh KauectBo nnpopmanuu u 3PEeKTUBHOCTD YIIPABICHUS: TIOJIOKUTEITBHBIC
Y OTPHULIATEILHBIE TPUMEPHI
I/IH(bOpMaL[I/IH U OM3HEC. Pucku HHQ)OpMaHHOHHOI;’I 0e30macHOCTH
6 NHudopManuonHas AHauM3 1 OlleHKa pUCKOB HH(POPMAIIMOHHON 0€301aCHOCTH: MPUMEPHI,
0e301acHOCTh 3a/laHus
B3anMocBs3b prckoB HH(pOpMAITMOHHOM 0€30MacHOCTH ¢ (PMHAHCOBBIMU
Hndopmanus 1 busnec. PUCKaMH ¥ pUCKaMH KaJIpOBOM 0€301MacHOCTH
6 Hndopmannonnas Hcrnonp3oBaHMe HHCTPYMEHTOB HH(GOPMAIIMOHHON O€301IaCHOCTH JIJIst
GesomacrocTs BBISIBJICHUS (PMHAHCOBBIX PUCKOB U PUCKOB KaJPOBOI 0€30MaCHOCTH
VYrpasnenue nHOOPMAITMOHHONM 0€3011aCHOCTHI0 OpPTaHU3aIuN
Opraau3anroHHas CTPYKTypa HH()OPMAIMOHHOW 0€30MMacHOCTH.
VipaBneHue Pacnipenenenre moasHoMounid ¥ 00s13aHHOCTEH MEXTY TI0Ipa3IeICHUSIMA
7 MH(OPMAIMOHHO OpTraHHu3aIy 1Mo o0ecredeHn o nHHOpMaMOHHON 6e30macHoCTH. MecTo
0e30MacHOCThIO OM3HECA HHq)OpMaL[HOHHOﬁ 0€e30I1aCHOCTH B CTPYKTYpPC HO,HpaSHeHeHHﬁ,
OTBEUAIOIIUX 32 KOMILJIEKCHYIO 0€30MacCHOCTh OpraHu3aluu. YTpaBicHHE
pHCcKaMU UH(POPMALIMOHHON 6€3011acCHOCTH
0O0630p OCHOBHBIX Opranu3zanus 4 CpeAcTBa 3alUThI CETH MPEIIPUATHUS
8 cpencts obecrieuenus |BuIbI 1 0COOEHHOCTH TEXHUYECKHX CPEJICTB 3aIIMThI CETH: IIPUMEDHI,
MH(}OPMALIMOHHON kelicel. OOCyX/1eHUE, TECThI
0e30MmacHOCTH
3amaun 6e30nmacHOCTH MHGOPMAIIMOHHBIX aKTUBOB, PEIlIaeMbIe C
O630p OCHOBHEIX MTOMOIIbI0 AaHTUBUPYCHOTO MPOTPAMMHOT0 00ECTICUCHHS
8 CpeACTB o6ecnequj/I$1 OyHKIMH, 0011ast XapaKTEPUCTUKA, TPOU3BOIUTEIN AHTUBUPYCHOTO
HH(OPMALHOHHOH nporpaMMHoro obecneuenus. Peinok P®. Kpurepuu Beidopa
GesomacnocTn CIENUATTU3UPOBAHHOTO ITPOTPAMMHOTO 00eCIIeUeHUs
JIoKyMeHTanpHOe JloxanpHas HOpMaTHUBHO-TIPaBOBast 06a3a Mo HHPOPMAITUOHHOM
oOeciieyeHne 0€30macHOCTH OpPraHU3aIUN
9 MH(OPMAIUOHHOI Conepkanne u ctpykrypa "Ilomutukn nadopmamoHHoi 6e30macHocTH".
6e30M1aCHOCTH OO6cyxneHue mpuMepa. 3aanus B rpynmnax. 3amura 3a1aHui
Cuctembl 6€30MTaCHOCTH JIEKTPOHHOTO JOKYMEHTO000pOTa
Kpunrorpagus xax | gosyiommoctu Kkpunrorpaduueckux cucreM. McnonszoBanue
OCHOBA 3AMUTBL AAHHBIX |y ymitorpadun st 3aIUThl TAaHHBIX TIPH Mepeiaye 1o KaHaaaM CBS3U U
1 TIpY XpaHCHIH 1 npu XpaneHuu. UHauBHTyaIbHBIC 3a/1aHUsI HA TIOJTyYeHUe YMEHUN 1
Tiepefiae Mo kaHalaM | 41paGoTKy HABBIKOB HCIIONB30BAHMS KPUMTOrPAQHUECKUX CPEJICTB
CBA3H 3QIATHI
Kpurrorpadus Kak Kpunrorpadus xak OJIHa U3 KIIOYEBbIX TEXHOJIOTHI OlOKUYeiH
11 TexHomorHs OJIOKYEHH - MPUHIIMITEI ¥ MEXaHU3MBbI paboThl. Bo3zMokHOCTH

OCHOBA 3alllUThI




JaHHBIX P XpaHCHUU
" nepcaadc 1o KaHajiaM
CBsI3H

HUCIIOJIBb30BaHUA OJIA 3allIlUThI JaHHBIX

CucTeMbl 3aIUThI

Hcnionb3oBaHue cucTeM 3allIUThI JaHHBIX OT YTCUCK AJIs1 CHHXKCHHA PUCKOB
WH(OPMAIIMOHHON ¥ SKOHOMHYECKOH 0€30MacHOCTH

12 JIAHHBIX OT yTedeK OcBoenue padotsel ¢ DLP-cucTemoii: ¢pyHKIMH, TapaMeTPhl, OTUYCTHI.
Brinonnenue 3aganuit
Pemrenue 3ama4 5KOHOMUYECKOH 0€30IIaCHOCTH C MCIIOJIL30BAHUEM CHCTEM
MOHHMTOPHHTa HHPOPMAIIMOHHBIX TOTOKOB U MPOTHBOJICHCTBUS yTCUKAM
JTAHHBIX
Buibl 1 0COOCHHOCTH CHCTEM IPOTUBOACHCTBHUS yTeUKaM JaHHBIX.
12 CHCTEMBI 3aIUMTBL | 375104y vyera MCIONB30BAHHS PAGOYETO BPEMEHH H KOHTPOJE
AQHHBIX OT yTCHUCK COOTBETCTBYIOIIMX PUCKOB KaJpOBO OE30I1aCHOCTH; IIPOYKTUBHOCTD
HCII0JI30BaHUs padoUYero BpeMEHH COTPYIHUKAMU; PEIICHUE KEHCOB
MOIIICHHUYECTBA, HEIICJICBOI0 MCIIOIb30BaHMS COTPYIHUKAMHU PECYPCOB
OpTaHM3aIuH, JIp.
KitoueBbie TpeOOBaHMS CTaHAAPTOB MHPOPMALIMOHHOM 0€301MaCHOCTH
Crannaprsl . banka Poccun
13 HH(OPMALHOHHOH Cucrema nokymenToB banka Poccun o nH(bopMannoHHON 6€30MMaCHOCTH.
Gesonacrocty Conepskanue U cTpyKTypa. OCHOBHBIE TPeOOBAHNUS
MeskTyHapOIHbIC CTaHIAPThl K COTPYIHNYECTBO B 00J1aCTH
CraHmapThl nH(pOpMaIMOHHOM 0€30IMacHOCTH
13 MH(OPMAIMOHHOM PCI DSS. MexayHapoHble OpraHU3alliy B 00J1acTi HHPOPMAITMOHHON
0e30MacHOCTH Oe30mmacHOCTH. Y4acThe U COTPYAHHUYCCTBO pOCCHﬁCKHX
TOCYJIapCTBCHHBIX H KOMMEPUYECKHX CTPYKTYP
Pa6ora ¢ nammaenTamu | CucreMa pearupoBaHus Ha HHIAICHTHI HHPOPMAITMOHHOHN 0€3011acHOCTH
MH(POPMALOHHOM OpraHu3alroOHHas U TEXHUYECKas COCTABJISIONIAsA CHCTEM MOHUTOPHHIA U
0E30IMaCHOCTH. pearupoBaHUs Ha WHITUICHTHI
14 [Tnardpopma
pearupoBaHHs Ha
unimaeHTH (IRP).
Security Operational
Center (SOC)
Pa6ora ¢ uHIMAeHTaMH | AYTCOPCHHT ycIayT HH(GOPMAIIMOHHON 06€30MacHOCTH
WH(OPMATMOHHON CocraB 3aTpar Ha COOCTBEHHYIO CUCTEMY MH(OPMAITMOHHON
0e30IMacHOCTH. 0€301acHOCTH, MPEUMYIIIECTBA U HETOCTATKH.
14 [Tnatdopma CocraB 3aTpar Ha ayTCOpCHUHTa HH(POPMAITMOHHOM 0€301TacHOCTH.

pearupoBaHus Ha
unimaeHTH (IRP).
Security Operational
Center (SOC)

HpeI/IMYIJ_IeCTBa 1 HCOOCTATKHU

5.3. CamocrosiTenbHas paboTa 00y4aromuxcs

Ne | HaumeHoBaHue pasjena N
CogeprkaHue caMOCTOSTETLHON pabOThI
pa3ll| JUCUUILIUHBI U TEMBbI
Nudopmarius. HNHpopManmoHHbIE MPaBOOTHOIIICHHS
1 NudopmannonHoe [ToaroroBka Kk mpakTUYECKOMY 3aHATHUIO 1O TeMe. [loaroToBka qokinaaa
paso.
ITporpamma "lludpoBast sxoHomuka PO"
IIpaBoOBBIE pEKUMBI " "
[TpoekTsl mporpammel "Ludpopas s3xoHoMuKa". CoepkaHue TPOrpaMMbI
J0CTyMa K UHGOpMaIHH. . o
2 nHpopManmoHHoM Oe30macHoCTH 1U(PoBOI S3KOHOMHKH. [ToaroTOBKA K

be3onacHoCTh B
1 (pOBON IKOHOMHUKE

MPAKTUYCCKUM 3aHATUAM. ITIOATOTOBKA JOKJIAI0B




[IpaBoBBIE peKUMBI
JIOCTYyTIa K HH(pOPMAIIHH.

[TpaBOBBIC OCHOBBI 3aIIUTHI KOH(MUIECHIINATbHBIX JaHHBIX
ITpaBOBBIC OCHOBBI 3alUTHI KOH(MUACHIIMAIbHBIX TaHHBIX. [ToAroTOBKa K

2 MPAKTUYECKUM 3aHITHSIM, TTOATOTOBKA JTOKJIAIOB
bezonacHocTh B
UG POBOI IKOHOMHKE
Bbe3onacHocTh 1 HpaBOBbIe OCHOBEI 3JICKTPOHHOI'O I[OKyMeHTOO60pOTa
peryaIupoBaHue DJeKTPOHHAs NOAMUCH. ANTOPUTMBI KU(POBAHUS, 0COOCHHOCTH,
SIIEKTPOHHOIO MPAKTUKA UCTIOIB30BAHUS KPUNTOTPAYUIECKUX CUCTEM
3 JIOKYMEHTOO00pOTa 1
MaccoBOTO
pacrpocTpaHeHHS
uHpopmanuu
besonacHocTh 1 [TpaBoBOE perynupoBanue B chepe MaccoBoi nH(MOpMaIUU
peryanpoBaHue C60p uH(DOpMaIK U3 OTKPBITHIX HCTOYHUKOB. CriocoObl cOopa,
JIEKTPOHHOTO MIPABOBBIE OCHOBBI UCIIOJIL30BaHUS WH(OPMALIUN
3 JIOKyMEHTO000pOoTa U
MaccoOBOTO
pacrpocTpaHeHHS
uH(popManuu
AKTyaJibHbIC HOPMaTHUBHBIC IOKYMEHTBI B 00JIACTH KHOEpOE30MacHOCTH
Nudopmannontas Konuemnus HanimoHanbHOM 6e3omacHocTH. CTpyKTypa prucKoB. Pucku
4 Gesonacrocts PO Ha WH(POPMALIMOHHONM 0€30MACHOCTH HA HAIIMOHAIBHOM YpOBHE. TeHICHIIHH,
HAIMOHATILHOM YPOBHC | 011600681 IpoTHBOCHCTBHS
OTBETCTBEHHOCTH 32 HAPYILIEHUS B 00JACTH 3alIUThI KOH(PHUICHIIHATBHBIX
Nudopmarmonnas JaHHBIX
4 6e3omacaocTs P® na | OTBETCTBEHHOCTH 3a pasrilallieHUe JAaHHBIX, COCTABIISIONIMX
HAIIMOHAIBHOM YpOBHE |TOCYIAPCTBEHHYIO TaliHy, KOMMEPYECKYIO TaiiHy. OTBETCTBEHHOCTH 32
HapYIICHUE 3aKOHA O MEPCOHAIBHBIX JTAHHBIX
Nubopmarus 1 6usHec. | YIPABICHHE PUCKAMU UH(YOPMAIMOHHON O€30MaCHOCTH
6 NudopmanmonHas [ToaroroBka K MPaKTUYECKUM 3aHATHM 10 TeMme. BrlnonHeHue 3aaanuid,
6E30IIaCHOCTD MOJITOTOBKA K TECTUPOBAHUIO
Nudopmarnus u 6usnec. |Pucku, cBa3aHHbIe ¢ MHPOPMALMOHHBIMU aKTHBAMH OpPraHU3alUH
6 NupopmanronHas [ToAroToBKa K MPaKTUIECCKUM 3aHSITHSAM, IOATOTOBKA K TECTUPOBAHUIO
0e30MacHOCTh
Pacnipenenenue obs3aHHOCTEN O 00€CIEYeHNI0 UHPOPMAIIIOHHOM
Ynpasienue . 0€30MacHOCTH OpPraHU3alUN
/ HH(OPMALHOHHOM [ToaroToBKa K MPAaKTUIECCKUM 3aHATHSIM, IOATOTOBKA JIOKIIAJIOB,
GesomacHocTbio busHeca MOJIFOTOBKA K TECTUPOBAHUIO
O030p OCHOBHBIX AHTUBHPYCHOE MPOTpaMMHOE o0ecrieueHne: QyHKIUU, TIPUMEPHI
8 CpeCTB o0ecrieueH s | MCIIOJIb30BaHMSI
WH()OPMAITMOHHON [ToaroTroBka K MPaKTUYECKUM 3aHSATHSAM, TOATOTOBKA JTOKIA/I0B
0e30MacHOCTH
JlokyMeHTaJIbHOE [Tonutrka naGOpMaIMOHHOW 6€301MacCHOCTH
9 obecrnieueHue [ToaroToBKa K MPaKTUYCCKUM 3aHATHIM, ITOATOTOBKA JIOKJIAI0B
nH(OPMAITMOHHOU
0€30MacHOCTH
JlokymeHTanpHOE Opranuzanus 00ydeHus COTPYIHUKOB B 0071acTi WH(OOPMAIIMOHHON
obecrnieucHne Oe3omacHOCTH
d WH()OPMAITMOHHON [ToaroroBka K MPaKTUYECKUM 3aHSATHSAM H BBITIOTHEHUE 33 TaHUN
0€30MacHOCTH
Kpurrorpadus kax | DIOKIeHH
11 | ocrosa samuTer tambix [ToaroroBka K MPaKTUYECKUM 3aHSATHSAM, TOATOTOBKA JTOKIAI0B

IIPU XPaHEHUH U
nepeaaye 1o KaHajaam




CBA3U

Kpunrorpadus xak
OCHOBA 3aIUTHI TAHHBIX

CucTeMBbl AJIEKTPOHHOTO JOKYMEHTO000pOoTa
W3ydeHne BO3MOKHOCTEH CHCTEM DIIEKTPOHHOTO JOKYMEHTO000pOTa TI0

11 [P XpaHCHUHU U JOKyMEHTaIuu npoun3Boauteneil. [loAroToBka Kk mpakTUYECKUM 3aHSATUSIM
nepeaave mo KaHajiam
CBSI3H
Kpunrorpadus xkak | Micropus pa3BUTUs KpUITOTpahUUECKUX CUCTEM
OCHOBA 3alUTHl JAHHBIX | TOJATOTOBKA K MPAKTUYCCKUM 3aHSATHUSIM, MOATOTOBKA JTIOKIAI0B
11 MIPU XpaHCHUH U
nepeaave mo KaHajiam
CBSI3H
CuHcTeMbl IPOTUBOJACHCTBHS YTEUKAM JaHHBIX
12 CucTeMbl 3aIUThI [ToAroToBKa K MPaKTUYECCKUM 3aHSATHSAM, BHIIIOJIHEHUE 3a1aHHM,
AGHHBIX OT yTCHCK MOJIFOTOBKA K TECTUPOBAHUIO
CraHmapTsl CranmapThl HHPOPMAIIMOHHON 0€30IIaCHOCTH
13 MH(OPMALUOHHOI ConepxaHue cTaHIapTOB HHPOPMAITMOHHOM 6e3onacHocTH. [loaroToBka K
6e30MaCHOCTH MPAKTUYCCKUM 3aHATHIM U TECTHPOBAHUIO
Pa6ora ¢ uHIMIeHTaMu | YTIpaBJICHUE HHITUACHTaAMH WH(POPMAIMOHHOHN 0€301acHOCTH
uH(OPMALMOHHOM BrlnonHeHue 3aqaHui, IOArOTOBKA K MIPAKTHYSCKUM 3aHITHSIM H
0€301acHOCTH. TECTUPOBAHUIO
14 [TnaTdopma

pe€arupoBaHuA Ha
unimaeHTs (IRP).
Security Operational
Center (SOC)




6. MeToauveckne MaTepHAJIbI JJIsl CAMOCTOATEILHON PadoThl 00yUAIOIIMXCS 1O AUCHUIIIHHE
(Moay110)
CaMOCTOﬂTCHBHYIO pa60Ty HCO6XOI[I/IMO BLIIIOJIHATD 110 BCEM pas3aciaM IporpaMmbl JUCHUIIIMHEBL B

dopme:

- U3YYEHUSI PEKOMEH1YEMOW OCHOBHOM M JOMOJHUTEIBHOW JINTEPATYPHI;
- CaMOCTOSTENBHBIX 3aHATHH 110 TIOJ00PY U aHATU3Y JIUTEPATYPHBIX UCTOUYHUKOB;

- BBIIIOJIHEHUIO TIOJIYYEHHBIX HA MMPAKTUYECKUX 3aHATHUAX 33/1aHUM, BKJIKOYAs 3aJaHUs IPOCKTHOM
paboThI;
- IOMCKa UCTOYHUKOB, cOOpa M aHaIN3a JaHHBIX, PACYCTOB, HAMMMCAHUS TEKCTAa KYpPCOBOM paOOTHI.
N3ydenne kypca oCymiecTBIsIeTcs B (POpME ydacTHs B JICKIMOHHBIX U MPAKTUYECKUX 3aHATHIX,
MOATOTOBKU Y HAINMCAHUS KypCOBOM pabOThI, CAMOCTOSITEILHOM MOATOTOBKH.
Ha ayautopHbIX 3aHATHSAX 00y4daromuecst 3HaKOMSITCS C TEOPETUKO-METO10JI0TUYECKUMHU OCHOBAMHU
JUCITUTIIMHBI, COBPEMEHHBIMH Mpo0aemMaMu, ToHITUsIMHA. OCBOCHHE OCHOBHBIX MOHATHI TpeOyeTcs Ha
YPOBHE BO3MOXHOCTHU X ITPUMEHEHUS B JUCKYCCHAX HA MMPAKTUYECKUX 3aHATHUSAX, IPU MOATOTOBKE
KYPCOBO# pabOThI, BBEITIOJTHEHUH IMPOCKTHBIX 33/IaHUH M MOATOTOBKE K KPYTJIOMY CTOY.

[IpopaboTka n3ydaeMoro Marepuaia mpoBOAUTCS HAa IPAKTHUCCKHUX 3aHSATHUIX, B XOJI€ KOTOPHIX
oOyuaroruecs: ToJpoOHO aHAIM3UPYIOT OCHOBHBIE KOMIIOHEHTHI U3y4aeMoil TeMbl. B dhopmMe noknana unu
JaJIoTa ¢ TPeroiaBaTeieM paccCMaTpUBAIOT Hanbosee CI0KHbIE U TITyOOKHe 3aKOHOMEPHOCTH U
MEXaHHU3MbI, 00CYKIAIOT MOCIeIHNE MyOIUKAINH 110 H3y4aeMbIM MTPOOIeMaM.
B Teuenue cemecTpa oOy4aromyecs Noay4aroT IPAKTHUECKUE HABBIKU UCTIOIb30BAHUS CUCTEMBI
MOHHUTOPHUHTA PadOThI COTPYIHUKOB.
Nrtorom n3yueHus Kypca sBJII€TCA yCIENIHas cada 3a4eTa U SK3aMeHa.

7. OuleHOYHbIe MAaTEPHAJIBI /IS IPOBEAEHUA TEKYIEero KOHTPOJIsSl YCIeBaeMOCTH ¥ MIPOMEKYTOYHOM
arrecTauMu 00y4aroIMXCcH M0 JUCHUILINHE (MO1YJIIO)
7.1. IlepedyeHp KOMIIETCHIUN C YKa3aHHEM ATAINIOB UX (POPMHUPOBAHUS B MPOLIECCE OCBOCHHSI TUCIUTUTHHEI

Ko 1 HaumenoBanue

No KoHTtpommpyembie pa3iesnsbl TUCIHUILTAHBI HHMKATOPa KOHTPONHPYeMOii Bup onieHouHoTr0
/1 (Momyst) cpencTsa
KOMIIETEHIUU
1 |Mngopmanms. Mndopmarmonroe npaso [MK-3.1, TIK-3.2, T1K-3.3, T1IK- | YcTHBIi onpoc, TECTHI,
PMaTHA. pMatt PaBo. 3.4, I1IK-3.5 IOKJIaIbI
[TpaBoBBIE peKHUMBI JOCTYyTA K Y OTHBL OMDOC. TECThL
2 |undopmanuu. bezonacHocTh B 1M poOBOit [1K-3.3, [1K-3.4, [IK-3.5 poc, ’
JTOKJIAJTbI
DKOHOMUKE
besonacrocTs u perynuposanme ITK-3.1, I1K-3.2, TIK-3.3, TIK- | YcTHBII onpoc, TECTHI,
3 | 2MEeKTPOHHOTO JOKYMEHTO000pOTa U
3.4, I1K-3.5 TIOKJIA bl
MacCOBOTO paclpoCTpaHeHusl HHMOpMaIun
4 Nudopmanmonnas 6e3onacHocts PO Ha TK-3.3, [TK-3.4, [IK-3.5 Y CTHBIN ONIPOC, TECTHI,
HaIlMOHAJIHLHOM YPOBHE JTOKJIA]TbI
& 300 TK-3.1, [TK-3.2, TIK-3.3, TIK- E"gﬁgf o
3.4, TIK-3.5 POMEYT
aTTeCTaIlH
6 Nudopmanus u 6uznec. Uupopmanmonnas | [1K-3.1, [1K-3.2, T1K-3.3, I1K- | YcTHBII onpoc, TECTHI,
0e30MmacHOCTh 3.4,1IK-3.5 3aJlaHus, TOKIabl
7 VYrpasnenue nHGOpMaImOHHOM [1K-3.3, [IK-3.5 YCTHBIH OIpoc, TeCTHI,
0e30IMacHOCTRIO OM3HEeca 3aJjaHus, TOKJIa bl
3 0630p OCHOBHBIX CPEJICTB obecrieueHus T1K-3.3, TIK-3.5 YcTHBIM OnpocC, TECTHI,
nH(}pOpMaMoOHHOM 0€30MacHOCTH 3aJJaHMsA, TOKJIa bl
9 ]IOKyMeHTaJ'IBHOevO6eCHe‘IeHI/Ie T1K-3.3, TIK-3.5 Y CTHBIN OMPOC, TECTHI,
nH(pOpMaMoHHOM 0€30MMacHOCTH 3aJJaHKsA, TOKJIa bl
10 |3auss ITK-3.1, TIK-3.2, [1K-3.3, TIK- [ Borpocsr

3.4, I1K-3.5

MPOMEKYTOUHOMN




aTTCCTallun

KpunTorpadust kak 0CHOBa 3aIIUTHI TaHHBIX

Y CTHBINM Onpoc, TECTHI,

11 [mpu xpaHeHuu U nepenaye no KaHajaam ITK-3.3
3a/laHus
CBSI3U
12 | CreTeMb 3AIITEL TAHHELX OT VICUeK ITK-3.1, I1K-3.2, [T1K-3.3, [IK- | YcTHbIi onipoc, TECTHI,
i a T 3.4, IIK-3.5 3aaHus
CranmapThl HHPOPMAIIMOHHOK ITK-3.1, I1K-3.2, [1K-3.3, TIK- .
13 0e30MacHOCTH 3.4, I1IK-3.5 YCTHEII ONPOC, TECTBI
Pabora ¢ unnuaeHTaMu HHGOPMALIMOHHON
14 6e3onacHoctH. [limardopma pearupoBanus ITK-3.1, I1K-3.2, [T1K-3.3, [IK- | YcTHbIi onipoc, TECTHI,
na uniaents! (IRP). Security Operational 3.4,11K-3.5 3aJaHHsI
Center (SOC)
ITK-3.1, IIK-3.2, T1K-3.3, T1K- [ KypcoBas paboTa.
15 |Wnas xonTakTHas pabora 3.4, TIK-3.5 VerTHas sammTa
Bomnpocsl
16 | 3xsamen ITK-3.1, I1K-3.2, [1K-3.3, TIK- [ mpomexyTouHOM

3.4, IIK-3.5

aTTecTanuu (YCTHBIN
01poc)

7.2. TunoBble KOHTPOJIbHBIE 331aHUS UM UHBIE MaTePHAIIbI TEKYIIIETO KOHTPOJISl yCIIEBAEMOCTH,
HEO0OXOIUMBIE IS OIICHKU 3HAHUM, YMEHHUI U HABBIKOB U (WJIH) OMbITA MPOPECCUOHATBHON NESTEIbHOCTH,
XapaKTEePU3YIOIMINX 3TaIbl OPMUPOBAHUS KOMIIETEHIIUN B IPOIECCE OCBOCHHUSI TUCITUTLIMHBI

['pyrmoBeie TBOpUSCKHE 3aIaHuUs (IIPOCKTHI) ISl IPOBEPKU CPOPMUPOBAHHOCTH WHIUKATOPOB
noctukenns komnerenuuii [1K-3.1, T1K-3.2, T1IK-3.3, T1K-3 .4, T1IK-3.5.
OrneHuBaIOTCS 3HAHUS, YMEHUS, HABBIKH T10 pa3jeiaMm Kypca 1-6.
1. Pa3zpaboTka moauTHKH HHPOPMAIIMOHHOM 0€30IMaCHOCTH.

2. Unentudukanus u yaeT HHOOPMAIMOHHBIX AKTHBOB.

3. l'enepanust «kapTh» MPOIECCOB 00pabOTKH nepcoHanbHbIX JaHHBIX (IT1H).

4. Unentudukanvs nHGOPMAITMOHHBIX CUCTEM TepcoHANbHBIX AaHHBIX (MCIT1H).
5. Pa3paboTka opraHu3aiimOHHBIX MEP IO 3aIIUTE TEPCOHAIBHBIX TaHHBIX.
6. Pa3zpaboTka nmporpaMMbl IOBBIIIEHUS] OCBETOMIEHHOCTH COTPYJIHUKOB B O0JIACTH 3aIUTHI
MEPCOHANIbHBIX TAHHBIX.

Kpyrasriii cron

(mepedeHpb JUCKYCCUOHHBIX TEM KPYTJIOro CToJia AJis MPOBEpKU c(HOPMUPOBAHHOCTH UHIUKATOPOB
noctkenust komnerenimii [1K-3.1, TIK-3.2, ITK-3.3, I1K-3.4, T1K-3.5)
OneHuBarOTCs 3HaHUS, YMEHHUS, HaBBIKH 10 pa3aeny 1.

Pazpnen 1:

1. CpaBHEHHE MEXTYHAPOIHBIX M HAITMOHAIILHOTO 3aKOHOB B 00JIACTH 3aIIUTHI MEPCOHATBHBIX
JTAHHBIX.

['pynnoBoe (MHAMBUAYAIBHOE IO BEIOOPY CTYAEHTA) TBOPUECKOE 3aJJaHUE JIJIsl IPOBEPKHU
c(hOpMHUPOBAHHOCTH HHIUKATOPOB JoCcTrkeHns komnetenmmid [1K-3.1, TTK-3.2, TTK-3.3, T1K-3.4, T1K-3.5.
OrneHnBaOTCS 3HAHUSI, YMEHUS, HABBIKH IO pa3zenaM Kypca 1-6.

BapuanT 1

Bl pykoBoauTens npeanpusaTys. Bam Heo0X0ouMo opraHr30BaTh mpoiecc GopMUPOBAHUS
«[lepeuns cBeneHni KOHPUACHIIMATHHOTO XapakTepa». Caenaite onucanue OU3HeC-mpoIiecca.

Bapuant 2

Brl PYKOBOIUTCIIb NIPCAIIPUATHA. Bam HCO6XO,Z[I/IMO OpraHu30BaThb KOH(bI/I,Z[eHLII/IaJ'ILHOC
ACJIOIIPOU3BOACTBO. CzlenaﬁTe OIIMCAHUC 6I/I3HCC'HpOHCCC8.

Bapuanr 3

Brl pykoBoanTE b IPEANPUATHA. BaM HEOOXOAMMO OpraHM30BaTh 3aIIUTY B OTHOIICHHH
JOKYMEHTONmoToKOB. CesaiTe onucanue OU3Hec-mpoIiecca.

Bapuanr 4




Br1 pykoBouTeNh NpeAnpusTUs. Bam HE0OX0AMMO OPraHU30BaTh TEXHOJIOTHYECKYIO CUCTEMY
00paboTKu KOHGUACHIIUATHHBIX TOKYyMEeHTOB. ClenaiiTe onvucanue Ou3Hec-mpoiecca.

TecToBbIe 3amaHNs

(IpHMEpBI TECTOBBIX 3aJJaHUH JUIS IIPOBEPKH CHPOPMUPOBAHHOCTH HHIMKATOPOB JOCTHIKCHHS
xkomnerenmmii [1K-3.1, T1K-3.2, I1K-3.3, T1K-3.4, T1K-3.5)

OrneHHBarOTCS 3HAHUS 110 pasjieiam Kypca 1-6.

1. bezonacHocThk nH(pOpMaIuu (B COOTBETCTBHH ¢ PykoBoaAImIUM JOKyMEHTOM "3ariura ot
HECaHKIIMOHUPOBAHHOIO JOCTyMa K nH(popManuu TepMUHBI U onpeesieHus ") — 3To:

a) COCTOsIHUE 3alIUIEHHOCTH HH(pOpMaluu, 00padaThIBa€MOil CpeICTBAMH BHIYHCIIUTEIb-HOM
TEXHHUKHU WJIM aBTOMAaTU3UPOBAHHON CUCTEMBbI, OT BHYTPEHHHX WJIM BHEUIHHUX yIpoO3;

b) cucrema ynpapieHus 3amuToi nHGopmanuu;

C) MOCIeA0BATEIbHOCTD JEHCTBUM T10 3alTUTE OT yrpo3?

2. Kakoii ToKyMeHT siBJsieTCsl 0a30BBIM B CHCTEME JIOKATbHOW JOKYMEHTAIIUN KOMITAHUU T10
UH(HOPMAIIMOHHON 0E30MaCHOCTH:

) MoJINTUKA NH(DOPMAIIMOHHOW OE30ITaCHOCTH;

b) mpaBuiia pasaeneHus 10cTyna;

C) perJaMeHT MOHUTOPUHTa UHITACHTOB O6e301acHoCTH?

3. K kakoMy THITY pUCKOB OTHOCSTCSI PUCKH HH(DOPMAIIMOHHOW OE30TTaCHOCTH 10
KIaccudukanuy bazenbckoro KOMUTETA M0 OAHKOBCKOMY HaI30pYy:

a) CTpaTeru4eCKuii;

a) oneparmoOHHbIN;

b) nukBuaHOCTH;

C) pbIHOYHBIN?

4. Kakoe 13 nepednciaeHHbIX JEHCTBUI SIBISIETCS IEPBBIM ITAOM pa3padOTKH CUCTEMBI
UH(MOPMAIIMOHHON 6€30MaCHOCTH MPEANPUSATHS:

a) BEIOOD CPE/ICTB 3AIUTHI;

b) npentudukarys coobITHIF HHOOPMAITMOHHON OE30MACHOCTH;

C) MOHUTOPHUHT COOBITHI HH(OPMALIMOHHON Oe30macHoCTH?

5. DLP cucremsl npeaHa3zHavyeHbl IS

a) BBISIBJICHUS U NPEAOTBPAILlEHUs yTeUEK JAHHBIX;

b) BbIsSIBNICHNUS M IPEIOTBPAIICHUS 3apaKeHHS BUPYCAMH;
C) BBISIBJICHUS U NPEAOTBPAILIEHUS CETEBBIX aTaK?

6. JIByxdakTopHas ayTeHTU(UKAIS TOApa3yMeBaeT UCIOIb30BAaHUE IBYX U3 CIEAYIOIINX
Croco00B UACHTU(PHUKAIIY TTOIb30BaTeNs (YKaKUTE HETPAaBUIbHBINA OTBET):

a) OTP;

b) mapossb;

C) cMapT-KapTa;

d) [T1H;

€) OTIIEYATOK Majblia;

f) KOHTPOJIB TOKYMEHTA, YAOCTOBEPSIOIETO THYHOCTb.

7. COBOKYITHOCTb MPABUJI, OMIPEIEISIFOIINX PAa3PEIISHHs] U 3alpPEThl JOCTYTA K
nH(}OPMAIIMOHHBIM pecypcaM — 3TO:

a) YpOBEHb TIOTHOMOYH CyOBEKTa JOCTYIIA;

b) npaBuna pazaeneHus 10CTymna;

C) MOJIeTTh 3alIUThl TH(GOPMAITMOHHBIX PECYPCOB?

8. BO3MOXHOCTh BOBHMKHOBEHHUS yIiepOa B pe3yibTaTe HapyIIeHUs: HH()OpMAIMOHHOM



0e3011acCHOCTH — 3TO:
a) ySI3BUMOCTb;
b) araxka;
C) puck?

9. Kakoe cBOMCTBO 3alUIIICHHON HHPOPMAIMK ObLIO HAPYIIICHO, €CJIA BbI BUIUTE
NPHOIM3UTEIIBHO CIICAYIOMIUN TEKCT OIIMOKH «CEPBHUC BPEMEHHO HEe paboTaeT, 00pPaTUTECH . . .»:

a) IEeJIOCTHOCTb;

b) moctymnHOCTS;

C) KOH(UIECHITNATBLHOCTD;

d) aBTopcTBO MOKYMEHTA?

10. Lensio pemepanbHOro 3aK0Ha O IEPCOHAIBHBIX JIAHHBIX SBIISCTCS:

- oOecrieueHue 3alIUThI PaB U CBOOOT YeTIOBEKa U IpakJaHIHA IPU 00pabOTKE ero
MNEPCOHAJIbHBIX JAaHHBIX, B TOM YHCJIC 3alllUThI IIpaB Ha HCIIPUKOCHOBCHHOCTD JaCTHOU KU3HH, JINYHYIO U
CEMEUHYIO TalHY;

- oOecrieueHue 3aIIuThI MPaB ¥ CBOOOT YeTIOBEKa U rpakKJaHIHA IPU 00pabOTKE ero
NNEepCOHAJIbHBIX JaHHBIX.

11. [lepcoHanbHBIMU JAHHBIMH, COTJIACHO 3aKOHY O TIEPCOHATIBHBIX JAHHBIX, SBIISIOTCS:

- moOast HHpOpMAIHs, OTHOCSIIASLCS K IPSIMO WJIM KOCBEHHO ONPE/ICIICHHOMY WITH
ornpeaensIeMomMy (GU3HIESCKOMY JHIY (CYOBEKTY EPCOHAIBHBIX JTAHHBIX );

- moOast HHpOpMAIHs, OTHOCSIIASLCS K IPSIMO WJIM KOCBEHHO ONPE/ICIICHHOMY WITH
onpeneasieMomMy pU3HUEeCKOMY JIMIY (CyOBEKTY IepCOHANBHBIX JaHHBIX ), 3 UCKIIOUCHUEM HH(POPMaIIUH
OTKPBITOrO JocTyma (00IIeI0CTYITHBIC NH()OPMAIIMOHHBIC PECYPCHI).

12. TpancrpanuuHas nepegada NepPCOHANbHBIX TaHHBIX — 3TO:

- Iepeiaya MepcoOHaIbHBIX JAHHBIX HA TEPPUTOPUIO HHOCTPAHHOTO TOCYAAPCTBA OPTaHy
BJIACTU MHOCTPAHHOT'O TOCYAapCTBA, MHOCTPAHHOMY (DPHU3HUUECKOMY JIUILY UM UHOCTPAHHOMY
IOPUANYECKOMY JIHILY;

- Iepejiavya NepCoHaIbHBIX JAHHBIX Ha TEPPUTOPHUIO0 HHOCTPAHHOTO TOCYapCTBA OpraHy
BJIACTU MHOCTPAHHOI'O TOCYJapCTBa WJIM MHOCTPAHHOMY FOPUINYECKOMY JIUILY;

- Iepejaya NepCoHaNbHBIX JaHHBIX HA TEPPUTOPHUIO0 HHOCTPAHHOIO FOCYJapCTBa OPraHy
BJIACTU MHOCTPAHHOI'O TOCYJapCTBa.

13. JlocTynHOCTb JaHHBIX — 3TO:

- COCTOSIHHE JAHHBIX, TP KOTOPOM OHHU MOTYT OBITh OECIPENSITCTBEHHO HCIOIb30BaHbI
JH00BIM COTPYIHUKOM OpTraHU3allly;

- COCTOSIHHE JaHHBIX, TP KOTOPOM OHHU MOTYT OBITh O€CTIPENSTCTBEHHO UCTIOIb30BaHbI
JTH00BIM COTPYTHUKOM OpPTraHU3ally, UMEIOIINM COOTBETCTBYIOIIEE MTPaBO JOCTYIIA;

- OTCYTCTBHUE OIIMOOK B JAHHBIX.

14. Vs13BUMOCTh HHPOPMAIIMOHHOM CHCTEMBI WM IPOrPAMMHOI0 IIPOAYKTa — 3TO:
- c1aboe MecTo;

- HayaBIlIas Pean30BhIBATHCS aTaKa,

- XapaKTepUCTUKA YPOBHS 0€30MacHOCTH HH(OPMAIIMOHHON CUCTEMEI.

15. Hanmuwme nporiecca ynpaBieHUs yI3BUMOCTSIMH, BKJIFOYAsl YIPABICHHUE )KU3HEHHBIM [TUKJIOM
nporpaMMHOro odecrnieueHus, patch management, pentesting sisnsiercs:

- HeOOXOIMMBIM, HO HEJTOCTATOYHBIM YCIIOBHEM o0OecredeHusi 0€30MacHOCTH MePCOHATBHBIX
JTAHHBIX;

- HEOOXOIUMBIM U TOCTaTOYHBIM YCIOBHEM OOeCTieueHHsl O€30IMaCHOCTH MEePCOHATBHBIX
JTaHHBIX;

- HE SIBISIETCS HEOOXOAUMBIM U JOCTATOYHBIM YCIOBHEM oOecrieueHus 0€30MacHOCTH
MEPCOHANBHBIX TAHHBIX.



16. Hem3ameHnHOCTh MH(MOpMAIIMU B TIPOIECCE €€ TIepeIadun WIH XPAHEHUS — JTO:
- LEJIOCTHOCTb;

- KOH(pHIEHITUATBHOCTH;

- ayTeHTHYHOCTb.

17. ®enepanbhblii 3aK0H «O MEPCOHAIBHBIX TAHHBIX)» MPUHSAT:
- 27 nrons 2006 roxa;

- 27 nrona 2003 rona;

- 19 masg 2010 rona.

[Ipoekt «IlocTpoenue koHIEeNIMH HHOOPMALIMOHHOW O€30MACHOCTH MPEATIPUSTHS

(s mpoBepKU c(hOPMUPOBAHHOCTH MHIUKATOPOB JocTxkeHus komnerenuil [1K-3.1, I[TK-3.2, TIK-
3.3, TIK-3.4, TIK-3.5)

OneHuBaroTCs 3HaHUS, YMEHUS 0 pa3zeniaM Kypca 3-6.

1. Llens pabGoThI

3HAKOMCTBO C OCHOBHBIMHU MPUHIIUIIAMU MTOCTpOeHUs KoHUenuu b npeanpusarus, ¢ yuetom
0coOeHHOCTEH ero HHPOPMALIMOHHON HH(PACTPYKTYPHI.

2. Kpatkue TeopeTnueckue CBeJICHHS

Jlo Havana co3aHus CUCTeM MH(DOPMAIIMOHHOW OE30ITACHOCTH PsiJl OTCYECTBEHHBIX HOPMATHBHBIX
nokymeHnToB (TOCT P MCO/MBK 15408 TOCT P UCO/MDK 27000 TOCT P UCO/MDK 17799) n
MexayHapoaHbix ctanaapToB (ISO 27001/17799) npsiMo TpeOyroT pa3paOOTKH OCHOBOIIOJIATaIOIINX
nokymeHToB — Konneniuu u [lomutuku nagopmarmonnon 6e3onacuoctd. Eciiu Konnenmust Ub B 00mux
yeptax onpenaenseT, YTO HeoOxoauMo caenaTh i 3amuTel HHGopManun, To [lomuTuka neraausupyer
nosioxenus: Konnenuuu, u ropoput KAK, kakumu cpenctBamu 1 criocodbaMu OHHM JT0JKHBI OBIThH
pealn30BaHbI.

Konuenmus nabpopMaimoHHOH 6€301MaCHOCTH UCTIONb3YeTCs JUIS:

* IPUHATHS 00OCHOBAHHBIX YIIPABICHYCCKUX PEIICHUH TI0 Pa3pabOTKe Mep 3alUThI
uH(pOpMAIINH;

* BBIPA0OOTKH KOMIUIEKCA OPTraHU3aIMOHHO-TEXHUYCCKIX U TEXHOJIOTUICCKUX MEPOIIPUSITHH 110
BBISIBJICHUIO YIPO3 MHPOPMAIIMOHHON 0€30MaCHOCTH U MPEJOTBPAIECHHUIO MTOCIEACTBUIN UX peaTn3allui;

* KOOPJWHAIIMY ACATEIHHOCTU MOAPA3ACIICHUN 110 CO3JaHUI0, PA3BUTHIO U IKCILTyaTaIliu
WH()OPMAIIMOHHON CHUCTEMBI C COOTI0/IEHnEeM TpeOboBaHuM obecrieueHrs 0€30MacHOCTH HH(MOpMaIUy;

* 1, HaKOHeII, /Il GOPMHUPOBAHUS U PEATU3ALUN €TUHOM TTOJUTUKH B 00JaCTH 00ecriedeHust
MH(}OpPMallMOHHON 0€3011aCHOCTH.

3. 3amanue

Pazpaborate koHIIENIINIO HHGOPMAITMOHHON 0€30MTaCHOCTH KOMITAHUHU, COJIEPKAIILYIO CIEIYIOIINE
OCHOBHBIE pa3Jiesbl (TPUBEEH MPUMEPHBIN TIJ1aH, B KOTOPHIHM B Cllydae HEOOXOIUMOCTH MOTYT OBITh
BHECEHBI U3MEHEHUS).

1. O6mmue nosoXKeHus

Haznauenne Konnenmuu no obecnedeHnto nHGOpMAIMOHHON 0€301MacHOCTH.

1.2. llenu cuctembl HHPOPMAITMOHHOMN 0€30MaCHOCTH

1.3. 3amauu cucteMbl HHGOPMAITMOHHONW O€30MaCHOCTH.

2. IlpoGnemuas cutyanus B chepe HHGOPMAITMOHHONW 0€30MaCHOCTH

2.1. O6bexTh HHGOPMAIIMOHHON O€30MaCHOCTH.

2.2. OnpenesneHne BEpOSATHOTO HAPYIIUTEIIS.

2.3. Onucanue ocobeHHocTel (mpodus) Kax a0l U3 rpyI BEpOSATHBIX HAPYILIUTEICH.

2.4. OcHOBHBIE BBl YTP03 HHPOpMaAIMOHHOH Oe3onacHocTH [Ipennpustus.

» Knaccudukaruu yrpos.

* OCHOBHBIE HETIPpETHAMEPEHHBIE HCKYCCTBEHHBIE YTPO3HI.

* OCHOBHBIE TTPEAHAMEPEHHBIC UCKYCCTBEHHBIC YTPO3HI.

2.5. Obuecraructudeckass HHGOpPMAIUS M0 UCKYCCTBEHHBIM HapyIICHUSIM WH(OPMAIIMOHHON
0€30IMaCHOCTH.

2.6. O1ieHKa MOTEHITMAIBHOTO yiepOa oT peanu3anuu yrpo3sl (cM. [Ipaktuyeckyro padoty Ne 1).

3. Mexanu3mbl obecnieueHus nHpopMannoHHon 6e3omacuoctu  [Ipeanpustus



3.1. [IpuHIUmel, ycnoBus U TpeOOBAHUS K OPraHU3ANH U ()YHKITHOHUPOBAHHUIO CHCTEMBI
nH(HOPMAIIMOHHON 0€30MIaCHOCTH.

3.2. OcHOBHBIC HANIPABIICHUS TOJUTUKHU B chepe HH(HOPMAIIMOHHON OE€30MaCHOCTH.

3.3. IlmanupoBaHKEe MEPONPHUATHI MO0 00CCIICUCHHIO HH(OPMAITMOHHON 0€3011aCHOCTH
[Ipennpusitus.

3.4. Kputepuu ¥ nmokasareiad HHGOpMaIMOHHON 0e3onacHOCTH [Ipennpusrus.

4. MepompusTHs 110 peanu3aui Mep HHPopMaImoHHo# 6e3onacHoctu [lpennpustus

4.1. OpraHnu3aloHHOE 00CeCIIeUCHHE HH(POPMAIIMOHHON O€30I1aCHOCTH.

* 3a/1a4u OPTaHU3AMMOHHOTO 00ecTIeYeHISI HHPOPMAIIMOHHOW 0€30IacHOCTH.

* [Togpasnenenus, 3aHATHIE B 00CCIICUeHUN HHPOPMAIIMOHHON 0€30IaCHOCTH.

 B3aumoselicTBre noapas3aeneHuil, 3aHAThIX B 00ecTieYeHIN HHPOPMAITHOHHOM
0e301acHOCTH.

4.2. Texanueckoe obecnieueHrne nHGopMaImoHHO# 6e3onacHoctu [Ipenmpusitust.

* OO01mue MoaoKEHUs.

+ 3ammra nHHOPMAIIMOHHBIX PECYPCOB OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA.

» CpeacTBa KOMIUIEKCHOH 3aIIUTHI OT MOTEHIIUAIBHBIX YTPO3.

» O0ecnieueHre KayecTBa B cucTeMe 0e30MacHOCTH.

* [IpuHIIMTIIBL OpraHU3aIK padoT 0OCITY)KHBAIOIIETO ITePCOHAA.

4.3. [IpaBoBoe oOecrneuecHre nHGopMamoHHoM 6e3omacHoctu [IpeanpusTus.

* [IpaBoBOE OOecIeUCHHE IOPUANICCKUX OTHOIICHUH ¢ paboTHUKaMu [Tpennpusitus .

* [IpaBoBOE 0OecneueHre IOPUINUECKUX OTHOIIEHUH ¢ mapTHepamu [Ipennpusitust.

* [IpaBoBOE OOecTeueHNE TPUMEHEHHS AIEKTPOHHOU IIU(PPOBOM MOAUCH.

4.4. OuenuBanue 3¢ (HEKTUBHOCTH CUCTEMbI HHPOpMAIIMOHHOM Oe3onacHocTH [Ipeanpusarus.

5. Ilporpamma co3anust CUCTEMbI HHPOPMALIMOHHOM Oe3onacHocTH [Ipennpustus

StaffCop

(3amanue u1g MpoBepku c(HOPMUPOBAHHOCTH HABBIKOB MO0 UHIUKATOPY JOCTHKEHUS KOMIIETEHLIUN
[1K-3.4)

2.1. I3menenue pacnucanusi. OTYETHI IO yueTy pabodero BpeMeHH.

2.1.1. Cnenatp otuet "KoMOMHMpOBaHHBIN 0TueT", MeHIO "Y4eT pabodero BpeMeHH.

2.1.2. Cnenatpb pa3BepHYTHIM OTYET MO OJHOMY U3 MOJIb30BATENEH (JeBask KHOMKA MBI HA UMEHU
KOMIIBIOTEPA).

3aduKkcupoBaTh MPOIYKTUBHOCTh WIIM HEMTPOIYKTHBHOCTH PA0OTHI B KAKOM-JIHOO MPUIOKESHUH WUITH
Ha caire.

2.1.3. '3MeHUTh KaTeropuio MpOoAYKTUBHOCTH MPIHIIOKEeHUS WiH caiita (PunbTps! - [lonutuku -
[TonmuTuky TPOAYKTUBHOCTH - KATETOPUU MPUIIOKEHUHN UITH KaTETOPUU BEO-PeCypCcoB).

2.1.4. ITposiBUTH aKTUBHOCTH B MPUIIOKEHUH / BeO-pecypce, o KOTOpOMY ObLIa M3MEHEHA KaTeropus
MPOAYKTUBHOCTH (HOBasi KATErOpHs MPOAYKTUBHOCTH MIPUMEHSETCS TOJIBKO JJI1 HOBBIX COOBITHIA).

2.1.5. Cnenatp otuet "KoMOMHMpOBaHHBIN 0TueT", MeHIO "Y4eT pabouero BpeMeHH, yOeIUBIIUCH B
M3MEHEHUHU KaTeropu3alii akTHBHOCTH C MPOJYKTUBHOM Ha HEMPOAYKTUBHYIO MJIH HA00OPOT.

2.1.6. Coznats pabouee pacnucanue (AamuH - Pabodee pacnucanue).

2.1.7. HazHaunTth cozgaHHOe pabouee paclrcaHue KOMIBIOTEPY, 3a KOTOpbIM Brl paboTaere (AamuH
- Haznauenue pacnucanmus).

2.1.8. Cnenatp otuet "KoMOMHMpOBaHHBIN 0TUeT", MeHIO "Y4eT pabouero BpeMeHH, yOeIUBIIUCH B
M3MEHEHUU NTapaMEeTPOB PaCIUCAHUS.

B oryer:

- OTYET /10 U3BMEHEHUS KATerOpUU MPOAYKTUBHOCTH U PACIIUCAHUS;

- OTYET MOCJe U3BMEHEHUS KaTerOpuu NMPOAYKTUBHOCTH;

- OTYET MOCJIe U3MEHEHUS PACTIMCAHMUSL.

TeMBI JOKITag0B
(s mpoBepkU c(hOPMUPOBAHHOCTH UHIUKATOPOB aocTrxkeHus kommerenuil [1K-3.1, [TK-3.2, TIK-
3.3, [1K-3.4, TIK-3.5)



OueHuBaroTCs 3HaHUS, YMEHUS 110 pazjenam Kypea 1-4.

1. Undopmanus kak mpaBoBasi KATETOPHs: MOHATHE M OCHOBHBIE KPUTEPUHU KIIACCH(PUKAIUH.

2. [IpaBoBbIe pexKUMBI HH(DOPMALINH: TTIOHSITHE U BUIBL.

3. [IpaBOBBIE peKUMBI OTPAHIHYEHHOTO TOCTYTA K MHPOPMAIUH: TIOHATUE U 001Iast
XapaKTEepPUCTHKA.

4. Taiina 1 ee pa3HOBUIHOCTH.

5. [NonsiTrie ¥ BUBI KOHPUICHIMATLHOW HH()OPMALIHH.

6. I'ocynapcTBeHHas TaliHa.

7. Ilpu3Haku CBEAEHU, COCTABIISIIOIINX FOCYIAPCTBEHHYIO TallHY.

8. I'puch CEKPETHOCTH: MOHSATHE U TTOPSIOK UCTIOIH30BAHUS.

9. [IpaBoBO# peKUM HOCUTENEH CBEICHUN, COCTABIISIIOLINX TOCY/IapPCTBEHHYIO TalHY.

10. lomyck K rocy1apCTBEHHOU TalHe.

11. doctyn K CBEIEHUSIM, COCTABIIAIOIINM T'OCY/IapCTBEHHYIO TalHY.

12. OcHOBaHHMS U TIOPSAOK OTHECEHHS CBEJICHUH K IOCYIapCTBEHHOU TaifHE.

13. OcHoBaHuUs 1 OPSJOK PACCEKPEUMBAHUS CBEICHUM, COCTABIISIFOLIUX TOCYIaPCTBEHHYIO
TaiiHy.

14. Kommepueckas TaiiHa.

15. OcobeHHOCTH TIPABOBOM OXpaHbl KOH(DHUICHITMATLHOCTH HH(DOPMAIIH B paMKaX TPYIOBBIX
OTHOUIEHHUM.

16. bankoBckas TaifHa.

17. Cny>xeOHas TaifHa.

18. AgBokaTrckas TanHa.

19. Aynutopckas TaiHa.

20. BpaueOnas TaiiHa.

21. MeauuuHcKas TalHa.

22. HanoroBas TaiiHa.

23. HorapuasibHas TaifHa.

24. TaliHa CBsI3U.

25. Taitna coBelanus cyaenu.

26. Taitna coBelllaHus MPUCSHKHBIX 3aceaTeseH.

27. TaliHa cTpaxOBaHHSI.

28. Taiina ycbeiHOBIIEHUS (YIOUEPEHUS).

29. IlpaBoBoii pexuM UHCaWIEpCKON HH(MOpMALIUK.

30. [IpaBOBOI1 peKUM JaHHBIX PEABAPUTEIBHOTO PACCIIEIOBAHMS.

31. IIpaBOBOI1 pe’KUM CBEIECHMI O TOCYAAPCTBEHHON PErUCTPALIMU aKTOB I'PaXAAaHCKOTO
COCTOSIHHSI.

32. IIpaBOBOI1 peKUM CBEICHUI O 3aIUIIAEMOM JIUIIE.

33. IIpu3Haku cBeEHUM, COCTABIIAIONINX TallHY 3aBEILIaHuUs.

34. Tlpu3Haky cBeIeHUH, COCTABISIOMNX MPOhECCHOHATBHYIO TallHy JOMOap/I0B.

35. TIpaBoBOif peXUM CBEJIEHUH O CYITHOCTH N300pETEHUSI.

36. OcoOEHHOCTH MPABOBOTO PEXKMMa CBEJICHUHN, COCTABIAIONINX CEKPETHOE U300pETEHNUE.

37. IIpaBoBO# peXUM CBEAEHUM O CYIITHOCTH TOJIE3HOM MOJIEIIH.

38. IIpaBoBOii pekUM CBEJIEHUH O CYITHOCTH MPOMBINIIIEHHOTO 00pasiia.

39. OcoOGeHHOCTH MPABOBOTO PEXKMMa CBEJICHUH, COCTABIISIFOIIMX CEKPET MPOU3BOJICTBA (HOY-
xay).

40. OcoGeHHOCTH TIPABOBOTO PEKUMa CBEICHUH, COCTABIISIFOIIMX CEKPET MPOU3BOJICTBA (HOY-
xay).

41. OcoGeHHOCTH TIPABOBOTO PEXKUMa CBEICHUH, COCTABIISIFOIINX CIIY>KEOHBIH CEKPET
MIPOU3BOJICTBA (HOY-Xay).

42. OTBETCTBEHHOCTb 32 HapylleHue 3aKoHoaTenbcTBa Poccuiickoit deneparuu o
rOCyIapCTBEHHOM TalHE.

43. OTBETCTBEHHOCTh 32 HAapYLIEHUE 3aK0HOIaTenbcTBa Poccuiickoit denepaiuu o
KOMMEpPYECKOU TalHe.

44. OTBETCTBEHHOCTH 3a pa3riallleHrue CBEACHHH, COCTABISIONMX 0aHKOBCKYIO TaliHY.

45. IIpaBoBOil pexrM MaccoBOM HH(DOPMALIHH.

46. Cpencta MaccoBOi WH(OPMAITUHN: TTOHSATHE U BUIBI.



47. OcoOeHHOCTH TIPABOBOTO CTaTyca MH(POPMAIIMOHHOTO areHTCTBA.

48. IIpaBoBoii cTaTyC yUpeaUTeNs CPeCTBA MAaCCOBOM HH(OPMAIIHH.

49. [1paBoBO#1 CTaTyC INIABHOTO PElaKTOpa.

50. IIpaBoBoOii cTaTyC *KypHAIUCTA.

51. IIpaBoBOIi cTaTyc 3apyOeKHOI'0 KOPPECIIOH/ICHTA.

52. OTBETCTBEHHOCTh 32 HApPYIICHUE 3aKOHOIATEIBCTBA O CPEACTBAX MACCOBOW MH(POPMAITUH.

53. IIpaBOBOI1 pexKUM MEPCOHAIBHBIX JTAHHBIX.

54. YcnoBust 00pabOTKH MEPCOHATBHBIX TAHHBIX.

55. buomerpuueckue nepcoHaabHbIC JaHHbIE.

56. [IpaBa cyObeKTa MEPCOHAIBHBIX JIAHHBIX.

57. OTBeTCTBEHHOCTD 3a HapyllIeHHEe 3aKoHoaTenbcTBa Poccuiickoit deneparmu o
MEPCOHAIIbHBIX JIAHHBIX.

58. IIpaBoBOIi cTaTyc OMOJIMOTEKH.

59. OcoOEeHHOCTH MPABOBOIO PEKKMa OMOIUOTCUHBIX (POHJIOB.

60. ApXUB: IOHATHE W BUIBI.

61. ApXUBHBII TOKYMEHT: MTOHSATUE U BUIBI.

62. [IpaBoBBIE peKUMBI IOCTYNA K apPXUBHBIM JIOKYMEHTaM.

63. OCcoOCHHOCTH MPABOBOI'O PETYIMPOBAHMS MCIIOJIb30BaHUs ceTH «HTepHET».

64. [IpaBoBoii cTaTyc Biajenbiia caiita B cetn "UaTepHET".

65. [IpaBoBoii cTaTyc MpoBaifiepa XOCTHHTA.

66. [lonsTue napOopMaMoHHOM O6e3onacHocTH Poccuiickoit denepamnum.

67. Cucrema obecnieueHust nHpopMaImoHHou 6e3onacHocTu Poccuiickoit denepanun.

68. I'ocypapcTBeHHBII HAA30p B cdepe 3aluThl AeTei 0T UHpOpMaIK, TPUYUHSIONIEH Bpe UX
3I0POBBIO U (WJIM) PA3BUTHIO.

69. YronoBHas OTBETCTBEHHOCTH 3a MPECTYIUICHUS B HH()OPMALIMOHHOH cdepe.

70. AIMUHUCTPATUBHO-TIPABOBAsi OTBETCTBEHHOCTH 32 MPABOHAPYILIEHUS B UHPOPMAIMOHHOMN
chepe.

71. KauecTBo yripaBieHus WH()OPMALIMOHHBIMU aKTUBAMHU KaK CYIIECTBEHHBIHN QakTop
obecrieueHus MPUOBLTLHOCTH OM3Heca.

72. Mecto uHpopMaIOHHOM 0€30aCHOCTH B MepapXUU PUCKOB OU3Heca.

73. Bnusiare kauecTBa HHGOPMAIIUU HA PE3yAbTaThl Pa0OTHI IPEAIPUITUS U KAYECTBO €ro
aIMUHUCTPUPOBAHMUS.

74. Ponb BBICIIETO PYKOBOJICTBA KOMIIAHUH B 0OecTieueHMH HMH(POPMAIIOHHOM 0€30MacHOCTH.
CBs13b CUCTEMBI MEHEKMEHTa MHPOPMAIIMOHHOM O€30MacHOCTH ¢ CUCTEMON MEHEKMEHTa KOMITaHHH.

75. Pons MOHUTOpUHTA B 0OecTiedeHNH HHPOPMAIIMOHHOM 0€30MacHOCTH.

Tembl JOKIaI0B

(st IpOBEPKU CPOPMUPOBAHHOCTH UHAMKATOPOB JocTrkeHus kommerennuii [1K-3.1, T1K-3.2, TTK-
3.3, T1K-3.4, TIK-3.5)

OreHuBarOTCs 3HaAHUS, YMEHHS TI0 pa3ziesaM Kypea 5, 6.

76. Ilpouienypa npoBeeHUS ayIUTa HA COOTBETCTBUE PETYIISITOPHBIM TpeOOBaHUSIM B 00JIACTH
3aIUTHl IEPCOHATBHBIX JTAHHBIX.

77. Tllonsitue u xnaccudukaius nHOOPMAITMOHHBIX CUCTEM NTEPCOHATILHBIX TAHHBIX.

78. luBeHTapu3auus nHGOPMAIMOHHBIX PECYPCOB.

79. O030p cucteM 3auUThl THPOPMAITMOHHBIX aKTHBOB.

80. CrucTeMsl 3aIUTHI TaHHBIX OT yTEUYEK.

81. Cpenctra 3amuThl KOHGUIECHITHATBHBIX JAHHBIX OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA MPH
nepeaayde u XpaHeHUH.

82. O6e3nnurBaHNe TaHHBIX: PHYUHBI M CITOCOOBI.

83. BrIsiBeHNE aKTyalbHBIX YTPo3 0€30MaCHOCTH KOH(MUIECHITHATBHBIX JaHHBIX.

84. MeTo/TbI OLIEHKH YKOHOMHYECKOM 11e51eCO00pa3HOCTH BHEIPEHUS CPEICTB 3aIUTHI JAHHBIX.

85. Kanane! yreuku KOHPUACHIIMAIBHBIX TAHHBIX: aHAIN3 COBPEMEHHOM CUTYAIIHH.

86. Opranu3anus CUCTEMBbI 3aIUThl JAHHBIX HA MIPEANPUATHH.

87. Pa3paboTrka TpeboBaHUl K cuCTeMe HH(POPMAIIMOHHOM O€30MacHOCTH.

88. Cocras 3arpat Ha pa3paboTKy (IpHOOPETECHUE) M BHEAPESHHUE CUCTEMBI 3aIllIUThI JIAHHBIX.



7.3. CucteMa OLICHUBAaHMSI PE3YJIbTaTOB O0YUYEHHS 110 AUCLUUIIIIMHE (MOIYIIIO) MIPH MPOBEICHUN TEKYILIETO

KOHTPOJISI YCTIEBaEMOCTH

OrneHka
«OTIUYHOY (32YTEHO)

3HAHUS:

- CHCTEMaTH3WPOBAHHEIE, TIIYOOKHE U TIOJHBIC 3HAHUS IO BCEM pas3zeiiaM
JTUCHUIUIUHBI, a TAK)KE 10 OCHOBHBIM BOIIPOCAM, BBIXO/ISIIUM 32 MPEACIIbI
y4eOHOU MPOrpPaMMBEI;

- TOYHOE UCTIOJIb30BAHNE HAYYHOU TEPMUHOIOTUHU, CUCTEMATUYECKU I'PAMOTHOE
Y JIOTUYECKU MPABUIILHOE U3JI0KEHHE OTBETA HA BOIIPOCHI;

- MIOJTHOE ¥ TITYOOKOE YCBOGHHE OCHOBHOM U JOTIOJIHUTEIBHOM JINTEPATYPHI,
PEKOMEHIOBaHHOI paboYeii mporpaMMon 1Mo JUCIUILIMHE (MOIYJIIO)

YMEHUS:

- YM€ET OPUEHTHPOBATHCS B TEOPUSX, KOHICHIUAX U HAPABICHUSIX
JUCHUIUIUHBI U 1ABaTh UM KPUTHUYECKYIO OLICHKY, UCIIOIb3Ysl HAy4YHbIE
JOCTHKEHUSI IPYTUX AUCLUIUIUH

HaBbBIKH:

- BBICOKUH YPOBEHb C(HOPMHPOBAHHOCTH 3asBJICHHBIX B padoueii mporpamme
KOMIICTCHITH;

- BJIaJIe€T HAaBBIKAMH CAMOCTOSATEILHO U TBOPUYECKU PEIIaTh CIOKHBIC
POOJIEMBI ¥ HECTAaHAAPTHBIC CUTYAIUH;

- MPUMEHSIET TEOPETUUCCKUE 3HAHUS I BHIOOpA METOMKHY BBITTOJIHEHUS
3aJIaHU;

- TPaMOTHO 0OOCHOBBIBAET X0 PEIICHHS 33/1aY;

- 0e3ymnpeyHo Ba/IeeT HHCTPYMEHTApHUEM yUeOHOH TUCIUIIINHBI, YMEHUE €T0
3¢ (HEeKTHBHO UCTIOIB30BATh B IOCTAHOBKE HAYYHBIX M IMPAKTUYCCKHUX 33]1aY;

- TBOpYECKas CaMOCTOsITebHas paboTa Ha
MIPAKTUICCKHIX/CEMUHAPCKUX/Ta00PATOPHBIX 3aHITHSX, AKTHBHO YUACTBYET B
TPYIIIOBBIX 00CYKIEHUSX, BEBICOKUH YPOBEHB KYJIbTYpPhl UCIIOJIHEHUS 3aJaHUN

Ouenka
«XOpOII0» (3aYTEHO)

3HaHUS:

- IOCTaTOYHO TOJIHBIE U CUCTEMATU3UPOBAHHBIE 3HAHUS 10 JUCLUIUINHE;

- YCBOEHHE OCHOBHOW M JTOTIOJHUTEIBLHOM JINTEPATyphl, PEKOMEHI0BAHHON
paboueii mporpaMMoil Mo AUCHUILIUHE (MOAYIIIO)

YMEHHUS:

- YME€ET OPUEHTHPOBATHCSI B OCHOBHBIX TEOPUSX, KOHIETIUAX U HAIIPABICHUAX
JTUCHUIUIMHBI U JaBaThb UM KPUTUYECKYIO OIICHKY;

- HCTOJIb3yET HAYYHYIO TEPMUHOJIOTHIO, TMHIBUCTUYECKH U JIOTUYECKU
MPaBWJIbHO U3J1araeT OTBETHI HA BOIIPOCHI, YMEET JielaTh 000CHOBaHHbIE
BBIBO/IbI;

- BJIaJICET UHCTPYMEHTAPHUEM 10 JUCLUIUIMHE, YMEHHE €r0 HCII0JIb30BaTh B
MIOCTAaHOBKE U PELLIEHUN HAYYHbIX U IPO(ECCHOHATIBHBIX 3a7a4

HaBBIKU:

- caMoCToOsTeNbHAas paboTa Ha MPAKTUYECKUX 3aHATUAX, YUaCTUE B TPYNIIOBBIX
00CYKJI€HUSIX, BBICOKHH YPOBEHb KYJIbTYpPbl HCTIOJIHEHUS 3a/IaHUM;

- CpeIHUN ypOBEHb CPOPMUPOBAHHOCTH 3asIBIICHHBIX B paboueil mporpamme
KOMITCTEHITU;

- 0e3 3aTpyaHEeHUH BBIOUpPAET CTAaHIaPTHYIO METOIUKY BBIITOJIHEHUS 3a/IJaHUI;
- 000CHOBBIBAET XOJ] pelIeHUs 3a/1a4 0e3 3aTpyIHEHU I




Ouenka
«YIOBIIETBOPUTEIILHOY
(3auTeHO)

3HaHUS:

- JOCTATOYHBIA MUHUMAJIBHEIA 00BEM 3HAHUH 110 JUCLIUIIINHE,

- YCBOEHHE OCHOBHOM JINTEPATYypPhl, PEKOMEHAOBAaHHON pabodell mporpaMmoii;

- UCMOJIb30BaHUE HAYYHON TEPMHUHOJIOTUH, CTUIMCTHYECKOE U JIOTHYECKOE
U3JI0’KEHUE OTBETA Ha BOIIPOCHI, YMEHHE JIEJIaTh BBIBOJIbI 0€3 CYIIECTBEHHBIX
O1nO0K

YMEHHUS:

- YM€ET OPUEHTUPOBATHCS B OCHOBHBIX TEOPUSX, KOHIIENIUAX U HAIIPABIECHUAX
10 JUCLMIUIMHE U JaBaTh UM OLEHKY;

- BJIaZIeeT MHCTPYMEHTaprueM y4yeOHON AUCIUILIIMHBI, YMEHUE €0 UCII0JIb30BAaTh
B PEIICHUH TUIOBBIX 33]1a4;

- YMEET II0J] pyKOBOACTBOM IPENOJABATENS PEIIATh CTAHAAPTHHIE 3aa4H
HaBbIKU:

- paboTa noj; pyKoOBOJICTBOM IPEINO/IaBaTeNsI Ha MPAKTUUYECKUX 3aHATHUSAX,
JOMYCTUMBIN YPOBEHb KYJbTYpPbl UCIIOJIHEHUS 3aJaHUM;

- IOCTaTOYHbII MUHUMAaJIbHBIA YPOBEHb C(HOPMUPOBAHHOCTHU 3aIBJIICHHBIX B
paboueii mporpaMmme KOMITETCHIIHIH;

- HCIIBITBIBACT 3aTPYAHEHUSI IPU OOOCHOBAHUU AJITOPUTMA BHITIOTHEHUS 3a/1aHU

Ornenka
«HEYJIOBIICTBOPUTEIHHOY
(HE 3a4TEHO)

3HAHUS:

- (pparmeHTapHbIe 3HAHUS IO TUCIUILINHE;

- OTKa3 OT OTBeTAa (BBIMOJHEHUS TUCHbMEHHON pabOThI);

- 3HaHHE OT/AETbHBIX HCTOYHUKOB, PEKOMEHIOBaHHBIX paboyeil mporpaMmon mo
JTUCIUILINHE;

YMEHHS:

- He yM€eT UCIOIb30BaTh HAYYHYIO TEPMHUHOJIOTHIO;

- HAJIM4YUe TPyOBIX OMHUOOK

HaBBIKU:

- HU3KUU YPOBEHb KYJIbTYPbl UCTIOTHEHHUS 3aIaHUI;

- HU3KUH ypOBEeHb C(HOPMHUPOBAHHOCTH 3asBICHHBIX B paboueil mporpamme
KOMIICTEHIIHI;

- OTCYTCTBHE HaBBIKOB CAMOCTOSATEIHHOU PabOTHI;

- He MOKeT 00OCHOBAThH AITOPUTM BBINIOJHEHUS 33 JaHUN

7.4. TeopeTnueckue BOIPOCH! U IPAKTUYECKUE 3aIaHUsI 1151 TPOBEACHUS MPOMEKYTOUYHOM aTTeCTalluu
oOyuaronuxcsi, He0OXOIUMBbIE IJIs OIICHKU 3HAHUM, YMEHHUI U HABBIKOB U (WJIHM) OMBITa PO eCCHOHATBHON
JesITeIbHOCTH, XapaKTePU3YIOIIUX 3Tarbl (OPMUPOBAHUS KOMIIETCHIIUN B TIPOIIECCE OCBOCHHUS
00pa3oBaTeNbHOM MPOTPaMMBbI

7.4.1. TeopeTnyeckue BOMPOCHI AJIsl MPOBEACHUSI IPOMEKYTOUHOM aTTeCTalluU 00yYarOIINXCs
[TpumepHBIii TIepedeHs BOMPOCOB 110 pazaenaM 1, 2 (cemectp 1 u3ydeHus TUCHUTIIIUHBI)

O 00 1O DN KW —

. [IpeameT 1 MeTo1b1 HHGOPMAITMOHHOTO MPaBa.

. [Ipunnuner nHGOPMAITMOHHOTO MPaBa.

. Cucrema 1 UICTOYHUKHU HH(GOPMAIITMOHHOTO TPaBa.

. Uudopmanust kak mpaBoBasi KATETOPHs: MTOHSATHE U OCHOBHBIC KPUTEPUH KIIaCCU(DUKAITUH.
. UupopManimoHHbIe TPAaBOOTHONICHHUS: TIOHATHE, PU3HAKHA U BHU]IBI.

. Coneprxanue nHGHOPMAIIMOHHBIX MPABOOTHOIICHUH.

. [lonsATHE 1 BUIBI TOKYMEHTOB.

. Hopmbl nH(pOpManiMOHHOTO TIpaBa ¥ UX JICUCTBHE B IPOCTPAHCTBE U BO BPEMEHHU.

. [IpaBoBbIE pesxuMBbl HHPOPMAITUN: TIOHSATHAE U BUJIBI.

10. IIpaBoBBIE PEKUMBI OIPAaHUYEHHOI'O JOCTYIa K HH(OpMaLUU: MOHITHE U o0L1ast

XapaKTepUCTHKA.

11. TaiiHa 1 ee pa3HOBUIHOCTH.

12. CpenctBa 3amuThl HHGOPMAITUH.

13. TlonsTHe ¥ BUABI KOHPUISHIUATHHON HHPOPMAIUH.

14. I'ocynapcTBeHHas TaiiHa.

15. Ilpu3Haku cBeIeHUM, COCTABIIAIOIIMX TOCYJAPCTBEHHYIO TAiHY.




16.
17.
18.
19.
20.
21.
22.

TaiiHy.

23.
24.
25.
26.
27.
28.

CreneHu CEKpeTHOCTU CBEICHUM, COCTABIISIONINX TOCYIAPCTBEHHYIO TalHY.

I'pud cexpeTHOCTHU: TOHATHE U TIOPSIOK UCIIOIB30BAHUS.

[IpaBoBO# pEKUM HOCUTEIIEH CBEAEHUN, COCTABIISIIOIINX I'OCYIAPCTBEHHYIO TalHY.
JlonyCk K TOCy1apCTBEHHOM TalHE.

JlocTyn K cBEAEHUAM, COCTABJISAIOIIMM FOCY/IapCTBEHHYIO TAHY.

OcHoBaHUs U MOPSAOK OTHECEHUSI CBEICHUH K TOCY/IapCTBEHHOW TaliHE.

OcHoBaHUs U MOPSTAOK PAaCCEKPEUNBAHUS CBEJICHUMN, COCTABIISIIOLIUX TOCYIaPCTBEHHYIO

KommMmepueckas Taiina.

IIpu3Haku cBeJiIeHUH, COCTABISIOINX KOMMEPUYECKYIO TalHY.

I'pud «Kommepueckas TaifHa»: MOHATHE U MOPSIIOK UCIIOJIL30BAHUS.

CaezeHusi, KOTOpbIE HE MOTYT COCTaBISATh KOMMEPUYECKYIO TaliHY.

[TonsiTre pasriamenust HHGOPMAIHH, COCTABIISIONIEH KOMMEPYECKYIO TaliHY.
OcoOeHHOCTH TPABOBOM OXPaHbI KOH(PHICHITUATBHOCTH HH(POPMAIIH B PAMKaX TPYIOBBIX

OTHOIIEHHUN.

29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44.
45.
COCTOSIHHUSL.
46.
47.
48.
49.
50.
51.
52.
53.

xay).

54.
55.
56.

bankoBckas TaliHa.

[Ipu3Haky cBeICHUM, COCTABIISIIONUX OAHKOBCKYIO TalHY.
CiyxeOHas TaifHa.

AnBokarckas TalHa.

Aynuropckas TalHa.

BpaueOnas Taiina.

MenuiuHckas TaifHa.

Harnorogas Taiina.

Horapuanbnas Taiina.

Talina cBs3u.

TaliHa coBeniaHus CyJiei.

TaliHa coBelIaHus MPUCSKHBIX 3aceIaTeIICH.

TaliHa cTpaxoBaHus.

Taitna ycbIHOBJICHUS (YI0UCPEHUS).

[IpaBoBO¥ pexxuM MHCAMAEPCKOW HHPOPMAIIUH.

[IpaBOBO# peXUM JTaHHBIX MPEIBAPUTEIBLHOTO PACCIEAOBAHUS.
[IpaBoBOI pexUM CBEACHUIN O TOCYJapCTBEHHOM PETUCTPAIIMU aKTOB I'PaXKJaHCKOIO

IIpaBOBOI1 peXHM CBEAEHUI O 3AITUIIAEMOM JIHUIIE.

IIpu3Haku cBeZIeHN M, COCTABISIONIAX TalHY 3aBEIIaHus.

[Ipu3Haky cBeIeHNH, COCTABIISIFONTUX MPO(heCCHOHATBHYIO TaltHy JJOMOap10B.

[TpaBoBO#i pe’KUM CBEACHHI O CYIITHOCTH H300pETEHHUS.

Oco0EeHHOCTH MPABOBOTO PEKMMa CBEACHUH, COCTABIISIONINX CEKPETHOE H300pPETCHHE.
IIpaBOBOI peXUM CBEAEHUM O CYIITHOCTH MOJIE3HON MO/IEIIH.

[TpaBoBO¥ pe’xUM CBEACHUI O CYIIIHOCTH MTPOMBIIICHHOTO 00pasIia.

Oco0eHHOCTH MPABOBOTO PEKMMa CBEACHUH, COCTABIIIOIIMX CEKPET MPOM3BOICTBA (HOY-

IlonsTue QJICKTPOHHOI'O JOKYMCHTA.
3J'IeKTpOHHa$I noAnucCh U €€ BU/BI.
OTBETCTBEHHOCTH 32 HapymcHUC 3aKOHOAaTCIIbCTBA Poccuiickoii d)eﬂepam/n/l 0

rOCyJIapCTBEHHOM TalHE.

57.

OTBETCTBEHHOCTH 32 HapymcHUC 3aKOHOAaTCIbCTBA Poccuiickoit (I)enepam/m 0

KOMMEPYECKOU TaiHE.

58.

OTBETCTBEHHOCTH 32 HEIIPCAOCTABJICHUC OpraHaM FOCYHapCTBCHHOﬁ BJIaCTH U OpraHaM

MCCTHOI'O CaMOYIIPaBJICHUA I/IH(I)OpMaI_II/II/I, COCTaBJISIONICH KOMMCPUYCCKYIO TaﬁHy.

59.
60.
61.
62.
63.
64.

OTBETCTBEHHOCTH 3a pas3rialleHHe CBEICHUH, COCTABIISIIOINX OaHKOBCKYIO TaliHYy.
[TpaBoBOii peskuM MaccoBOi HHPOPMAITUH.

[TonsiTre MaccoBoi H(pOPMALIUH.

[len3ypa maccoBoit nHMOpMaIUH.

CpenctBa MaccoBoi HH(GOPMALIUU: TOHITHE U BUBL.

Oco0eHHOoCTH PABOBOI'0O CTaTyca MHPOPMAIIMOHHOTO areHTCTBA.



65. ITpaBOBOIi cTaTyC yUpeauTeIIs CpEACTBa MacCOBOM MH(OpMaIUH.

66. [IpaBoBOIi cTaTycC INIaBHOTO peaKTOpa.

67. IIpaBoBOil cTaTyC XKypHAIUCTA.

68. IIpaBoBoOIi cTaTyc 3apy0eKHOTO KOPPECIOH ICHTA.

69. AKkpeauTanus >KypHajancTa.

70. TlousTue 3m0ynoTpebaeHus cBOOOI0M MacCOBOM MH(OPMAIIHH.

71. OTBETCTBEHHOCTH 32 HAPYIICHUE 3aKOHOIATEIBCTBA O CPEACTBAX MACCOBOW MH(MOPMAITUH.

72. IIpaBOBOI1 peKUM MEPCOHAIBHBIX JTAHHBIX.

73. Tloustre 0OpabOTKHU MEPCOHATBHBIX JTaHHBIX.

74. IlpuHiunel 00paObOTKU MEPCOHATBHBIX JTaHHBIX.

75. YcnoBust 00pabOTKH MEPCOHATBHBIX JIAHHBIX.

76. buoMerpuieckre nepcoHalbHbIE JaHHBIC.

77. IlpaBa cyObeKTa MEPCOHAIBHBIX JIAHHBIX.

78. O0s13aHHOCTH OIepaTopa Mpu cOOpe MePCOHAIBHBIX JTAHHBIX.

79. OTBETCTBEHHOCTH 32 HapyIIEHUE 3aKOHOIaTeNbcTBa Poccuiickoit deneparuu o
MEPCOHAIIbHBIX JIAHHBIX.

80. IIpaBoBoIi cTaTyc OMOINOTEKH.

81. OcoOeHHOCTH ITPABOBOTO PEKUMA OMOIMOTEYHBIX (POH/IOB.

82. ApXUB: IOHSATHE U BUJIBI.

83. ApXUBHBIN JOKYMEHT: IOHSITHE U BUJBIL.

84. IIpaBoBbI€ PEKUMBI IOCTYIIA K ApXUBHBIM JJOKYMEHTaM.

85. OcoOEeHHOCTH MPAaBOBOTO PETYIUPOBAHMS UCTIONb30BaHUs ceTu «IHTepHEeTY.

86. [lonsarue caiita B cetu "MuTepuer".

87. Ilonarue cTpanuubl caiita B cetu "Mutepuer".

88. ITousiTe TOMEHHOIO UMEHH.

89. [IpaBoBoii cTaTyc Biajenblia caiita B cetu "MaTepHeT".

90. IIpaBoBoii cTaTyc MpoBaiiiepa XOCTUHTA.

91. Ilonstue nadopmarmornHon 6ezonacHocTu Poccuiickoit denepanuu.

92. HanmonanwHbie nHTEpECHl Poccuiickoit denepainuu B HHGOPMAIIMOHHOM cdepe.

93. Bunbl yrpo3 uHbopManroHHoi 6e3onacHocT Poccuiickoit deneparum.

94. IIpaBoBBIC METOIBI OOECTICUeHHUST HH(DOPMAITMOHHOM Oe3omacHocTH Poccuiickoit deaepanum.

95. Cucrema obecneueHust nHpopMaImoHHou 6e3omacHocTu Poccuiickoit denepanun.

96. IlousTre nHGOPMAIIMOHHOI 0€30MaCHOCTH JeTeH.

97. T'ocyaapcTBeHHBII HAA30p B chepe 3aluThl JeTei 0T HHPOpMAIMH, TPUUHHSIONIEH BpeI NX
3I0pPOBBIO U (MIIN) Pa3BUTHIO.

98. 3ammra nH(hOpMaLIUK KaK MPaBOBask KATETOPHUSL.

99. YronoBHas OTBETCTBEHHOCTH 3a MPECTYIUICHUS B HH()OPMAIIMOHHOHU cdepe.

100. ATMUHUCTpPATUBHO-TIPABOBAsI OTBETCTBEHHOCTD 3a MPaBOHAPYIIECHUS B HHPOPMAIIMOHHOM

chepe.

[TpuMepHBIil TepedeHs BOMPOCOB 110 pazzeiiam 3, 4 (cemecTp 2 u3ydeHus: JUCIUTIIIUHBI)

1. buznec u undopmanusa. Uudpopmarnmonnas cymHocts Ou3Heca.

2. Puck-opHeHTHPOBAHHBIN MOAX0/ K 00ecreueHno HHPOPMAIIMOHHOM O0e30nmacHOCTH OH3Heca.

3. Haznauenue u o6mas xapakrepuctuka DLP-cuctem.

4. Haznauenue n obmas xapakrepuctuka SIEM-cucrem.

5. Hasnauenwue u o6miast xapakrepuctrka Threat Intelligence.

6. Cucremsbl muppoBaHUs KaK CPeACTBO 00ecreYeH sl 3alUThl OT HECAHKIIMOHUPOBAHHOTO
JIOCTyTa MPU XPaHEHUHU U Tiepejadye JaHHbIX.

7. DnexTpoHHO-IM(ppoBas noAnuch. ObecrneueHne eTOCTHOCTH U MOATBEPKIEHUSI aBTOPCTBA.

8. Anroput™M GOpMUPOBAHHUS U TIPOBEPKU 3JIEKTPOHHOMN LIM(DPOBOI MOANKCH HA TPUMEPE
cuctemsl PGP.

9. KommiekcHbIN moxo/ K obecrneueHnio nHGOPMAITMOHHON O€30MTaCHOCTH.

10. be3onmacHOCTb Kak crieu(pruecKasi COBOKYIHOCTb YCIOBUH AeSTETbHOCTH.

11. OcHoBueble nonoxxenus crannapra banka Poccun CTO/PC BP UBBC.



12. OcHoBHbIe nonoxkeHus cranaapra PCI DSS.

13. Opranusaius cuCTeMbl 0€30MaCHOCTH U CYOBEKTHI 00ecTieueHus: Oe30MacHOCTH
TPEITPHUSITHSL.

14. OcHOBHBIE BUIBI YIpo3 Oe30macHOCTH. OOCTOATENbCTBA, CIIOCOOBI M CYOBEKTHI UX
pea3aum.

15. Opranusaiusi MOHUTOPUHTA HH(DOPMAIIMOHHON OE30TTACHOCTH.

16. bezonacHOCTh MOOMIIBHBIX MPHIIOKCHHIA.

17. Ocobennoctu obecnieueHus: 6€30MaCHOCTH 0OJIAYHBIX CEPBUCOB.

18. Mozenb HenpephIBHOTO COBEPIIICHCTBOBAHUS WH()OPMAIIMOHHON OE30MaCHOCTH.

19. Peanu3zanus npoieccHoro moaxoaa K o0ecrneyeHnio HHPOPMAaIMOHHON 0€30MacHOCTH.

20. Xapakrepuctuka cucteMbl ctanaaproB CMUB.

21. Dransl pa3pabOTKU CHCTEMbI MEHEDKMEHTA HH(OPMAIIMOHHON O€30MMaCHOCTH.

22. CTpyKTypa 9YacTHBIX MEHE)KMEHTOB HH(POPMAIIMOHHOHN 0€301acHOCTH.

23. B3auMocCBs3b MEHEPKMEHTA HHIIUICHTOB U MOHUTOPUHIa HH(POPMAIIMOHHON O€30I1aCHOCTH.

24. OcHoBHbIe TI0ONI0keHUs1 MeToaosoruu ITIL.

25. Crenugukanus mpoeccoB KoMiiekca JokymeHTos crangapra COBIT.

26. DxoHomuueckas 3 (HEKTHBHOCTh BHEAPEHUS CPEICTB OOecTieueHus: MHPOPMAITMOHHON
0€30MacHOCTH.

27. SOC. Ilonstue. Haznauenue. OOImas xapakTepruCTHKA.

28. Iukn Jlemunra-Illyxapra B ynpaBieHuu HHPOPMAITHOHHON 0€30MaCHOCTHIO.

29. Cucrema pUCKOB MPEIIPUATHS U MECTO PUCKOB MH(OPMAIIMOHHOM 0€301MacHOCTH B TaHHOK
CUCTEME.

30. IlonsTHE MPOIIECCOB U MPOEKTOB MPUMEHUTENHFHO K HHPOPMAIIMOHHOM 0€301acHOCTH.

31. Ilogpa3nenenus, ydacTBYIOIIHE B peanu3anuu GpyHKuuid nHGOpMallmOHHON 6€30M1acCHOCTH U
UX B3aUMO/ICHCTBHE.

32. Opranuzaius B3auMOICHCTBUA MOApa3eieHnii ”HOPMAIIMOHHBIX TEXHOJIOTHIA U
nH(pOpMaIMOHHOM 0€30MMacHOCTH.

33. AnanTuBHbIE TEXHOJOTHH YIIPaBlIeHUs HHGOPMAIMOHHON 0€3011aCHOCTHIO.

34. IlpyyrHBI MOTUBALIUK COTPYTHUKOB MPEINPUITUS K HAPYIICHUIO HHPOPMAITUOHHOMN
0€30MacHOCTH.

35. MoTuBaius COTpyIHUKOB IPEANPUITHS K aKTUBHOMY YYacTHIO B pa3paboTke U
MOJIEPXKAHUIO DKCIUTyaTalluu Mep HHPOPMAIIMOHHOW 0€30IacHOCTH.

36. BnusiHre KOpHopaTUBHON KYJIBTYpPbl HA MOTHBAIIUIO COTPYJHUKOB B 001aCTH
nH(GOPMaIMOHHON 0€30MaCHOCTH.

37. Ilponiecc 0TOOpa MPETEHAEHTOB Ha JOKHOCTH O(QUIEpOB HH(OPMALIMOHHON OE30MaCHOCTH.

38. TpeboBanus k oduriepaM HHHOPMAITMOHHON OE30MIACHOCTH.

39. Opranuzaiusi 00y4eHHUs] COTPYAHUKOB KOMITAHUU TI0 UH()OPMAIIMOHHON O€30MacCHOCTH.

40. B3aumogeiicTBrie KOMIIAHUU C PETYIUPYIOIIUMU OpraHaMH 10 HHPOPMAIIIOHHOM
0€30MacHOCTH.

41. IlpoextupoBanue SOC.

42. MOHUTOPUHT COOBITHI HH(DOPMALIMOHHOI OE30MTaCHOCTH.

43. Opranu3anus paboThl ¢ UHIUAECHTAMH HH()OPMAaIIMOHHON O€30MacCHOCTH.

44. AytcopcuHT HHPOPMAIIMOHHOW 0€30MacHOCTH.

45. Pacuer 3arpar Ha BHeapenue SOC.

46. Texymue TeHASHIINN U IEPCTIEKTUBBI PA3BUTHUSI CUCTEM OOecrieueHus] HHPOPMAIIHOHHOM
0€30IMaCHOCTH.

47. IlpodeccrnoHanbHbIe COOOIIECTBA B 001acTH HH(GOPMAIIMOHHON 0€30MaCHOCTHU:
XapaKTePUCTUKA, PYHKIIHH.

48. O630p Hanbosee 3HAYNMBIX B PO koMIaHuii, OKa3bIBAIOIINX YCIYTH B 00JIACTH
UH(GOPMAaIMOHHON 0€30MIaCHOCTH.

49. Ananu3 cTaTUCTHKY O HauboJjee akTyalbHBIM YIpo3aM HH(GOPMAaIMOHHON OE€30MacCHOCTH.

50. Haubonee 3Ha4nMbIe XaKePCKHE MPECTYTHbIC TPYIITHUPOBKU: XapaKTePUCTHKA NEATEIHHOCTH,
MpPUMEPBI UHITUICHTOB.

51. Ilpumepsl BeepHbIX aTak Ha HHPOPMAI[MOHHBIE PECYPCHI.

52. Ilpumepsl 1eNeBbIX aTak Ha HTHPOPMAIIUOHHBIE PECYPCHI.

53. MexayHapoIHOE COTPYIHMUECTBO B 00J1acTH MHPOPMAITMOHHOM 0€30MMacHOCTH.



54. OcobeHHOCTH (PMHAHCOBBIX OpraHU3aIuil Mpu o0ecrieueHny HHHOPMAITMOHHON
0€30IaCHOCTH.

55. OcoOEHHOCTH 3aIUTH 00BEKTOB KPUTHIECKOM MH(DOPMAIMOHHOM HH(DPACTPYKTYPHIL.

56. OCOOEHHOCTH 3aIIUTHI TOCYAAPCTBEHHBIX U MYHUITUTIAIBHBIX MTPEATIPUSITHIHA.

57. TpeboBaHus K cpeicTBaM KpUNITOrpaGuIecKoi 3aruThl HHPOPMAIIHH.

58. MadopmarmonHas 6e30MmacHOCTh KakK ()aKTOp MOBBIIICHUS ONEePalMOHHON 3 (HEKTUBHOCTH
KOMIIaHUH.

59. PerynupoBanue nH()OPMAIMOHHOM 0€30I1aCHOCTH — 0030p HOPMATUBHO-IIPABOBOM 0a3bl.

60. Mecto nH(pOpPMAIIMOHHON 0€30MaCHOCTH B TPOIleccax MU(PPOBU3AMMUU TTPEITPUSATHIA.

[IpuMepHBIi TepedeHb BOIIPOCOB 110 pazzaeiaM S, 6 (cemecTp 3 u3ydeHUs TUCITUTIIIUHBI)

1. ®yHKIIMHM onepaTopa NePCOHAIbHBIX JAaHHBIX.

2. OTBETCTBEHHOCTD 3a HapyILIEHHs B 001acTU MHPOPMAIIMOHHOM 0e30MacHOCTH

3. YcnoBus 00paboTKK NepCOHANBHBIX JAHHBIX (COTJIACHO 3aKOHY O MEPCOHAIBHBIX JIaHHBIX ).

4. CoctaB BHYTPEHHUX JOKYMEHTOB KOMIIAHUH 10 OPTaHU3aLMU 3alIUThl KOH(GUACHINATbHBIX
JTAHHBIX.

5. OcobeHHOCTH 00PaOOTKH MEPCOHAIBHBIX JAHHBIX YBOJEHHBIX PAOOTHHUKOB.

6. OcobenHocTr 00pabOTKU MEPCOHANIBHBIX JAaHHBIX COMCKATENel Ha 3aMellIeHe BaKaHTHBIX
MOJDKHOCTEMN.

7. N30BITOYHOCTH 00OPaOOTKH MEPCOHATBHBIX TaHHBIX.

8. Ha3znaueHue u xapakTepucTUKa MOJAEIHU yIpo3.

9. Pacuer 3arpar Ha BHEJPEHUE U UCTIOIH30BAHUE CUCTEMBbI 3aIIUTHI TaHHBIX.

10. HanmpaBneHus cokpalieHus 3aTpaT Ha CO3JaHHe CHCTEMBI 3allIUThI JAHHBIX.

11. OcoOeHHOCTH 3aIUTHI TaHHBIX OT YTCYCK.

12. MeTroauka BeIOOpa Mep 110 o0ecreueHn0 0€30IMacHOCTH JaHHBIX.

13. XapakTepucTrka BUI0B yrpo3 0€301aCHOCTH JIAHHBIX.

14. Knaccudukamus cpeacTs 3alTdTh JaHHBIX.

15. O6s13aHHOCTH omepaTopa Mmpu 00padOTKE MEPCOHABHBIX JTaHHBIX.

16. Mepsl obecrieuenus 0e30macHO 00padOTKU JaHHBIX.

17. YBenomienue 00 00pabOTKE MepCOHAIbHBIX JaHHBIX.

18. [IpaBa cyOBEKTOB MEPCOHATBHBIX JaHHBIX.

19. Cornacue cyObekTa NepcoOHAIbHBIX JaHHBIX Ha 00pabOTKY NMEPCOHAIbHBIX JIaHHBIX.

20. CrennanbHble KaTETOPUU NEPCOHANBHBIX JaHHbBIX.

21. XapakTepucTrka OMOMETPUICCKUX ITePCOHATBHBIX JIAHHBIX.

22. IlpuHnunel 00paboTKU KOH(UIEHIINAIBHBIX JAHHbIX.

23. TpeboBanus K 00y4EHUIO COTPYIHUKOB B 00JIACTH 3aIUTHI IEPCOHABHBIX JTAHHBIX.

24, Ilukn JleMuHTa B OpraHU3aIiiy 3alIUTHl IIEPCOHATLHBIX JTAHHBIX.

25. aTerpanusi CHCTEMBI 3alUThI TEPCOHATBHBIX JJAHHBIX B CHCTEMY HH()OPMAIIMOHHOM
0€30MacHOCTH KOMITaHUH.

26. Hoxymentsl @®CTOK B 0651aCTH 3aIUTHI IEPCOHATIBHBIX JIAHHBIX.

27. Ilpoepku PockoMHa30pa B 00J1aCTH 3aIIUTHI TaHHBIX.

28. YmpaBneHue uHIUIEHTaMU HH)OPMAIIMOHHOM 0€3011acHOCTH.

29. bank gaHHBIX yrpo3 HHOOPMAIMOHHOM 0€301TaCHOCTH NEPCOHATBHBIX JaHHBIX.

30. ITonmutrka 0O6pabOTKH MEPCOHATBHBIX JaHHBIX — COJCP)KaHUE TOKYMEHTA.

31. Monens yrpo3 nHpopmamoHHOM 0€30MacCHOCTH — COZIEP)KaHUE TOKYMEHTA.

32. Meroaunueckue ykazanusi PockoMHa30pa 1o 3amure NepcoHaIbHbIX JaHHBIX (115
CyOBEKTOB IMEPCOHATBHBIX JAHHBIX ).

33. KondmukT TpeboBaHUi 3aKOHOIATEIHCTBA 110 3aITUTE TIEPCOHATBHBIX JaHHBIX U
UCIIOJTb30BaHUs CUCTEM MOHUTOPHHTA PA0OTHI COTPYIHHKOR.

34. Ilonoxenus Koncrurynuu PO, cBsA3aHHBIE € 3aIIUTON TEPCOHAIBHBIX JTAHHBIX.

35. OcuoBHeble nonoxenuss GDPR.

36. CriocoObl HE3aKOHHOTO HCITOJIb30BAHUS NTEPCOHANBHBIX JaHHbIX. [Iprumepsl.

37. KubepOysIMHT: XapakTepUCTUKA, TPHUMEPHI.

38. VICTOYHMKY yTeUeK MePCOHATbHBIX JTaHHBIX.

39. Vcropust pa3BUTHS 3aKOHOAATETBHON 0a3bl 3alIMThI MEPCOHATBHBIX JaHHBIX B PD.

40. 3apyOesxHOe 3aKOHOIaTEIHCTBO 10 3alIUTE MEPCOHATBHBIX TaHHBIX.



41. Konsennus Cosera EBporibl 0 3amuTe pU3NIECKUX JIHII IPH aBTOMATH3UPOBAHHOMN
00paboTKe epCOHANBHBIX JaHHBIX.

42. Onpenenenre nepcoHaNbHbIX gaHHbIX: 152 @3, Tpynosoii Kogexe, GDPR, ap.

43. loxymentsl [IpaBurenscTBa PO B 0051aCTH 3aIIUTHI IEPCOHATBHBIX JTaHHBIX.

44, O0e3MMYnNBaHKE IEPCOHANBHBIX JAHHBIX — IOHATHE, TPeOOBaHUS 3aKOHO/IAaTEIbCTBA,
METO/Ibl 00€3TMYUBAHUSI.

45. XapakTepucTrKa pbIHKA EPCOHANBHBIX JAHHBIX: YYACTHUKH, LIEJIA IPUOOpETEeHUS
MEPCOHAIIbHBIX JIAHHBIX.

46. [IpuMepsl yTeuek NEPCOHANBHBIX JIaHHBIX B PO.

47. IlpuMepsl yTeueKk NEePCOHANBHBIX JIAHHBIX 3a npeeaamu PO.

48. TpancrpanuvHas nepenadya nepcoHaIbHBIX TaHHBIX.

49. OcobeHHOCTH 00pPaOOTKH MEPCOHABHBIX JAHHBIX B TOCY/IAPCTBEHHBIX M MYHHUIIHITATEHBIX
CHUCTEMax MEPCOHAIBHBIX JAHHBIX.

50. buomerpuyeckue nepcoHalbHbIC JaHHBIE.

51. XapakTepucTuka npaBoOBbIX (HOPMATUBHBIX ), OPTAaHU3ALMOHHBIX U TEXHUYECKUX MEp
3aIUThl KOH(UICHIINATBHBIX JaHHBIX. [IpuMeps.

52. YpOBHM 3alIUIIEHHOCTH MTEPCOHAIBHBIX JTAHHBIX.

53. O6s13aHHOCTH OTepaTopa IO YCTPaHSHUIO HApYIICHUH 3aKOHOIaTEeNIbCTBA, JOMYIICHHBIX ITPH
00paboTKe ePCOHANBHBIX JaHHBIX (CTaThs 21 riaBel 4 ®3-152).

54. O0513aHHOCTH JUIIA, OTBETCTBEHHOTO 33 OpraHU3aIio 00pabOTKH EPCOHATBHBIX JIAHHBIX.

55. I'ocynapcTBEHHBIA KOHTPOJIb U HAJ30P B 00JIACTH 3alIUThI IEPCOHATBHBIX JaHHBIX.

56. OTBETCTBEHHOCTD, MIPELyCMOTPEHHAS 32 HapYyLICHHE 3aKOHOJaTeNILCTBA B 00JIACTH 3alUTHI
MEPCOHAIBHBIX JaHHBIX.

57. PockoMHaa30p — 1NN, 3a/1a4H, (YHKIIUH.

58. 3naueHue nepcoHana KOMIaHUH KaK CyObeKTa yrpo3 6€30MacHOCTH MePCOHATbHBIX TAHHBIX.

7.4.2. IlpakTuyeckue 3afaHus AJ1s IPOBEICHHSI IPOMEKYTOUHON aTTecTalMy 00yJyaroIuxcs

[IpakTuueckue 3a1anus AJi1 IPOBEACHUS IPOMEKYTOUHOM aTTECTAllMM Pa3MELIEHBI 110 aIpecy:
<aapec OyIeT ykaszaH IOCiIe co3fanus Kypca moodle>

[IpuMepsl IpakTUYECKUX 3aJaHUI

1. Pa3zpaborath cxemy Ou3HEC-TIpollecca YIpaBJICHHs HHITUACHTaMH HH(HOPMAIIHOHHON
0€30MacHOCTH JUIsl IPEANPUATUS. B onncanum 3aanus NPUBECTH XapaKTEPUCTUKY NPEATPUATHUS: BUL
JeSITeNIbHOCTH, MaclITad, reorpaguueckasi pacpeeIeHHOCTb MOApa3IeIeHU, oApa3aeNeHus,
Y4YacCTBYIOUIME B YIPABJIECHUU UHIIUICHTaAMHU.

2. IIpoieMOHCTPUPOBATH MOCIIEIOBATEILHOCTD AeCTBUI B nHTepdetice StaffCop mo co3nanuio
¢bunbTpa A IOUCKa COOBITHH, CBSI3aHHBIX C ONPEEIIEHHBIM JOKYMEHTOM. OTrpaHUYUTh IEPUOJT BpEMEHH
(o maram), KaHaJbl Iepe1avyl HHPOPMAaIIUH.

3. Co3marh MHTEIUICKTYAIbHYIO KapTy B cepBuce Miro mo teme "YrpaBieHue onepariOHHBIMH
puckamn".

4. Co3liaTh MHTEIUICKTYaJIbHYIO KapTy B cepBuce Miro mo kiaccudukanuu yrpo3 nHPOpPMaIHOHHOM
6e3omacHOCTH. B onucannu 3aaHus NpUBECTH XapaKTEPUCTUKY MPEATIPHATHS.

5. OnpenenuTth ypOBEHb 3aIIUIIEHHOCTH U TPeOOBaHUS K 3aluTe Ui BbIOpaHHOro Bamu
npeanpusTus. B onucanuu 3aaHus NpUBECTH XapaKTEPUCTUKY MPEATIPUATHS.

7.4.3. IlpumMepHble TEMBI KypcoBOW padoThI (MpoekTa) (IpyU HaJIUYUN)
Tembl KypcoBoii paboThI
1. Unentudukamnus 1 ayTeHTUQHUKAIMS TOJIh30BaTENeH, HE SIBISIONUXCS COTPYIHUKAMH
OpraHu3aIiu.
2. YmpaBiieHue AOCTYNOM K KOH(GUACHIINATbHBIM JaHHBIM.
. HopmaTuBHO-TIpaBOBBIE OCHOBBI 3aIIUTHI IEPCOHANIBHBIX IaHHBIX B PO.
. [Iporokosn EBponeickoro cor3a 1o 3aiure NepcoHalbHbIX JaHHBIX.
. 3akoHoaarenbcTBo CHIA 10 3amuTe NepcoHaIbHbIX JaHHBIX.
. Ucnonp3oBanne OIOKYEHH /I 3alIUThl KOH(UICHIIMATBHBIX JaHHBIX.
. Ypasnenue uHGpOpMaIMOHHOM Oe3onmacHocThIo Ha O0aze ISO/IEC 27001.
. Mepsi 3atutsl napopmanuu cornacHo ISO/IEC 27002.
. [onmutuka nHMOPMAITMOHHON 0E30MACHOCTH KaK KITFOUE€BOH JIOKATbHBIA HOPMATUBHBINA aKT
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MO 3alIUTE TAHHBIX.

10. Opranu3anus 3aluThl IEPCOHATBHBIX TaHHBIX HA MPEANPUITHH.

11. JTaHHBIC KaK OCHOBHOMH pecypc IU(POBOi IKOHOMHKH.

12. TonuTuka Facebook (apyroii connanbHO# ceTH M0 BEIOOPY CTYEHTA) B 00JACTH 3aIUThI
MEPCOHAIIbHBIX IAHHBIX.

13. AHanu3 MUPOBOM MHAYCTPUU TOPTOBIIH MEPCOHATBHBIMU JIAHHBIMHU.

14. YupapicHue HHIUACHTAMU HH(GOPMAIIMOHHON 0€30I1aCHOCTH.

15. Ha3nauenue u ¢pynkuu DLP-cuctem.

16. Ananu3s poccuiickoro psinka DLP-cuctem.

17. XapaktepucTrka OCHOBHBIX Yrpo3 HHGopMarmoHHoi 6e3omnacHoctu B 2020 romy.

18. CrtocoOb1 00e3MYMBaHMS IEPCOHATBHBIX JTaHHBIX.

19. Bpokepsr nanusix - Data Brokers (Acxiom, Equifax, CoreLogic, ap.).

20. XapakrepucTtuka aeucTpyomux B PO xakepckux rpyniupoBoOK.

21. XapaktepucTruka HHAYCTPHUH 3alIUTHI JaHHbIX B PO.

22. MOIIEHHUYECTBO € IEKTPOHHOU MOANHUCHIO B PD.

23. CynebHasi mpakTUKa MO MPECTYIJICHUSM, CBSI3aHHBIM C KOMIIpOMETaIuen
KOH(UICHIINATLHBIX JAHHBIX.

24. TlocnencTBus peanv3alui pUCKOB HH(GOPMAIIMOHHONW 0€30IacHOCTH IS IPEAITPUSTHS.

25. [locnencTBusi KOMIIPOMETAIIMU TIEPCOHATBHBIX TAHHBIX VIS TPaXIaHUHA.

26. Pexomenaanuu s rpaKJjaHuHA 10 3aIIUTE MePCOHATBHBIX JaHHBIX.

27. Hudposoii npodwis rpaxgannna PO.

28. Lludposbie rocyaapcTBEHHBIE CEPBHUCHI (Ha TPUMeEpe JIF000H CTpaHBbI IO BHIOOPY
oOyyJaromierocs).

29. Enunas cucrema 6momerpuueckon uaeHtudukanuu B PO.

30. JlokanbpHast HOpMaTUBHAs 0a3a MpeanpusITUs B 00J1acTH obecrieueHus: 6e30MacHOCTH
MEPCOHAIBHBIX JJAaHHBIX (COCTaB U CTPYKTYpa JOKYMEHTOB).

7.5. Mertonuueckrue MaTepuabl, OMPEACIAIONINE TPOLIEAYPHI OLIEHUBAHUS 3HAHWUM, YMEHUH, HABBIKOB U
(nn) ombiTa TPO(hECCUOHATTBHON JESTSIIbHOCTH, XapaKTePU3YIOIINE ITABl (JOPMUPOBAHUS KOMITCTCHITHIA

[Ipouenypa npoBeneHNs IPOMEKYTOUHOMN aTTECTAlMU U TEKYIIET0 KOHTPOJISl yCIIEBAEMOCTH
perIaMeHTHPYETCS JIOKATbHBIM HOPMATUBHBIM aKTOM, OTPEIEISIONIMM MOPSIIOK OPTaHU3aIlud U
IPOBEJCHUS TEKYIIET0 KOHTPOJISL yCIIEBAEMOCTH U MTPOMEXYTOUHOM aTTecTallui 00yJyarommxcs.

[Iponienypa onieHuBaHust HOPMUPOBAHKS KOMIIETEHIIUN TIPH MPOBEICHNUN TEKYIIEr0 KOHTPOJIS
npuBeseHa B 1. 7.2.

TunoBbie KOHTPOIBHBIC 3a/IAHHS WJIM UHBIE MAaTEPUAIIBI TEKYIIIETO KOHTPOJISI TPUBEJEHBI B 1. 7.3.

[TpomexxyTouHas arTecTaius Mo JMCUUILTHHE TPOBOIUTCA B popme 3aueta (4, 5 cem.) u sk3amena (6
ceM.).

3adet npoBOAUTCS B (OpME KOMITBIOTEPHOTO TECTUPOBAHUS HA TOCIEIHEM TPAKTUYECKOM 3aHITHHI
cemecTpa.

DK3aMeH MPOBOAUTCS B yCTHOMU (hopme.

7.6. Kputepuu onieHrBaHus chOpMHUPOBAHHOCTH KOMIIETEHIIUN TTPH MIPOBEICHUH MPOMEKYTOUHON
aTTecTaluu

YpoBEHb OCBOSHMS M OlLICHKA

Kpurepun Ornenka OueHka
«HEYIOBJICTBOPHUTEIIb | «yIOBICTBOPUTENBH [ OLEHKa «XOpo1oy» OlLleHKa «OTIIMYHO
OLICHUBAHUS
HO» o»
«HE 3aYTEHO» «3aYTEHOY




YpoBEeHb OCBOCHUS

YPpOBEHb OCBOCHUS

YpoBeHb OCBOCHUSI

YPpoBEHb OCBOCHUS

KOMIIETCHITHH KOMIIETCHITNH KOMITETEHITHH KOMIIETCHITHH
«HEIOCTATOYHBIN». «IIOPOTOBBIN». «IIPOABUHYTBIN. «BBICOKHI».
Kommerenun He Kommerenmn Kommerenun Kommerennuu
c(hOpMHUPOBAHBI. c(hOpMHUPOBAHBI. c(hopMUPOBaHBI. c(hOpMHUPOBAHBI.
3HaHusg oTcyTcTBYIOT, |  ChopMHUpOBaHBI 3HaHus OOIIMPHBIE, 3HaHus
YMEHHMsSI U HaBbIKU He | 0a30BbIe CTPYKTYPHI | CHCTEMHbIE. YMEHHUSI | apryMEHTUPOBAaHHBIE,
chopMHUPOBAHBI 3HAHUNA. Y MEHHS HOCAT BCECTOPOHHHUE. Y MEHHUS
(dbparMeHTapHbI U PENpOAYKTUBHBIN YCIICIITHO
HOCSIT Xapakrep, MPUMEHSIFOTCS K
PEnpOAYKTUBHBII MPUMEHSIFOTCS K PEILICHUIO KaK
Xapakrep. PEIIEHUIO TUTTOBBIX TUIIOBBIX, TaK U
HemoHcTpupyercs 3a/laHuH. HECTaH/IaPTHBIX
HU3KHUI YPOBEHb JleMoHCTpUpYyeTCS | TBOPYECKUX 33/JaHUU.
CaMOCTOSITENIbHOCTH JIOCTaTOYHBIH JlemoHCTpUpyeTcs
MIPAKTUYECKOTO YpOBEHb BBICOKHI YpOBEHb
HaBBIKA. CaMOCTOSITENIbHOCTH | CaMOCTOSITEIbHOCTH,
YCTONYHUBOTO BBICOKAsl aJalTUBHOCTD
MPAKTUYECKOrO | MPaKTUYECKOTO HaBhIKA
HaBBIKA.
OO0yuaromuiics OOyuaromuiics OO6yuarommiics OO6yuarommiics
JIEMOHCTPHPYET: JIEMOHCTPHPYET: JIEMOHCTPHUPYET: JEMOHCTPHPYET:
-CYIICCTBCHHBIE -3HAHUS -3HAHUE U -r1y0oKwue,
POOEITBI B 3HAHUSX TEOPETUIECKOTO IOHMMAaHUE BCECTOPOHHHE U
y4eOHOro MaTepuana; MaTrepuania; OCHOBHBIX BOIIPOCOB | apryMEHTHPOBAHHBIC
-IOTTYCKAIOTCS -HETIOJTHBIC OTBETHI | KOHTPOJIUPYEMOTO | 3HAHUS MPOTPAMMHOTO
MIPUHIAITHATEHBIC HA OCHOBHBIC o0beMa MaTepuaia;
OITMOKY TIPH OTBETE | BOMPOCHI, OLTUOKHU B MIPOTrPAMMHOTO -II0JTHOE TIOHUMaHUE
Ha OCHOBHBIC OTBETE, MaTepuana, CYITHOCTH U
BOIIPOCHI OMIIETA, HEJIOCTaTOYHOE - 3HAHUSA B3aMMOCBSI3H
OTCYTCTBYET 3HAHUE U MTOHNMAaHUE TEOPETUIECKOTO paccMaTpuBaEeMBbIX
MMOHUMAaHHE CYITHOCTH MaTtepuaa MIPOIIECCOB U SIBJICHUH,
OCHOBHBIX TTOHITHIA 1 H3JIaraeMbIX -CIIOCOOHOCTH TOYHOE 3HAHUE
KaTeropHii; BOITIPOCOB; YCTaHABIIMBATh U | OCHOBHBIX ITOHSTHH, B
-HCTIOHUMAaHHE -HCYBEPCHHBIC U OOBSCHATH CBSA3b | paMKax 00CYXKIaeMBIX
SHAHHUS CYIITHOCTH HETOYHBIC OTBETHI | IPAKTUKU U TCOPHH, 3aJIaHuH;
JIOTIOJTHUTEIBHBIX | HA IOMOJTHUTENbHBIE BBISIBIISITH -CIIOCOOHOCTD
BOIIPOCOB B paMKax BOIPOCHI. IPOTUBOpPEYHS, YCTaHABIIUBAThH U
3a/iaHuil ounera. POOJIEeMBI U OOBSCHSTH CBSI3b
TEHCHIINH MPAKTUKU U TEOPHH,
pa3BUTHS; -IOTUYECKU
-IIpaBUIBHBIC U nocleI0BaTeNbHbIE,
KOHKpeTHbIE, 0e3 COJIEp>KaTENbHEIE,
rpyObIX OIMHOOK, KOHKPETHbIE U
OTBETHI Ha HCYEPIBIBAIOIINE
MOCTaBIICHHBIC OTBETHI Ha BCE 3aJIaHUS
BOTIPOCHL. ouera, a TakKe

JOIIOJIHUTCIIBHBIC
BOIIPOCHI
9K3aMCHAaTopa.




[Ipu BbIMONIHEHUH OOyyvarommiics OO6yuarommiics OO0yyaromumiics
MPaKTUYECKOTO BBIIIOTHHII BBIIOJTHUIT MPaBWJILHO BBITTOJTHUII
3a7aHus Ouiera MPaKTHUYECKOE MPaKTUYECKOE MPaKTUYECKOE 3a/IaHHE
oOyyJaroruiics 3a7aHue ouera ¢ 3aJaHue OmieTa ¢ omnera. [Toxazan

MPOJAEMOHCTPUPOBAJT | CYIIECTBEHHBIMHU HeOOJIBIIIUMU OTJINYHBIC YMEHUS B
HEJOCTAaTOYHBIN HETOYHOCTSIMH. HETOYHOCTSIMH. paMKax OCBOCHHOT'O
YpPOBEHb YMEHUH. Jonyckarores [Tokazan xopomme | ydeOHOro MaTepuaa.
[IpakTnueckue OIINOKH B YMEHHS B paMKax Pemraer
3aJlaHus HE COZICp’)KaHUU OTBETA OCBOCHHOT'O MPEeJI0KEHHBIE
BBITTOJTHEHBI 1 pelIeHun y4eOHOT0 MPAKTUYECKUE 3aJITaHUS
YMEHHUS OO6yuaromuiicst He MPAKTUYECKUX Marepuaa. 0e3 oIHnooK
OTBEYAET HA BOMPOCHI 3aJIaHNH. [IpennoxxeHubie OTBeTHII Ha BCE
ounera npu IIpu oTBeTax Ha MPAKTUYECKHUE JIOTIOJTHUTEIIbHEIC
JIOTIOJTHUTEIIBHBIX JIONIOJTHUTEIbHBIC | 3aJaHus PEUIEHBI C BOIIPOCHI.
HaBOJSAIIUX BOIIpOCcax BOITPOCHI OBLIIO HeOOJIBIIUMU
MpernojiaBaTes. JIONYIIIEHO MHOTO HETOYHOCTSIMH.
HETOYHOCTEHA. OTBeTniI Ha
OOIBIIMHCTBO
JIOTIOJTHHUTEIILHBIX
BOIIPOCOB.
He moxet BoIOpaTh HcneiThiBaeT be3s 3aTpynHenuii [Ipumensier
METOJIUKY 3aTPYIHEHHS 10 BBIOHpaeT TEOPETUYECKHEC 3HAHUS
BBIIIOJITHCHUS BBIOOPY METOJIMKH CTaH/IAPTHYIO JUTSI BBLIOOpA METOAUKH
3aJIaHuH. BBIIIOJTHECHUS METOJIUKY BBIIIOJTHEHMS 3aJaHUI.
Jlomyckaet rpyObie 3aJlaHul. BBIIIOJIHCHHS He momyckaet ommbok
OIIMOKH MPH JlomyckaeT ommOKu 3aJaHMI. IIPY BBITTOJTHCHUH
BBIIIOJTHEHHH P BbINOJHEHUN | JlomyckaeT ommoKu 3aJaHHM.
3aJaHUM, 3aJaHNH, P BBITTOJIHCHUUT CaMOoCTOSITENILHO
HapyLIAIOIINUE JIOTUKY | HApYIIEHUS JTOTUKHU 3aJ]aHu, HE aHATN3UPYET
pelIeHHs 3a/1a4. peIIeHHs 3a1a4. Hapyuiaroue pe3yJabTaThI
BJIAJICHHE Henaer HcnbiTeiBaeT JIOTUKY PEIICHUS | BBINOJHEHUS 3a/1aHUM.
HABBIKAMH HEKOPPEKTHBIE 3aTPYIHEHHUS C 3aJa4 I'pamoTHO
BBIBOJIEL. dbopmynupoBanuem | Jlenaetr KOPpEeKTHBIE |  OOOCHOBBIBAET XOJ
He moxer KOPPEKTHBIX BBIBOJIEI ITO perieHus 3aaad.
000CHOBATh BBIBOJIOB. pe3yabTaram
aJITOPUTM HcnoeITEIBaeT pelIeHus 3a/1aun.
BBIIIOJTHCHUS 3arpyaHeHus ipu | OGOCHOBBIBACT X0/
3aJlaHuH. 000CHOBAaHHH penieHus 3aaa4 6e3
aJIropuT™Ma 3aTpyAHEHUH.
BBIIOJTHEHHUS
3aJaHuM.

OlieHKa 10 TUCIUTIINHE 3aBUCUT OT YPOBHS CPOPMUPOBAHHOCTH KOMITETCHIIMM, 3aKPETUICHHBIX 32
JTUCIUTIINHOM, U TIPEACTABIISIET COO0M cpeHee apu(MEeTHUECKOE OT BBICTABIICHHBIX OIICHOK 10 OTJICIbHBIM
pe3ynbTaTam oOydeHHs (3HAHUs, YMEHHS, BJIa/ICHHEC HaBbIKAMU ).

OlLIeHKa «OTJIMYHO»/«3a4TCHOY BBICTABIIACTCS, €CIIH CpeHee apu(PMETHICCKOE HAXOUTCS B
uHTepBaie ot 4,5 no 5,0.

OlLIeHKa «XOPOIIIOY»/«3a4TEHOY BBICTABIISCTCS, €CIIU CpeIHee apru(METHISCKOS HAaXOIUTCS B
uHTEepBaie ot 3,5 no 4.,4.

OlIeHKa «yI0BJIETBOPUTEIHHOY/ «3aUTEHOY» BBICTABIIACTCS, €CIU CpEIHEE apu(METHIESCKOE
HaXOJUTCS B MHTEpBaJe oT 2,5 110 3,4.

OreHKa «HEYIOBIETBOPUTEIILHOY/ «HE 3aUTEHO» BBICTABIISIETCS, €CIIM CpeliHee apudmMeTnieckoe
HaxoauTcs B uHTepBaiie ot 0 1o 2,4.




8. YueOHO-MeTOAMUYECKOE M MATEPUATBLHO-TEXHHYECKOE o0ecneuyeHue TUCIHIJIMHBI (MO1yJIs1)
8.1. [lepeueHb OCHOBHOM M JIOTIOJHUTEILHOM JIUTEPATYPhI, HEOOXOIUMOM 1T OCBOSHUS JTUCITATITUHBI

(Moyist)
. KonunuectBo
Ne ABTOp, Ha3BaHUE, MECTO M3/IaHHs, U31aTEIbCTBO, TOJl M3/IaHHs YIeOHOH 1
n/m y4e0HO-METOJMYECKOI JTUTEPaTYPhI PK3EMILIADOB/SCKTD
oHHbIN angpec ObC
OcHoBHas JIuTEpPaTYpa
Cadonona JI. A., 9KOH0anef:KHe ACIIEKTbI I/IH(l)OpMaI_[I/IOHHE)I/I http://www.iprbooksh
1 |6e3omacHoctr, HoBocnOupck: CHOMPCKUIT rOCy1apCTBEHHBIN YHHBEPCUTET
. op.ru/90606.html
TEJECKOMMYHUKAIM 1 nHbopmaTtuku, 2019
Cerues 0. H., Cranmgaptsl HHGOPMAIIMOHHOK 6C3OHaCH.OCTI/I. 3ammuTa u http://www.iprbooksh
2 |o6paboTka KOHPUACHIMAIBHBIX JOKyMEeHTOB, CapaToB: By3oBckoe
op.ru/72345.html
obpazoanue, 2018
JonoJHuTeIbHAS JIUTEPATYPA
1 Bosnkos 0. B., Uadpopmannonnoe npaso. MabopMaliust kak npaBoBas https://urait.ru/bcode/
kareropusi, Mocksa: FOpaiit, 2020 455553
5 Kogsanesa H. H., Kupnosa H. A., Tyrymesa 0. M., Xononnas E. B., https://urait.ru/bcode/
Hudpopmanmonnoe npao. [Ipakrukym, Mocksa: FOpaiit, 2020 449378
3 |Pacconos U. M., Uudopmarmonnoe npaBo, Mocksa: FOpaiit, 2020 https://jzag;gg%/bCOde/
4 Kopa6ensaukos C. M., [Ipectrymienus B chepe nHGOPMAIIMOHHOM https://urait.ru/bcode/
6e3onacuocTt, Mockaa: FOpaiit, 2020 448295
5 boramesa JI. D., Tpodhumor M. C., Uapopmanmonnoe mpao, CTaBpoIios: https://www.iprbooks
Cesepo-Kaskasckuii ¢enepanbublii yauBepcutet, 2018 hop.ru/92665.html
5 AgepuenkoB B. U., Aynut uadopmanmonHoi 6e30nacHOCTH, bpsiHCK: http://www.iprbooksh
BpstHCKMIT rOCyapCTBEHHBIN TeXHUYEeCKU yHuBepcuTet, 2012 op.ru/6991.html
7 HoxnukoB B. I'., Canran M. U., KpaTkuii SHIUKIONEAUMYECKHI CIIOBAph MO http://www.iprbooksh
nH(opMmanronHol 6e3omnacHocti, Mocksa: Dueprus, 2010 op.ru/5729.html
AnncumoB A. A., MeHekMeHT B cdepe nHpOopMallMoOHHON 6€30MacHOCTH, _ | nttps:/Awww.iprbooks
8 [Mocksa, CaparoB: UatepHer-YHauBepcurer MHpopManmonusix TexHOMOTHIA

(MHTYUT), Aii [lu Ap Mesua, 2020

hop.ru/89443.html

OObyuaromuecs u3 yncia nHBaMUI0B U Ul ¢ OB3 oOecnieunBaroTCs meYyaTHBIMU U (WITH)
ANEKTPOHHBIMU 00pa30BaTeNbHBIMU pecypcamMu B opMax, aIanTUPOBAHHBIX K OTPAHUYECHUSIM UX
3/10pOBBS.

8.2. [lepeuens pecypcoB HHGOPMAITMOHHO-TEIEKOMMYHUKAIIMOHHOU ceTH «IHTepHeT», He0OXOIUMBIX AJIs
OCBOEHUS AUCIUILTUHBI (MOTYIs)

Haumenosanue pecypca cetu «MHTEpHET»

DNEKTPOHHBIN aJpec pecypea

Poccuiickas rasera

http://www.rg.ru

WNndopmanmonnas 6e30macHOCTb: ppIHOK Poccun

https://www.tadviser.ru/index.php/%
D0%A1%D1%82%D0%B0%D1%82%
D1%8C%D1%8F:%D0%98%D0%
BD%D1%84%D0%BE%D1%80%D0%
BC%D0%B0%D1%86%D0%B8%D0%
BE%D0%BD%D0%BD%D0%B0%
D1%8F_%D0%B1%D0%B5%D0%
B7%D0%BE%D0%BF%D0%B0%
D1%81%D0%BD%D0%BE%D1%81%
D1%82%D1%8C_(%D1%80%D1%
8B%D0%BD%D0%BE%D0%BA_%
D0%A0%D0%BE%D1%81%D1%81%
D0%B8%D0%B8)




https://intuit.ru/studies/courses/10/10/inf

Kypc "OcnoBsl nH(pOpMannonHoit 6e3omacHocTr" 0

OdunmaibHpIl calT KoMIaHuu "AToM-0e30acHOCTh" https://www.staffcop.ru/

8.3. [lepeueHb coBpeMeHHBIX TPO(HECCHOHATBHBIX 0a3 TaHHBIX U UH()OPMALIMOHHBIX CIIPABOYHBIX CUCTEM

HaunmenoBanue DIIEKTPOHHBIN ajpec pecypca
https://www.spbgasu.ru/Univer
OopasoBarenbhbie nHTepHET-pecypchl CITOIACY sitet/Biblioteka/Obrazovatelnye

_internet-resursy/

XKypnansl nuznarensctsa Sage. B HacTosiee BpeMst TOCTYIHBI CTaTbH U3
320 >xypHaioB 110 36 mpeAMETHBIM pyOpHUKaM: TYMaHUTAPHBIC U
o0IlIeCTBEHHbIE HAYKU, HH(OPMATHKa, NHKEHEPHbIE TUCHUTUINHBI,
HSKOHOMHKA, 3/I0pOBbE U 00pa30BaHUE.

www.sagepublications.com

bubnuoreka nmo EcrectBenHbIM Haykam Poccuiickoii AkajgeMun HayK

(PAH) WWW.ras.ru

AHAMTHYECKUI MTOPTAJI IO SKOHOMHYECKHM JUCIUTUIMHAM WWW.ECONomicus.ru

Enunbiil anekTpoHHBIN pecypc yueOHO-METOIUYECKON JTUTEPATYPBI

CIIGCACY www.spbgasu.ru

Hayunas snekrponnas 6ubimoreka eLIBRARY.RU https://www.elibrary.ru/

3JI€KTpOIiHO-6I/I6JII/IOTC‘-IHa$I cuctema msnarenbera "KoHCyIbTaHT https://www.studentlibrary.ru/

CTYICHTA

DIeKTPOHHO-0MOIMoTeuHas cucteMa n3narenscrea " IPRsmart" http://www.iprbookshop.ru/

DJICKTPOHHO-0MOIMOTeuHas cucteMa usaarenbersa "FTOPAUT" https://www.biblio-online.ru/

DIeKTPOHHO-0MOIMOTeUHAs CUCTeMa u3aarenbeTsa "Jlanp" https://e.lanbook.com/

DnexTponHas 6ubnuoreka Upouc 64 Ihljg)://ntb.spbgasu.rullI’b|864r_p

Cucrema aucranimonnoro ooyuenust CII6GIACY Moodle https://moodle.spbgasu.ru/

NudopmanmonHo-mipaBoBas 6a3za qanabx Komeke 235://gawdata'Ian'Spbgasu'rU/d

NupopmannonHo-npasosas cuctema Koncynbrant Wlaw.lan.spbgasu.ru\Consultant

pMatt P Y Plus ADM

\\law.lan.spbgasu.ru\GarantClie

WNudopmanroHHo-1paBoBas cucrema [ apaHT nt

8.4. Ilepeuens MHGOPMAITMOHHBIX TEXHOJIOTHIA, UCTIOIB3YEMBIX MPU OCYILIECTBICHHH 00pa30BaTEIbHOTO
mpolecca 1Mo AUCHUIIINHE, BKIII0Yasi IepeyeHb JTUIEH3MOHHOTO U CBOOOIHO pacpOCTPaHIEMOTO
MPOrPaMMHOTO O0ecTieueHus

Crioco0 pacmpocTpaHeHus
HaunmenoBanue (JTMIIEH3MOHHOE MM CBOOOIHO
pacrpocTpaHsieMoe)

LibreOffice CB0O0OJIHO PaCIPOCTPAHIEMOE

8.5. MarepuanbHO-TEXHUUECKOE 00€CTICUeHNE TUCITUTIITHHBI
CBeJieHus1 00 OCHAIICHHOCTH YY€OHBIX ayTUTOPUI M OMEIICHUHN JJI1 CaMOCTOSITEIbHON pabOThI

HaunmenoBanue y‘-IeGHLIX ay,I[I/ITOpI/Iﬁ n OCHaIJ_ICHHOCTB O60py,Z[OBaHI/ICM N TEXHUYCCKUMU
MMOMEIICHHUH 1711 CaMOCTOSTENbLHOM pa6OTLI cpeacrBaMu 06y‘{eHI/I$I

YueOHas ayTuTOPHS IS IPOBEACHUS 3aHITHI
JIEKITMOHHOT'O THUIA, KOMILJIEKT MYJIbTUMEIUMHOTO
obopynoBaHus (IEPCOHABHBINA KOMITBIOTED,
MYJIbTUMEAUNHBIN MPOEKTOP, SKPaH, ayIMOCUCTEMA),
JTIOCKa, DKpaH, KOMIUICKT y4eOHO# MeOenu,
noAkIroueHne kK komnbiorepHoi cetn CITOIACY,
BbIX0J1 B MIHTEpHET

68. YueOHble ayTUTOPUH JIJIsl IPOBEACHUS
JIEKITMOHHBIX 3aHITUU




68. [TomenieHus A1 CaMOCTOSTEIHHOM pabOTHI

[Tomenienue A1 caMOCTOSATENHHON pabOTHI
(untanbHbBIN 3271 OMOMMOTEKH, aya. 217): TIK-23 mr., B
T.9. 1 mrr.- IIK mst murg ¢ OB3 (cuctemubiid 010K,
MOHHTOP, KJIABUATYypa, MBIIIIb) C TIOKITIOYCHHEM K
cetn «MHTepHET» N 00ECIIeYeHHEM J0CTYIa B
ANEKTPOHHYIO0 HH(DOPMALIMOHHO-00pa30BaTECIILHYIO
cpeny CIIOI'ACY.

68. KomnbroTepHbIi Ki1acc

Pa6ouue mecra ¢ 1K (CTOI KOMITBIOTEPHBIH,
CHCTEMHBIIN 0JIOK, MOHUTOD, KJIaBUATYpPa, MBIIIIb), CTOJI

pabounii, MOIKIIFOYEHUE K KOMITBIOTEPHOU ceTH
CIIoT’ACY, Beixon B Internet.

68. YueOHble ayIUTOPUH JIJIsl TPOBEICHUS
MPAKTUYECKUX 3aHATUH, KYPCOBOTO
MIPOEKTUPOBAHMSI (BBITIOJTHEHHS KyPCOBBIX padboT),
TPYNIOBBIX U WHAUBUAYAIBHBIX KOHCYIbTAIIHH,
TEKYILEro KOHTPOJISI U IPOMEKYTOUHOU
aTTeCTaIluU

KoMIuiekT MyinbTUMeTMiHOT0 000py10BaHUS
(mepcoHaIbHBIN KOMIBIOTEP, MYJIbTUMEINHHBIN
MIPOEKTOP, IKpPaH, ayIUOCUCTEMA), TI0CKA, KOMILIEKT
yueOHO MeOenu, MOJKII0YeHHE K KOMITbIOTEPHOM
cetu CIIOI'ACY, Beixon B IHTEpHET.

I[J'IH HMHBaAJIMAO0B U JIUII C OB3 obecneunBaroTCA CIICHUAJIBHBIC YCJIOBUA OJIA ITOJTYUCHUA
O6paBOBaHI/I5{ B COOTBCTCTBHUHU C Tpe60BaHI/I$IMI/I HOPMAaTUBHO-IIPABOBBIX JOKYMCHTOB.
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