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1. Heau 1 3a1a4n 0CBOEHUS TUCUMILIUHBI (MOTYJIs1)

[IporpaMma IUCHMIUIMHBI HampaBlieHa Ha (OPMHUpPOBAHWE 3HAHWH, YMEHHH M HAaBBIKOB B 00JIacTH
pa3pabOTKM HOBBIX M NMPUMEHEHHUsS CYLIECTBYIOIIMX COBPEMEHHBIX METOOB obecneueHus] HHPOPMALUOHHOM
0€30MMacHOCTH ¥ 3aIUThl HHGOPMAIMY TP PEIICHNUH 3a/1a4 TPOo(eCcCHOHATBHON AeaTensHOCTH. COBpEeMEHHBIE
METOBI 3alUTH HH(POPMALIUY TIPH PeaTu3alii HHPOPMAITMOHHBIX TEXHOJOTHH 0a3UpYIOTCS HAa IPUMEHEHUH
COBPEMEHHBIX MAaTeMaTH4YeCKUX METOIOB, AJITOPUTMOB U MPOTPaMM KOMITBIOTEPHOTO aHAJIM3a, a TAaKXkKe MPH
UCCIICIOBAaHUM PEAIbHBIX IpoleccoB U siBieHuil. IlosTomy OakamaBpy BaXHO yMETh pa3padaThIBaTh
OpPUIHHAIBHBIC aJrOPUTMBI M TIPOTPaMMHBIC CPEICTBA C HCIOJb30BAaHHEM COBPEMEHHBIX TEXHOJOTHH.
[Tnmanupyemble pe3yapTaTbl OCBOCHHUS AMCHUIUIMHBI COCTOAT B NPUOOpPETEHHMH KOMIIETEHUIUH B 00iacTu
UCIIOJIB30BAHUS METO/IOB U CPEJCTB CUCTEMHOM HHKXEHEPUH /IS IIOJTyYEHUS, TIepeJadul, XpaHeHus, TepepadoTKu
u npeacrasiaeHus uapopmaruu. [Ipu sToM nmpeanonaraercs, YTo TEXHOJIOTHH 0OecreueHus: HHPOPMAMOHHOM
0€301MacHOCTH BKJIIOYAET KIIACCHMYECKHE M HEKJIACCHYECKHE METO/bl, Peali3yeMble Ha Pa3HBIX YPOBHSIX
B3aUMOJICHCTBHS OTKPBITBIX CHCTEM.

Llens 0CBOCHMS ANCIMILINHBIL

¢dbopmupoBaHUEe 3HAHWW, YMEHMI W HABBIKOB pa3pabOTKU M HCIOJIB30BaHHUA B MPOPECCHOHATBHON
AEATENIPHOCTH METOJOB W alTrOPUTMOB 3allUThl MH(QOpMAIMK TpH Iepepade, XpaHEHWH, W pa3paboTke
COOTBETCTBYIOILIMX MPOTPAMMHBIX CPEJICTB.

3a1auu OCBOCHHUS AUCLUUIUINHBL

— OBJAaJACHHUC MCTOAAMU TCOPCTUUYCCKUX H OKCICPHUMCHTAJIbHBIX I/ICCJIG[[OBaHI/Iﬁ B o0OJjacTu
MH(POPMAIIMOHHOW 0€301aCHOCTH; OTyYeHHE 3HAaHUH O COBPEMEHHBIX HH(POPMAIIHOHHO- KOMMYHHKAIIMOHHBIX
TEXHOJIOTUSIX, 00 HMHCTPYMEHTAJIBHBIX CpeJax, O MPOTrPaMMHO-TEXHHYECKHX IUIaThopMax [Uisd peIIeHUs
npodeccHoHaIbHBIX 3a/1ay;

— o0OpereHue crocoOHOCTH pa3padaThiBaTh TPEOOBAHUS U MPOSKTUPOBATH MPOTPaMMHOE oOecrieueHue,
peanusyromee  METOAbl  3aluThl  MH(GOPMALUHM, YMEHHS  OOOCHOBBIBATH  BBIOOD  COBPEMEHHBIX
MH(POPMAIMOHHO-KOMMYHUKALMOHHBIX TEXHOJIOTHH 3alMThl MH(POPMALWHU, pa3padaThiBaTh OPUTHHAIBHBIC
IPOrpaMMHBIE CPEICTBA JUIsl peIeHHs TPO(eCcCHOHANBHBIX 3a/1ay;

— OBJaACHUC MCTOAAMHU HNPAKTHYCCKOIO TMNPUMCHCHHA MCETOAOB M CPCACTB obecrieueHust
UHPOPMAIIMOHHOW 0€30MacHOCTH TPH MPOSKTHPOBAHHH MH(POPMAIMOHHBIX CHCTEM; MPHOOpPETEHHE HABBIKOB
pa3paboOTKN OPUTHHAIIBHBIX TIPOTPAMMHBIX CPEACTB ISl pEIICHHS MPO(ecCHOHABHBIX 33/1a4.

— MOHHMMAaTh, pa3padaTbiBaTh M apryMEHTHPOBAHO IMPHUMEHSATh METOJbl OOeCledYeHusl LEeIOCTHOCTH,
KOH(i)I/II[CHIII/IaJ'II)HOCTI/I " JOCTYIMHOCTH JaHHBIX B I/IH(bOpMaIII/IOHHI)IX CHUCTEMAX.

2. IlepedyeHb NJIAHMPYEMBIX PpPe3yJabTATOB OOY4YeHHsl MO AUCHHMILUIMHE (MOIYJI0), COOTHECEHHBIX C
HHIMKATOPAMHU A0CTHKEHHUs KOMIIeTeHIN

Kon u HanmeHoBaHMe Koxa u HaumeHoBaHue [Inanupyemsble pe3ynbTaThl O0yYEHHS 1O
KOMIIETEHIINH MHIMKATOpa JTOCTHKEHUS JMCLUIUIMHE, 00eCTIeunBaloIINe JOCTHKEHHE
KOMITETEHIINU IUTaHUPYEMBbIX pe3ynbTaToB ocBoeHust OITOI]




OIIK-2 Crioco0eH ImoHnMaTh

IIPUHLIMIIBI paboTHI
COBPEMEHHBIX
MH(POPMALIMOHHBIX
TEXHOJIOTUI "
IPOrPaMMHBIX CpEJICTB, B

TOM YHCIIE OTCYCCTBCHHOI'O

OIIK-2.4 OcymiecTBisieT BBIOOP
IIPOrPAMMHBIX CPEICTB

3HaeT

HeoG6xomumbie  TpeGoBanms k  IIO  #u
MH(OPMAIIMOHHBIM TEXHOJIOTHSAM ISl PELICHUS
MOCTaBJICHHBIX 3ama4y B BOIIPOCAx
nH(pOpMaMOHHOW 0€30IMacHOCTH M 3allIuTa
uH(pOopMaIU

ymeer

[IPOU3BOACTBA, u [IpumensTs ucnonb3oBarh pasnuuHoe 10 mo
UCIONIb30BAaTh  HMX  IpHU 3amuTa uHpOpManMu W UHPOPMALMOHHOM
pelieHnn 3aja4 0e30MacHOCTH;
npodeccnoHaTBEHOMI Haxomute  cnabbie  Mecta B 3alIuTe
NesITeNIbHOCTH; web-pecypca
BJIaJieeT HABbIKAMH
Onpenenste  panbcuduka  JTaHHBIX U
OpefoTBpaliaTh  MOJTYYEHHE  HE3aKOHHOT'O
noctyra Kk Web-pecypcy
OIIK-3 Cnocoben pemats|OIIK-3.1 OcymiectBisier BbIOOp|3HAET
CTaHJapTHBIE 3a7au|MH(GOPMAIIMOHHBIX PECYpCOB B|OCHOBHBIE TE€PMUHBI U MOHATHUS
npodeccnoHanbHOM COOTBETCTBUHM C MOCTaBIECHHOW|MHPOPMAIIIOHHO-KOMMYHHUKAIIMOHHBIX
NEeATEIbHOCTH Ha OCHOBE|3amadeit c IIPUMEHEHUEM | TEXHOJIOTUI;
nH(OPMALIMOHHOU u|uHdopmMaOHHO- OCHOBHBbIE  TpeOoBaHus  WH(OPMALMOHHON
oubnmorpaduyeckoit KOMMYHHUKAITHOHHBIX 0€30MaCHOCTH OpTaHU3aIHH;
KYIbTYpPbl C NPUMEHEHUEM|TEXHOJIOTHH W €  yYETOM|MHCTPYMEHTHI CO3JaHHUA CHCTEM  3aIIUThI
MH(POPMAIIMOHHO- OCHOBHBIX TpeGoBaHu# |[MHPOPMALINY;
KOMMYHHKAITMOHHBIX nH(OPMALIMOHHOU BUJBl yYTpO3 HH(POPMAIIMOHHBIM CHCTEMaM U
TEXHOJIOTUH H € y4eToM|0e30MacHOCTH MeToibl  obecriedeHUs  MH(DOPMAITMOHHOU
OCHOBHBIX TpeOoBaHMiA 0e30MMacHOCTH;
MH(POPMAIIMOHHOM COBPEMEHHBIE TIOJXO/bI K TOCTPOCHHIO CUCTEM
0€30IacHOCTH; 3alIUThl MHGOPMALlUM U KPUTEPUU OLIEHKH

3alUIIIEHHOCTH HH(OPMAIITMOHHOMN CPEJIb

ymeer

pemarb CTaH/JapTHbBIE 3a/1a4uu
npogecCHOHATBHOM JesITeTbHOCTH Ha OCHOBE
nHpopmanMoHHOW U Oubnuorpaduyeckoit
KYJBTYpPbI c IIPUMEHEHUEM
MH(}OPMAIIMOHHO-KOMMYHUKAIIMOHHBIX
TEXHOJIOTUI

OCYIIECTBIATh  OLEHKY 3alIMIIEHHOCTH U

oOecrieyeHns MH(POPMAIIMOHHON 0€30IacHOCTH
WH(POPMAIIMOHHBIX CPEJIBI;
BBISIBIISATh YTPO3bI
0e301acHOCTH u
OpraHU3aIMOHHO-TEXHUYECKUE
1o 3amute nHpopmanuu B UC
BJIajieeT HABbIKAMH
HaBBIKAMU TIOWCKA, WCIIOJB30BAHUS W aHAIH3a
AJIEKTPOHHBIX MH(OPMAIIMOHHBIX PECYPCOB Ha
OCHOBE nH(pOpManOHHON u
o6ubnuorpaduyeckoit KylnbTyphl;

HaBBIKAMH DPAa0OTHI CO CpEACTBAMHU 3aIlIHTHI
uH(pOpMaIHH.

UH(POPMALIMOHHOM
000CHOBBIBaTh
MEpPOTPUATHS




3. Yka3anue MecTa JUCHMILIMHBI (MOYJI51) B CTPYKTYpe 00pa3oBaTe/IbHOM IPOrpaMMBbl

Hannas mucuuruimHa (MOIynb) BKItoueHa B biok  «/lucummmmbel, momynum» b1.0.23 ocHoBHOM
npodeccruoHanbHON obpazoBarenbHOi nporpammbl 09.03.02 MH)opManuoHHbIE CUCTEMBI U TEXHOJOTUU U
OTHOCHUTCS K 00s3aTeIbHON YacTH y4eOHOTO TIaHa.

Ne Konx 1 HauMeHOBaHME HHIUKATOpA
[IpenmecTByronye AUCUUTIITMHBI
n/m JIOCTHKEHUS] KOMIIETEHIIUU
1 |I[IpakTUKyM IO TPOTrPAMMHUPOBAHHIO OIIK-6.1, OIIK-6.2, OIIK-3.2

[TpakTHKyM 10 MPOrpaMMHUPOBAHUIO
3HATH!
- 001111 MPUHIUIIBI TIOCTPOCHUS BHIYUCIUTENBHBIX aITOPUTMOB;
YMETh!

- IPOBOJIUTH pa3pabOTKy U aHAJIU3 AJITOPUTMOB Ha OCHOBE COBPEMEHHOI'0 MaTEMATHYECKOI'0 aniapara;

- IPOrPaMMHUPOBATh AITOPUTM, UCIIOJIb3Ys CPEACTBA S3bIKa BBICOKOT'O YPOBHS;

BIIAJICTh!

- METOAaMHU MPAKTUYECKOTO HCIIOJIb30BAHMSI COBPEMEHHBIX KOMITBIOTEPOB ISl 00paboTKu HH(pOpMaIuu
Y OCHOBAMU YMCIIEHHBIX METOJ0B PELICHUs HHKCHEPHBIX 3a/1a4.

Ne Kox n HauMeHOBaHUE MHIMKATOPA
[Tocnenyromnme TUCHUITIMHBI
n/n JIOCTUKEHUS] KOMIIETEHLIUU
1 [IIporpammupoBanue nis MuTepuer I1K-1.2, I1IK-1.4

2 HayuHo-uccnenoBarenbckass pabora ([OJIydeHHE MEPBUYHBIX

. OIIK-3.1, OIIK-3.2, OIIK-2.1
HaBBIKOB HAYYHO-HCCIIEI0BATEIIbCKOM paboThl)

4. O0beM IUCHUILIMHBI (MOAYJIsI) B 3a4eTHBIX €IMHULAX € YKa3aHHEM KOJM4YeCTBA aKaJeMHUYeCKHX
YacoB, BbIJI€JIEHHBIX HA KOHTAKTHYI0 padoTy ol0ydalouuxcs ¢ npemnogaBartesieM (10 BHIAAM y4eOHBIX
3aHATHH) U HA CAMOCTOATEJIbHYI0 padoTy o0y4yarmuxcs

Cemectp
M3 Hux yacsl Ha
. Bceero
Bun yueOHolt paboThl MIPaKTUUYECKYIO
4acoB 1o 4
JATOTOBKY
KonrakTHas padora 48 48
Jlexmmonnsie 3ausatus (JIek) 16 0 16
[paxTuueckue 3ausTus (I1p) 32 0 32
HMuast koHTaKTHasA padoTa, B TOM YHCJIeE: 0,65 0,65
KOHCYJIBTAIIMU TI0 KYpPCOBOH paboTe (TIPOeKTy), 04 0.4

KOHTpOJIbHEIM pabotam (PI'P)

KOHTaKTHas paboTa Ha aTTecTaluio (c1ava 3avera,
3adeTa ¢ OICHKOM; 3aIliuTa KypCOBOM pabOThHI 0,4 0,4
(mpoekTa); cmaya KOHTPOIBHEIX padot (PI'P))

KOHTaKTHas pa60Ta Ha aTTeCTanurio B CCCCHIO

(KOHCYJIBTAIHS TIEPEel DK3aMEHOM U C1aua 9K3aMeHa) 0.25 0,25
Yacel Ha KOHTPOJIb 8,75 8,75
CamocrositenbHas padora (CP) 50,2 50,2
OO0miast TPy10eMKOCTh AUCHUTILTUHBI (MOTYJIs)
yacel:| 108 108
3a4eTHbIC eIUHHUIBI: 3 3

5. Copep:xanue AMCHUIUVIMHBI (MOAYJIS), CTPYKTYPUPOBAHHOE IO PpasaejnaM (TeMaM) € YKa3aHHMeM
OTBE/ICHHOI0 HA HUX KOJIMYeCTBA AKA/IeMHYEeCKHX YaCOB  BUAOB Y4eOHBIX 3aHATHH
5.1. TemaTnueckuii mjaaH JUCHUIUIUHBI (MOIYJIS)




Pa3I[eJ'IBI JHUCIUIITNHBI

Cemectp

Konrakrthas pabora (1o yueOHbIM

3aHATHAM), Yac.

JIEKIIUHA

I13

JIP

13 HUX Ha
MPaKTH-
YECKYIO
HOATO-

TOBKY

BCErO

BCECTO

13 HUX Ha
MPaKTH-
YeCKYIO
HIOATO-

TOBKY

BCETO

13 HUX Ha
MPaKTH-
YeCKYIO
HIOATO-

TOBKY

CP

Bcero,
qac.

Kon
WHIUKATOP
a
JTOCTHKEHH
i
KOMIIETEHI]
347}

1 paznen. Vcropus
nH(pOpMaITMOHHOM
0€30MacHOCTH U 3aIUTHI
nHpopmanuu

1.1.

Ucrtopus
3aIUTHI
Obecnieuenune
uHpOpMaLnu:
KOH(UICHIINATEHOCTH,
IEJIOCTHOCTH, JIOCTYITHOCTH.
Kpuntorpadguueckue  MeTOBI
3amuThl “HGOpMAIUu. MeTO b
ACUMMETPUYHOTO u
CUMMETPUYHOTO  MHU(POBAHHS
TUIS obecrnieueHus
KOH(UICHIIMATLHOCTH
nHpopmanuu.
oOecrnieueHus L[E€JIOCTHOCTHU
uHbOopMauu Ha OCHOBE
ACUMMETPUIHON KpUTITOrpadum.
buomerpuueckue METO/IBI
3alUThl HH(OPMALIKH.

pa3BUTHS  METOJIOB
UH(POPMALIUH.
CBOMCTBaA

Metoanl

0,5

4,5

OIIK-3.1,
OIIK-2.4

2 paznaen. Xsm-QyHKIUH.
JlaliKkecThl COOOIIEeHU

2.1.

Maremarnueckue
OJTHOCTOPOHHUE  (YHKLUUU U
KpunTorpaduueckue X3II-
¢ynkuuu. Mcropust mpruMeHeHUs
XOMI-PYHKITUH. AJITOPUTMBI
BBIYUCICHUSX X3II -(YHKLIHUH.
Kpurepun YCTOWUYHBOCTH
X31-QyHKIUH. Y CTOHUUBOCTh K
KOJUTM3USAM W K TpooOpaszam.
ARTOpPUTMBI MessageDigest.
Knacc MessageDigest, mons u
METOJIBI.

0,5

3,2

5,7

OIIK-3.1,
OIIK-2.4

3 pazgen. MAC-konpl,
AMHTOBCTAaBKU COOOIIEHUI




3.1

Henocratku XAUIMPOBAHUS.
Komsl ayTeHTU(UKALUN
COOOIIEHHH,
YCOBEPILIEHCTBOBABIINE
X3UIMPOBAHHUE. AJITOPUTMBI
MAC: anaroput™M TreHepauuu
KJIFOYEH, aJropuT™M TOAMUCH,
anroput™ nposepku. OTinuue
MAC oT 1mupoBBIX HOIMHUCEH.
Kiace MAC, I'enepanus
KJTFOUeH, BBIIIOJIHEHUE u
nnorenka MAC-kona.

OIIK-3.1,
OIIK-2.4

4 pazgen. Lludposeie noanucu
co001IeHN

4.1.

CpoiictBa uu¢poBoil moamnucu:
LEJIOCTHOCTD, aBTOPCTBO,
HEOTKa3yeMOCTh  COOOILEHUIA.
CummerpudHas u
ACUMMETpUIHAS cxema
1 poBoi MOJIMTUCH.
ANTOPUTMEI, IPUMEHSIEMBIC IS
U(GPOBBIX MOIMKICEH: alTOPUTM
DSA, amroputm RSA wu
anmroputM  SHA.  Ilpumepsl
reHepanuu  kirode.  Knaccesr
renepanuu kimrouend [III, kmacc
udpoBoi MOJIINCH,
MpPUMEHEHHE
KPUNTOTpaQUUECKUN  CTOUKOTO
reHeparopa [ICII.

OIIK-3.1,
OIIK-2.4

5 paznen. Ludpossie moanucu
00BEKTOB

5.1.

Tunel  KOWIEKIUMH  JAaHHBIX:
MacCHBBI, CIIMCKH, MHOXECTBA,
TaOJINLbI, KapThl (0OTOOpaKeHNUs).
ANTopuUTMBI AOCTYIA K 00bEKTaM
KOJUIEKIIUM: TI0 MHAEKCY, IO
X31I-KOy, N0 JiepeBy. OOBEKTHI
kosuekuui. [ludpossie noanucu
oobektoB. Kiacc SignedObiject,
MTO3BOJISIOIINAN CO3/1aBaTh
HOJIMCaHHbIE OOBEKTHI,
npeoOpa3oBaHHbBIC B
MIOCJIE0BATEIBHYIO dopmy.
Co3nanune )51 IIpOBEpPKa
U(POBBIX MOANUCEH 00BEKTOB

OIIK-3.1,
OIIK-2.4

6 paznen. [lludposanue c
OTKPBITBIM KITFOUOM




6.1.

[ndpoBanue coolmieHU ¢
OTKPBITBIM KITFOUOM 1o
anroputmy RSA. JloctronHcTBa 1
HEJOCTaTKM  aCUMMETPUYHOTO
mudpoBanus. [Ipodiema Hu3KOU
ckopoctu  anmroputMa  RSA
[Tpumenenue RSA nnst cozmanus
U(POBBIX KOHBEPTOB H  JUIA
mQpoBaHus CEaHCOBBIX
kmoueld. Cxema mmdpoBaHUs
CEaHCOBBIX KITFoueit c
UCIIOJIb30BaHUEM METOJIOB
KJacca Cipher. Co3nanue
IIOTOKOB B IIporpaMmMe Java s
G poBaHUsL.

OIIK-3.1,
OIIK-2.4

7 paznen. CuMMETpUUHOE
mmdpoBanue

7.1.

ANTOpPUTMEI CUMMETPUIHOTO
mmmdpoBanus DES, 3DES, AES.
Anroput™m Blowfish.
AnroputMbl  komrnanuu ~RSA
Security. Pexxumbl  0J109HOTO
mmdpoBaHus: «QIIEKTPOHHAsI
KHHUTAQ», «CIEIUICHHEe OJOKOB
umdporekcray, «oOpaTHas CBsI3b
o mMUQPPOTEKCTY» U «oOpaTHas
CBsI3b 10 BbIXony».lIpumeHenune
BEKTOpA WHUTAATA3AIAH.
AATOpPUTM TOTIOTHEHHS OJIOKOB B
6souHoM tmmdpoBanuu. Kmaccer
KeyGenerator, SecretKey,
SecureRandom, Cipher.

OIIK-3.1,
OIIK-2.4

8 paznen. Koguposanue Base- 64

8.1.

KoaupoBanue Base-64.
Konuposanue ASCII,
NpeJCTaBICHUEe CHUMBOJOB 7
OUTOB, 33 YIIPaBJISIOLIUX
CUMBOIIA, MpeJICTaBICHHE
3amuPOBAHHBIX JTAHHBIX.
®dopmar Base64 TS
npeoOpa3oBaHMs
MOCIIeI0BaTEeIbHOCTH OalTOB B
dopmar 1mo ocHopaHuUI0 64

OIIK-3.1,
OIIK-2.4

9 paznen. CorilacoBaHue KJIrO4Yen




9.1.

[IpoTokon COTJIACOBaHUS
KJIIOYEH KaKk HMHCTPYMEHT Java
Cryptography Architecture
KJIACCOM KeyAgreement.
YcraHoBKa OJIMHAKOBOT'O
KPUNTOTpagpUIECKOro K04 s
HECKOJIbKUX CTOPOH 0e3
nepenayu CEKpETHON
UH(POPMALIUU MEXy CTOPOHAMHU.

OIIK-3.1,
OIIK-2.4

10.

10 pazaen. XpaneHue Kirouen

10.1

XpaHeHue Kiro4yer. XpaHUIMILEe
KITFOYei (KeyStore).
Hoxymentamuss  JCA, paszmen
"KeyManagement”. APl  mis
paboThI C XpaHUITUIIIEM KITIOUYEH.

OIIK-3.1,
OIIK-2.4

11.

11 paznen. CoKeTsI 151 CETEBBIX
KOMMYHUKaUN

11.1.

Crpykrypa cokeroB Windows u
KJIACCHI COKETOB Java.
[TpoGiembr 0e30MmacHOCTH
CETEBBIX KOMMYHUKAITUA.
Anpeca u opthl. CKaHMpOBaHUE
HOPTOB JIJIsl TOUCKA YSI3BUMOCTEH
KOMITBIOTEPA.

OIIK-3.1,
OIIK-2.4

12.

12 paznen. CokeTsl it
nepeaayuu MakeToB IaHHbBIX.

121

Kitacenr JedTarpaMMHBIX
cokeToB. Co3/laHu€e KIMEHTOB U
CEpBEPOB Ul Mepeiayl MAKETOB
JIAHHBIX

OIIK-3.1,
OIIK-2.4

13.

13 paznen. CokeTsl 11s
nepeaavn MOTOKOB JTAHHBIX

13.1

Krnaccel MOTOKOBBIX —COKETOB.
Co3naHne KIMEHTOB U CEPBEPOB
JUIS TIepeJjauyd MOTOKOB JTaHHBIX.
MHoronoTouHsle napaieabHble
CEpPBEPBI.

OIIK-3.1,
OIIK-2.4

14.

14 paznen. bezonacHocTh
Nepeaun MaKkeToB JIaHHbBIX

141

WNnentudukanus KJIUEHTOB.
3ammra MakKeTOB JAaHHBIX U
HCITOJIb30BaHUE METOJIOB
ACUMMETPUYIHOTO it
CHUMMETPHYHOIO IIH(PPOBAHHUSL.

OIIK-3.1,
OIIK-2.4

15.

15 paznen. bezonacHocTh
nepeaayn MMoTOKOB JaHHBIX

151

besonacHocTh nepenadn
IIOTOKOB JAHHBIX

OIIK-3.1,
OIlK-2.4




16.

u SSL-nipotokon

16 paznen. be3onacHbie COKETHI

16.1

N3yuenue
pealn30BAHHBIX a
IIPOTOKOJIE.
KJIMEHTOB U CEPBEPOB.

CTaH/IapTOB,

Cosnanune

SSL-
SSL

OIIK-3.1,

= OIIK-2.4

17.

B 0a3ax JTaHHBIX

17 pa3nen. 3amurta nadopmanuu

17.1

JAHHBIX, KOHTPOJIb
JICTATLHBIN ayauT

udpoBanne M XIUIMPOBAHUE
JIOCTYyTIA,

OIIK-3.1,
OIIK-2.4

18.

pabota

18 pazgen. lHas KOHTaKTHas

18.1

WNnas xonTakTHas pabora

OIIK-3.1,

08 OIIK-2.4

19.

19 paznen. Kontpons

19.1

3ayer ¢ OLIEHKOH

OIIK-3.1,
OIIK-2.4

5.1. Jlekuuu

Ne
n/a

HaumenoBanue pasnena
U TEMBI JIEKIIUH

HanmeHnoBanue u KpaTKOC COACPIKAHUC JIGKIII/Iﬁ

Hcropus pa3Butus
METO/I0B 3alIUThI
uHpOpMaInH.
ObecnieueHune cBoiicTBa
uHpOpMAIHN:
KOH(HIEHIINAIbHOCTH,
LIEJI0CTHOCTH,
JIOCTYITHOCTH.
Kpunrorpaduueckue
METO/bI 3aIUTHI
uHpopmaruu. MeTo b
ACUMMETPUYHOTO U
CUMMETPUYHOTO
mudpoBaHus A
obecrnieyeHus
KOH(HIEHIIMATIbHOCTH
uHpopmaruu. MeTo b
o0ecrieueHus
L[EJIOCTHOCTHU
uHpOpMaIUU Ha OCHOBE
ACUMMETPUYHOU
Kpunrorpaduu.
buomerpnueckue
METO/bI 3aIUTHI
uH(pOpMaLNH.

O6ecneyeHue cBoricTBa MH(pOpMaIUU: KOH(PUIESHIINATLHOCTH, IIEJTOCTHOCTH,
JIOCTYITHOCTH.

Kpunrorpaduueckue METOJIBI 3aIIUTHI nHpopMaIuu. MeTtobl
ACUMMETPUYHOTO U CHUMMETPUYHOro MmudpoBaHus st obOecreueHus
KOH(pHUICHIMAIBHOCTH HHPOpMauK. MeTosbl o0ecreueHus IeJIOCTHOCTH
uH(pOpMalMK HA OCHOBE aCUMMETPUYHON Kpunrtorpaduu. buomerpuueckue
METO/IbI 3aIIUThHI HH()OPMALIUH.

Marematnueckue
OJIHOCTOPOHHUE
byHKIMH 1
KpUnrorpaduueckue
xam-¢pyHKuu. Mcropus
MIPUMEHEHHUS XOIII-

(O YHKITHH.

Marematuueckue OJHOCTOPOHHHE (DYHKUMU W KpUNTOrpapuuecKkue XdIil-
byHKINN.

Hctopuss npumeHeHHs] XdUI-QYHKIMHA. AJITOPUTMBI BBIYMCICHHUSAX XOII-
¢ynkuuit. Kputepuum ycTOHYMBOCTH XdII-QYHKUIMH. YCTOWYMBOCTH K
KOJUTM3UsAM UM K TpooOpazam. AnroputMmbl MessageDigest. Kiacc
MessageDigest, rmoJist ¥ METO/IbI.




ANTOPUTMBI BBIYUCIICHUSIX
xom1- pyukmuii. Kpurepun
YCTOMYMBOCTH X3III-
GbyHKIMHA. Y CTORYMBOCTD K
KOJUTU3HSIM U K TIpooOpazam.
Anropurmbel MessageDigest.
Kiacc MessageDigest, mosst
U METOJIBI.

Henocrarku x31mmpoBaHus.
Konp! ayrenTHQuKanmuu
COOOIIIEHHIA,
YCOBEPILIEHCTBOBABLINE
X3IIMPOBaHUE. AJITOPUTMBI
MAC: anroput™ resepanuu
KJIFOYEH, alITOPUTM
MIOAINCH, AJITOPUTM
nposepku. Otiinune MAC
0T HU(POBBIX MOIMUCEH.
Knacc MAC, I'enepanus
KJIIOYEH, BBIIIOJIHEHUE U
nposepka MAC-kona.

HenocraTkn x31mupoBaHus.
Kopbl ayTeHTU(UKAUU COOOILIEHUH, YCOBEPLIECHCTBOBABIIINE
xsmmpoBanue. AnroputMbl MAC: ajaroputM reHepalnuu  KIo4YeH,
QITOPUTM TMOJAMUCH, anropuT™ npoBepku. Otamuune MAC or nudppoBbIxX

noanuceit. Knacc MAC, I'enepanusi Kiiro4yeH, BBIIIOJHEHHE M IPOBEPKA
MAC-kona

CaoiicTBa 1 poBoit
MOJIUCH: LIEJIOCTHOCTD,
aBTOPCTBO, HEOTKA3yeMOCTh
coobieHnit. CummeTpuyHas
Y aCUMMETpUYHAs CXema
1(pOBOM MOJIHUCH.
ANTOpPUTMBI, IPUMEHSEMBIE
JUTsl TU(POBBIX MOJIUCEH:
anroput™ DSA, anroputm
RSA u anroputm SHA.
[Tpumeps! renepanuu
xiouen. Kitacesl renepannu
karouer LI, kaacc
u(poBoit MoMMCH,
IIPUMEHEHNE
KpUnTorpagpuueckuu
crolikoro rerepatopa [ICII.

CoiicTBa I(PPOBON MOAMUCH: IIETOCTHOCTH, ABTOPCTBO, HEOTKA3yeMOCTh
COOOILIEHUN.

CummerpudHass W acHMMETpHYHAsh cxemMa [H(POBOH  MOAIMHCH.
ANropuT™MBI, IpUMEHsieMble Uil UQPOBBIX moanuceit: anroputm DSA,
anroput™ RSA u anroputm SHA. [Tpumeps! renepanun kimoueit. Kimaccst
renepaunn kmoued LI, kmacc nmdpoBoil mnoamucu, NpUMEHEHHE
Kpunrorpaguueckuu croiikoro reneparopa I1CII.

THObBI KOJUIEKIINNA TaHHBIX:
MAaCCHBBI, CITUCKH,
MHOKECTBA, TaOJIHIIGI,
KapThl (OTOOpaKEeHUs).
ANTOpUTMBI 10CTyMA K

Tumnel KOJUIEKIMIA JAaHHBIX: MACCHUBBI, CIUCKH, MHOXKECTBA, TAaOJHIBI,
KapThl (OTOOpakeHUs).

AJITOPUTMBI IOCTYIA K 00BEKTaM KOJUICKIIHIA: 10 UHAEKCY, M0 X3II-KOY,
no aepeBy. O0wexThl kosekuid. {udppossie moanucu oobexToB. Kiace
SignedObject, mo3BonsfonMii  cO3MaBaTh  MOANMHUCAHHBIE  OOBEKTHI,

npeoOpa3oBaHHBIE B MOCiEA0BaTeNbHYIO0 (hopMy. CozaHue U poBepKa




00BEKTaM KOJIJIEKIUHN: TIO

WHJICKCY, TI0 X3III- KOJY,
1o nepeBy. OOBEKTHI

kosuteknmid. [{udpoBeie
HOJIITHCH OOBEKTOB.
Knacc SignedObject,

MO3BOJISIONINHN CO3/1aBaTh

MOAIICAHHBIE O0BEKTHI,
npeoOpa3oBaHHBIC B
MOCIIE0BATEIHHYIO
dbopmy. Coznanue u
poBepKa HUPPOBBIX
noJrceld 00bEKTOB

nuQpoBbIX Moanucel 00BEKTOB.

[udpoBanue
COOOILIEHUH C OTKPBITHIM
KITFOUOM 10 JITOPUTMY
RSA. JlocrouHcTBa u
HEJOCTaTKH
ACUMMETPUYHOTO
mmdposanus. [Ipobiema
HU3KOU CKOPOCTH
anroput™ma RSA
[Tpumenenune RSA st
co3aHus TU(POBBIX
KOHBEPTOB U JIA
I POBaHUS CEAHCOBBIX
Kioueit. Cxe -Ma
U poBaHUs CEaHCOBBIX
KJIFOYEH ¢
HCIIOJIb30BaHUEM
meTto 108 Kiacca Cipher.
Co3zanue MOTOKOB B
nmporpamme Java Juist

[udpoBanue cooOMEHNH ¢ OTKPHITHIM KIIFOUOM IO allroput™My RSA.
JIOCTOMHCTBa M HENOCTAaTKHM acuMMeTpuuHoro mudposBanus. IIpobiema
HU3KOH ckopoctn anroputMa RSA Ilpume-nenme RSA s co3gaHus
IU(POBBIX KOHBEPTOB M s MM(POBAHUS CEaHCOBBIX Kiroued. Cxe-ma
i (poBaHUs CEAHCOBBIX KJIFOUCH C HCIIOIb30BaHUEM MeTo10B Kiacca Cipher.
Co3naHue MOTOKOB B mmporpamme Java Jutst mu@poBaHus.

I PpPOBaHUS.

AnroputMmsl cummerpuunoro mudposanus DES, 3DES, AES.
AIropuTMBI Anroputm Blowfish. Anropurmer xommanmm RSA  Security. Pexunmsr
CUMMETPUYHOTO Omo4yHOro mMHU(POBaHUS: «IIEKTPOHHAs KHUTA», «CLEIUIe-HUE OJIOKOB

mmpposanus DES,
3DES, AES. Anroputm
Blowfish. Anroputmsl
kommanuu RSA Security.
Pexumbl 6:104HOTO
mppoBaHUs:
«QJIEKTPOHHAS KHUTaY,
«cueruieHue 6JI0KOB
HIUPPOTEKCTAN,
«oOpatHas CBsI3b 1O
HUPPOTEKCTY» U
«oOpatHas CBsI3b 1O
BbIXOIY».IIpMeHeHne
BEKTOpA MHULIMAIN3ALIUH.
AJITOPUTM JOMOJIHEHUS

mudpoTeKcTay, «obpaTHas CBsI3b MO MUGPOTEKCTY» U «oOpaTHasi CBS3b IO
BbIXO-ny».IIpiMeHeHrne BeKTOpa WHUILIMATH3AIUH. AJTOPUTM JOTMOJHEHUS
omokoB B Omounom mmdpoBanun. Kiaccer KeyGenerator, SecretKey,
SecureRandom, Cipher.




0JIOKOB B 0JIOYHOM
mmdposanuu. Knaccbr
KeyGenerator, SecretKey,
SecureRandom, Cipher.

Konuposanue Base-64.
Konuposanue ASCII,
MpEACTABICHUE CUMBOJIOB 7
O6uTOB, 33 yIIpaBIAIOMUX
CUMBOJIa, PEJICTABICHUE

Konuposanue Base-64.

KomupoBanue ASCII, mnpencraBnenue cumBojoB 7 OurtoB, 33
YIPABISIONIMX CHMBOJIA, TIPEJCTABJICHUE 3allM(PPOBAHHBIX JJTAHHBIX.
®dopmar Base64 s mpeoOpa3oBaHUs TMOCIEIOBATEIBHOCTH OAMTOB B
¢dbopMat o ocHoBaHUIO 64.

8 | 3ammdpoBaHHBIX JaHHBIX.
®dopwmar Base64 ms
peoOpa3oBaHUs
MI0CJIEIOBATEIBHOCTH
6aiiToB B hopmaTt 1o
OCHOBaHMIO 64.
[TpoTokon cormacoBanusi Kitoueil kak mHcTpymeHT Java Cryptography
[TpoTokoI coriacoBaHust Architecture.
KJTIOUEH KaK MHCTPYMEHT Kinaccom KeyAgreement. YcranoBka 0 JUHaKOBOTO KpHnT9rpa(1)quCKoro
Java Cryptography KIIIOY JIJI1 HECKOJIbKUX CTOPOH 0e3 Imepelavyd CEKPeTHOH WH(OopManuu
Architecture kiaccom  |MEKAY CTOPOHAMH.
KeyAgreement. YcranoBka
9 OJIMHAKOBOTO
KPUNTOTPAPHUECKOTO KITFOY
JUIS1 HECKOJIBKUX CTOPOH 0€3
nepeayl CeKPEeTHOM
nH(pOpMALIUN MEXITY
CTOPOHAMHU.
X N XpaHEHUE KIIFOYEH.
paHeHHe KItouei. .
XpaHHAIE KIToUeH Hpor_oxon corjacoBaHusi Kirouell kak mHCTpyMeHT Java Cryptography
(KeyStore). JlokymenTams Architecture. Kmaccom KeyAgreement. VYcrtaHoBka OJWHAKOBOTO
10 ICA. pasnien KpI/IHTOpr.(i)I/ILIeCKOFO KIIOY /11 HECKOJIbKMX CTOpOH 0e3 mepemayu
"KeyManagement". APl s CEKPETHON MH(POPMAITUU MEKTY CTOPOHAMH.
paboThI ¢ XpaHUITUIIIEM
KJTIOYEH.
Crpyktypa cokeroB Windows u Ki1acchl COKETOB Java.
CIpyKTIypa COKETOR [IpoGiembl 6€30MacCHOCTH CETEBBIX KOMMYHPIKVaHI/Iﬁ. AJnpeca U TOPTHI.
Windows 1 KI4cChl COKETOR CkaHupoBaHUE MOPTOB JJIs TOUCKA YA3BUMOCTEH KOMIIBIOTEPA.
Java. [IpoGnembr
11 0€30MacCHOCTH CETEBBIX
KOMMYHHUKaui. Aapeca u
nopTel. CKaHHUpPOBAHUE
MTOPTOB JIJIS TIOUCKA
ySI3BUMOCTEH KOMITBIOTEpA.
Ktacce! iciTarpamMmHbIX Krnaccel geiitarpaMMHBIX COKETOB.
12 cokeron. Co3ate Co3znanue KIHCHTOB M CEPBEPOB IS MEPeIadM TAKETOB JaHHBIX.

KJIUEHTOB U CEPBEPOB




JUISL TIepelayu MaKeTOB
aHHBIX

Knaccel TOTOKOBEIX
coketoB. Co3ganue
KJINEHTOB U CEPBEPOB IS

Kitacchel TOTOKOBBIX COKETOB.
Co3maHne KIMEHTOB U CEpBEPOB JUIA Tepeladyd TOTOKOB JIaHHBIX.
MHoOronoTo4Hble nNapajiebHbIE CEPBEPHI.

13 nepeiayn MOTOKOB
JTAHHBIX.
MHOronoTo4HsbIe
napajielibHbIe CEPBEPHI.
VzienTiduKanms W nenTudukays KINCHTOB.
KTHerTOB. 3amuTa 3amuTa MakeToB JAHHBIX M KCIIOJIB30BAaHHE METOJIOB ACHMMETPUYHOTO H
HaKeToB naHHpX i |CHMMETPHUHOTO mdpoBaHus.
14 |ucnonb3oBaHUE METOJIOB
ACHMMETPUYHOTO U
CUMMETPUYHOTO
muGpoBaHUsL.
be3omacHOCTh nepeayn MOTOKOB JTAaHHBIX.
15 BeszonacHocTs nepenaun |Odecniedenne 6€30IaCHOCTH Nepeladn IIOTOKOB JaHHBIX B HPOBOJHEIX U B
MTOTOKOB JTAHHBIX OecripoBoHBIX ceTsixX. [llndpoBanue HaHHBIX C UCMIOIB30BAHUEM OJIOUHBIX U
MOTOKOBBIX MIH(POB.
Wzyuenue crannapros, |be3omacHbie SSL cokeThl cepBepa
peaym3oBaHHbIX a SSL- |M3ydyenue cranmapToB, peanm3oBaHHbIX a SSL-mportokone. Co3manme SSL
16 | nporokone. Co3nanue (KIMEHTOB M CEPBEPOB.
SSL knueHToB u
CEPBEPOB.
[Iudpopanue u [IudpoBaHre W XAIIIHUPOBAHHE IAHHBIX, KOHTPOJIb JOCTYIA, JACTAIbHBIH
17 | XPUHMpOBaHHE NAHHBIX, (AYTHT.

KOHTPOJIb JTOCTYTIA,
JeTaNbHBIN ayIuT

3amura 0a3 AaHHBIX, MHUGPOBAHUE U XJIIUPOBAHUE, KOHTPOJb OCTYIIA,
JIeTalbHBIA ay/HT.

2. IlpakTuyeckue 3aHATHS

Ne
n/n

HaunmenoBanue paznena
Y T€MBI IIPAKTUYECKUX
3aHATUU

HanmeHnoBaHue u COACPIKAHUC TPAKTUYCCKUX 3aHATUH

Hcropus passutus
METOIOB 3aIIUTHI
uH(pOpMaLIUH.
Obecneuenue cBoiicTa
nH(popManuu:
KOH(HIEHIINAIbHOCTH,
L[E€JI0CTHOCTH,
JIOCTYITHOCTH.
Kpunrorpaduueckue
METO/bI 3aIUTHI
nHopmanuu. Metoapt
ACUMMETPUYHOTO U
CHMMETPUYIHOTO
mmdpoBaHus A
obecrnieyeHus
KOH(HIEHIINATIbHOCTH
nHpopmarnuu. MeToap
o0ecrieueHus

Hanucanue, oTnazka u BeIIOJIHEHUE TporpaMmbl mudpa Lesaps.
Hanucanue 1 BbIOTHEHNE TPOTPAMMBI.

OEJIOCTHOCTH




nH(pOpMaIUU Ha OCHOBE
aCUMMETPUYHOHN
KpUITOrpaduu.

Bbuomerpuueckue MeTo b1

3alIUThl HH(OPMAIIHH.

Hanmcanwne u BEITTOTHEHHE MporpaMMmal.

MaremaTuueckue
OJIHOCTOPOHHUE (PYHKIINH U
KpUnTorpaguueckue
xam-¢pyHKuu. Mcropus
MPUMEHEHHUS XAIII-
GbyHKIMA. AJTOPUTMBI
BBIYHCIICHUSIX XOIII-
byukuuii. Kpurepun
YCTOMYMBOCTH X3II-
¢byHKIUH. Y CTOMUNBOCTD K
KOJUIM3USM U K IpooOpazam.
Anropurmel MessageDigest.
Kiacc MessageDigest, moJist
Y METO/BI.

HaHI/IcaHI/Ie, OTJIaIKa U BBIITOJHCHUC TPOTpaAMMBI Haﬁll)KGCTOB.

Hanucanmne, otmaaka wu
HMHUTOBCTaBOK COOOIIEHUIT
Hanucanue v BBIIOJHEHHE TPOTrPAMMBI.

BBIIIOJIHEHUE
Henocrarku x3mmpoBaHus.
Konp! ayrenTrdukanmuu
COOOIIEHNH,
YCOBEPILIEHCTBOBABLINE
X3IIMPOBaHUE. AJITOPUTMBI
MAC: anroput™ reHepanuu
KIIFOUEH, alITOPUTM
MIOAINCH, AITOPUTM
nposepku. Otimmune MAC
OT U(POBBIX MOIMUCEH.
Knacc MAC, I'enepanus
KJIFOUEH, BHIIIOJIHEHUE U
npoepka MAC-kona.

nporpammbel - MAC-k00B,

coo0IeHuH
CoiicTBa 1dpoBoit Hanucanue u BbIOTHEHNE TPOTPAMMBI.
TIOJIIIMICH: TIEJIOCTHOCT,
aBTOPCTBO, HEOTKA3yeMOCTh
coobmeHnit. CummeTpuyHas
¥ aCHMMETpHUYHAs cXeMa
1u(pPOBOM MOJIHUCH.

AJNTOpUTMBI, TPUMEHsIEMbIE
JUTST TA(POBBIX TTOITUCEH:
anroput™ DSA, anroputm
RSA u anroputm SHA.

Hamucanne, otnagka v BBIMOJHEHHUE MPOrpaMMbl HUQPPOBOU MOIAMUCH




[Ipumepsl reHepanuun
kioueit. Kitaceor
reHepauuu kiaroueit LI,
KJ1acc uQpoBon
MOJIUCH, TIPUMEHEHHE
KPUNTOTpapUIECKUH
CTOWMKOT0 reHepaTopa
[1CIL.

Tune! xoyuIeKuit
JIaHHBIX: MACCHBHI,
CIIMCKH, MHOKECTBA,
TaOIMIIBI, KAPThI
(oToOpaxkenus).
AJNTOPUTMBI IOCTYTA K
00BEKTAM KOJUIEKLIHH: 110
WHJIEKCY, 10 X3III- KOy,
1o fiepeBy. OOBEKTHI
koJutekuui. [{udposbie
IIOINCH OOBEKTOB.
Knacc SignedObject,
IMO3BOJISIONINM CO30aBaTh
MOJMMCAHHbIE 00BEKTEI,
peoOpa3OBaHHEIC B
MOCIe0BATEIbHYIO
dbopmy. Co3nanue u
MpoBEpPKa IU(DPOBHIX
MOAIKUCEH 00BEKTOB

Hanucanuwe, ornanka W BBINOJHEHHE MPOrpaMMbl ITU(PPOBON MOANUCH
00BEKTOB
Hanucanue v BEIIOTHEHHUE TPOTPAMMEL.

udposanue
COOOLIEHNUH C OTKPBITHIM
KITFOUOM I10 aJITOPUTMY
RSA. [loctrouHcTBa
HEJO0CTaTKH
ACUMMETPUYHOTO
mudposanus. [Ipobiema
HU3KOU CKOPOCTH
anroputMa RSA
[Tpumenenue RSA s
co3aHUsI IU(PPOBBIX
KOHBEPTOB U IS
U poBaHUs CEaHCOBBIX
kimoueit. Cxe -Ma
muGpoBaHUs CEAHCOBBIX
KJIFOYEH ¢
HCIIOJIb30BaHUEM
meto0B Kinacca Cipher.
Co31aHne NOTOKOB B
nporpaMmme Java Juist

Hanucanue, oTnaaka u BHIIIOIHEHUE POTpaMMbl IIHU(PPOBAHUS COOOILIEHUH C
OTKPBITHIM KITFOYOM 110 ainroputMy RSA
Hanucanue u BpIMOJIHEHUE TPOTPAMMBIL.

HIppoBaHUSL.
ANTOpUTMEI Hamucanwe, oT/iagka ¥ BBITOJIHEHHWE TPOTPAMMBI  CHMMETPUIHOTO
CUMMETPUYHOTO mmdposanus DES, 3DES, AES.

nmdposanus DES,
3DES, AES. Anroputm
Blowfish. Anroputmsl

CTYJIGHTBI IMUIIYT, OTJIAXXUBAIOT U BBIMIOJIHAIOT IPOTpaMMBI 11O TEME 3aHATHA,
y1(a3aHHOﬁ B pa3aciie «Tema JUCHUITIIUHBI».




kommanuu RSA Security.
Pexumbl 61109HOTO
muGpOBaAHUS:
«OIEKTPOHHAsI KHUTA,
«cleruieHue 0JIOKOB
mmdpoTrekcTay,
«oOpatHasi CBsI3b 110
mu(poTeKCTY» U
«oOpatHas CBsI3b 110
BbIXOy».[IpuMeHenne
BEKTOpa MHULIUAIN3ALIUH.
ANTOpUTM JOTIOTHEHUS
0JI0KOB B OJIOYHOM
mmdposanuu. Kiaccer
KeyGenerator,
SecretKey,
SecureRandom, Cipher.

Koauposanue Base-64.
Komuposanue ASCII,
MIPEJICTaBICHHE
CHMBOJIOB 7 OUTOB, 33
VIPABIISIONUX CUMBOJIA,
IIPEJICTaBICHHE
3amnpoOBaHHBIX
nanabix. @opmar Base64
JUIS TPeOOpa3OBaHUS
MIOCJIEI0BATEILHOCTH
6aiiToB B hopmaTt 1o
OCHOBaHHIO 64.

Hamucanne, oTnaaka W BBINOJHEHHE MPOTPaMMbl  KOJUPOBAHUS IO
OCHOBaHHUIo 64

CTyaeHThI MUIIYT, OTJIAKUBAIOT U BBIMOJIHSIOT IPOTPAMMBI 110 TEME 3aHSTHS,
yKa3zaHHOM B pazjnene «Tema qUCIUILTUHBD.

ITpoToxos cornacoBaHus
KJIFOUYEH KaK MHCTPYMEHT
Java Cryptography
Architecture knaccom
KeyAgreement.
YcraHoBKa OITMHAKOBOTO
KpunTorpadguueckoro
KJIIOY /1151 HECKOJIBKMX
CTOpOH 0e3 nepenayu
CEeKpEeTHOM MHpOopMaIuu
MEXy CTOPOHAMH.

HaHI/IcaHI/Ie, OTJIaJKa W BBITIOJJHCHHUE ITPOTpaMMbl COTJIaCOBaAHUA KITFOYeH
CryaeHTsl NUIIYT, OTJIAKUBAIOT U BBIMOJIHSIOT IPOTPaMMBI 110 TEME 3aHATHS,
YKa3aHHOM B pazneine «TeMa TuCIUIIITUHBDY.

10

XpaHeHue KIIIOYEH.
XpaHuiuie KIrdei
(KeyStore).
JoxymenTarus JCA,
pazznen
"KeyManagement". API
Ui paboThI C
XPaHWJIUIIEM KIFOUYeH.

HaHI/ICElHI/IC, OTJIalKa U BBIITIOJIHCHUC TPOTPpAMMBI COTJIACOBAHUSA KJII04en
CTYJIeHTBI IMUIIYT, OTJIAXXUBAIOT U BBIMIOJIHAIOT IPOTpaMMBbI 11O TEME 3aHATHUA,
y1(a3aHHOﬁ B pa3aciie «Tema JUCHUITIIUHBI».




CrpyKTypa COKETOB
Windows u kiaccet
cokeroB Java. [Ipo6iembl
0€30I1aCHOCTH CETEBBIX

Hamnucanwue, oTiiaika v BBIOJTHEHUE TIPOTPAMMBI CETEBOT'O B3aUMOCHCTBUS
CTy,Z[eHTBI HI/IIJ_IyT, OTJIAKNUBAKOT U BBIIIOJIHAKOT HpOFpaMMLI 10 TEMC 3aHATUA,
yKa3aHHOW B paznene «TeMa TuCIUIIuHBD.

11 | xommyHuKauuii. Aapeca
u opthl. CKaHMpPOBaHUE
MOPTOB JJIs TIOMCKA
yS3BUMOCTEM
KOMIIBIOTEpA.
. Hanucanwue, otnaaka v BHIIIOJHEHUE POTPaMMBbl e TarpaMMHBIX COKETOB
Kitaccen! nevitarpaMMHBIX
CTyneHThl MUIIYT, OTJIAKUBAIOT U BBIMIOJIHAIOT IIPOrPaMMBI 10 TEME 3aHSTHS,
cokeToB. Coznianue .
yKa3aHHOH B pazjene «Tema AUCIUTUINHBDY.
12 |K1MEHTOB M cepBEepOB IS
nepeiayu MakeToB
TAHHBIX
Hanucanwue, otnaaka v BHIIIOTHEHUE POTPAMMbI TOTOKOBBIX COKETOB.
Kitaccbl mOTOKOBBIX
CTyIeHTHI MUIIYT, OTJIAKUBAIOT U BBITIOJIHSIOT IPOTPAMMBI 110 TEME 3aHSTHS,
cokeToB. Coznianue .
yKa3aHHOH B paznene «Tema qUCHUIITUHBD.
KIIMEHTOB U CEPBEPOB IS
13 nepeaavn MoTOKOB
JAHHBIX.
MHoronotouHsie
napaieNIbHbIe CEPBEPHI.
Vi eHTHHKais Hanmcanue, oTnaska u BBITOTHEHUE POTPAMMBI UACHTU(UKAIHS KINESHTOB.
CTyneHThI MUIIYT, OTJIAKUBAIOT U BBITIOJIHAIOT IPOrPaMMBI IO TEME 3aHATHS,
KJIMEHTOB. 3alIuTa .
yKa3aHHOH B pazzene «Tema JuCIUIUINHBDY.
MAaKeTOB JIaHHBIX U
14 | ucnonp3oBaHKE METOJOB
ACUMMETPUYHOTO U
CUMMETPUIHOTO
mudpoBaHus.
Hanmcanme, oTnanka W BBINOJHEHHE IMPOTPAMMBI obecrieueHus
15 Be3omacHOCTE nepegayun |0€30MaCHOCTH IIOTOKOB JAHHBIX
MTOTOKOB JJAHHBIX CTyIeHTHI MUIIYT, OTJIAKUBAIOT U BBITOJIHSIOT ITPOTPAMMBI 110 TEME 3aHSATHS,
yKa3aHHOMH B paznene «Tema qUCIUIITUHBD.
Wzyuenue crannaptoB, |Hammcanue, oTianka U BeIOJIHEHHE TporpaMMbl SSL-cepBepa
peanmu3oBaHHbIX a SSL- |CTyneHThI MUIIYT, OTIXHUBAIOT U BBITIOTHSIOT MIPOTPAMMEI 110 TEME 3aHSATHS,
16 | mporoxone. Co3manue |ykazaHHO¥H B paznene «Tema qUCIUIITHHBDY.
SSL kimeHToB u
CEpBEPOB.
[Indpposanue u Hamucanue, ornanka W BBHINOJIHEHHE MPOTPaMMbl COSIMHEHHUsS ¢ 0a3oi
17 | X°UMPOBAHWE NAHHBIX, |TAHHBIX.

KOHTPOJIb JOCTYyIIA,
JIeTalIbHbBIN ayauT

CTyaeHTsl MUIIYT, OTJIAKUBAIOT U BBIIOIHSAIOT IPOTPAMMBI 10 TEME 3aHSATHS,
yKa3aHHOW B paznene «TeMa quCuumInHb.

uHpOpMaLUH.
ObecneueHne cBONCTBA

5.3. CamocrosTenbHas paboTa 00y4aronxcs
Ne | HaummeHnoBaHnue pasaena o
o/ MCIIIITHHBI H TEMBI ConeprkaHne caMOCTOSITETFHON paboThI
VicTopus pasBUTHSA HcTous pa3BUTHS METOJIOB 3aIIUTH HHPOPMAIIHH.
METOI0B 3aIIHTHI N3yuenue neKIMOHHOTO Marepuasia. V3ydeHne HWCTOYHMKOB JUTEPATYPBHI,
1

cTaTed, MHTEPHET-PECYPCOB




nHpopmanuu:
KOH(HICHIIMATBHOCTH,
LEJIOCTHOCTH,
JOCTYITHOCTH.
Kpunrorpaduueckue
METO/TbI 3aIUTHI
unpopmanuu. Meroasl
ACUMMETPUYHOTO U
CUMMETPUYHOTO
mmdpoBaHus A7
o0ecrnieueHus
KOH(UICHIMATEHOCTH
unpopmanuu. Meroasl
o0ecrieyeHus 1eI0CTHOCTH
uH(pOpMaIMu Ha OCHOBE
ACUMMETPUYHOU
Kpurnrorpadumu.
buomerpuueckue MeToabl
3a1uThl HHGOPMAIUH.

Martematuueckue
OJTHOCTOPOHHUE (PYHKIHH
U Kpunrorpaduyeckue
xom-pynkun. Ucropus
MPUMEHEHHUS XDIII-
GyHKIUH. AITOPATMEI
BBIUMCIICHHSIX XDIII-
¢bynxuit. Kpurepuu
YCTOMUYUBOCTH X3III-
GbyHKIMA. Y CTONYMBOCTH K
KOJUTU3HSIM U K
npooOpazamM. AJITOPUTMBI
MessageDigest. Kiacc
MessageDigest, moss u
METO/BbI.

MaremaTuyeckue OJHOCTOPOHHUE (YHKIIMH M KPUTITOrpauUecKue XdII-
GbyHKIHIH.

W3ydenne neknuoHHOro MaTepuana. [loaroroska k gaboparopHoii padoTe.
W3ydeHne nCTOYHUKOB JIUTEPATYPbl, CTaTel, HHTEPHET-PECYPCOB.

Henocratkn
xsmmpoBanus. Kobl
ayTeHTH(UKAITIT
COOOIIIECHUIA,
YCOBEpIIIEHCTBOBABIIINE
X3IIUPOBAHUE.
Anroputmel MAC:
QITOPUTM TeHEepaIuu
KJIFOYEH, aJrOpuT™M
MOAMKCH, aITOPUTM
npoBepku. Otimane MAC
OT UU(POBBIX MOAHCEH.
Kitace MAC, I'enepanus
KJIIOU€, BHITTOJIHEHUE U

Pabora c nuteparypoit
N3yuenune nekimonHoro Marepuania. [loaroroska k adboparopHoii padore.
N3yueHnne uCTOUHUKOB JIUTEPATYPHI, CTaTEl, MHTEPHET-PECYPCOB




nposepka MAC-kona.

CgoiicTBa 1udpoBoit
MOJIKUCH: IIEJIOCTHOCTb,
aBTOPCTBO,
HEOTKa3yeMOCTh
COOOIICHUH.
CummMeTpuyHas u
aCMMMETpPUYHAS CXeMa
1u(pOBOM MOJIHUCH.
ANropuTMBI,
MIPUMEHSIEMbIE JIJIS
U(PPOBBIX MOAMUCEH:
anroputMm DSA, anroputm
RSA u anroputm SHA.
[Ipumeps! reHepanuu
xirogen. Kimacest
reHepauuu kiarouent LI,
KJ1acc muQpoBOIA MOIHUCH,

MIPUMEHEHNE
KPUNTOTpapHIECKUH
CTOMKOI0 TeHepaTopa
ICIL

PaboTa ¢ nmuTeparypoii
W3ydenue neknuoHHOro MaTepuana. [loaroroska k gaboparopHoii paboTe.

W3yvyeHne nCTOYHUKOB JIUTEPATYpPbl, CTaTel, HHTEPHET-PECYPCOB.

Turbl KOJIEKIIUN JaHHbIX:
MacCCHBBI, CITUCKH,
MHOKECTBA, TAOJIHIIbI,
KapThl (OTOOpaXKeHUs).
ANTOpUTMBI 10CTyNA K
00BeKTaM KOJUIEKIIUN: TIO
HHJICKCY, TI0 X3III- KOJTY, TI0
nepeBy. OOBEKTHI
koJutekuuid. [{udposeie
noanucu o0wbekToB. Kiacc
SignedObiject,
MO3BOJISTIOIINN CO37aBaTh
MO/INMACAHHBIC O0BEKTHI,
peoOpa3oBaHHBIE B
MOCJIeI0BATEIBHYIO
dbopmy. Coznanue u
poBepKa HU(POBHIX
noAnuceit 00bEKTOB

Pabora c nuteparypoit
W3ydenne neknuoHHOro MaTepuana. [loaroroBka k gaboparopHoii padoTe.
W3ydeHne nCTOYHUKOB JIMTEPATYPbl, CTaTel, HHTEPHET-PECYPCOB.

Iudpoanue cooduieHnit
C OTKPBITHIM KJTFOUOM 10
anroputMy RSA.
JlocTonHcTBaA U
HE/I0CTaTKU
ACHMMETPUYHOTO
nmdposanus. [Ipodnema
HU3KOU CKOPOCTH
anroputma RSA
[Tpumenenne RSA st
CO3JIaHUs

PaGora c nuteparypoit
N3yuenune nekimonHoro Marepuana. [loaroroska k madboparopHoii padore.
N3yueHne uCTOUHUKOB JIMTEPATYPHI, CTATEH, HUHTEPHET-PECYPCOB.




U(PPOBBIX KOHBEPTOB U

-Ma mudpoBaHUSL
CEaHCOBBIX KITIOUEH

JUTs T POBAHMSL.

Ui mudpoBaHus
CEaHCOBBIX Kirouei. Cxe

HCIIOIB30BAHUEM METOLOB
kiacca Cipher. Co3nanue
IIOTOKOB B IIporpamme Java

C

PaGora c nureparypoit

ANropuTM™MBI
CUMMETPUYHOTO

«OQJICKTPOHHAs KHUTA,
«ClerUIeHne 0JI0KOB

«obOpaTHas CBs3b 110
BbIXOY».IIpuMeHeHue
BEKTOpa MHULIMATIN3ALUH.
AJITOPUTM JOMOJIHEHUS
0JI0KOB B OJI0YHOM
mmdpoBanuu. Kinaccer
KeyGenerator, SecretKey,
SecureRandom, Cipher.

mmdposanus DES, 3DES,
AES. Anroputm Blowfish.
AJITOPUTMBI KOMITAHUH
RSA Security. Pexumsr
0s104HOTO MK(pPOBAHUS:

mUGpPOTEKCTa», «oOpaTHas
CBSI3b 110 MU(POTEKCTY» U

N3yueHnue neknOHHOro Marepuana. Iloaroroska k jnaboparopHoil paboTe.
N3yyeHnue nCTOYHUKOB JIMTEPATYPBI, CTATEW, HHTEPHET-PECYPCOB.

Koauposanue Base-64.

Koauposanue ASCII,
MPEJCTaBICHHE CHMBOJIOB
7 6uTOB, 33 YIpaBIAIOMIMX
CHMBOJIA, TIPE/ICTABICHNE
3amn(POBAHHBIX TAHHBIX.
®opmar Base64 nns
npeoOpazoBaHus
MOCJIeIOBATEIPHOCTH
6aiiToB B (hopMmar 1o
OCHOBaHHUIO 64.

N3yueHue nekunoHHOro Marepuaia. Iloaroroska k naboparopHoii paboTe.
N3yueHnne nCTOYHHUKOB JINTEPATYPHI, CTATEW, HHTEPHET-PECYPCOB.

Pabora c nuteparypoit

[IpoTokon cornacoBaHus
KJIFOUeH KaK MHCTPYMEHT

Architecture ximaccom
KeyAgreement.
YcraHoBKa OJUHAKOBOTO

Pabora c nuteparypoit

W3yueHue eKIMOHHOro Marepuana. Iloaroroska k naboparopHoii paboTe.
N3yueHne nCTOYHHUKOB JINTEPATYPHI, CTATEN, HHTEPHET-PECYPCOB.
Java Cryptography




KpUNTOrpauuecKoro K4 Jis
HECKOJIbKUX CTOPOH 0e3 nepeaauu
CEKpETHON MHPOPMAIIN MEKIY
CTOPOHAMH.

XpaHeHue Kiroyen. XpaHWINIIe
kmouelt (KeyStore). JlokymeHnranus

Pabora ¢ nureparypoit

HSy‘IeHI/IC JICKIIMOHHOI'O Marcepuaiia. HOI[I"OTOBK& K

10 JCA. paszen "KeyManagement". AP naboparopHoii pabore. M3ydeHHEe HWCTOYHUKOB JIUTEPATYPHI,
’ """ |cTareii, mHTEpHET-PECYPCOB.
JUIsL pabOTHI C XPAHUJIMILEM KITIOYEH.
Ctpykrypa coketos Windows n  |Pa00Ta ¢ mteparypoii
KIacchl cokeToB Java. [Ipo6iemsr W3yuenne  nekumoHHoro — marepuaia.  [loaroroBka K
6e30ACHOCTH CETERBIX naboparopHoii pabote. V3ydeHne WCTOYHHKOB JIUTEPATYPHI,
11 . i -
KOMMYyHHKaIMii. Anpeca u noptel, |CTaTCH, HHTCPHET-PECYPCOB.
CkaHnpoBaHHE TIOPTOB IS IOMCKA
YSA3BUMOCTEM KOMIIBIOTEPA.
PaGora c nuteparypoit
Kiaccrl ienTarpaMMHBIX COKETOB. WN3ydenne  neknmuoHHOTO — Marepwana.  [loaroroBka kK
12 | Co3nanue KIMEHTOB U CCPBEPOB I naboparopHoit pabote. M3ydeHHe HCTOYHHKOB JIUTEPATYPHI,
nepeaayy MakeToB JaHHBIX cTarteii, HHTEpHET-PECYPCOB.
Ki1acchl MOTOKOBBIX COKETOB. Pabora ¢ mureparypoid
Co3/1aH1e KIMEHTOB U CEPBEPOB VI Wzyuenne  nexkumoHHoro — marepuaia.  [loaroroBka K
13 Mepeauy TOTOKOB IAHHBIX. naboparopHoii pabote. V3ydeHne HWCTOYHHKOB JIMTEPATYPHI,
MHoronoro4nble napawieabupie  |CTaTCH, HHTCPHET-PECYPCOB.
CepBEpBHIL.
PaGora c nuteparypoit
WnenTudukanys KIMSHTOB. 3aluTa batyp
Wzyuenme  nexkumoHHoro — marepuana.  [loaroroBka K
IIAaKEeTOB JJAHHBIX U UCIIOJIB30BaHUE .
14 nabopaTopHoii pabote. V3ydyeHue HCTOYHHUKOB JIUTEPATyphI
2
METO/I0B aCHMMETPUIHOTO H .
cTareil, HHTEePHET-PECYPCOB.
CUMMETPUYHOTO IU(POBAHUSL.
Pabora c nuteparypoit
be3onmacHocTh nepeaun MOTOKOB
15 W3yuenne  nekumoHHoro  marepuana.  [loaroroBka K
AHHBIX o
A nabopaTopHoit pabote. V3ydeHne HMCTOYHUKOB JUTEPATYPHI,
IloaroroBka noxiana
W3yuenue cTanmapTos, W3yuenne  JekUMOHHOro  Marepuana.  [loaroroBka  k
16 | peanuszoBanHBIX a SSL- mpoTokone. mabopatopHoit pabore. M3yueHWe WMCTOYHUKOB JUTEPATYPHI,
Co3nanne SSL KIMEHTOB U CEPBEPOB. [cTaTel, HHTEPHET-PECYPCOB.
Pabora c nuteparypoit
HIudposanue u xamupoBanue  (M3yyeHne  neKnuoOHHOro — Martepuana.  lloarotoBka K
17 JTAHHBIX, KOHTPOJIb JTOCTYIIA, naboparopHoit  paborte. CTyOeHThl H3y4alOT HUCTOYHUKHU

JeTaNbHBIA ayIuT

JIATCPATYPbI, CTAaTbU, UHTCPHCT-PECYPCHI, COCTABJIAIOT OTYCTHI.




6. MeToguyeckue MaTepuabl 1JIsl CAMOCTOATEIbHON Pa0d0ThI 00y4aroIuXcs M0 JUCHUILIHHE (MOAYJIIO)

IIporpamMmmMoil IUCUMIUIMHBI IIPEAYCMOTPEHO IPOBEACHUE JICKIMOHHBIX 3aHATUM, HA KOTOPBIX HACTCS
OCHOBHOH CHCTEeMaTHU3MPOBAaHHBIA Marepuan, U JaOOPaTOPHBIX 3aHATUH, MPEANoJararolluX 3aKperuieHue
M3Yy4EHHOI'0 MaTepuaia 1 GopMHUpOBaHUE y 00yUYaIOIIMXCsl HEOOXOIUMBIX 3HAHUMN, yMEHUI U HaBbIKOB. Kpome
TOr0, B)XHEHIIMM 53TaloM H3y4YeHHUS AMCLUUIUIMHBI SIBISAETCS CaMOCTOSITEIbHAas paboTa OOyJaroImuxcs C
HCIIOJIb30BAHUEM BCEX CPEJICTB U BO3MOXKHOCTEH COBPEMEHHBIX 00pa30BaTEIbHbIX TEXHOJIOTHH.

B 00beM camocToATenbHOM paboThI 0 TUCIMILIMHE BKIIOYACTCS CIeIyOIIee:

- I3y4YCHHE TEOPETUYECKUX BOIIPOCOB 10 BCEM TEMaM JUCLIUILINHEL,

- IOJITOTOBKA K J1a00paTOPHBIM 3aHATHUSM;

- IOATOTOBKA K TEKYNIEMY KOHTPOJIIO YCIIEBAEMOCTH CTYJEHTOB;

- IOArOTOBKA K 3a4eTy.

3aJ0roM YCHEUIHOIO OCBOEHMS AMCLUIUIMHBI SIBISETCS O053aTENbHOE IOCELICHUE JICKIMOHHBIX U
1a00paTOPHBIX 3aHATHH, TaK KaK HPOIYCK OAHOTO (TeM Oosiee, HECKOJIbKHMX) 3aHATHH MOMET OCIIOKHUThH
OCBOEHHUE pa3zeioB Kypca. Ha mabopaTOpHbIX 3aHATUAX MaTepHrall, U3J10KEHHBIN Ha JIEKIUX, 3aKpeIuIsieTcs Ipu
BBIITOJIHCHUM 3aJaHUM.

[Tpuctynas K u3y4yeHHIO TUCLMILIIMHBIL, 00ydaronieMycs HEOOXOJMMO B IIEPBYIO O4epelb 03HAKOMUTHCS
c cogepxanuem PIIJI, a Takke METOOUYECKHMMM YKa3aHMSIMHU 10 OPTaHU3ALUK CaMOCTOSITENIbHOM paboThl U
IIOATOTOBKH K IIPAKTUYECKUM 3aHATHSM.

[Tpu MOArOTOBKE K JIEKLIMOHHBIM 3aHATUSAM CTYJEHTY HEOOXOIMMO:

- 03HAaKOMUTBCS C COOTBETCTBYIOLIEH TEMOU 3aHATHS;

- OCMBICJIUTh KPYT U3Y4aeMbIX BOIIPOCOB U JIOTUKY UX PACCMOTPEHUS;

- U3YYUTh PEKOMEH/yeMYI0 paboueil mporpaMMoi JInTepaTypy 10 JaHHOU TeMe.

[Ipr moaroToBke K JIaOOPAaTOPHBIM 3aHSATHSIM M B paMKaxX CaMOCTOSTEIBHOW pabOTHI MO U3YyYCHHIO
JUCLUIUIMHBI 00y4YaroImuMcsi HE0OX0JUMO:

- IIOBTOPUTH 3aKOHCIEKTUPOBAHHBIM HA JICKIIMOHHOM 3aHATUHM MAaTEpPHAN U JOIOJHUTH €r0 C y4ETOM
PEKOMEHI0BAaHHOM 110 IaHHOM TeMe JINTEPaTyphl;

- IpU CaMOCTOSTEIIBHOM H3yYE€HUHM TEOPETHYECKOW TEMBI CJEJaTh KOHCIIEKT, MCIOJb3Ys
pekomenoBanuble B PI1J[ ncrounukuy;

- BBIIIOJIHUTH JIAOOpaTOPHBIE 3aJJaHKs B paMKax U3y4yaeMOU TEMBI;

- OTBETHTb Ha KOHTPOJIbHBIE BONPOCHI MO TeMme, ucnosb3ys Mmartepuansl ®OC, nubo rpynmnoBblie
VHJIMBH1yaJIbHBIC 3a/1aHMsI, IOJArOTOBIECHHBIE ITPEIIOAABATENIEM;

- IOJITOTOBUTHCS K MMPOBEPOYHOM paboTe, IpeayCMOTPEHHON B KOHTPOJIbHBIX TOUKAX;

- IOArOTOBUTHCA K IIPOMEXKYTOYHOU aTTECTALAH.

HTorom n3y4eHust JUCLUILINHEI ABJISETCS 3a4€T C OLEHKOM. 3aueT NpoBOAUTCS 1o pacnucanuto. dopma
MIPOBEJICHUS 3aHSTHUSI MOXKET OBITh YCTHasl, MTUCbMEHHAs M B 3JEKTPOHHOM Buje. CTyneHThI, HE MpOILIEIIIne
aTTECTAlUI0, JOJDKHBI JIMKBUIUPOBATH 3aJ0JKEHHOCTh B YCTAHOBIEHHOM IOPSJIKE.

7. OueHoYHble MATepHAJIbI JJsl NMPOBEJEHUs] TEKYLIero KOHTPOJIs YCIEeBAeMOCTH U TMPOMEKYTOYHOM
arTecTauvy 00y4armMXcs N0 JMCUUILINHE (MOTYJII0)
7.1. IlepedyeHb KOMIETEHIINH ¢ yKa3aHUEM 1TaroB UX (HOPMHUPOBAHHS B MPOIIECCE OCBOCHUS AUCIMITITUHBI

Kon u HanmeHoBaHue
Ne KoHnTponupyemsle pazieisl AMCIUIIINHBI . Bun onenounoro
MHAMKATOpa KOHTPOJIUPYEMOM

/T (Motyist) KOMITETEHIHHT CpencTBa

I/ICTOpI/ISI Pa3sBUTUA METOJ0B 3alllUThI

uH(pOpMaLUH. Obecrnieuenue CBOICcTBa
uH(pOpMaInu: KOH(UIEHIINATEHOCTH,
LIEJIOCTHOCTH, JIOCTYITHOCTH.
1 Kpunrorpaduuaeckue METO/IbI 3aIIHUTHI YCTHBIN orpoc,
OIIK-3.1, OIIK-2.4
uHpopManui. MeToJIbl aCUMMETPUIHOTO H ’ HaIMCaHUe MPOrpaMM
CUMMETPUIHOTO g poBaHus TUTS
olecrnieyeHus KOH(UIEHIIMAIbHOCTH
uH(pOpMaIUH. MeTtoabl oOecrieueHus

LEJIOCTHOCTH UH(GOPMAIIUU Ha OCHOBE




ACUMMETPUIHON KpunTorpadum.
BI/IOMeTpI/I‘-ICCKI/IC METOAbI 3alIUTHI
nHopMaIui.

MaremaTnueckue 0JHOCTOPOHHHUE (PYHKIIUU U
Kkpunrorpaduueckue xsur-pyakun. Mceropus
OPUMEHEHHUs  X3W-QYHKUIUH.  AJIrOpUTMBbI
BBIUUCICHUSAX  XdmI-¢pyHKimid.  Kpurtepun
YCTOMYMBOCTH X3I-(QYHKIHHA. Y CTONYUBOCTD
K KOJUIM3UAM M K IpooOpazaM. AJIFOpUTMBI
MessageDigest. Kinacc MessageDigest, moss u
METOJIBL.

OIIK-3.1, OIIK-2.4

YCTHBIN onpoc,
HaIKCaHUE MPOrpaMm

HenocraTtku X3UINPOBAHUS. Konrl
ayTeHTH(UKAITIT COOOIIICHUH,
YCOBEPIICHCTBOBABIITNE X3IIUPOBAHUE.

AnroputMbel  MAC: aJIroput™M reHepanuu
KJIIOYEH, aJropuT™M MOAMHUCH, aJITOPUTM
npoBepkd. Otimune MAC ot 1uudpoBbIX
noamnuceil. Kinace MAC, I'enepanus kiroueid,
BbINIOJIHEHME U nTpoBepka MAC- kona.

OIIK-3.1, OIIK-2.4

YCTHBIN onpoc,
HaIKCaHUE MPorpaMm

CaoiicTBa 1U(PPOBOM MOAMUCHU: 1IETOCTHOCTD,
aBTOPCTBO, HEOTKAa3yeMOCTb  COOOIICHHIA.
CummeTpuyHasT YW acCUMMETpPUYHAs CcXema
udposoit MTOJIITUCH. AJITOPUTMBI,
npUMEHsieMble Uil UU(POBBIX MOJIHCEH:
anroputM DSA, anroputm RSA u anroputm
SHA. Tlpumeps! rerepanuu kimodeit. Kiraccer
reHeparuu  kmouer I, kmacc mudpoBoi
MOJITMCH, TPUMEHEHHE KPHUIITOTrpaPUIeCKHH
crolikoro reeparopa [ICII.

OIIK-3.1, OIIK-2.4

YCTHBIN o1poc,
HalMCcaHue porpaMm

Tl KONIEKIIUN JaHHBIX: MAaCCHUBEI, CIIHCKH,
MHO>KECTBA, TAONIHUIIbI, KapThl (OTOOPAXKEHUS).
ANTOpPUTMBI JOCTYTA K 00bEKTaM KOJUIEKIUI:
0 MHAEKCY, IO Xd3II- KOAY, IO JAEpEBY.
OO6vbexTsl Koyekuui. L{udposble noamucu

00BEKTOB. Knace SignedObject,
MO3BOJIIIONIMM  cO3JaBaTh  MHOJAIIHMCAHHLIE
OOBEKTHI, npeoOpazoBaHHbIE B

nocienoBarenbHyo  ¢opmy. Co3manue u
[IDOBEDKA TMDDOBEIX MOANNCEN 0OBEKTOB

OIIK-3.1, OIIK-2.4

YCTHBIN o11poc,
HaIlMCaHUE IIPOrpaMM

[udpoBanre CcoOOIMIEHUI C€  OTKPBHITHIM
kito4oM 1o anroputmy RSA. JloctouHcTBa 1
HEJIOCTaTKH aCHMMETPUYHOTO MM(pOBaHUSI.
[Ipobnema HU3KOM ckopocTu anroputMa RSA
[Mpumenernne RSA mis cozmanusi U(POBBIX
KOHBEPTOB W JJs IIU(POBAHUS CEAHCOBBIX
kioueil. Cxe-ma muUGpPOBaHUS CEAHCOBBIX
KJIIOYel C MCIOJIb30BaHMEM METOJI0B Kilacca
Cipher. Co3nanue moTokoB B mporpamme Java
Ui A pOBaHUS.

OIIK-3.1, OTTK-2.4

YCTHBIN ompoc,
HaIlMCaHUe MIPOorpaMm

ANTOPUTMBI CHMMETPUYHOTO IMH(PpOBAHUS
DES, 3DES, AES. Anroputm Blowfish.
Anroputmbl  kommanuu  RSA - Security.
Pexxumsbl 61104HOTO I POBAHUS:

OIIK-3.1, OIIK-2.4

YCTHBIN o1poc,
HaIlMCaHHE MporpaMm




«QIIEKTPOHHAS] KHUTa», «CIEIUICHHE OJIOKOB
mudporekcTay,  «oOpaTHas  CBSI3b IO
mUQGPOTEKCTY» U  «oOpaTHas CBs3b IO
BeIXOIy».[IpMenenue BEKTOpa
UHUIHATH3AIAU.  AJTOPUTM  JIOTIOJTHEHUS
O6mokoB B OsouHoM mmdpoBanuu. Kiacce
KeyGenerator, SecretKey, SecureRandom,
Cipher.

Komuposanue Base-64. Koguposanue ASCII,
MPEACTABICHHE CHUMBOJIOB 7 OutoB, 33
VIPAaBISIONUX  CHMBOJA, IPEACTABICHUE
3amu@poBaHHbIX JaHHBIX. Dopmar Base64
Uit ipeoOpa3oBaHUs  TOCIIEIOBATEIIBHOCTH
0aiiToB B (hopMaT 10 OCHOBAHHMIO 64.

OIIK-3.1, OIIK-2.4

YCTHBIN o1poc,
HalMCaHue POrpaMm

[IpoTokosn  cornmacoBaHusl — KJIO4eH — Kak
uHcTpymeHT Java Cryptography Architecture
KJIACCOM KeyAgreement. YcraHoBka
OJIMHAKOBOTO KPUTITOTPahUIECKOTO KITFOU ISt
HECKOJIbKUX CTOPOH 0€3 mepejjauu CeKpeTHOM
UH(POPMALIUU MEXTYy CTOPOHAMHU.

OIIK-3.1, OIIK-2.4

YCTHBIN omnpoc,
HalMCcaHKe MPorpaMm

10

XpaHeHne KIIOYeH. XpaHWIMILE KIIOYeH
(KeyStore). Hokymentamuss JCA, paszen
"KeyManagement”. APl nmns  pabGoter ¢
XPaHUJIUIIEM KITIOUEH.

OIIK-3.1, OIIK-2.4

YCTHBIN omnpoc,
HalMCcaHKe MPorpaMm

11

Crpykrypa cokeroB Windows wu kiaccel
cokeroB Java. IIpobrnembl ©Oe3omacHOCTH
CCTEeBBIX KOMMYHHKAIIM. Ajpeca W MOPTHI.
CkaHuMpOBaHHE  IOPTOB Ui TOHMCKA
VSI3BUMOCTEN KOMIBIOTEPA.

OIIK-3.1, OIIK-2.4

YCTHBIN o1poc,
HalMCcaHue porpaMm

12

Kunaccel geiirarpamMubix coketoB. Coznanue
KIIMCHTOB U CCPBCPOB IJIA NI€pCaavyun IaKCTOB
JAHHBIX

OIIK-3.1, OIIK-2.4

YCTHBIN o1mpoc,
HaIlMCaHUe MIPOorpaMm

13

Kmaccel TIOTOKOBBIX ~ COKETOB. COSI[aHI/IC
KIIMCHTOB U CCPBCPOB IJI NEpCAavdn IMOTOKOB
JaHHBIX. MHOTOIOTOYHBIC napajjiCJIbHbBIC
CCPBECPEI.

OIIK-3.1, OIIK-2.4

YCTHBIN o11poc,
HaIlMCaHUE IIPOrpaMM

14

WNnentudukanus KIMEHTOB. 3aluTa MaKeTOB
JAaHHBIX ¥ UCIOJb30BAaHUE  METOJOB
ACUMMETPUYHOTO u CUMMETPUYHOTO
i poBaHus.

OIIK-3.1, OIIK-2.4

YCTHBIN o1mpoc,
HaIlMCaHUE IIPOrpaMm

15

be3onacHoCTh nepeaaun MOTOKOB JaHHBIX

OIIK-3.1, OIIK-2.4

YCTHBIN o1Ipoc,
HaIMCaHuEe IporpamMm

16

V3y4yeHne CcTaHIapTOB, pEATM30BAHHBIX a
SSL-mpotokone. Co3nanue SSL knueHTOB U
CEpPBEPOB.

OIIK-3.1, OIIK-2.4

YCTHBIN ompoc,
HallUCaHWE  IIpPOrpamw,
JOKJIAJT

17

[udpoBanre U  X3HMIMPOBaHHE
KOHTPOJIb IOCTYIA, AETAJIbHBIN ayIuT

JTAaHHBIX,

OIIK-3.1, OTTK-2.4

YCTHBIA OIIPOC

18

WNHuas koHTakTHas paboTa

OIIK-3.1, OTTK-2.4

19

3ayeT ¢ OLEHKOH

OIIK-3.1, OIIK-2.4




7.2. TunoBbIe KOHTPOJILHBIC 33JaHUS WIIM MHBIE MAaTEPUAIIBI TEKYIIETO KOHTPOJIS YCIIEBAEMOCTH, HEOOXOAMMbIE
JUTSI OIIEHKH 3HAHWUH, YMEHHI 1 HAaBBIKOB U (WJIK) OTbITa MPO(GeCCHOHATBHOM EATeTLHOCTH, XapaKTEPHU3 YIOIIHUX
sTanbl POPMUPOBAHUS KOMITETEHITUH B MPOIIECCE OCBOSHUS TUCIIUTIIIMHBI

TecToBbIC 3aMaHNs

(U1t TPOBEPKH OCBOCHUS MHAMKATOPOB JocThxkeHus komrerernuit OITK-2.4, OITK-3.1)

JaliTe onpeneneHue U 00BICHUTE BAXKHOCTh TAKMX CBOMCTB MH(OpPMAIIUHU:
* KonduneHmaibHOCTh

* [lemocTHOCTD

* JIOCTYIIHOCTh

Kaknmu Metogamu o0ecrieunBarOT CBOMCTBA HH(MOPMAITUH:
* KonduneHmaibHOCTh

* [lemocTHOCTD

* JIOCTYIIHOCTh

Kaxkue ncropuueckue mmdppsl Ber 3Haere?
* [lIudp Le3aps.

* [lTudps! nepecTaHOBKU.

* [lIndps! mOoACTaHOBKH.

Kakumu cBolictBamu o0nagaeT xen-QpyHkuus?

* Ha3HaueHue, CBOMCTBA, aJlrOPUTMBI IaiIKECTa.

e Uem oTmnuarorcsa ganmkect 1 MAC-kon

* [TocnenoBaTenbHOCTD ICUCTBUI MPHU BRIYUCICHUU JalKECTa

* [TocnenoBaTenbHOCTD IEUCTBUI Mpu BeiuncieHnu MAC-kona

* [{udposas moanuce

* Ha3znauenue nudpoBbIX MoAnucei

* [TocnenoBaTenbHOCTH NIEHCTBUN TIPU MOTYYEHUH HU(POBOI MOIMTUCH
* Anroput™bl UG POBOI MOATHCH

7.3. Cucrema OLIEHHBAHMS PE3YyJIbTATOB OOYYEHHS MO AMCUUIUIMHE (MOAYIIO) MPU MPOBEACHUU TEKYIIETO
KOHTPOJISI YCIIEBAEMOCTHU



O1LleHKa «OTIINYHO)
(3auTeHO)

3HAHUS:

- CUCTEMaTH3UPOBaHHbIE, TTTyOOKHE U TOJIHbIE 3HaHUS 110 BCEM pa3JieaM
JUCLUIUIMHBIL, @ TAKXKE 110 OCHOBHBIM BOIIPOCAM, BBIXOASIINM 3a IIPpeeiibl yueOHOM
IPOTPaMMBlI;

- TOYHOE HMCII0JIb30BaHNE HAyYHOH TEPMUHOJIOTUH, CUCTEMAaTHUECKU IPAMOTHOE U
JIOTHYECKH MPABUILHOE U3JI0)KEHUE OTBETA Ha BOIPOCHI;

- [IOJIHOE U INIyOOKO€ YCBOSHHE OCHOBHOM M JIONOJHUTEIBHON JIUTEpaTypHl,
PEKOMEHI0BaHHOH paboyeil mporpaMMoii 1o JUCHUTUIMHE (MOJIYJIIO)

YMEHUS:

- YMEET OPUEHTUPOBATHCSI B TEOPUSX, KOHIENIUAX U HAIPABICHUAX AUCHUILUINHBI U
JlaBaTh UM KPUTHYECKYIO OLICHKY, HCIIOJIb3Ys HAyUHBIE JOCTHKCHHS JPYTUX
JUCLUIUINH

HaBBIKH:

- BBICOKUH YpOBEHb C(hOPMUPOBAHHOCTH 3asIBJICHHBIX B paboyel mporpamMme
KOMIICTCHITHIA;

- BJIaJIe€T HaBbIKAMU CaMOCTOSTENILHO U TBOPUYECKH PEIIaTh CIOMKHbBIE IPOOIIEMBI U
HECTaHJApPTHBIC CUTYAIHH;

- IPUMEHSET TEOPETUYECKHE 3HAHU [l BIOOpA METOIMKHU BBIITOJHEHUS 3aJaHU;
- TPaMOTHO 00OCHOBBIBACT X0/l pEIICHUS 3a/1a4;

- Oe3ynpeyHo BiIajieeT UHCTPYMEHTapHeM y4eOHOM TUCLUIUIMHBL, YMEHHE €ro

3¢ PEKTUBHO UCIIOJIF30BaTh B TOCTAHOBKE HAYYHBIX U MPAKTUYECKUX 3a]1a4;

- TBOpYECKasi CaMOCTOsTeNIbHAs paboTa Ha
NPaKTUYECKUX/CEMUHAPCKHUX/Ta00PaTOPHBIX 3aHATUSAX, AKTUBHO Y4aCTBYET B
IPYNIIOBBIX 00CYKICHUSAX, BBICOKUN YPOBEHb KYJIbTYpPhl UCIIOJIHEHUS 3a1aHUI

OneHka «xopoio»
(3auTeHO)

3HAHUSA:

- IOCTATOYHO IOJIHbIE U CUCTEMATU3UPOBAHHBIE 3HAHMS 110 TUCLUILINHE;

- YCBOEHHUE OCHOBHOM U JIOTIOJIHUTEIBHON JIUTEPATYPhl, pPEKOMEH0BaHHOM padoueit
IpOrpaMMOil 10 TUCHUIUIMHE (MOAYIIIO)

YMEHHUS:

- YM€ET OPUEHTUPOBATLCS B OCHOBHBIX TEOPUSAX, KOHIICTIIUAX U HAIPABICHUAX
JUCLHUIIIMHBI U 1aBaTh UM KPUTHYECKYIO OLICHKY;

- HCIIOJIb3YET HAYYHYIO TEPMUHOJIOTUIO, TMHIBUCTUYECKU U JIOTUYECKU ITPABUIILHO
U3JIaraeT OTBETHI HA BOIIPOCHI, YMEET JeslaTh 00OCHOBAHHBIE BHIBOJIBI;

- BJIaJIe€T HUHCTPYMEHTAPUEM 110 JUCLUIUIMHE, YMEHUE €r0 UCII0Ib30BaTh B
MIOCTAHOBKE U PELICHUH HAY4YHbIX U TPO(EeCCHOHATBHBIX 3a7a4

HaBBIKU:

- caMoCTOsITeNNbHAs paboTa Ha MPAKTUUECKUX 3aHATUSAX, y4aCTHE B TPYIIOBBIX
00CYX/IeHUSIX, BBICOKUI YPOBEHb KyJIbTYphl UCIIOJIHEHUS 3a/1aHUI;

- CpelHU ypOBEHb CPOPMHUPOBAHHOCTH 3asIBIIEHHBIX B paboueil mporpamme
KOMIIETEHIIU;

- 6e3 3aTpyJHEHUI BBIOMpPAET CTAHIaPTHYIO METOIMKY BBIIIOJIHEHUS 3a/laHUM;

- 000CHOBBIBAET XO/]1 pPEIICHNUs 3a1a4 0e3 3aTpyIHEHH




OrneHKa 3HAHUA:

«YHAOBJICTBOPUTCIIBHO» - I[OCTaTO‘IHI:II\/'I MUHUMAaIbHBIN OG'LGM 3HAHUH 110 JUCHUITIIIMHE,

(3auTeHO) - YCBOEHHE OCHOBHOM JIUTEPATYPHI, PEKOMEHIOBAaHHOH paboyveil mporpaMMoit;

- UCIIOJIB30BaHUC Hay‘lHOﬁ TCPMUHOJIOTUH, CTUIUCTUICCKOC U JIOTHYCCKOC
U3JI0’)KEHUE OTBETA Ha BOIPOCHI, YMEHHE JIeIaTh BHIBOIBI 0€3 CYIeCTBEHHBIX

9111 ()

YMEHHSL:

- YMCCT OPUCHTUPOBATHCA B OCHOBHBIX TCOPUAX, KOHICTIIUAX U HAITPABJIICHUAX 1O
JTUCIUILIMHE U J1aBaTh UM OLICHKY;

- BJIaJICET HHCTPYMEHTaprueM y4eOHON AUCIUILIIMHBI, YMEHUE €0 UCII0Ib30BaTh B
PCHICHUN TUIIOBBIX 3a1a4;

- YMeeT 101 PyKOBOACTBOM IIperojaBaTesis pelaTh CTaHJapTHhIEC 3a/1a41
HAaBBbIKH:

- paboTa 1noj pyKoBOJCTBOM IMPENOJaBaTeNsd Ha TPAKTHUECKUX 3aHATHUSX,
I[OHYCTHMBIﬁ YPOBCHB KYJIbTYPbI UCITIOJTHCHU A SaﬂaHHﬁ;

- TOCTAaTOYHBIN MUHUMAJIbHBIA YPOBEHb C(HOPMHUPOBAHHOCTHU 3asIBJIICHHBIX B
paboueit mporpaMme KOMIIETEHIINI;

- HCTIBITHIBAET 3aTPYAHECHUS ITPH 0OOCHOBAHUH aJTOPUTMA BHITIOTHEHUS 3a1aHUN

Onenka 3HaHMSL:

«HEYJOBJIETBOPUTEIBHO» |- (pparMeHTapHbIC 3HAHUS 110 AUCLHUILIMHE,

(He 3auTeHO) - OTKa3 OT OTBeTa (BHIIOJHEHUS MMCbMEHHON paboThI);

- 3HaHUE OT/IEeIbHBIX UICTOUHUKOB, PEKOMEH0BAaHHbBIX paboueil mporpaMmoi 1o
JVCLIUTUIAHE;

YMEHUS:

- HE YMEEeT UCTIOJIb30BaTh HAYUYHYIO TEPMUHOJIOTHIO;

- HaJn4ue rpyObIX OmuOoK

HaBBIKH:

- HU3KUH YpOBEHb KYJIbTYpPbl UCIIOJHEHUS 3aJaHUM;

- HU3KUH ypOBEHb CPOPMUPOBAHHOCTH 3asIBIICHHBIX B paboyeil mporpamme
KOMIICTEHIUIA;

- OTCYTCTBHE HaBBIKOB CAMOCTOSTEIBHOMN paboTHI;

- HE MO>KET 0OOCHOBATH AJITOPUTM BBINIOJHEHMS 3aJJaHUN

7.4. Teopernueckue BONPOCHI U MNMPAKTUYECKHE 3aJaHMs IS IPOBEICHUS IPOMEXYTOUYHOM AaTTecTaluu
oOyuaromuxcsi, He00OXOAUMBIE I OLIEHKH 3HAaHUM, YMEHHUI M HaBBIKOB M (MJIM) OMbITa MpodeccrnoHaTbHOM
NESTeNbHOCTH, XapaKTepU3yIOIUMX d3Tanbl  (HOPMUPOBAHMS KOMIIETEHUMH B  IPOLECCE  OCBOEHUS
o0pa30BaTeIbHON MPOrpaMMBbl

7.4.1. Teopernyeckue BONPOCHI AJIsl IPOBEACHUSI IPOMEKYTOUHOMN aTTeCTalluy 00yJarouXcs
. CpoiictBa uHpopmanuu. Mcropuueckue mudpbl nepecTaHOBKU U MOACTaHOBKH.

. JJalipKecTsl: alrOpuTMBl U IPUMEHEHHE.

. MAC-koz: anropuTmsl 1 IpUMEHEHHE.

. Hudpossle noanucu: anropuTMsl U npuMeHenue. Kiroun s nudpoBbIX MOANHUCEN.
. CummeTtpuunoe mudposanue. Tunsl mudpos. ['eHepanus Kioyei.

. Ocobennoctu ASCII-xonoB. Koguporanue Base-64. Ocodennoctrn ASCII-xom0B.

. Iudposanue Ha 6aze mapois. Haznauenue.

. [lepenaya nanupix B UDP-nakeTax Mexny KIMEHTOM U CEPBEPOM.

. CkaHupOBaHUE MOPTOB.

10. ITepenaua nanubix B TCP-cermeHnTax Mexay KIIMEHTOM U CEPBEPOM.

11. 3amuIeHHbIe COKETHI.

12. O6paboTKka UCKIIOYeHHI 1 HHPopMaIus 00 omInoKax.

13. Ilorokxu BBOAA-BbIBOIa. HU3KOYpOBHEBBIE TOTOKH.

14. IToroku BBOIa-BhIBOAA. BEICOKOYPOBHEBBIE MOTOKH.

15. Knaccel kosiekuuit Ha java.

16. Monuguxkaropsi private & friendly & protected & public

17. CnBUTOBBIE OTIEpALIU B java.

O 0 JIONWUnN P W —



7.4.2. IlpakTryeckue 3aJaHus 1JIs POBEICHHS TPOMEKYTOUHOM aTTecTalli 00yJaroIuXcst
1. [Tporpamma mudpa Iezaps
2. [Iporpamma maitmkecTa cOOOICHHIA
3. nporpamma Beruuciieanss MAC-kona
4. mporpamMMa BeIYUCIICHHS IU(POBOH MOIMTUCH
5. mporpamma mu@poBaHUs C OTKPBHITHIM KIIIOUOM
6. mporpaMMa CUMMETPUYHOTO MU(PPOBAHHS
7. nporpamma Base-64 xogupoBaHus
8. mporpamMma XpaHeHHUs KIII04eH
9. nporpamma mudpoBaHus Ha 6a3ze maposs
10. nmporpamma KJIMEHTCKOI'O COKETa
11. mporpamma cepBepHOro COKeTa
12. nporpamma 6€3011aCHOTO KJIMEHTCKOT'O COKETa
13. nporpamma 6€301aCHOTO KJIIMEHTCKOTO COKETa
14. mporpamma, BeImoHsromas SSL mpoTokon

7.4.3. IlpumMepHble TEMBI KypcOBOM paboThl (poeKTa) (IIpU HATUUNHN)
KypcoBbie paboThl (MpOEKThI) yueOHBIM TUIAHOM HE MPEAYCMOTPEHBI

7.5. Metonndeckue MaTepualsl, ONpPEISIIONINe MPOLEeTypbl OLICHUBAHUS 3HAHUM, YMEHUH, HABBIKOB H (HIJIH)
OTIBITa PO ECCUOHATBHOM IEATEIBHOCTH, XapaKTePU3YIOIIUE dTArbl JOPMHUPOBAHUS KOMITETCHIIUN

[Iponienypa mpoBeneHHS MPOMEXKYTOYHOM AaTTECTallMM M TEKYIIEr0 KOHTPOJSI YCIIEBa€MOCTH
perJIaMeHTHPYETCS JOKAIBHBIM HOPMAaTHBHBIM aKTOM, OTPEICIISIOIINM MOPSI0K OpPraHU3allii U IPOBEICHUS
TEKYILETO KOHTPOJIS yCIIEBAEMOCTH U IPOMEKYTOUHON aTTECTAlMU 00YUIArOIIUXCS.

[lpouenypa oneHuBaHus (OPMUPOBAHUS KOMIETEHIMH IPH MNPOBEJCHUU TEKYLIETO KOHTPOJIS
npuBeAeHa B I1. 7.2.

TuroBble KOHTPOJILHBIC 3aJJaHUS MM MHBIE MaTEPHAIbl TEKYIIEro KOHTPOJIS IPUBEICHHI B I1. 7.3.

[TpomerxyTouHas arTecTanus M0 AUCIHUILIMHE TPOBOIUTCS B (hOpME 3aUeTa ¢ OLIEHKOM.

3ayet npoBOIUTCS B (hopMe cobece1oBaHMs.

7.6. Kputepun onieHuBaHus1 COOPMUPOBAHHOCTH KOMITETSHIIUH MPU MPOBEACHUHU MPOMEKYTOUHOMN aTTeCTallu

ypOBeHB OCBOCHUS M OLICHKA

T — Orenka Orenka
pHTED «HEYJIOBIIETBOPHUTEND | «ymoBieTBOpUTENbH | OLIEHKa «XOpPOLIO» O1leHKa «OTIAYHO
OILICHHUBAHUA
HO» o»
«HE 3a4TEHO» «3aYTEHO»




YpoBeHb 0CBOEHHUS
KOMITETEHIIMH
«HENOCTATOYHBII.
Komnerenuuu ne
chopMUPOBaHBI.
3HaHUsI OTCYTCTBYIOT,
YMEHHUSI U HaBbIKU HE

YpoBeHb OCBOEHUS
KOMITETCHITHH
«TOPOTOBBIN».
Komnerentuun

c(hOpMHUPOBAHBI.
CdopmupoBaHsI
0a30BbIE CTPYKTYPHI

YpoBeHb OCBOEHUS
KOMIIETEHIIUHT
«IPOJIBUHYTBIN.
Komnerenumn
c(hOpMHUPOBAHBI.
3HaHUs OOLIMPHBIE,
CUCTEMHbIE. Y MEHUs

YpoBeHb OCBOEHUS
KOMIICTCHITUN
«BBICOKHU.
KomnereHniimmn

chopMuUpOBaHbI. 3HAHUS

apryMEHTUPOBAaHHBIE,
BCECTOPOHHHUE. Y MEHHUS

c(OpMHPOBAHBI 3HAaHUU. YMEHUs HOCSIT YCHELHO NPUMEHSIOTCS
(dbparMeHTapHbI U PENpOAYKTUBHBIN K PEIICHUIO KaK
HOCSIT Xapakrep, TUIIOBBIX, TaK U
PENpPOAYKTUBHBIN IIPUMEHSIFOTCS K HECTaHIapTHBIX
XapakTep. PEIIEHUIO TUMIOBBIX | TBOPYECKHUX 3a/laHUM.
JleMoHCTpUpYyeTCs 3a/1aHUM. JemoHcTpupyeTcs
HU3KUI YPOBEHb JemoHCcTpHpyeTcs BBICOKMH YPOBEHb
CaMOCTOSITEIbHOCTH JIOCTaTOYHBIN CaMOCTOSITEJIbHOCTH,
MIPAKTUYECKOTO YpOBEHb BBICOKAsl aJalTUBHOCTD
HaBBbIKA. CaMOCTOSITENIbHOCTH | IPAKTUYECKOTO HAaBbIKA
YCTOMYUBOT'O
IPAKTUYECKOIO
HaBBIKA.
Obyuarommiics OO6yyarommuiics Obyuarommuiics OO6yyaromuiics
JEMOHCTPHUPYET: JEMOHCTPUPYET: JEMOHCTPUPYET: JEMOHCTPUPYET:
-CYIIECTBEHHbIE -3HAHUS -3HAHUE U -r1y0oKkue,
npoOesbl B 3HAHUAX TEOPETUYECKOIO OHMMAaHUE BCECTOPOHHUE U
y4eOHOro MaTepuarna; MaTepuana, OCHOBHBIX BOIIPOCOB | apryMEHTHUPOBAHHBIE
-JI0MYCKal0TCA -HETIOJIHbIE OTBETHl | KOHTPOJMPYEMOro | 3HAHUS IPOrPAMMHOIO
MPUHIHUITHATIEHBIC HA OCHOBHbBIE o0bpema MaTepuana,
OLIMOKY NpHU OTBETE Ha| BOIPOCHI, OLINOKHU B IPOrpaMMHOTO -[10JIHO€ TIOHUMaHue
OCHOBHBIE BOITPOCHI OTBETE, MaTepuaia, CYLIHOCTH U
ousera, OTCYTCTBYET HEJ0CTaTOYHOE - 3HaHUS B3aMMOCBSI3H
3HaHHUE U TIOHUMaHue IIOHUMaHHe TEOPETUYECKOTO paccMaTpuBaeMBbIX
OCHOBHBIX NIOHATUN U CYILIIHOCTHU Martepuana MIPOLIECCOB U SIBJICHUH,
KaTeropuii; M3JIaraeMbIX -CIIOCOOHOCTh TOYHOE 3HAHUE
-HETIOHUMaHHe BOIIPOCOB; yCTaHABIMBAaTh U | OCHOBHBIX MOHSTHIA, B
CYILIIHOCTHU -HEYBEPEHHBIE U OOBSICHATB CBSI3b | paMKax 00CYX/TaeMbIX
3HaHHA JOTIOJIHUTEIBHBIX | HETOYHBIE OTBETHI HA | IPAKTUKU U TEOPHUH, 3a/1aHU;
BOIIPOCOB B paMKax JIOTIOJTHUTEIIbHBIE BBISBIIATH -CIIOCOOHOCTD
3a/laHul Ousera. BOIIPOCHI. MIPOTUBOPEYHS, YCTaHABIIMBATh U
npobIeMbl U OOBSCHSTH CBSI3b
TEHCHIINH MIPAKTUKU U TEOPHH,
pa3BUTHS; -JIOTUYECKU
-IpaBUIIbHBIE U MocJie/IoBaTeIbHbIE,
KOHKpPETHbIE, Oe3 COJIEPKATEIILHBIE,
rpyObIX OIHOOK, KOHKPETHBIE U
OTBETHI HA MCUEPIIBIBAIOINE
MIOCTaBJIEHHBIE OTBETHI Ha BCE 3aJIaHUS
BOIIPOCHI. ousera, a Takxe

JOIIOJIHUTCIIBHBIC

BOIIPOCHI 9K3aMCHATOpa.




[Tpu BEIMOTHEHUA OO6yuarommiics OOGyuarommiics OO0yuarommuiicst
MPaKTUYECKOTO BBITIOJIHUIT BBITIOJIHUII MPaBUIILHO BBIMOTHUII
3aJaHus OuneTa MPAaKTHYECKOE MPAaKTHYECKOE MIPaKTUYECKOE 3a/1aHNE
oOyuaromuiics 3a/laHue ounera ¢ 3a/laHue oumnera ¢ ounera. [Tokazan

MIPOJIEMOHCTPUPOBAT | CYIIECTBEHHBIMU HEOOJIBIINMHU OTJINYHBIE YMEHHUS B
HEJIOCTaTOYHBII HETOYHOCTSAMH. HETOYHOCTSIMH. paMKax OCBOEHHOTO
YPOBEHb YMEHHU. Homnyckatorcs [Tokazan xopomue | ydebHOro mMaTepuania.
[IpaxkTrueckue OLINOKH B yMeHus B paMKax | Pemraer npeioxeHHbIe
3a/laHUs HE COJIepKaHUU OTBETA OCBOEHHOTO MIPaKTUYECKHE 3aJaHUs
BBITIOJTHCHBI U PEIICHUH y4eOHOTro MaTepuania. 0e3 omuboK
yMCEHHA OOyyvaromuiics He IIPaKTUYECKHUX [Ipemnoxennsie OTtBeTwI1 Ha Bce
OTBEYaeT Ha BOIPOCHI 3a/1aHUM. PaKTUYECKUE JOTIOJTHUTEbHBIE
owera npu [Ipu oTBeTax Ha 3a/IaHUs] PELIEHBI C BOITIPOCHI.
JIOTIOJIHUTEIIbHBIX JIOTIOJIHUTEIIbHBIE HEOOJIBIINMHU
HABOJSIIIUX BOIPOCAaX BOIPOCHI OBLIO HETOYHOCTSIMH.
MIPEnoIaBaTeis. JOMYIIEHO MHOTO OtBerun Ha
HETOYHOCTEH. OOJBIIUHCTBO
JOTIOJTHUTEIbHBIX
BOIIPOCOB.
He moxer BpIOpath HcnbrTeiBaeT bes 3arpynHenuit IIpumensier
METOAUKY 3aTPyAHEHHS 110 BBIOMpAET TEOPETHUUECKUE 3HAHUS
BBITIOJTHEHUS 33/IaHUM. | BBIOOPY METOAMKHU CTaHJApTHYIO JUIS BBIOOpa METOAUKHU
Jomyckaet rpyobie BBITIOJTHEHUS METOAUKY BBITIOJIHCHHUS 3aJaHUH.
OLIMOKYU TpU 3a/1aHUM. BBITIOJIHEHU S He nonyckaer omu6ox
BBITIOJIHCHUH 3a7aHuil, | Jlomyckaet ommoku 3aJaHul. MIPH BBITTOJIHEHU U
HapylIaloIIKe JOTHKY | Tpu BeimoiaHeHnuu | Jlomyckaer ommOku 3a/1aHUi.
pelieHus 3aay. 3aJlaHUi, HAPYILIEHUS | TIPU BHITIOJHEHUHN CamocTtosiTeTbHO
Jlenaet HEKOPPEKTHbBIE| JIOTMKU PELICHUS 3a/1aHUil, HEe aHAIU3UPYET
BBIBOJIBI. 3a/ay. HapylIaIne pe3yJbTaThl
BIIAJICHUE He moxeT 060cHOBaTh HcnbiThiBaeT JIOTUKY PEIICHUs] | BBINOJHEHUS 3a1aHUM.
HaBbIKAMH AITOPUTM 3aTPYIHEHHUS C 3a1a4 I'pamotHO
BBITIOJTHEHUS 3a/1aHui. | popmynupoBanueM | JlenaeT KoppekTHbIe [  00OCHOBBIBAET X0/
KOPPEKTHBIX BBIBOJIBI 110 penieHus 3aaad.
BBIBOJIOB. pe3ynbTaTam
UcnriTeiBaeT pelieHus 3a1a4n.
3arpyaHeHus npu | OGOCHOBBIBAET X011
000CHOBaHNH pereHus 3anay 6e3
anropuTMa 3aTpyAHEHUI.
BBITIOJTHEHUS
3aJ[aHUM.

OrneHka Mo JUCHUIUIMHE 3aBUCUT OT YPOBHS CPOPMHUPOBAHHOCTH KOMIIETCHIIUH, 3aKPEIICHHBIX 3a
JTUCIUILTAHOM, W TPEACTaBISET COO0H cpefHee apu(pMETHISCKOe OT BBICTABICHHBIX OIEHOK IO OTACITBHBIM
pe3ynbratam o0yueHus (3HAHUS, YMEHUsI, BIAJICHUE HABBIKAMHU).

OrieHKa «OTIIMYHOY/ «3a9TCHOY» BBICTABIISIETCS, €CIIA CPEJIHEE apru(PMETHUSCKOE HAaXOAUTCS B MHTEPBAJIC
ot 4,5 o 5,0.

OreHKa «XOPOIIOY»/«3a4TeHOY» BBICTABIISETCS, €CIIA CpeHee apu(PMETHIECKOe HAXOAUTCS B HHTEPBAJIC
oT 3,5 no 4,4.

Or1ieHKa «yI0BIETBOPUTEITHHOY/ «3aU4TEHOY» BBICTABIISETCS, €CITU CpeHee apu(hMETHISCKOE HAXOIUTCS B
uHTEpBajue ot 2,5 1o 3,4.

OneHka «HEYJOBJIETBOPHTEIBHO»/ «HE 3aUTCHO» BBICTABIACTCSA, €CIM CpeaHee apu(MeTHUecKoe
HaxoauTcs B uHTepBaiie ot 0 1o 2,4.



8. YueOHO-MeTOAMYECKOE H MATEPUAIBLHO-TeXHUYECKOEe o0ecneyeHne JUCHUIIJIMHBI (MOAYJIs1)
8.1. [lepeuenb OCHOBHOM W JIOTIOJTHUTEIBHOMN JINTEPATYPhI, HEOOXOIUMOH JIJ11 OCBOCHUSI TUCIIATIITUHBI (MO/TYJIs)

Ne ABTOp, HA3BaHHE, MECTO U3JAHUS, U3/1aTEIHCTBO, TOJ U3/IaHUS YUeOHOU U
/1 y4eOHO-METOIMYECKON JTUTEPATYPHI

KommuecTBo
IK3EMILIAPOB/3JIEKTP
OoHHBIIT agpec DbC

OcHOBHAS JJUTEPATYPA

1 |Huxkudopos C. H., 3amura napopmanuu. 3anumennasie cetu, CI16., 2017 ObC

2 |Hukudopos C. H., 3amura nnpopmanuu, CII6., 2015

ObC

BsizoBuk H. A., IIporpammupoBanue Ha Java, Mocksa: Murepuer- Yuusepcurer| http://www.iprbooksh

3 Nudopmannonnsix Texnonoruit (MHTYUT), 2016 op.ru/73710.html
JonoiHuTeIbHAS JIuTepaTypa
1 Momnaxs B. B., f3bix mporpammupoBanus Java u cpeaa NetBeans, Mocksa:| http://www.iprbooksh

Wntepner-Yuusepcurer Mudopmarnmonnsix Texnonoruit (MHTYUT), 2016 op.ru/73739.html

OO6yuaromuecs U3 yrciaa nHBaIKA0B 1 nl ¢ OB3 obecnieunBaroTCs e4aTHBIMU U (UJIH) 3JEKTPOHHBIMU
00pa3oBaTeNbHBIMU pecypcaMu B pOpMax, aaanTHPOBAHHBIX K OTPAHUYCHUSM HX 310POBBSI.

8.2. Ilepeuennb pecypcoB HMHGOPMAIMOHHO-TEIIEKOMMYHHUKAIIMOHHON ceTu «/HTepHeT», HeOOXOAUMBIX IS

OCBOEHUS AMCUUIIINHBI (MOJYJIs)

Haumenoanue pecypca cetu «IHTepHET»

DNEeKTPOHHBIN ajipec pecypca

Knaccel Oe3omacHocts Java

http://spec-
zone.ru/RU/Java/Docs/7/technotes/guid
es/security/overview/jsoverview.html

8.3. [lepeueHnb cCOBpeMEHHBIX MPOPECCHOHATBHBIX 0a3 TaHHBIX ¥ NH()OPMAIIMOHHBIX CIIPABOYHBIX CUCTEM

HaumenoBaunue

DIIeKTPOHHBIN ajipec pecypca

DJIEKTPOHHO-O0MOIMoTeuHast cucteMma n3narenberea "FOPAUT"

https://www.biblio-online.ru/

DeKTpOHHO-0MOIMOTeYHast cucTeMa u3aarenbersa "IPRbooks™

http://www.iprbookshop.ru/

DJIEKTPOHHO-OMOIMOTEeUHAas cucTeMa n3aarenabcra "'JIanp"

https://e.lanbook.com/

Enusblil  97eKTpOHHBIH pecypc  y4eOHO-METOAMYECKON JHUTepaTypbl

CIIoI'ACY

www.spbgasu.ru

Hayunas snextponnas 6ubanoreka eLIBRARY.RU

Hayunas JIIEKTPOHHAs
oubamnoreka eELIBRARY.RU

Cucrema aucraniimonHoro ooyuenus CIIoI'ACY Moodle

https://moodle.spbgasu.ru/

8.4. IlepeueHb HMH(POPMAIMOHHBIX TEXHOJOTHH, MHCHOJIB3YEMBIX IpPH OCYLIECTBICHUH 00pa30oBaTeIbHOIO
mporecca MO JAMCUUIUIMHE, BKIKOYas MEpedYeHb JIMLIEH3MOHHONO U CBOOOJHO PaclpOCTPAHAEMOIO

nporpaMMHOIO obecreueHUs

HanmenoBanue

Crnioco6 pacrpocTpaHeHus
(JIMIIEH3WOHHOE WJIM  CBOOOJIHO
pacIpoOCTPaHIEMOE)

Microsoft Windows 10 Pro

HoroBop Ne  J132009689201 ot
18.12.2020r IIporpammHBIE
npoaykTsl MaitkpocodT, noroBop Ne
132009689201 ot 18.12.2020 ¢ AO
"CodrJlaitn Tpeitn": Windows 10,
Project Professional 2016, Visio
Professional 2016, Office 2016.




Microsoft Office 2016

HoroBop Ne J[32009689201 ot
18.12.2020r [IporpammHubIie
npoaykTel MaiikpocodT, goroBop Ne
132009689201 ot 18.12.2020 ¢ AO
"Co¢rJlaita Tpeiin": Windows 10,
Project Professional 2016, Visio
Professional 2016, Office 2016.

Microsoft Visual Studio 2017

HoroBop Ne  J132009689201 ot
18.12.2020r IIporpamMmmMHBIe
npoayKThl MaiikpocodT, moroBop Ne
132009689201 ot 18.12.2020 ¢ AO
"CodrJlaitn Tpeiin": Windows 10,
Project Professional 2016, Visio
Professional 2016, Office 2016.

8.5. MarepuaabHO-TEXHHUYECKOE 00€CIICUeHNUE TUCITUTIITUHBI
CaenieHust 00 OCHAICHHOCTH Y4eOHBIX ayIMTOPUIN M OMEIICHUH I CAMOCTOSITEIbHON pabOThI

HaumeHnoBaHnue yueOHBIX ayAUTOPUM U TOMELIEHUI
JUIS CAMOCTOSITENIbHON pabOThI

OcHaieHHOCTh 000PYIOBAaHUEM U TEXHUICCKUMU
cpelcTBaMu O0yueHUs

47. VY4eOHBIE ayAUTOPUU
JICKLIUOHHBIX 3aHITHIH

JUIA IMPOBCACHUA

VYuyebHas ayauropus I8 TIPOBENEHHUS  3aHATUH
JEKIMOHHOIO THUIMA, KOMIUIEKT MYJbTUMEIUIHOIO
000py0BaHUs (mepcoHaIbHBIN KOMIIBIOTED,
MYJIbTUMEIUMHBIA TPOEKTOp, 3KpaH, ayJuo-CUCTEMA),
JI0OCKa MapkepHas Oenasi smaieBasi, 3KpaH, KOMILIEKT
y4eOHOI MebenH, MOAKIIOYeHNE K KOMITBIOTEPHON CeTH
CIIGI'ACY., Bbixon B IHTEpHET.

47. KoMnbprOTEpHBIN Ki1acce

Pa6oune mecra ¢ [IK (cTos1 KOMIIBIOTEPHBIN, CUCTEMHBIN
OJIOK, MOHHUTOp, KIaBUATypa, MBIIIb), CTONI pabouHii,
noakmoueHne k kommbrotepHo cetu CIIGIACY,
BEIXOJ B Internet.

47. TlomenieHus Ui CaMOCTOSITENIbHON pabOThI

[TomemieHnue At caMOCTOSATENBHON padOThI (UM TATIBHBIN
3an 6ubmmoteku, aya. 217): [IK-23 mr., B T.4. 1 mT.- [IK
st s ¢ OB3  (cucreMHbI  OJIOK, MOHHUTOD,
KJIaBUaTypa, MbIlIb) C TOAKIIOYEHHEM K CeTH
«IHTEepHET» M 00ECTIeUeHHEM JIOCTYIA B JIEKTPOHHYIO
nH(popMalMoHHO-00pa3oBarenbHyto cpeny CIIOIACY.
110 Microsoft Windows 10, Microsoft Office 2016

47. VY4eOHblE ayAUTOPUU IIPOBEEHUS
MPAKTHYECKIX 3aHSTHH, KYpCOBOTO
MPOEKTUPOBaHUS (BBIOJHEHUS KYpPCOBBIX pPadoT),
TPYIIIOBBIX W WHAWBHIYAIBHBIX KOHCYIIbTAIIHH,
TEKYILETro KOHTPOJIS U MPOMEXKYTOYHOM aTTeCTalluu

JIA

VYyeOHast aynuTopus [Uisl MPOBEACHUS TMPAKTUYECKUX
3aHATHH, KYpPCOBOTO IPOEKTHPOBAHMUS (BBIIOJIHEHHUS
KYpPCOBBIX padoT), TPYNNOBBIX M HWHAMBHUAYaJIbHbBIX

KOHCYJbTAIIUH, TEKYIIETO KOHTPOJIS U MPOMEKYTOUHOM
aTTeCTaIluu — KOMILJIEKT MYJIbTUMEHITHOTO
obopynoBaHus (TepcoHaIbHBIN KOMITBIOTED,

MYJBTUMEAUNHBIA TPOEKTOp, IKpaH, ayJuo-CUCTEMA),
JI0CKa MapkepHas Oenasi sMasieBasi, KOMIUIEKT y4eOHOM
Mebenu, TOJKIIOUEHHE K  KOMIIBIOTEpHOM  ceTu
CITIOI'ACY. Brixon B MIHTEDHET

Jns uaBanuos u un ¢ OB3 obecnieunBaroTcs criennaibHble YCIOBUS I MOTYYeHHs] 00pa30oBaHUs B
COOTBETCTBHUH C TPEOOBAHUSMH HOPMATHBHO-TIPABOBBIX JIOKYMEHTOB.
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