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1. Heau 1 3a1a4n 0CBOEHUS TUCHMUILIUHBI (MOTYJISA)

[IporpaMma TUCHMIUIMHBI HampaBieHAa Ha (OPMUPOBAHWE 3HAHWH, YMCHHH M HaBBIKOB B 00JIACTH
pa3pabOTKK HOBBIX U MPUMEHEHHS CYIIECTBYIOIIMX COBPEMEHHBIX METOI0B oOecredeHus WH(POPMAIMOHHOM
0€30MacHOCTH | 3aIUTHl HHPOPMALIH IIPU PEIICHNH 3a/1a4 TpodecCoHaNbHON fesiTenbHOCTH. COBpEeMEHHBIE
METOBI 3aIMTHl HHPOPMAIIUH TPU pean3anuy WHHOPMAIIMOHHBIX TEXHOJIIOTUH 0a3UpyIOTCs HA TPUMEHEHHN
COBPEMEHHBIX MAaTEMAaTHYECKHX METO/OB, aJITOPUTMOB M MPOrPaMM KOMITBIOTEPHOTO aHAIM3a, a TAKKe IPH
UCCIICIOBAaHUH peaNIbHBIX TpoueccoB H sBieHuil. IloaTomy OakamaBpy BaKHO YMEThb pa3palOaThIBaTh
OpPUTHHAIBHBIC AJITOPUTMBI M MPOTPAMMHBIE CPEICTBA C HCIIOJIB30BAHUEM COBPEMEHHBIX TEXHOJIOTHH.
[Tnmanupyemble pe3yabTaTbhl OCBOSHHS JUCHUIUIMHBI COCTOST B TPUOOPETCHHMHM KOMIIETEHIMHA B 00JacTu
UCTIOJIB30BAHUSI METO/OB M CPEJCTB CHCTEMHOW MH)KCHEPUHU [UIS IOJMY4EHUs, Ieperadd, XpaHeHHS,
nepepaboTKu M mpencTaBieHus uHGopmanuu. Ilpu sToM mpeanonaraercsi, 4To TEXHOJOTHH OOECTIeUeHHS
MHPOPMAIIMOHHOW 0€30IacCHOCTH BKIIIOYAET KJIACCHYECKHUE M HEKIACCHUECKHE METONBI, pealn3yeMble Ha
Pa3HBIX YPOBHSIX B3aUMOJICHCTBUS OTKPBITBIX CUCTEM.

Llens oCBOCHMS AUCIMILINHBIL:

¢dopmupoBaHUEe 3HAHWH, YMEHUN M HABBHIKOB Pa3padOTKHW M MCIIOJNB30BAaHHS B MPO(ECcCHOHATBHOM
JEATeIbHOCTH METOJ0OB M AITOPUTMOB 3alUThl MH(OpManMU IMpH Tepenade, XpaHEeHHH, W pa3paboTke
COOTBETCTBYIOILIMX MPOTPAMMHBIX CPEJICTB.

3a1auu OCBOCHUS AUCLUIUINHBL

— OBJIAACHUC MCTOJaMH TCOPCTUUCCKHUX H OSKCICPUMCHTAJIBHBIX I/ICCJIGI[OBaHI/Iﬁ B o0Omactu
UH(POPMAIIMOHHOW 0€30MaCHOCTH; MOTy4YeHHE 3HAaHUH O COBPEMEHHBIX HH(OPMAIIMOHHO- KOMMYHUKAI[HOHHBIX
TEXHOJIOTUSIX, 00 WHCTPYMEHTAJIBHBIX Cpelax, O MPOrPaMMHO-TEXHUYECKUX IUIATGOopMax sl peIeHus
npodeccHoHaIbHBIX 3a/1ay;

— o0OpeTeHne crocoOHOCTH pa3padaThiBaTh TPEOOBAHUS U IPOSKTHPOBATH MPOTPAMMHOE 0OeCIieueHue,
peann3yroniee MEeTOAbI 3alUThl HHPOPMAIMK, YMEHUSI 0OOCHOBBIBATh BEIOOP COBPEMEHHBIX HH(POPMAIIMOHHO-
KOMMYHHUKAIIUOHHBIX TEXHOJOTUH 3alIUThI I/IH(i)OpMaIII/II/I, pa3pa6aTI)IBaTI) OPHUI'MHAJIBHBIC THPOTPpaMMHBIC
CpeICTBa JJIs peleHus Mpo(hecCHOHANBHBIX 3a/ay;

— OBJIaACHHWC MCTOAAMHU IPAKTHYCCKOIO MNPHUMCHCHUA MCTOAOB W CPCACTB obecrieyeHns
UH(POPMAIIMOHHOW 0E30IMacHOCTH MPU MPOEKTUPOBAHMH WH(POPMAIIMOHHBIX CHCTEM; NPUOOPETEeHNE HABBIKOB
pa3paboTKN OPUTHHAIBHBIX TPOTPAMMHBIX CPEACTB ISl pEIICHHs MTPOo(ecCHOHABHBIX 33]1a4.

— MOHMMAaTh, pa3pabaThIBaTh W aPryMEHTHPOBAHO MPHUMEHSATh METOMAbI 00ECeyeHMs IeTOCTHOCTH,
KOH(i)I/II[CHIII/IaJ'II)HOCTI/I " JOCTYIMTHOCTH JaHHBIX B I/IH(bOpMaIII/IOHHI)IX CHUCTEMAX.

2. IlepeyeHb NJaHHUpPYeMbIX Pe3yJbTATOB OOy4YeHHsl MO MAUCHHUIIMHE (MOAYJI0), COOTHECEHHBIX C
HHIMKATOPAMH JI0CTHKEHHUs KOMIIeTeHIN

Kon u HanmeHoBaHue Kon u HaumeHoBaHue [Inanupyemble pe3yabTaThl 00y4eHUs 110
KOMITIETEHIIUH MHMKATOpa TOCTHKEHUS JTUCLUILINHE, 00eCIeunBaloIIne JOCTHKEHNE
KOMIIETEHIINH IUTAaHUPYEMBIX pe3ynbTaToB ocBoeHMst OITOI]




OIIK-4 CnocobeH noHMMAaTh
IPUHLIMAIIBI paboThI
COBPEMEHHBIX
UH(POPMALIMOHHBIX
TEXHOJIOTUH U UCTIOJIb30BATh
UX JUIS pelIeHus 3ajad
npodeccroHanbHON
JeSITeTbHOCTH

OIIK-4.1 3Ha€T  OCHOBHBIE
MOHSTHUS u oTpeeneHus,
UCTOJb3yeMble B TEOPHH U
MPAKTUKE PUMCHCHHUS
MH(pOPMaIMOHHO-
KOMMYHHUKAITHOHHBIX
TEXHOJIOTUH B~ HAyke W
o0Opa3oBaHUH,

WH(POPMAIIMOHHBIE PECypChl U
0a3bl JaHHBIX B chepe HAyIHBIX
UCCIIEIOBAaHM U 00pa30BaHUU

3HaeT

OCHOBHBIE METOJBI W AaITOPUTMBI 3aIIUTHI
uHpOpMAMM B NPAKTHKE  IMPHUMEHEHUS
UH(POPMALIMOHHO-KOMMYHHUKALMOHHBIX
TEXHOJIOTUH B HayKe M OOpa30BaHUM, 3aLIUTHI
MH(POPMALIMOHHBIX PECypcoB U 0a3 JaHHBIX B
cdepe HayuHBIX HCCIICTOBAHNI

ymeeT

[IpuMeHATh METONBl M aJTOPUTMBI 3AIIUTHI
uHpopmaruu B nH(}OpPMAIMOHHO-
KOMMYHHUKAIIHOHHBIX TEXHOJIOTUSAX B HAayKe U
o0pa3oBaHuM, BBITIOJTHATH 3aIIUTY
MH(POPMALIMOHHBIX PEeCypcoB U 0a3 JaHHBIX B
cdepe HayuHBIX HCCIICTOBAHNI

BJ1ajieeT HABBIKAMHM

Bmagers  Meromamm  mporpamMMHUpPOBAaHUS
CPEICTB 3allUTHI uHpOpMaun B
UH()OPMAIIMOHHO-KOMMYHHUKAIIMOHHBIX
TEXHOJIOTUSIX B Hayke M  OOpa3oBaHHH,
BBITIOJHATH 3aIINTY MH()OPMaIMOHHBIX
pecypcoB u 0a3 JaHHBIX B cdepe HaydHBIX
HUCCIIeqOBaHUN

OIIK-4 CriocoOeH ITIOHUMATh
IIPHHIIAITBI paboThI
COBPEMEHHBIX
UH(GOPMAITMOHHBIX
TEXHOJIOTMI U UCII0JIb30BaTh
UX U1 pelIeHHs 3ajad
npodecCuOHATbHON
JIeITeIIbHOCTH

OIIK-4.3
pelieHus
npodeccnoHaTBEHOM
JeSITeIbHOCTH
WCTIOJIb30BaHUEM
MH(pOPMaIMOHHO-
KOMMYHHUKAITHOHHBIX
TEXHOJIOTUM M C  Yy4eToM
OCHOBHBIX TpeOoBaHMi
MH(pOPMAaIMOHHOM
0€e30MacHOCTH

HaBBIKU
3a1a4

UMEECT

3HaeT
OCHOBHBIE METO/IbI M AJITOPUTMBI OOECTIEUEHUS
MH(OPMaLOHHON 0€30MacHOCTH

MH(OPMALMOHHO-KOMMYHUKAIIMOHHBIX
TEXHOJIOTHH.

yMeer

[IpuMeHsATh OCHOBHBIE METOJBI M AITOPUTMBI
obecrnieueHns MHPOPMAIIMOHHOM 0€30MacHOCTH
MH(pOPMaAITMOHHO-KOMMYHHKAITMOHHBIX
TEXHOJIOTHUH.

BJajieeT HABbIKAMHU

[TporpammupoBaHus CpeAcCTB 3alIUTHI
uHpopmaruu IS oOecrieueHns
MH(POPMALIMOHHOM 6e30macHOCTH

MH(pOPMAIMOHHO-KOMMYHHKAITMOHHBIX
TEXHOJIOTUH.

3. Yka3anue MecTa JUCHHMILIMHBI (MOYJIs1) B CTPYKTYpe 00pa30BaTe/IbHOM IPOrPaMMBbI

Hannas pucuuiuiiHa (MoAyib) BkimrodeHa B brok «Jlucumnnunel, moxynu» b1.0.16 ocHoBHOIM
npodeccnoHaabHON oOpa3oBarenbHOi mporpammbl 01.03.02 TlpuknagHas mateMaTHka U MHPOpPMATHKA U
OTHOCHTCSI K 00s13aTEIFHOM YaCTH y4eOHOTO TUTaHA.

Ne peiects N — Kox n HauMeHOBaHUE MHIMKATOPA
n/m pelt yrotie et JOCTHKEHUS] KOMITETCHITUT
1 [AnaropuT™MBI U aNTOPUTMUYECKUE SI3BIKU YK-1.1, OIK-2.2, OIIK-2.3, OIIK-
4.2, OIIK-5.1, OIIK-5.2
2 |OcHOBBI KHOEPHETHKH U TeOpHs rpadoB OIIK-1.1
3 |lIpakTHKyM IO MPOTrPaMMHPOBAHUIO OIIK-2.2, OIIK-4.1, OIIK-4.2




ANTOPUTMBI U aJITOPUTMHUUYECKUE S3BIKU

3HATh

— OCHOBBI IPOTPaMMHUPOBAHUS,

BJIAJICTh:

— OCHOBHBIMH NPHUEMaMU pabOTHI HA KOMIIBIOTEPaxX C MPHUKJIAIHBIM IPOTPAMMHBIM 00€CIICUEHUEM.

OcHOBBI KHUOEPHETHKH U TEOpHUs IpadoB

3HATh:

- OCHOBHBIE IIOHATUS M METOAbl TEOpUH TIpadoB UCHONb3YsSd COBPEMEHHbIE TEXHOJIOTUU
IIPOrpaMMHUPOBAHNS;

YMETh:

- UCTIOJIH30BATH TEXHOJIOIUU POTPAMMHUPOBAHUS JUIS PELICHUS 3a]1ad TEOpUu rpados;

BJIAJICTh!

QITOPUTMaMH TEOPUH T'padoB Ui OLEHKHU, PEIICHH U aHaIn3a KOHKPETHBIX 3a]1a4, BOSHUKAIOIINX B
poecCUOHATILHOMN 1EATEIbHOCTH.

[TpakTHKyM 10 IPOrpaMMHUPOBAHUIO

3HATH:

- 0011Me NPUHIUIIBI TIOCTPOECHUS BBIYUCIUTENBHBIX aITOPUTMOB;

YMETh:

- IPOBOJUTH pa3pabOTKy U aHAIM3 AJITOPUTMOB Ha OCHOBE COBPEMEHHOI'0 MaTeMaTHYECKOI0 anmnapara;

- IPOrPAaMMHUPOBATh AJITOPUTM, UCIIOJIb3Ysl CPEACTBA A3bIKa BBICOKOTO YPOBHS;

BJIQJIETh!

- METO/1aMH [TPAKTUYECKOTO MCII0JIb30BAaHHSI COBPEMEHHBIX KOMIIBIOTEPOB /Il 00pabOTKH HHPOpMALIUU
1 OCHOBaMU YHCJIEHHBIX METOJ/I0B PELICHUS MHXKEHEPHBIX 3a/1a4.

Ne Mocie A — Konx u HauMeHOBaHME HHIUKATOPA
n/m AyIOHIHE et JIOCTHKEHUS] KOMITIETEHIIUU
1 |IIporpammupoBanue ans MaTtepuer OIIK-4.1, OIIK-4.2, OIIK-4.3
2 |Kpunrorpadus OIIK-4.2, OIIK-4.3
3 Hayuno-uccnenoBarenbckas pa60Tei (monmy4yeHne MEePBUYHBIX VK-1.1, VK-1.3, TTKC-4.1, TIKC-4.3
HaBBIKOB HAYYHO-UCCIIEI0BATEIILCKONW PA0OTHI)

4. O0beM AUCHUIUIMHBI (MOAYJIS) B 3a4eTHBIX €AUHUIAX C YKA3aHHEM KOJHYECTBAa aKaJeMHYeCKHX
YacoB, BbIIeJEHHBIX HA KOHTAKTHYIO padoTy o0y4amlmMxcsi ¢ nmpemnojaaBaresieM (M0 BUIAAM y4eOHBIX
3aHATHH) U HA CAMOCTOSATEIbHYI0 Pa0oTy 00yUYaromuxcst

Cemectp
W3 Hux yacel Ha
Bun yueOHolt paboThl Beero MPaKTUYECKYIO
Hacos TMOATOTOBKY 3
KoHTakTHas padora 64 64
Jlexmmonnbie 3ausaTus (JIek) 32 0 32
JlaGoparophsie 3ausTus (J1ad) 32 0 32
Muast kouTakTHasi paboTa, B TOM YHCJIe: 0,25 0,25
KOHCYJIBTAIINH 110 KypCOBO# paboTe (ITPOEKTY),
KOHTpOJbHBIM paboTtam (PI'P)
KOHTaKTHas paboTa Ha aTTecTaluio (caaJa 3a4era,
3a4eTa ¢ OICHKOH; 3allluTa KypCOBOMW pabOTHI
(mpoexTa); cmaya KOHTpOIbHBIX padot (PI'P))
KOHTaKTHas paboTa Ha aTTeCTAl[MI0 B CECCHUIO 0.25 0.25
(KoHCYNBTAIS TTepes SK3aMEHOM U c/1avya ' '
Yacel Ha KOHTPOJIb 8,75 8,75
CamocrositensHas pa6ota (CP) 35 35
OO0miast TPy10eMKOCTh TUCHUILITUHBI (MOIYJIs1)
yacel:| 108 108




3avernpie equnmnpi:| 3| [ 3 |

5. Conep:kanue MUCHMIUVIMHBI (MOXYJisl), CTPYKTYPHMPOBaHHOe MO pa3xejaM (TeMaMm) ¢ yKa3aHHeM
OTBE/ICHHOT0 HA HUX KOJIMYeCTBA aKA/IeMHYeCKHX YACOB M BUAOB YU4eOHbIX 3aHATHH
5.1. TemaTuueckuii MiaH JUCLHUILIMHBL (MOJTYJIs)

KonTakTHast padoTa (110 yueOHBIM
3aHATHSIM), Yac. Kon
WHAUKATOP

KILUHA II P Bcer a
Tlekt, 3 1 CP cero, IIOCTHKEHU

qac.
Aa
U3 HUX Ha 13 HUX Ha U3 HUX Ha
IpaKTH- MIPaKTH- IpaKTH- KOMIICTCHIT
BCEro | 4YecKkyro | Bcero | deckyio | Bcero | yeckyro nu
MOATO- HOAro- MOATO-
TOBKY TOBKY TOBKY

Ne Pa3nensl nUCHUILINHEL

Cemectp

1. |1 pa3men. Uctopus

MH(POPMALMOHHOM
0€30MacHOCTH ¥ 3aLIUTHI
nHbOopMauu

Hctopusi pa3BuTHA METO/OB
3aIUATEI uH(pOpMAaIUH.
Obecrnieuenue CBOICTBa
nHpOpMaIHu:
KOH(UICHIIMATBHOCTH,
LIE€JI0CTHOCTH, JIOCTYITHOCTH.
Kpunrorpadguueckue meToab
3amuThl nHGopManuu. Metoabl
ACUMMETPUYHOTO u OIK-4.1
1.1 |cummerprunoro  mmdposanms| 3 [ 1 1 1 3 OITK-4 3’
TUISE obecrnieueHus '
KOH(PHUACHIIMAITBHOCTH
uHpopMaluu. MeTtoapl
o0ecrnieueHus LEJIOCTHOCTHU
uHpopManuu Ha OCHOBE
ACUMMETPUYHOU
Kpunrorpaduu.
buomerpuueckue METOBI

RATTITIATLY TXUI]’\{\Y\Y\/TQYYYJTJ

2. |2 paznen. Xom-¢pyakum.

JlaimxecTsl COOOIIEeHHI

Maremartuueckue

OJIHOCTOPOHHHE (QYHKIMH U
KpUnrorpapuueckue XD3II-
GbyHKIUH. Hcropus
IIPUMEHEHHUS X21I-(PYHKIHUH.
ANTOPUTMBI BBIYHCIEHUAX X3II OIIK-4.1,
-pyHKIUI. Kpurepun OIIK-4.3
YCTOMYMBOCTH  X3UI-(QYHKIUH.
Y CTOWYNBOCTD K KOJUIM3UAM U K
nmpooOpazam. ANTOPUTMBI
MessageDigest. Kiacc
MessageDigest, mosst # METOIBI.

2.1.

3. |3 pasaen. MAC-kozpl,

MMHUTOBCTABKU COOOIIEHUI




3.1.

Henocratku X3UIMPOBAHUS.
Komsl ayTeHTU(UKAINH
COOOIIIEHHH,
YCOBEPILIEHCTBOBABIINE
X3UIMPOBAHHUE. AJITOpUTMBI
MAC: aiaroput™M TreHepauuu
KJIFOYEH, aJIrOpUTM MOJIKCH,
IrOpuT™M IMpoBepku. OTinuue
MAC ot uudpoBbIX MOIAIUCEH.
Knacc MAC, I'enepanus
KJIIOYCH, BBIIIOJIHCHUE Hu
nnorenka MAC-kona.

OIIK-4.1,
OIIK-4.3

4 pazzaen. Lludposeie noanucu
co001IeHN

4.1.

CpoiicTBa 1M(POBOH MOIIUCH:
LEJIOCTHOCTD, aBTOPCTBO,
HEOTKa3yeMOCTh  COOOIICHUH.
CummerpudHas u
aCHMMeTpUYHAs cxema
uppoBoi MOJIMTUCH.
ANTOPUTMEI, IPUMEHSIEMBIC IS
U(GPOBBIX MOAMUCEH: aITOPUTM
DSA, amroputm RSA wu
anroputM  SHA.  Tlpumepsr
reHepanuu  kimouen.  Kitaccsl
renepanuu kirouend III, kmacc
1 poBoi MOJIIHACH,
MpPUMEHEHUE

KpUNTOTrpapUUecKuu  CTOMKOTO

reuenaTana TTCTT

OIIK-4.1,
OIIK-4.3

5 paznen. Ludpossie moanucu
00BEKTOB

5.1.

Tunel  KOJUIEKIIMHA ~ JAHHBIX:
MacCHUBBbI, CIUCKH, MHOXECTBA,
TaOJINLBI, KapThl (OTOOPAXKEHUS).
AJTOPUTMBI JOCTYTA K 00bEKTaM
KOJUIEKI[MK: TI0 MHAEKCY, IO
X3II-KOAY, Mo JiepeBy. OOBEKTHI
kosutekiui. [{udpoBsie moamnucu
oobekToB. Kmace SignedObject,
MTO3BOJISFOILIMIA C03/1aBaTh
MOANNCAaHHBIE OOBEKTHI,
npeoOpa3oBaHHbBIC B
MOCJIEI0BATEIbHYIO dbopmy.
Coznanue u IIPOBEpKa
U (poBbIX NMoANHUceld 00BEKTOB

OIIK-4.1,
OIIK-4.3

6 paznen. [lludposanue c
OTKPBITBIM KITFOUOM




6.1.

[udpoBanre coobmeHuit C
OTKPBITHIM KITFOYOM o
anroputmy RSA. JloctonHCcTBa 1
HEJOCTAaTKH  aCHMMETPUYHOTO
mudpoBanus. [Ipobiema HU3KOM
ckopoctd  anroputMa  RSA
[Tpumenenue RSA st co3nanus
U(POBBIX KOHBEPTOB W IS
mudpoBaHus CCaHCOBBIX
kmoverd. Cxe-mMa mudpoBaHUS
CCaHCOBBIX KITIOY e c
HCIIOJIb30BaHUEM METOJIOB
KJacca Cipher. Coznanue
IIOTOKOB B IIporpamme Java Juis
G poBaHUSL.

OIIK-4.1,
OIIK-4.3

7 pazgen. CuMMeETpUYHOE
muQppoBaHue

7.1.

ANTOPUTMBI CUMMETPUIHOTO
mudpposanus DES, 3DES, AES.
Anroputm Blowfish.
AnroputMbl  komnaHuu  RSA
Security. Pexumbl  0J104HOTO
1 poBaHUs: «QIEKTPOHHAs
KHUTa», «CHEIUIeHHe OJIOKOB
mUGPOTEKCTaAY, «oOparHas
CBSI3b MO IHUQPPOTEKCTY» U
«obpaTHas CBSI3b o
BbIXOY».IIpuMeHeHne BekTopa
WHUIMATA3AIAH. Anroputm
JIOTIOJIHEHUSI OJIOKOB B OJIOYHOM
mUQppoBaHUU. Knaccst
KeyGenerator, SecretKey,
SecureRandom, Cipher.

OIIK-4.1,
OIIK-4.3

8 paznen. Konuposanue Base-
64

8.1.

Konuposanue Base-64.
Konuposanue ASCII,
MpE/ICTaBJICHHEe CHUMBOJIOB 7
OUTOB, 33 YIPaBIISIOLIUX
CHUMBOIIA, MpeJICTaBICHHE
3amupOBaHHBIX JTAHHBIX.
dopmar Base64 TS
npeoOpa3oBaHUs
MOCIIe0BATENHPHOCTH 0aliTOB B
dbopmaT 1o ocHopaHu0 64

OIIK-4.1,
OIIK-4.3

9 paznen. CormnacoBanue
KJIFOYEn




9.1.

[IpoTokon COTJIACOBAHUS
KJIIOYEed Kak HMHCTPYMEHT Java
Cryptography Architecture
KJIACCOM KeyAgreement.
YcraHoBka OJIMHAKOBOT'O
KpUNTOrpapuyecKoro KoY Jyis
HECKOJIBKUX CTOPOH 6e3
nepenayu CEKpPETHON
UHpOpMaLUU MEXIY
CTODOHAMHU.

OIIK-4.1,
OIIK-4.3

10.

10 pazaen. XpaneHue Kirouen

10.1

XpaHeHue KIo4ei. XpaHWwInIe
KITFOYei (KeyStore).
HNoxymenrtamust  JCA, pazgen
"KeyManagement”. APl s
paboThI C XpaHUITUIIIEM KITIOUEH.

OIIK-4.1,
OIIK-4.3

11.

11 paznen. CoKeTsI 151 CETEBBIX
KOMMYHUKaUN

11.1.

Crpykrypa cokeroB Windows u
KJIACCHI COKETOB Java.
[Tpobaembr 0e30MacHOCTH
CETEBBIX KOMMYHHKAITHH.
Anpeca u noptsl. CkaHUpOBaHHE
HIOPTOB JUIS IOUCKA YSI3BUMOCTEH
KOMITBIOTEPA.

OIIK-4.1,
OIIK-4.3

12.

12 paznen. CokeTsl it
nepeaayuu MakeToB IaHHbBIX.

121

Kitacenr JedTarpaMMHBIX
cokeToB. Co3llaHue KIMEHTOB U
CEpBEPOB IS Iepejauu aKeToB
JIAHHBIX

OIIK-4.1,
OIlK-4.3

13.

13 paznen. CokeTsl 11
nepeaadr MOTOKOB JTaHHBIX

13.1

Krnaccel TMOTOKOBBIX COKETOB.
Co3naHue KIMEHTOB U CEPBEPOB
JUIs TIepeJjauyd TIOTOKOB JAaHHBIX.
MHoronorouHsle napauieabHble
CEpPBEPBI.

OIIK-4.1,
OIlK-4.3

14.

14 paznen. bezonacHocTh
Nepeaur MaKkeToB JIaHHbBIX

141

WNnentudukanus KJIUEHTOB.
3ammTa NOakKeToB JaHHBIX U
HCITOJIb30BaHUE METOJIOB
ACUMMETPUYIHOTO it
CHUMMETPHYHOIO ITH(PPOBAHHUSL.

OIIK-4.1,
OIIK-4.3

15.

15 paznen. bezonacHocTh
nepeaayn MMOoTOKOB JaHHBIX

151

besonacHoCTh nepeaadn
IIOTOKOB JaHHBIX

OIIK-4.1,
OIlK-4.3




16.

16 paznen. be3omacHbie COKETHI

u SSL-nipoToko

16.1

N3yuenune
pean30BaHHBIX a
IIPOTOKOIIE.
KJIMEHTOB U CEPBEPOB.

CTaH/IapTOB,

Co3nmanune

SSL-
SSL

OIIK-4.1,

11 1 onk-43

17.

17 pazpen. 3amura

uH(popMaluu B 6a3ax JaHHBIX

171

HIudpoBanre W X>IMIUPOBAHHE
JIOCTYyTIA,

JIaHHBIX, KOHTPOJIb
JICTATLHBIN ayJIuT

OIIK-4.1,
OIIK-4.3

18.

18 pazaen. KontpoJib

18.1

3ayeT ¢ OLIEHKOH

OIIK-4.1,
OIlK-4.3

5.1. Jlexuuu

No

/o

HaumenoBanue paznena
U TEMBI JIEKIIUI

HanmeHoBanue u KpaTKOC COACPIKAHUC JIGKIII/Iﬁ

Hcropus pasButus
METOIOB 3aIlUTHI
uH(pOpMaLIUH.
Obecneuenue cBoiicTBa
uHpopMmanuu:
KOH(UICHIINAILHOCTH,
LIEJIOCTHOCTH,
JIOCTYITHOCTH.
Kpunrorpaduueckue
METO/IbI 3aILUTHI
uHpopmanuu. Metosl
ACUMMETPUYHOIO U
CUMMETPUYHOTO
muppoBaHus s
obecrieyeHus
KOH(PHUACHITMATIBHOCTH
uHpopmanuu. Metos
o0ecrnieuyeHus
L[EJIOCTHOCTH
uH(pOpMaliu Ha OCHOBE
ACUMMETPUYHOU
KpunTorpaduu.
buomerpuyeckue
METO/IbI 3aIIUTHI
uHpOpMaLUH.

OO6ecneyeHue cBoicTBa HH(PpOpMaIUK: KOHPUICHIMAIBHOCTH, IIEJIOCTHOCTH,
JIOCTYITHOCTH.

Kpunrorpaduueckue METOJIBI 3aIIUTHI nHpopMaIuu. MeTtobl
ACUMMETPUYHOTO W CHUMMETPUYHOTO IU(pPOBaHUA JJisi OOECICUCHUS
KOH(pHUACHIMAIBHOCTH WHMOpMauu. MeToabl 00ecredeHUsT IEIOCTHOCTH
uH(pOpMaIlMK HA OCHOBE aCHMMETPUYHON Kpumrorpaduu. buomerpudeckue
METO/IbI 3aIIUTH HH(OPMAITUH.

Maremarnueckue
OJIHOCTOPOHHHE
GyHKIMH |
KpUnrorpapuueckue
xau-¢pyHkiun. Mcropus
IPUMEHEHHUS X311~
GyHKIUI. ATTOPUTMBI
BBIUMCIICHMSIX X311~
¢bynkuit. Kpurepuu
YCTOMYMBOCTHU X311~

MaremaTtuyeckue OJHOCTOPOHHUE (QYHKIMM U KpUOTOrpaduyecKkue Xdui-
byHKINN.

Hctopuss nmpumeHeHus X3u-QyHKIUH. AJNTOPUTMBI BBIYUCICHUAX X3UI-
¢ynkuuii. Kputepun ycToWYMBOCTH X3II-QYHKUMH. YCTOHYMBOCTH K
KOJUTM3UAM ® K TpooOpasam. Anroputmbl MessageDigest. Kiace
MessageDigest, 1ot 1 METOIBI.




GyHKIHHA. Y CTOMYHBOCTD
K KOJUIU3HUSAM U K
nmpooOpazamM. AJITOPUTMBI
MessageDigest. Knacc
MessageDigest, moss u

METO/JIbI.
Henocratku HenocraTku x31mmpoBaHus.
xammpoBanus. Koael  |Koasl ayreHTHGHKAIIMKU COOOIIEHH, YCOBEPIIEHCTBOBABILNE X3UIMPOBAHUE.
ayTeHTU(UKaUU Anroputmbl MAC: airopuTM TreHEpaluy KIHO4Yed, aaropuTM IOJIHUCH,
COOOIICHUH, anroputm npoepku. Otanune MAC ot nudposbeix noanuceit. Kimacc MAC,
ycoBeplleHcTBOBaBLIMe (['eHepanus Kitode, BoinoaHeHue u nposepka MAC-kona
X3IIUPOBAHHUE.
Anroputmsl MAC:

ITOPUTM I'€Hepanuuu
KJIIOYEH, aJITOPUTM
MOAMMCH, AITOPUTM
nposepku. OTiinune
MAC ot nudpoBbIx

noanucei. Kimacc MAC,

['enepanus kirouen,

BBITIOJIHEHHE U MTPOBEPKA
MAC-kona.

CaoiicTBa 1TuppoBOi
HOJIUCH: LIEJIOCTHOCTD,
aBTOPCTBO,
HEOTKa3yeMOCTh
COOOILIEHUN.
CummerpuyHas u
acUMMETpUYHAas cXeMa
M (ppoBOI OAMUCH.
ANTOpUTMBI,
MPUMEHSIEMBIE JUTST
UG POBBIX MOANHUCEH:
anroput™ DSA,
anroput™ RSA u
anroput™m SHA.
[Tpumeps! renepanuu
xirouen. Kitacesr
reHepauuu kimrouen LI,
KJacc udpoBoit
HOJIHCH, TPUMEHEHNE
KpUnTorpagpuueckuu

CTOMKOT0 reHeparopa
TICTT

CpoiicTBa 1n(poBOil MOAMMCHU: LEIOCTHOCTb, aBTOPCTBO, HEOTKA3yeMOCTb
COOOIICHUH.

CummeTpuyHas 1 aCUMMETpUYHAsA cXeMa HU(POBOH NOANUCH. AJITOPUTMBI,
npuMeHsiemMble 11 nupoBbIX noanuceii: anroputM DSA, anroputv RSA n
anroput™ SHA. Ilpumeps! reneparnuu kirodeid. Kitacesl renepanun kiroueit
L1, xknacc uudpoBoii MOANKCH, TPUMEHEHHE KPUITOTPAPHUECKUN CTOMKOTO
re"eparopa IICIIL.

Tune! xoyIeKIuit
JTAHHBIX: MacCHBBI,
CIIMCKH, MHOYKECTBA,
TaOJINLIBI, KApTHI
(oToOpaxeHus).
ANTOpUTMBI 10CTyMA K
00BEKTaM KOJIIEKIHIA: 1O
UHJEKCY, 0 X3II- KOy,
o nepeBy. OOBEKTHI
KOJUIEKIIUH.

Turbl KOJIEKINI JaHHBIX: MACCUBBI, CIIUCKHA, MHOXKECTBA, TaOJIMIIbI, KAPTHI
(oToOpaxkeHus).

AJTOPUTMBI IOCTyTA K 00BEKTaM KOJUICKITHIA: 110 HHIEKCY, TI0 X3II-KOIY, MO
nepeBy. OOwekTsl Kosutekiuid. I{udposeie moamucu o6bexToB. Kiacc
SignedObject, mosBosstromMii  co3maBaTh  MOANMHMCAHHBIE  OOBEKTHI,
npeoOpa3oBaHHbIE B TOCIeA0BaTebHYIO (popmy. Co3maHue W TpOBEpKa
UG POBBIX MOANUCEH 0OBEKTOB.




[udpossie moanucu
o0nekToB. Kitace
SignedObiject,
MO3BOJISIOIINHN CO3/1aBaTh
MOAIIMCAHHbIE O0BEKTHI,
npeoOpa3oBaHHBIC B
MOCIIE0BATEIHHYIO
dbopmy. Coznanue u
poBepKa HUPPOBBIX
noJnrceld 00bEKTOB

HIudposanue
COOOIIEHUH C OTKPBITHIM
KIIFOUOM 10 JITOPUTMY
RSA. JlocrouncTBa u
HEJOCTaTK!
ACUMMETPUYIHOTO
mmdposanus. [Ipobiema
HU3KOH CKOPOCTH
anroputma RSA
[Tpumenenune RSA st
co3aHus TU(POBBIX
KOHBEPTOB U ISt
mm(poBaHUs CEaHCOBBIX
kiroue. Cxe -mMa
mmdpoBaHUs CEaHCOBBIX
KJIIOUEH ¢
HCIIOJIb30BaHUEM
metomoB kiaacca Cipher.
Co3zanue MOoTOKOB B
nporpamme Java s

[IudpoBanue cooOMEHNH ¢ OTKPHITHIM KIIFOUOM IO alroput™My RSA.
JIOCTOMHCTBA M HEIOCTAaTKH acUMMeETpuuHOro mudposanus. [Ipobiema
HU3KOM ckopoctu anroputMa RSA Tlpume-nenne RSA s co3nanust
U(PPOBBIX KOHBEPTOB M Il MIM(POBAHUS CEaHCOBBIX Kitodend. Cxe-ma
mr(poBaHUs CEAHCOBBIX KIIFOUEH ¢ MCIIOIb30BaHUEM MeTo10B Kiacca Cipher.
Co3naHue MoToKOB B mporpamme Java Juist mugpoBaHus.

mudpoBaHus.

Anroputmbl cummerpuanoro mudposanus DES, 3DES, AES.
AJTOpUTMEI Anroputm Blowfish. Anroputmer kommanuu RSA  Security. Pexxumbr
CHMMETPHUYHOTO 0709HOTO MHM(POBAHMS: <«BJICKTPOHHASI KHHUTA», «CIEIUICHHE OJOKOB

mmpposanus DES,
3DES, AES. Anroputm
Blowfish. Anropurmsl
kommanuu RSA Security.
Pexumbl 61104HOTO
mppoBaHUS:
«OIEKTPOHHAs! KHUTA,
«cuernyeHne 0JI0KOB
mmdpoTekcTay,
«obpatHas CBs3b 11O
MU PPOTEKCTY» U
«obpatHas CBs3b 1O
BeIXOAY».[I[puMeHeHme
BEKTOpa MHUIIUATN3AIIH.
AJTOPUTM JOTIOHEHUS
0JIOKOB B OJI0YHOM
mdpoBanuu. Kiaccor
KeyGenerator,
SecretKey,

mUPPOTEKCTa», «0OpaTHAs CBA3b MO MHU(PPOTEKCTY» U «oOpaTHas CBS3b IO
BEIXOAY».[I[puMeHeHNEe BEKTOpa HWHHIMATH3AIUN. AJTOPHTM JOIOJHECHUS
o6moxoB B Onmounom mmmdpoBanun. Kmaccer KeyGenerator, SecretKey,
SecureRandom, Cipher.




SecureRandom, Cipher.

KomupoBanue Base-64.
Komuposanue ASCII,
IIPEJICTaBICHHE
CHMBOJIOB 7 OMTOB, 33
VIPABIISAIONIUX CUMBOJIA,
MIPEJICTaBICHHE
3amuPOBAHHBIX
nanabix. @opmat Base64
VIS TPEOOpa3OBaHUS
MIOCJICA0BATEILHOCTH
OaiiToB B hopmar 1o
OCHOBaHMIO 64,

Konuposanue Base-64.

Komuposanue ASCII, npencraBnenre cuMBOJIOB 7 OMTOB, 33 yIpaBIIsSIONINX
CUMBOJIa, TIpeAcCTaBicHUE 3amupoBaHHbIX AaHHBIX. Dopmar Base64 s
npeoOpa3oBaHus MOCIe-10BaTEILHOCTH 0aiiTOB B popMaT 1Mo OCHOBaHUIO 64.

IIpoTokon coriacoBanus
KJIF04el KaK MHCTPYMEHT
Java Cryptography
Architecture kimaccom
KeyAgreement.
VYcTaHoBKa OAMHAKOBOTO
KpUNTOrpaguueckoro
KJII0Y [T HECKOJIbKUX
CTOpoH 0e3 mepeayn
CeKpeTHO! MH(pOpMaLuu
MEXJly CTOPOHAMH.

ITpoTokon cormacoBaHus Kiaroued kak uHCTpymMeHT Java Cryptography
Architecture.
Kimaccom KeyAgreement. YcraHoBKa OAMHAKOBOT'O KPUITOIPAPUUIECKOTO
KITIOY JJTs1 HECKOJIBKUX CTOPOH 0e3 Tmepenaun ceKpeTHOW HH(pOpMaIi MEXTY
CTOpOHaMHU.

10

XpaHeHUE KITIOUECH.
XpaHunuuie KiIdyen
(KeyStore).
JoxymenTarus JCA,
pazzen
"KeyManagement"”. API
U1 paboThI C
XPaHUJIHIIEM KITIOYCSH.

XpaHeHue KIHYeHn.

[Mporokosn cormacoBaHus Kiwo4el kak HHCTpyMeHT Java Cryptography
Architecture.  Kmaccom  KeyAgreement.  YcrtaHoBKa  OJAMHAKOBOTO
KPUITOrpauyYecKoro K4 JJIi HECKOJbKMX CTOPOH 0e3 mepenadu
CEKpeTHOW MH(OpMALINU MEX/y CTOPOHAMH.

11

CTpyKTypa COKETOB
Windows u knaccsl
coketoB Java. [Ipobiemsl
0C30IMaCHOCTH CETEBBIX
KOMMYHUKauid. Anpeca
1 opThl. CKaHUPOBaAHHE
MTOPTOB JIJIS TIOUCKA
YS3BUMOCTEU
KOMITBIOTEpA.

CtpykTypa cokeroB Windows u kiacchl COKeTOB Java.
[Tpobnembl 6€30maCHOCTH CETEBBIX KOMMYHUKaIMH. Anpeca M TOPTHI.
CkaHupoBaHHE MOPTOB JJIs1 TOMCKA YA3BUMOCTEN KOMIIBIOTEPA.

12

Kitaccel neirarpaMMHBIX
cokeroB. Co3gaHue
KIIMEHTOB U CEPBEPOB
JUTSI TIEpEe/Iauyl TIAKETOB
JTAHHBIX

Knaccel neiitarpaMMHBIX COKETOB.
Co3nanue KIMEHTOB U CEpBEPOB JIs NepeAaun MaKeTOB JAHHBIX.

13

Kitaccel TOTOKOBBIX

Knacchl MOTOKOBBIX COKETOB.




coketoB. Co3manue
KJINEHTOB U CEPBEPOB
JUTSI TIEpeIavil TIOTOKOB
JAHHBIX.
MHOronoTo4YHkIe
napajuieIbHbIE CEPBEPHI.

Co3gaHue KIMEHTOB M CEpBEPOB Uil MEpeAadyd IOTOKOB JIaHHBIX.
MHoronoTo4Hbsle nNapauieibHbIe CEPBEPHI.

Nnentuduxarnus
KJIIMEHTOB. 3aIura
[MAKETOB JAHHBIX U

WnenTudukanms KINEeHTOB.
3amuTa NaKeTOB JAHHBIX U HCIOJb30BAHUE METONOB aCUMMETPUYHOIO U
CUMMETPUYHOTO MHU(POBAHUSL.

14 | ucnonp3oBaHHE METOOB
ACHMMETPUYHOTO U
CUMMETPUIHOTO
muGpoBaHUSL.
be3onacHOCTh niepeayy MOTOKOB IaHHBIX.
15 BesonacHocTs nepenaun (Obecnedenne 6€30MaCHOCTH HEPEIadn MOTOKOB JAHHBIX B IIPOBOJHBIX U B
MOTOKOB JTAHHBIX OecripoBoHBIX ceTsiX. [lIndpoBaHue JaHHBIX ¢ UCTIOIB30BAHUEM OJIOUHBIX U
MOTOKOBBIX MIH(POB.
W3yuenne crangaproB, |be3zomacHsie SSL coketsl cepepa
peann3zoBaHHbIX a SSL- |M3ydyeHue cranmaptoB, peanu3oBaHHbIX a SSL-mpotokone. Co3zganue SSL
16 | mporokoise. Co3ganue |KIMEHTOB U CEPBEPOB.
SSL xnreHToB u
CEpBEPOB.
[Indposanue u [udpoBanre W XAMIMPOBAHHME MTAHHBIX, KOHTPOJb JOCTYIA, IETAIbHBII
17 XOMIMPOBAaHUE JAaHHBIX, |AYAHUT.

KOHTPOJIb JOCTYIIA,
JIETAJIbHBIA ayJUT

3amuTa 0a3 JaHHBIX, MM(PPOBAHUE M XJIIMPOBAHUE, KOHTPOJb JOCTYIIA,
JeTajIbHbIN ayuT.

5.2. JJaGoparopubie paboThI

Ne
/o

HaumenoBanue pasnena
U TeMbI J1a0OpaTOPHBIX
paboT

HanmenoBanue u COJCPpIKaHnC na60paT0pHHx pa60T

Hcropus pasButus
METO/IOB 3aIIUTHI
uH(pOpMaLIUH.
Obecneuenue cBoiicTBa
uH(popMauu:
KOH(HIEHIIMATBHOCTH,
LIEJIOCTHOCTH,
JOCTYITHOCTH.
Kpunrorpaduueckue
METO/bI 3aIUTHI
nHpopmanuu. MeToap
ACUMMETPUYHOTO U
CUMMETPHUYHOTO
mudpoBanus A1
o0ecrnieueHus
KOH(HIEHIINATILHOCTH
nHopmanuu. MeToapt
obecrieyeHus
L[EJIOCTHOCTH
UH(OPMALIMU Ha OCHOBE
ACUMMETPUYHOU
Kpunrorpaduu.

Hamnmcanwue, otnaaka u BelmoigHeHue mporpammsel mudpa Lezaps.
Hanucanue 1 BbIIOTHEHUE TPOTPAMMBI.




buomerpuueckue
METO/IbI 3aLUTHI

uHpOopMaLnu.
Hammcanne, oTaaka v BBIIOJTHEHHE IPOTPAMMBI JalKECTOB.
MaTeMaTHuecKie Hanwucanue 1 BBINOJIHEHHE IPOTPAMMBI.
OJHOCTOPOHHHE
GYHKIIUY U
KpHInTorpaguyeckne

xam-¢yHkiuu. Mcropus
NPUMEHEHHS X111~
GyHKIUH. ATTOPUTMEL
BBIYUCIICHHSIX XDIII-
¢bynkuunii. Kputepun
YCTOMYUBOCTH XOIII-
GyHKIMH. Y CTOWYUBOCTD
K KOJUTH3HSIM U K
npooOpazamM. AJITOPUTMBI
MessageDigest. Kiacc
MessageDigest, mosist u
METO/IBI.

Henocratkn
x3muposanus. Koasl
ayTeHTU(UKaIUN
COOOIIEHMH,
YCOBEpIIEHCTBOBABIIINE
X3LIMPOBAHUE.
Anroputmel MAC:
QITOPUTM T'€Hepaluu
KIIFOYEH, aJITOPUTM
MIOAINCH, AITOPUTM
npoBepku. OTinune
MAC ot un¢poBbIx
noamucer. Kitacc MAC,
I'enepanus kiaroyen,
BBITNIOJTHEHHE U ITPOBEPKA
MAC-kona

Hammcanme, oTiaaka MAC-k0710B,
HMHUTOBCTABOK COOOIICHUI

Hamnncanve u BpIIIOJIHEHNE IPOrPAMMBIL.

n BBIIIOJTHECHHUEC IMporpaMmaI

CoiicTBa 1 poBoit
MOJIMUCH: LIEJIOCTHOCTb,
aBTOPCTBO,
HEOTKa3yeMOCTh
COOOIIeHUH.
CummeTpuyHas U
acCMMMETpUYHAs cXema
i poBOI MOAMHCH.
ANTOpPUTMBI,
MIpUMEHSIEMbIE JIJIS
UG POBBIX MOANHUCEH:
anroput™ DSA,
anroput™ RSA u
anroput™ SHA.
[Tpumeps! renepanuu
xirouen. Kiracebr
reHepauuu kirouen LI,
KJ1acc nudpoBoi

Hanucanmwe, ornaaka W BBINOJHEHUE MPOrpaMMbl IUGPOBON MOAMHUCU
COOOMLIEHUN
Hanucanue u BHIOTHEHHE TPOTPAMMBI.




MOJIUCH, TIPUMEHEHHE
KPUITOTpapUUECKUH
CTOMKOTO TeHepaTopa

I1CII.

Tyl KoJUIEKINI
JAHHBIX: MACCHBBHI,
CIIUCKHU, MHOXKECTBA,
TaOIUIIBI, KAPThI
(oToOpaxkeHus).
AJNropuTMBI 10CTYIA K
00BEKTaM KOJIJIEKIUH: TIO
UHJICKCY, TI0 X3III- KOy,
1o iepeBy. OOBEKTHI
kosuteknmid. [{udpoBeie
MOJMUCU OOBEKTOB.
Knacc SignedObject,
MO3BOJISIFOIININ CO37aBaTh
MOIMTMCAHHBIC O0BEKTHI,
peoOpa3oBaHHbIC B
MOCJIEIOBATEIBHYIO
¢dopmy. Coznanue u
poBepKa MUPPOBBIX
MoAnuceit 00bEKTOB

Hanwcanue, oTiagka W BBINOJHEHHE MPOrpaMMbl HU(POBOM MOAMKMCH
00BEKTOB
Hamnvcanue v BBITOJHEHHE TPOrPaAMMBI.

[MudpoBanue
COOOILIEHUH C OTKPBHITHIM
KITIOYOM I10 aJITOPUTMY
RSA. [loctouHcTBa 1
HE/I0CTaTKU
ACHMMETPUYHOTO
mmdposanus. [Ipobiema
HHU3KOW CKOPOCTH
anroput™Ma RSA
[Tpumenenne RSA st
cOo3/1aHusl LU(POBBIX
KOHBEPTOB U JIJIS
M1 (poBaHUS CEaHCOBBIX
kioueil. Cxe -ma
M1 (poBaHUS CEaHCOBBIX
KJIFOYEH C
UCIIOJIb30BaHUEM
meto 0B Kiacca Cipher.
Coznianue noTokoB B
nporpamme Java s

Hanucanwue, oTi1agKa v BBITIOJHEHUE MPOTPaMMBbI M POBaHUS COOOIICHHIA ¢
OTKPBITHIM KJITIFOYOM 10 ainroputMmy RSA
Hanucanue v BRITIOJTHEHHUE TPOTPAMMEL.

mudpoBaHus.
A Hamucanue, omiagka ©  BBIIOJHEHHE MPOTPaMMbl  CHMMETPUYHOTO
TOPUTMBI
Jirop mudposanms DES, 3DES, AES.
CHMMETPHYHOTO

nmdposanus DES,
3DES, AES. Anroputm
Blowfish. Anroputmbt
kommanuu RSA Security.
Pexumbl 65104HOTO
mudpoBaHus:

CTyaeHThI MUIIYT, OTJIAKUBAIOT U BBIMOJIHSAIOT IPOTPAMMBI 110 TEME 3aHSATHS,
YKa3aHHOM B paznene «TeMa TuCIUIIITUHBD.




«QIIEKTPOHHAsI KHUTa,
«cremnjieHne 0JIOKOB
mmdporekcTay,
«obpaTHas CBS3b 110
mu(poTeKcTY» U
«obpaTHas CBS3b 110
BbIXOYy».IIpuMeHeHue
BEKTOpa MHULIMAJIA3ALUH.
AJITOPUTM JOMOJIHEHUS
0JI0KOB B OJIOYHOM
mmdposanuu. Kinaccor
KeyGenerator,
SecretKey,
SecureRandom, Cipher.

KomupoBanue Base-64.
Komuposanue ASCII,
IIPEJICTaBICHHE
CHUMBOJIOB 7 OMTOB, 33
YIPaBJISIONIMX CUMBOJIA,
MIPEJICTaBICHHE
3amuPOBAHHBIX
nanabix. @opmar Base64
JUIS TPeoOpa3OBaHUS
MIOCIE0BATEILHOCTH
OaiiToB B hopmar 1o
OCHOBaHMIO 64.

Hammcannwe, oTnagka W BBINIOJIHEHHE TMPOTPAMMBbI
ocHOBaHuIo 64

CTyneHThI MUIIYT, OTJIAKUBAIOT U BBIIOJHAIOT IPOTPAMMBI 110 TEME 3aHATHUS,
yKa3aHHOU B pazzene «Tema AUCIUTUTMHBI.

KOOUPOBAHHUA 110

IIpoTokon coriacoBanus
KJIF04el KaK HHCTPYMEHT
Java Cryptography
Architecture kimaccom
KeyAgreement.
VYcTaHOBKa OAMHAKOBOTO
KpUNTOrpadguueckKoro
KITIOY [T HECKOJIBKUX
CTOpOH 0e3 neperauu
CeKpeTHO! MHpOpMaLuu
MEXy CTOPOHAMH.

HaHI/ICEIHI/IC, OTJIaJiIKa U BBIIIOJIHCHUC ITPOTpaMMBbI COI'NIaCOBAHUS KJII0UYeH
CTy,I[GHTI)I MMUIITYT, OTJIAXXUBAIOT U BBIIIOJHAIOT IPOTpaMMBI 11O TEME 3aHATHUA,
YKa3aHHOﬁ B pa3aciie «Tema JUCHHUITIINHBI».
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XpaHeHUe KIIIOYEH.
XpaHuiuie KIrdei
(KeyStore).
HoxymenTtarus JCA,
pazznen
"KeyManagement". API
Uit paboThI C
XPaHUJIHMIIEM KITIOYCSH.

HaHI/ICElHI/IC, OTJIalKa U BBIITOJIHCHUC TPOTPAMMBI COTJIACOBAHUA KJII04ei
CTy,ZI@HTBI IMUIIYT, OTJIAXXUBAIOT U BBIMIOJIHAIOT IPOTpaMMBbI 11O TEME 3aHATHUA,
y1(a3aHHOﬁ B pa3aciie «Tema JUCHUITIIUHBI».

11

CTpyKTypa COKETOB
Windows u knaccel
coketoB Java. [Ipobiemsl
0C30IMaCHOCTH CETEBBIX

HaHI/ICElHI/IC, OTJIaIKa U BBITIOJIHCHUC MTPOTpaMMBbI CETCBOT'O BBaHMOI[ef/'ICTBHH
CTYJIeHTI)I IMUIIYT, OTJIAXXUBAIOT U BBIMIOJIHAIOT IPOTpaMMBbI 11O TEME 3aHATHUA,
y1(a3aHHOﬁ B pa3aciie «Tema JUCHUITIIUHBI».




KOMMYHUKaIMi. Anpeca
u nopthl. CKaHUPOBAHKE
MOPTOB JIJIs1 TOUCKA
yS3BUMOCTEM
KOMITbIOTEpA.

Kitaccen! nevitarpaMMHBIX
cokeroB. Co3zanue

HaHI/IcaHI/Ie, OTJIagKa W BBIIIOJHCHHUE IIPOTIpaMMBbI ,Z[eﬁTanaMMHLIX COKETOB
CTYI[GHTBI MUIIYT, OTJIIA’)KUBAIOT U BBITIOJIHAIOT IIPOrpaMMBEI 110 TEMC 3aHATHA,
y1(a3aHHOﬁ B pasaciic «Tema JAUCHUITIIUHBI.

12 | KJIHMEHTOB W CEPBEPOB
JUIS TIepeiauM TAKETOB
TAaHHBIX
K18cChl TOTOKOBAIX Hanucanwe, oTiazka ¥ BBIIIOJHEHUE MPOTPAMMbI ITIOTOKOBBIX COKETOB.
coketos. Co3ziate CTy):[eHTbi MUIITYT, OTJIQKUBAIOT U BBIIOJHSIOT IPOrPAMMBI TIO TEME 3aHSTHS,
KIHEHTOB H CEPBEpOB yKa3aHHOH B pasjnene «Tema qUCIMIUTHHBIY.
13 | nns mepemaun mMOTOKOB
IaHHEBIX.
MHOronoTo4HbIE
MapajuIeNIbHbIC CEPBEPHI.

Venndukans Hanucanwue, oT/1a/ika U BBITOJIHEHUE MPOTrPaMMbl HICHTU(GUKALNS KJIMCHTOB.
KIHeHTOB. 3amuTa CTy,Z[eHTB{ MUIIYT, OTJIAXKUBAIOT U BBITOJIHSIOT IPOTPAMMBI 110 TEME 3aHSATHS,
[AKETOB AHHBIX 1 yKa3aHHOH B pasnene «Tema quCIUIUINHBD.

14 | ucmoab3oBaHH€E METOIOB
ACHUMMETPUYIHOTO U
CUMMETPUYIHOTO
mmdpoBaHus.
Hamucanwe, otnagka W BBIIOJHCHHE TPOTPAMMBI obecrieueHus
Be3omacHOCTE nepegayun |0€30MaCHOCTH IIOTOKOB JAHHBIX
15 MMOTOKOB JTAHHBIX CTyIeHTHI TUIIYT, OTJIQKUBAIOT U BBITOJHSIOT IPOTPAMMBI TI0 TEME 3aHSTHS,
yKa3aHHOMH B paznene «Tema TUCIUTUIUHBD.
Wzyuenue crannapToB, |Hammcanue, oTianka v BeIOJIHEHHE TporpaMMbl SSL-cepBepa
peasim3oBaHHbBIX a SSL- |CTyIeHTHI MUIIYT, OTIQKUBAIOT U BBITOJHSIOT IPOTPAMMBI TIO TEME 3aHSATHS,
16 | nporokomne. Coznanue |ykazaHHOU B pasneiie «Tema AUCIUTUTHHB.
SSL kiIneHToB u
CEpBEPOB.
[Indposanue u Hanucanue, oTnagka W BBINOJTHEHHE MPOTPAMMBI COEAMHEHHsS] C 0a3oit
17 | X°omWHMpOBaHHE TAHHBIX, JTaHHBIX.

KOHTPOJIb JOCTYyIIA,
JI€TalIbHBIN ayanuT

CTyaeHThl TUIIYT, OTIAKUBAIOT U BBINOIHAIOT IPOrPAMMBI 10 TEME 3aHATHUA,
yKa3aHHOW B paznene «TeMa quCuumInHb.

5.3. CamocrosTenbHas paboTa o

OyJarommxcs

No

/1

HaumenoBanue pasaciia
JAUCHUIIIIMHBI 1 TEMBI

CogeprkaHre caMOCTOSATETLHON pabOThI

Hctopus pa3BuTus
METOIOB 3aIlIUTHI
uHpOpMaLIUH.
ObecnieueHne cBOMCTBA
uHpOpMaLUu:
KOH(PHUICHIIMAITBHOCTH,
IIEJIOCTHOCTH,
JOCTYITHOCTH.

HcTous pa3BUTHS METOJIOB 3alIUTHI HH()OPMAIUH.
N3yuenue JIeKIMOHHOrO Marepuana. V3ydeHne MCTOYHHKOB JIUTEPATYPBHI,
cTaTe, MHTEPHET-PECYPCOB

Kpunrorpaduueckue




METO/IbI 3aIUTHI
uH(popMauu. MeTo b
ACUMMETPUYHOTO U
CUMMETPUIHOTO
muGpoBaHUS ISt
obecrnieueHus
KOH(UICHIIMATEHOCTH
uH(popMauu. MeTo bt
obecrnieueHus
[[EJIOCTHOCTH
nH(pOpMaILIUY HA OCHOBE
ACUMMETPUYHOU
Kpurnrorpadumu.
buomerpuyeckue
METO/IbI 3aIUTHI
uHpOpMaLnH.

MaremaTuueckue
OJIHOCTOPOHHUE
byHKIMH 1
Kpunrorpaduueckue
xam-¢yHkiun. Mcropus
MPUMEHEHHUS XDIII-
GyHKIUH. AITOPATMEI
BBIUMCIICHHSIX XDIII-
¢byukuuil. Kpurepun
YCTOHYHBOCTH X3III-
GyHKIMNA. Y CTONYMBOCTD
K KOJUTM3HSIM H K
npooOpazaM. AJITOPUTMBI
MessageDigest. Knacc
MessageDigest, moss u
METO/IBI.

MatemaTudeckue OJHOCTOPOHHHE (DYHKIMM W KPUNTOTPAPUUESCKHE XOIII-
GbyHKIUH.

Nzyuenune neknmonHoro marepuana. [loaroroBka k y1aboparopHoit padore.
W3yueHne HCTOYHUKOB JIMTEPATYPBI, CTATCH, HHTEPHET-PECYPCOB.

Henocratku
xammpoBanus. Koabl
ayTeHTU(UKALUU
COOOIIEHNH,
YCOBEPILIEHCTBOBABLINE
X3IIMPOBAHHUE.
Anropurmel MAC:
AITOPUTM TE€HEepaluu
KJIIOUEH, allTOPUTM
MOJTHUCH, AJITOPUTM
nposepku. OTinune
MAC ot ungpoBbix
noamuceit. Kimacc MAC,
I'enepanus kimouei,
BBITNIOJIHEHUE U ITPOBEPKA
MAC-xona

PaGora c nureparypoit
Nzyuenune neknmonHoro marepuana. [loaroroBka kx y1abopatopHoit pabdore.
W3ydeHne NCTOYHUKOB JIUTEPATYPHI, CTaTel, HHTEPHET-PECYPCOB

CsoiicTBa ¢ poBoit
MOJIUCH: LIEJIOCTHOCTD,
aBTOPCTBO,
HEOTKa3yeMOCTh

PaGora c nureparypoit
N3yuenne neknuonHoro martepuana. [loaroroBka kx yrabopatopHoit padorte.
N3yueHne nCTOUHUKOB JIUTEPATYPHI, CTATEH, MHTEPHET-PECYPCOB.




COOOILIEHUH.
CummerpuyHas u
acUMMETpUYHas cxema
1u(POBOH TOITUCH.
AJITOPUTMBI,
MIPUMEHSIEMBIE JIJIS
U (POBBIX MOAMUCEH:
anroput™ DSA,
anroput™m RSA u
anroputm SHA.
IIpumepsl renepanuun
kirouen. Kitacebr
reHepauuu kiarouent LI,
KJyacc 1udpoBoit
MOJIITUCH, IPUMEHCHHE
KpunTorpaguueckuu
CTOMKOTrO reHepaTopa
TICTT

Twumrsl KoJuIeKIni
JTAHHBIX: MacCHUBBI,
CIIUCKHU, MHOXKECTBA,
Ta0JINLIbI, KapThI
(oToOpaxkeHus).
ANropuTMBI 10CTYyIA K
00BEKTaM KOJIIEKIUH: TIO
UHJIEKCY, TI0 X311~ KOAY,
1o fepeBy. OOBEKThHI
kosmekuii. Llugpossie
MOJIMUCU OOBEKTOB.
Knacc SignedObject,
MO3BOJIAIOIINI CO3/1aBaTh
MOJIIIMCaHHBIE OOBEKTHI,
peoOpa3oBaHHEIC B
MIOCJIEIOBATEBHYIO
dbopmy. Coznanue u
poBepKa HU(POBHIX
nojnucei 00bEKTOB

PaGora c nureparypoit
Nzyuenue neknmonHoro marepuana. [loaroroBka k y1aboparopHoil pabdore.
N3ydyeHne nCTOYHUKOB JIUTEPATYPbI, CTaTel, HHTEPHET-PECYPCOB.

udposanue
COOOLIEHNUH C OTKPBITHIM
KITIOYOM TI0 aJITOPUTMY
RSA. [loctrouHcTBa 1
HE/IOCTATKH
ACUMMETPUYHOTO
mdposanus. [Ipobiema
HU3KOM CKOPOCTH
anroputma RSA
[Tpumenenue RSA st
co3aHusl HU(PPOBBIX
KOHBEPTOB U JIJIst
I (pPOBaHUS CEAaHCOBBIX
kimoueit. Cxe -ma
I (pPOBaHUS CEAaHCOBBIX
KJIFOYEH C

PabGora c nureparypoit
N3yuenne nekunoHHoro Matepuana. IloaroroBka k nabopatopHoit pabore.
N3yueHne nCTOYHUKOB JIUTEPATYPHI, CTATEN, HHTEPHET-PECYPCOB.




HCIIOJIb30BaHUEM
meto0B Kinacca Cipher.
Co31aHue IOTOKOB B
nporpamme Java ass

mudpoBaHUsL.
Pabota ¢ nurepatypoit
AJIrOPHTMBI N3yuenue neknuonHoro marepuaina. [loaroroBka k yraboparopHoit padore.
CHMMCTPHIHOT'O N3yuyeHne nCTOYHUKOB JIUTEPATYPBI, CTATEN, HHTEPHET-PECYPCOB.

mudpoBanus DES,
3DES, AES. Anroputm
Blowfish. Anropurmsr
kommnanuu RSA Security.
Pexumbl 01104HOTO
mmdpoBaHus:
«QJIEKTPOHHAS KHUTaY,
«cueruieHue 0JI0KOB
mU(POTEKCTaY,
«obpartHas CBs3b 1O
mudpoTEeKCTY» U
«obpartHas CBs3b 10
BbIXOy».[IpuMeHeHne

BCKTOpAa MHUIHUAINU3ALUH.

AJITOPUTM JOMOJIHEHUS
0JIOKOB B 0JIOYHOM
mudpoBanuu. Kiaccol
KeyGenerator,
SecretKey,
SecureRandom, Cipher.

Koaunposanue Base-64.
Komuposanue ASCII,
MpeJICTaBICHNE
CHUMBOJIOB 7 OMTOB, 33
YIPaBISIONINX CUMBOJIA,
MIPEJICTaBICHHE
3ammu(poBaHHBIX
nanabix. @opmar Base64
JUIS IpeoOpa3oBaHUs
MOCIEA0BATEILHOCTH
6aiiToB B hopmaTt 1o
OCHOBaHMIO 64.

PaGora c nureparypoit
Nzyuenune neknmonHoro marepuana. [loaroroBka k y1abopatopHoit padore.
N3yueHne nCTOUHUKOB JIUTEPATYPBI, CTATEN, HHTEPHET-PECYPCOB.

[IpoTokon cornmacoBaHus
KJIFOUel KaK MHCTPYMEHT
Java Cryptography
Architecture kiaccom
KeyAgreement.
VYcTaHoBKa OAMHAKOBOTO
KpUnTorpadguueckoro
KITI0Y [T HECKOJIBKUX
CTOpOH 0e3 nepenauu
CeKpeTHO! MH(pOpMaLuu
MEXIy

PaGora c nureparypoit
N3yuenne neknmonHoro marepuana. [loaroroBka k yrabopatopHoit padorte.
N3yueHnne nCTOUHUKOB JIUTEPATYPHI, CTATEH, HHTEPHET-PECYPCOB.




CTOPOHAMH.

XpaHeHue KIYEeH.
XpaHunuuie Kioyen

Pabota c nmuteparypoii
Nzydenne neknuonHoro marepuana. [loaroroBka k mabopatopHoil paboTe.

(KeyStore). W3yueHune HCTOYHUKOB JIMTEPATYPHI, CTATCH, HHTEPHET-PECYPCOB.
10 HoxymenTarus JCA,
paszznen
"KeyManagement". API
JUTsl pabOTHI C
XPaHUJIHMIIEM KITIOYESH.
Pabota c nmuteparypoii
Crpykrypa cOKeTOB  |M3ydeHue JEKIMOHHOTO Marepuana. [oaroroBka K jabopatopHoii paboTe.
Windows u kmaccst N3ydyeHue nCTOYHUKOB JTUTEPATYPbl, CTATEH, HHTEPHET-PECYPCOB.
cokeroB Java. [Ipo6iembl
0€30MMacCHOCTH CETEBBIX
11 | xommyHuKauuii. Agpeca
u opthl. CKaHMpOBaHUE
MOPTOB JIsl TIOMCKA
ySI3BUMOCTEN
KOMIIBIOTEPA.
Knaccer neiirarpaMMHBIX Pabora ¢ mteparypoii .
Wzyuenne nekunoHHoro Matepuana. [loaroroBka k saboparopHoii paboTe.
coketoB. Co3znanue 9
12 | «inentos u cepepos N3ydyeHne nCTOYHUKOB JIUTEPATYPhI, CTaTEH, MHTEPHET-PECYPCOB.
JUTSI TIepe1auyl TaKeTOB
JTAHHBIX
Knacchbl moTOKOBBIX Pagota ¢ surepatypoii .
coketos. Co3nanme N3yuenune JEKIMOHHOTO MaTepuara. HOIII:OTOBKa K JabopaTopHOi padoTe.
KIHEHTOB H CEPBEpOB W3y4yeHne nCTOYHUKOB JIUTEPATYPbl, CTaTEH, MHTEPHET-PECYPCOB.
13 | st mepenayu MOTOKOB
TaHHBIX.
MHoronorouHsle
napaieIbHbIe CEPBEPHI.

WnenTuduxarus Pabota ¢ nutepatypoit §
KIHeHTOB. 3amTa W3yueHne JEKIMOHHOTO MaTepuaa. HOI[I:OTOBKa K JlabopaTtopHOi paborTe.
HAKETOB TAHHBIX 1 W3yueHne NCTOYHUKOB JINTEPATYPHI, CTATeH, MHTEPHET-PECYPCOB.

14 |ucnonb30BaHKHE METOIOB
ACHMMETPUYHOTO H
CUMMETPUYHOTO
I ppPOBaHUS.
Pa6ora c nuteparypoit
15 besomacnocTh nepenasm N3yuenne nekunoHHoro Matepuana. IloaroroBka k naboparopHoit pabore.
TIOTOKOB ZAAHHELX N3yueHne nCTOYHUKOB JIUTEPATYPBI, CTATEN, HHTEPHET-PECYPCOB.
N3zyuenue crangapros, |[loaroroska noxmana
peanm3oBaHHBIX a SSL- |M3yuenne nexknmonHoro marepuana. [loaroroBka k mabopaTopHOil pabore.
16 | mpotokone. Co3nanue |M3ydeHne NCTOYHUKOB JIUTEPATYPHI, CTATCH, HHTEPHET-PECYPCOB.
SSL kimeHToB U
CEPBEPOB.
[HIudposanue u Pa6ora c nuteparypoit
17 | XPUMPOBAHHE TAHHBIX, W3yuenne nekunoHHoro Matepuana. IloaroroBka k nabopatopHoi pabore.

KOHTPOJIb JIOCTYTIA,
JEeTAbHBIN ayauT

CryaeHTsl M3y4arOT MCTOYHUKH JINTEPATyphl, CTaTbH, UHTEPHET-PECYPCHI,
COCTABJISIFOT OTYETHI.




6. MeToguyeckue MaTepuabl 1JIsl CAMOCTOATEJIBHOM PadoThl 00y4AOIMXCS N0 JUCHHUILIMHE (MOLYJII0)

[TporpaMMoil JUCHMIUIMHBI IPETYCMOTPEHO MPOBEIECHUE JEKIMOHHBIX 3aHATUN, Ha KOTOPBIX AAaeTcs
OCHOBHOH CHCTEMAaTH3UpPOBAHHBIM Marepuaj, M J1a0OpaTOpHBIX 3aHATHUH, MPEANOJararolliuX 3aKpericHue
M3Y4YEHHOI0 MaTepuana u popMupoBaHue y 00ydaroumxcs HeoOX0IMMBIX 3HaHUM, YMEHUIl 1 HaBbIKOB. Kpome
TOTO, BKHEHIIUM ATAllOM HM3y4YCHHS IUCHUIUIMHBI SIBISETCS CaMOCTOSITEIbHAas paboTa OO0y4aromuxcs C
HCIIOJIb30BaHUEM BCEX CPEJICTB U BO3MOKHOCTEH COBPEMEHHBIX 00pa30BaTeNIbHBIX TEXHOIOTHA.

B 00BbeM camocToATenbHOM paboThI 0 TUCIMILIMHE BKIIOYACTCS CIeIyOIIee:

- U3yYEHHUE TEOPETHUUYECKUX BOIIPOCOB IO BCEM T€MaM JIUCLMIUIMHBL

- IOJITOTOBKA K J1a00paTOPHBIM 3aHATHUSM;

- IOJArOTOBKA K TEKYIIEMY KOHTPOJIIO YCIIEBAEMOCTH CTYJIEHTOB;

- IOATOTOBKA K 3a4YETY C OLICHKOM.

3am0roM YCIHEUIHOrO0 OCBOCHMS JUCLUMIUIMHBL SBISIETCS 00s3aTeNbHOE IOCEIIeHHE JICKIIMOHHBIX U
nabopaTOpHBIX 3aHATUH, TaK KaK MPOMYCK OJHOTO (TeM OoJiee, HECKOJBKUX) 3aHSATHH MOXKET OCJIOXHHTH
OCBOEHHE pa3zienoB Kypca. Ha abopaTOpHBIX 3aHATHUAX MaTepual, U3JIOKEHHBIN Ha JIEKLUAX, 3aKpEeIuIIeTcs
IIPYU BBIIIOJHEHNUHU 3a1aHUM.

[Tpuctynas kK U3y4eHUIO TUCHUIUINHBI, 00YyYaroeMycsi HEOOXOAMMO B IIEPBYIO OYEPEb O3HAKOMHUTHCS
c conepxkanueM PIIJI, a Takke METOAMUYECKMMHU YKa3aHUSIMHU 10 OpraHU3alllid CaMOCTOSTENbHON padoThl U
MOATOTOBKU K MPAKTUYECKUM 3aHSITHUSIM.

[Tpu MOArOTOBKE K JIEKLIMOHHBIM 3aHATUSAM CTYJEHTY HEOOXOIMMO:

- 03HAKOMUTBCS C COOTBETCTBYIOIIECH TEMOU 3aHATHUSA;

- OCMBICJIUTh KPYT M3y4aeMbIX BOIIPOCOB U JIOTUKY UX PACCMOTPEHUS;

- U3Y4YHUTh PEKOMEHAYyeMYI0 paboueil mporpaMMoi IuTepaTypy o JaHHOU TeMe.

[Tpu moaroTtoBke K J1aOOpaTOPHBIM 3aHATUSAM U B paMKaX CaMOCTOSITENIbHOM padOThl 10 M3YyYEHUIO
JUCIUILTAHBI 00y4aromuMcsi HE00XO0UMO:

- TIOBTOPUTH 3aKOHCIIEKTMPOBAHHBIN HA JICKIIMOHHOM 3aHATUU Marepuan U JOIOJIHUTH €ro C y4eTOM
PEKOMEHIOBaHHOM 1O IaHHOW TEME JIMTEPaTyphl;

- IIpU CAMOCTOSITEIbBHOM H3yYEHUN TEOPETUYECKOM TEMbl CHENaTh KOHCIEKT, HCIOJIb3Ys
pekomenoBanuble B PI1J[ ncrounukuy;

- BBIIIOJIHUTH JIAOOpaTOPHBIE 3aJJaHKs B paMKax U3y4aeMOU TEMBI;

- OTBETUTh HAa KOHTPOJIBHBIE BOMPOCHI MO TeMme, Hcnosb3ys marepuaisl POC, nubo rpynmnoBble
VHJIMBHIyaJIbHBIC 3a/1aHMs], IOArOTOBIECHHBIE NIPEIIOAABATENIEM;

- IOJITOTOBUTHCS K MMPOBEPOYHOI paboTe, IpeayCMOTPEHHON B KOHTPOJIbHBIX TOUKAX;

- IOArOTOBUTHCA K IIPOMEXKYTOYHOU aTTECTALAH.

HTorom nzydeHuns IUCHUILUIMHBI ABJIAETCS 3a4€T C OLIEHKOW. 3a4eT MPOBOAUTCS 110 pacnucanuio. Popma
MIPOBEJICHUS 3aHATHSA MOXKET OBITh YCTHasl, MMCbMEHHAs U B 3JEKTPOHHOM BuUjae. CTYAECHTHI, HE MPOILEIIINe
aTTeCTalUIO, JOJDKHBI JIMKBUIUPOBATh 3a/I0JKEHHOCTD B YCTAHOBJIEHHOM MOPSIKE.

7. OueHoYHble MaTepHabl AJsi NMPOBeAeHUs] TEKYIIEro KOHTPOJIsI YCIEeBAeMOCTH U NMPOMEKYTOYHOM
arTecTauvu 00y4armMXcs N0 JMCUUILINHE (MOTYJII0)
7.1. IlepedyeHb KOMIETEHIINH ¢ yKa3aHUEM 1TaIoB UX (HOPMHUPOBAHHUS B MPOIIECCE OCBOCHUS AUCIIMITITUHBI

Kon v HanMeHoBaHMe
Ne KoHnTponupyemsle pazzieinsl AMCIUIIINHBI . Bun ouenounoro
MHAMKATOpa KOHTPOJIUPYEMOit

n/m (Momyms) KOMITETEHIIHT CpelcTBa

HCTOpI/Iﬂ Pa3BUTHA MCTOA0B 3alllUThI

nH(pOpMaLIHH. Obecnieuenue CBOICcTBa
nH(popMauu: KOH(UICHIINATEHOCTH,
LIEJIOCTHOCTH, JOCTYITHOCTH.
1 Kpunrorpaduueckue METOABI  3aIlMThI YCTHBIN orpoc,
OIIK-4.1, OIIK-4.3
nHpopManui. MeToasl aCUMMETPUYHOTO H ’ HaIMCaHUe MPOrpaMM
CUMMETPUYHOTO g poBaHus JUTSt
o0ecrnieueHus KOH(UIEHIINATbHOCTH
nH(}OpMAIIHH. MeTtoabl oOecrieueHus

L[EJIOCTHOCTH MH(GOPMAIlUU Ha OCHOBE




ACUMMETPUIHON Kpunrorpadum.
BI/IOMeTpI/I‘-ICCKI/IC METOObI 3alIUTHI
nHdopManum.

Marematuuyeckue OJHOCTOPOHHHE QYHKIIUU U
Kkpunrorpaduyeckue xam-QpyHkiun. ctopus
OPUMEHEHUS  X3UI-QYHKIUH.  AJTOpUTMBI
BBIUUCICHUAX  Xdul-pyHkimit.  Kpurepun
YCTOMYMBOCTH XAMI-PYHKIIUH. Y CTOMYHNBOCTH
K KOJUIM3MAM U K TIpooOpazam. AJTOPUTMBI
MessageDigest. Kiracc MessageDigest, moss u
METOJIbL.

OIIK-4.1, OIIK-4.3

YCTHBIN ormpoc,
HaIUCAaHUE MPOTPaMM

HenocraTtku X3LIUPOBAHUS. Konrl
ayTeHTH(UKAITIT COOOIICHUH,
YCOBEPIICHCTBOBABIITNE X3IIUPOBAHUE.

AnroputMel  MAC: airoput™M TreHepanuu
KJIIOUEH, aJIropuT™M MOAMHUCH, aJTOPUTM
npoBepku. Otnuune MAC or 1nudgpoBbIx
noanuceil. Kitacc MAC, I'enepanus Kirouei,
BbINIOJIHEHME U nTpoBepka MAC- kona.

OIIK-4.1, OIIK-4.3

YCTHBIN ompoc,
HaIUCaHUE MPOTPaMM

CaoiicTBa 1Iu(poOBOI MOAMUCH: 1IETOCTHOCTb,
aBTOPCTBO, HEOTKA3yeMOCTb  COOOIICHHIA.
CummeTpryHasi ¥ acMMMETpPUYHAs CcXxema
udposoit MOJIITUCH. AJITOPUTMBI,
NpUMEHSIEMbIE ISl [HU(POBBIX ITOAIMHCEH:
anroput™M DSA, anroputm RSA u anroputm
SHA. TIpumeps! renepanuu Kitoueit. Kiaccer
renepanuu  kiarouedt LI, kmacc mmdpoBoi
MOJIMCH, TIPUMEHEHHE KpunTorpaduueckun
crolikoro reeparopa [ICII.

OIIK-4.1, OIIK-4.3

YCTHBIN o1poc,
HalycaHue MporpaMm

Tumel KOJUIEKIIMNA JaHHBIX: MAaCCUBBI, CIIMCKH,
MHO>KECTBa, TaOIUIIBI, KAPThI (OTOOpAKEHUS).
ANTOpUTMBI 10CTYNA K 00BEKTaM KOJUIEKIIUMN:
0 MHIEKCY, MO XdII- KOJy, IO JEpeBY.
OO6bexTsl koutekimi. Ludposrie noamucu

00BEKTOB. Knacc SignedObject,
MO3BOJISTIONIAM ~ CO3JaBaTh  ITOJITMCAHHBIC
OOBEKTEHI, npeoOpa3oBaHHbIE B

nocienoBarenbHyio  popmy. Co3zmganue u
[IDOBEDKA ITMDDOBEIX MOANNCEN 0OBEKTOB

OIIK-4.1, OIIK-4.3

YCTHBIN ompoc,
HaIMCaHWe NMPOrpaMM

[[IudpoBanre cooOmIEHU € OTKPBITHIM
KIro4oM 1o anroputmy RSA. JlocTouHCTBA U
HEOCTaTKA aCHMMETPUYHOTO IH(POBaHUSI.
[Ipobnema Hu3KoM ckopocTu anroputma RSA
[Mpumenenne RSA mis cozmanust EQpPOBHIX
KOHBEPTOB M Ui IIU(POBAHHS CEaHCOBBIX
kioueil. Cxe-ma 1mupOBaHUS CEAHCOBBIX
KJIIOYel C MCIOJb30BAHMEM METOJIOB Kilacca
Cipher. Co3nanue moTOKOB B IporpamMme Java
Ui A QpPOBaHUS.

OIIK-4.1, OIIK-4.3

YCTHBIN o1poc,
HaIlMCAaHUE IIPOTpaMM

ANTOPUTMBI CUMMETPUYHOTO UG POBAHUSA
DES, 3DES, AES. Anroputm Blowfish.
Anroputmbl - kommanud  RSA - Security.
Pexxumbl 6110uHOTO I POBAHUS:

OIIK-4.1, OIIK-4.3

YCTHBIN o1poc,
HaIlMCaHUE IIPOrpaMMm




(QJICKTPOHHAasd KHHIa», «CLCIIJICHHEC OJI0KOB

mudporekcray,  «oOpaTHas  CBA3b IO
mupoOTeKCTY» U  «oOpaTHas CBSI3b IO
BbIXOy».IIpumMenenune BEKTOpa

HWHULIKMAJIN3alluun. AJ'IFOpI/ITM JOIIOJIHCHUA
O6mokoB B Onounom mmdpoanuu. Kiaccer
KeyGenerator, SecretKey, SecureRandom,
Cipher.

Konuposanue Base-64. Koguposanue ASCII,

MPEACTABICHUE CHUMBOJIOB 7 OwrtoB, 33
g [|YUPaBJIAIOMIMX  CHMBOIA,  HPEICTABICHHE OIK-4.1. OTIK-4.3 YCTHBIN orpoc,
3amm@poBaHHbBIX JaHHBIX. Dopmar Base64 ’ HaIlMUCaHHUE MPOTPaMM
IUIE  TIpeoOpa3oBaHusl IOCIEI0BATEIHHOCTH
0alToB B (hopMaT 110 OCHOBAHHMIO 64.
IIpoTokon  cormacoBaHus  KIO4ed  Kak
uHctpyMeHT Java Cryptography Architecture
g [KIaccom KeyAgreement. YcranoBka OIIK-4.1. OIIK-4.3 YCTHBIN o1mpoc,
OJIMHAKOBOTO KPUOTOrPauIECKOTO KITF0Y JIJIst o ' HAaIMCaHUE MPOrpamMmm
HECKOJIbKUX CTOPOH 0€3 repeadyn CeKpeTHOM
nHpOPMALIUU MEXKITY CTOPOHAMHU.
XpaHeHHe Kiro4ded. XpaHWIMUIIE KIIO4YeH
10 (KeyStore). Joxkymenrtarus JCA, paszgen OIIK-4.1. OIIK-4.3 YCTHBIH ompoc,
"KeyManagement”. APl ams paGoter ¢ o HaM#CcaHue MPorpamMmm
XPaHWJIUILEM KITIOYei.
Crpykrypa cokeroB Windows wu kiaccel
cokeroB Java. IIpobimembl Ge3omacHOCTH .
11 |cereBbIXx KOMMyHHUKaIMid. AJpeca W TOPTHI. OIlK-4.1, OIIK-4.3 YOTHAH orpoc,
HalMcaHue porpamm
CkaHupoBaHMe  IOPTOB Ul IIOMCKA
YSI3BUMOCTEN KOMIILIOTEPA.
Kinaccrr nefitarpaMmmabix coketoB. Co3nanue o
12 |kimeHTOB M CepBEpOB JUIS TEPEIadd MaKeTOB OIIK-4.1, OIIK-4.3 YCTHDIH onpoc,
HamMcaHue MporpamMmm
JAHHBIX
Knaccet  motokoBbix  coketoB. Co3naHue
13 |KIMEHTOB H CepBEPOB JUIs MEPE/Iayn NOTOKOB OIK-4.1. OITK-4.3 YCTHBIN orpoc,
TaHHBIX. MHOTOIOTOYHbIE —IapajuleIbHbIC ’ HaN#CcaHue MPOrpaMm
CepBepBI.
Nnentudukanus xkaueHTOB. 3aluTa MakeToB
14 |R@HHBIX M HCTIONBb3OBAHHE  METOJOB OITK-4.1, OTTK-4.3 YCTHBIN orpoc,
ACHMMETPUYIHOTO u CUMMETPUYHOTO HamMcaHue MporpamMmm
mudpoBaHusl.
15 |be3omacHocTh nepenauy NOTOKOB JAHHBIX OIIK-4.1, OIIK-4.3 YCTHbIH onpoc,
HaIKMCAaHUE MMPOrPaMM
N3yueHnne cTaHOapTOB, pEAIN30BAaHHBIX a YCTHBIN OI1poc,
16 |SSL-mpotokone. Co3nanue SSL KIHEHTOB U OIIK-4.1, OIIK-4.3 HalMcaHUe  Iporpamwm,
CEpPBEPOB. JIOKJIA]T
17 |[MfpoBasue m  XSUMPOBAHME  JAHHEIX, OIIK-4.1, OITK-4.3 YCTHBI Ompoc
KOHTPOJIb JIOCTYTIA, I€TaJIbHBIA ayuT
18 |[3auer c onenkoi OI1K-4.1, OIIK-4.3




7.2. TunoBbIe KOHTPOJBHBIC 3aJJaHUS WU UHBIE MAaTEPUAJIbl TEKYIIETO KOHTPOJIS YCIIEBAEMOCTH, HEOOXOJUMbIC
JUTSI OIIEHKY 3HAHWH, YMEHUN M HABBIKOB U (WJIH) OTIbITA MPO(EeCCUOHATBLHOM IeATETbHOCTH, XapaKTEPU3YIOITUX
sTanbl POPMUPOBAHUS KOMITETEHITUH B MPOIIECCE OCBOSHUS AUCIIUILITUHBI

TecToBbIC 3aMaHNs

(U1 IPOBEPKH OCBOCHUS MHANKATOPOB HocTikeHus: komnereHuuit OITK-4.1, OITK-4.3)

JatiTe onpeneneHue U 00BICHUTE BAXKHOCTh TAKMX CBOMCTB MH(OpPMAIIUHU:

* KonduneHmmaibHOCTh

* [lemocTHOCTD

* JIOCTYIIHOCTh

Kaknmu Metogamu o0ecrieunBarOT CBOMCTBA HH(OPMAITUH:

* KonduneHmmaibHOCTh

* [lemocTHOCTD

* JIOCTYIIHOCTh

Kaxkue ncropuueckue mudpsr Ber 3naere?

* [lIudp Le3aps.

* [ITudper mepecTaHOBKH.

* [lIncpsl mOACTaHOBKH.

Kakumu cBoiictBamu o0nagaeT xen-QyHkuus?

* Ha3HaueHue, CBOMCTBA, aJlrTOPUTMBI TaiIKECTa.

e Uem oTmnuarorcsa ganmkect 1 MAC-kon

* [TocnenoBaTenbHOCTD ICUCTBUI MPHU BRIYUCICHUU JalKECTa

* [TocnenoBaTenbHOCTD IEUCTBUI Mpu BeuncieHnu MAC-kona

* [{udposas moanuce

* Ha3znauenue nudpoBbIX MoAnuMcei

* [TocnenoBaTenbHOCTH NEHCTBUN TIPH TOTYYEeHUH IHU(POBOH MOIMTUCH

* Anroputmbl T (PPpOBOI moaTIMCH

7.3. Cucrema OLIEHUBAHUS PE3YNbTATOB OOY4YEHUS MO JUCHUILUIMHE (MOIYJIO) MPHU MPOBEACHUH TEKYIIETO
KOHTPOJISI YCIIEBAEMOCTH

OneHka «OTINYHO» 3HaHMSL:

(3aureHO) - CUCTeMaTU3UPOBaHHbIE, TTTyOOKHE U MOJIHBIE 3HAHUS 110 BCEM pazjiesiaM
JUCIUIIMHBL, @ TAKXKE 110 OCHOBHBIM BOIIPOCAaM, BBIXOSIINM 3a MPEAEIbl
y4eOHOI1 TporpamMmel;

- TOYHOE HCIIOIb30BAHNE HAYYHOU TEPMUHOJIOTUH, CUCTEMATHYECKN I'PAMOTHOE U
JIOTUYECKH NPaBUIBHOE U3JI0’KEHUE OTBETA HA BOIIPOCHI;

- [IOJIHOE U ITyOOKOE YCBOEHHE OCHOBHOM U JIONIOJHUTENIbHOM JINTEPATYPHI,
pPEKOMEHI0BaHHOM paboueil mporpaMMoii o JUCHUIUIMHE (MOJYJIIO)

YMEHUS:

- YMEET OPUEHTUPOBATHCS B TEOPUAX, KOHLUENIUAX U HAIIPABIECHUAX JUCLIUILINHEI
U /1aBaTh UM KPUTHUECKYIO OLIEHKY, UCTIOJIb3Ys HAYyYHbIE TOCTHXKEHUS JPYTUX
JUCLUILINH

HaBBIKU:

- BBICOKUH YpOBEHb c(hOPMHUPOBAHHOCTH 3asiBIIEHHBIX B paboyeil mporpamme
KOMIICTCHITN;

- BJIaJIeeT HAaBbIKAMU CAMOCTOSTENILHO U TBOPUYECKH PEIIaTh CIOMKHBIE TPOOJIEMBI U
HECTaH/IapTHbIE CUTYaIUH;

- IPUMEHSET TEOPETUYECKHEe 3HAHUSI [T BEIOOpA METOIUKHU BBITOTHEHUS
3aIaHuH;

- TPaMOTHO 00OCHOBBIBAET XO/I PEIICHUS 33/1a4;

- 0e3ynpevHo Bia/ieeT MHCTPYMEHTapHeM Y4eOHOM TUCIUIUINHBI, YMEHHE €r0

3 PEKTUBHO UCII0JIL30BATh B TOCTAHOBKE HAYYHBIX U MPAKTUUYECKUX 3a]1a4;

- TBOpUYECKasi caMOCTOsITeNIbHas paboTa Ha
NPaKTUYECKUX/CEMUHAPCKUX/Ta00paTOPHBIX 3aHATUSAX, AKTUBHO YYaCTBYET B
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CNVOOADRIIV AACYVAr TaIrIdy  DITCAT T NNODAIIT NV OLTUALL OO TIAIIAG 29 AL




O1ieHKa «XOpouIo
(3auTeHO)

3HAHUSA:

- JIOCTATOYHO MOJIHBIE U CUCTEMAaTHU3UPOBAHHBIE 3HAHUS 10 AUCIHUILIUHE,

- YCBOEHHE OCHOBHOM M JIOTIOJIHUTEIBHON JIUTEPATYPhI, PEKOMEHIOBAHHOMN
paboueii mporpaMMoi 10 AUCHUTUINHE (MOTYJTIO)

YMEHHS:

- YM€ET OPUEHTUPOBATHCS B OCHOBHBIX TEOPUSX, KOHIICTIIUSAX U HAMPABICHUAX
JTUCIHUIUIMHBL U JaBaTh UM KPUTUYECKYIO OIICHKY;

- HCIIOJIb3YET HAYYHYIO TEPMUHOJIOTHUIO, JIMHIBUCTUUECKU U JIOTUUECKU
MIPaBWJIBHO M3J1araeT OTBETHI HA BOIPOCHI, YMEET JieJaTh 000CHOBAaHHBIE BBIBO/IBI;
- BJIaZIeeT HUHCTPYMEHTapUeM MO JUCIUILIMHE, YMEHUE €0 UCI0Ib30BaTh B
MIOCTAHOBKE U PEIICHUU HAYYHBIX U MPOPECCUOHATBHBIX 3aa4

HaBBIKU:

- CaMOCTOATENbHAs paboTa Ha MPAKTUUYECKUX 3aHATHUAX, yIaCTUE B TPYIIIOBBIX
00CYKJIEHUSIX, BEICOKHI YPOBEHb KYJIbTYpPbI HCIIOJHEHUS 3a/IaHUM;

- CpeIHHI ypOBEHb C(OPMHUPOBAHHOCTH 3asBJICHHBIX B paboueil mporpaMmme
KOMIICTCHITH;

- 0e3 3aTpyIHEHMI BHIOUpPACT CTAaHIAPTHYIO METOIUKY BBIIOJIHEHUS 3a/1aHHI;
- 000CHOBBIBAET XOJ] pelIeHUs 3a/1a4 0e3 3aTpyIHEHUI

Ouenka
«YJIOBJICTBOPUTEIHLHOY»
(3auTeHO)

3HaHUS:

- TOCTaTOYHbIII MUHUMAaJbHBIA 00bEM 3HAHUH MO AUCLUILINHE,

- YCBOEHHE OCHOBHOM JIUTEpATYyphl, PEKOMEHIOBAaHHON paboyeil mporpaMMoi;

- UCNOJIb30BaHUE HAYYHON TEPMHUHOJIOTUHU, CTUIMCTHYECKOE U JIOTUYECKOE
M3JIOKEHUE OTBETA HAa BOMPOCHI, yMEHUE JCJIaTh BHIBOJIBI 0€3 CYIIIECTBEHHBIX
O1MO0K

YMEHHUS:

- YM€EET OPUEHTUPOBATHCS B OCHOBHBIX TEOPUSIX, KOHLIENIUAX U HAPABICHUAX 110
JTUCIUIIIIMHE U 1aBaTh UM OLICHKY;,

- BIIaJIeeT MHCTPYMEHTapueM y4yeOHON AUCIUILIIMHBI, YMEHUE €T0 UCII0JIb30BAaTh B
pelIeHNU TUTIOBBIX 33]1a4;

- YMEET MO/l pyKOBOACTBOM IPENOABATENS PEIIATh CTAHIAPTHBIE 3aa4n
HaBBIKH:

- paboTa moj; pyKOBOJICTBOM IMPEMNO/IaBaTENsI Ha MPAKTUYECKUX 3aHATHUSAX,
JIOTTYCTUMBIN YPOBEHb KYJIbTYpPhl UCTIOJIHEHHS 3aJaHUM;

- TOCTaTOYHbII MUHUMAaJIbHBIA YPOBEHb CHOPMHUPOBAHHOCTHU 3aBIICHHBIX B
paboueit mporpamme KOMITETEHIINIH;

- HCTIBITHIBACT 3aTPYAHECHUS MTPH 0OOOCHOBAHUH aJTOPUTMA BHITIOJTHEHHS 3a1aHUi

Ouenka
«HEYIOBJICTBOPUTEIIHHO
(He 3auTeHO)

3HaHUSA:

- (pparmeHTapHBIEC 3HAHUS IO TUCIUIUINHE;

- OTKa3 OT OTBeTa (BBIOJHEHUS MUCbMEHHON PabOThI);

- 3HaHHE OT/EIbHBIX HICTOYHUKOB, PEKOMEHIOBaHHBIX pabouell mporpaMmon 1o
JUCLUIUINHE;

YMEHHUS:

- HE YMeEeT UCI0JIb30BaTh HAYUYHYIO TEPMUHOJIOTHUIO;

- HaJm4ue rpyObIX omuOoK

HaBBIKU:

- HU3KUM YPOBEHb KYJIbTYPBI HCIIOJHEHUS 3a/1aHHN;

- HU3KUH ypOBEHb CPOPMUPOBAHHOCTH 3asIBIEHHBIX B paboueil mporpamme
KOMITCTEHITU;

- OTCYTCTBHE HAaBBIKOB CAMOCTOSATEIbHOI paboThI;

- He MOKeT 00OCHOBATh AJITOPUTM BBITTOJIHEHUS 3aJaHUIN

7.4. TeopeTndeckue BONPOCHI U IPAKTUYECKHE 3aJaHUS s NPOBEACHMSI NPOMEKYTOUHOM aTTecTaluu
oOyJaronuxcsi, He0OX0AUMbIE JJIl OLEHKU 3HAaHWW, YMEHMH M HaBBIKOB M (MJIM) OMbITa MpodeccnoHanbHOM
NEeSITeIbHOCTH, XapaKTepU3YIOLUMX dTanbl  (OPMUPOBAHHMS KOMIETEHLMH B  IPOLECCe OCBOCHHS
00pa3oBaTelbLHON MPOrPaMMbI




7.4.1. TeopeTnueckue BOTPOCHI JIJIsl TPOBEACHHS MPOMEKYTOYHOM aTTECTAIIMK O0YUYaIOIIUXCS
. CBoiictBa nnpopmanuu. Mcropuueckue mudpbl IepecTaHOBKH H MOJACTAHOBKH.

. JalmxecTsl: alropuTMbI 1 TPUMEHEHUE.

. MAC-koz: anropuTMsl ¥ IpUMEHEHHE.

. Hudpossle noanucu: anropuTMsl U npuMenenue. Kiroun aiis nudpoBbIX MOANKUCEH.
. Cummetpuunoe mudposanue. Tunsl muppos. ['eHepanus Kioven.

. Oco6ennoctu ASCII-xonoB. Komuposanue Base-64. Ocobennoctu ASCII-komoB.

. HIudposanue Ha 6aze mapois. Haznauenue.

. [lepenaya nanupix B UDP-nakeTax Mexny KIMEHTOM U CEPBEPOM.

. CkaHupoBaHuE MOPTOB.

10. ITepenaua nanubix B TCP-cerMmeHTax MeXay KJIMEHTOM U CEPBEPOM.

11. 3amuineHHbIe COKETHI.

12. O6paboTka HCKIFOYeHUI 1 HHPOpMaIHs 00 omuoOKax.

13. Ilorokxu BBOAA-BbIBOIa. HU3KOYpOBHEBBIE TOTOKH.

14. IToToku BBOAA-BEIBOIa. BEICOKOYpOBHEBBIE ITOTOKHU.

15. Knacchl koJutekIuii Ha java.

16. Moaudukatopsi private & friendly & protected & public

17. CnBuroBsie oreparyu B java.

—
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7.4.2. IlpakTryeckue 3ajaHus 1J1s IPOBEICHHs TPOMEKYTOUHOM aTTecTaluy 00yJaroIuxcst
1. [Tporpamma mudpa Lezaps

. [Iporpamma naiipkecra cooOIEeHUA

. mporpamMMma Beruucienuss MAC-kona

. IporpaMMa BeIYMCICHHsI LU(POBOH MOIIUCH

. IporpaMMa muppoOBaHUS C OTKPHITHIM KITFOYOM

. IporpaMMa CUMMETPUYHOTO N (POBAHUS

. mporpamma Base-64 koaupoBaHus

. IporpaMMa XpaHeHus KiIrouei

. IporpamMma mudpoBaHus Ha 6a3e maposs

10. mporpamma KJIMEHTCKOT'O COKETa

11. mporpamma cepBepHOro cokera

12. mporpamma 6€30MacHOr0 KJIMEHTCKOTO COKeTa

13. nporpamma 6€301aCHOTO KJIIMEHTCKOTO COKETa

14. mpornamma. BeimoHsroas SSL mnotokon
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7.4.3. IlpumMepHble TEMBI KypcOBOM paboThI (poeKTa) (IIpU HATUYNHN)
KypcoBbie paboTh! (IpOEKThI) yU€OHBIM IUIAHOM HE MPEAYCMOTPEHBI

7.5. Metoauueckue MaTepuasl, ONpeAesstore MpoLeayphl OLEHUBAHNS 3HAHUH, YMEHHM, HaBBIKOB U (MJIH)
OTIBITa IPOPECCHOHATBHOM NIEATETFHOCTH, XapaKTePU3YIOIIUE dTAbl (POPMHUPOBAHUS KOMITETEHIIUN

[Ipomienypa mpoBeAEHUS TMPOMEXKYTOUHOH aTTECTAllMM M TEKYHIer0 KOHTPOJS YCIIeBaeMOCTH
periIaMeHTHPYEeTCs JIOKAJIbHBIM HOPMAaTUBHBIM aKTOM, ONPEAEISIOIINM MOPAI0K OpraHU3aluu U IPOBEIECHUS
TEKYIIETO KOHTPOJIS YCIIEBAEMOCTH U IPOMEKYTOUHOU aTTECTAIIMN 00YJIarOIIUXCSI.

[Tponienypa oueHuBaHus (HOPMUPOBAHHMS KOMIIETEHIMHA TpPU MPOBEACHUU TEKYIIEro KOHTPOJISA
npuUBeJeHa B 1I. 7.2.

TumnoBsle KOHTPOJIbHBIE 3aJaHUS WM UHBIE MaTE€PUaIbl TEKYILEro KOHTPOJISI IPUBEACHBI B I1. 7.3.

[TpomexyTouHas aTTecTanus Mo AUCIUILTHHE TPOBOIUTCS B (hOpMeE 3aUeTa ¢ OIEHKOM.

3ayet nmpoBOIUTCS B (hopMe cobece1oBaHMsL.

7.6. KpI/ITCpI/II/I OLCHHWBAaHUA C(I)OpMHpOBaHHOCTI/I KOMIIETEHIIUIH IIpUu MPOBCACHNUN HpOMeXCYTOqHOﬁ aTTeCTalinuu

YpoBeHb OCBOCHHMS M OIICHKA

Kpurepun Onenka Onenka
OLICHUBAHMS | «HEYJOBJICTBOPUTEIND | «ymOBIeTBOPUTEIbH | OueHka «xopomo» | OneHka «OTIMYHO»
HO» o»




«HE 3a4TEHO» «3a4TEHO»
YpoBeHb 0CBOEHUS | YPOBEHb OCBOEHMs | YPOBEHb OCBOCHUS YpoBEHb OCBOECHHUS
KOMIIETEHIINHU KOMITETEHIINHT KOMIIETEHIINHU KOMITETEHIINH
«HEIOCTATOYHBIN». «IIOPOTOBBIN». «IPOABUHYTBIN. «BBICOKHI.
Kommerennuu ne Komnerenmn Kommerenun Komnerenun
c(OpMHPOBAHBI. c(OpMHPOBAHBI. c(OpMHPOBAHBI. c(OpMHPOBAHBI.
3HaHusg oTcyTcTBYIOT, |  CopMupoBaHsI 3HaHUs OOMIMPHEIE, 3HaHus
YMEHMSI U HaBbIKU HE | 0a30BbI€ CTPYKTYPHI [ CHCTEMHBIEC. YMEHHUS [ apryMEHTUPOBaHHBIE,
chopMHUPOBaHbI 3HaHU. Y MEeHUs HOCSIT BCECTOPOHHHE. Y MEHHS
(bparMeHTapHbI 1 PENpPOAYKTUBHBIN |YCHEIIHO IPUMEHSIOTCS
HOCST XapakTep, K PELICHUIO KaK
PENpPOAYKTUBHBIN MIPUMEHSIOTCS K TUIIOBBIX, TaK U
Xapaxrep. PELIEHUIO TUITOBBIX HECTaHJapPTHBIX
JeMoHcTpUpyeTcs 3aJlaHUN. TBOPUYECKHUX 3aIaHUMH.
HU3KUN YPOBEHb JeMoHncTpupyercs JlemoHCTpUpYeTCs
CaMOCTOATEIIBHOCTU JIOCTAaTOYHBIN BBICOKU YPOBEHb
MIPAKTUYECKOTO YPOBEHb CaMOCTOATEJIbHOCTH,
HaBbIKa. CaMOCTOSITENIbHOCTH | BBICOKAsI aJalTUBHOCTh
YCTOMUYHBOIO MPaKTUYECKOr0 HABbIKA
IPAKTUYECKOIO
HaBbIKA.
OO6yuatrouuiics OOyuarouuiics OOyuarommiics OOyuaronumiics
JEMOHCTPUPYET: JEMOHCTPUPYET: JIEMOHCTPUPYET: JEMOHCTPUPYET:
-CYILLIECTBEHHbIE -3HaHUs -3HaHUE U -r1y0okue,
po0Oesibl B 3HAHUSX TEOPETUYECKOIO [IOHMMAaHNE BCECTOPOHHUE U
yueOHOro MaTepuana; Marepuana; OCHOBHBIX BOIIPOCOB | apryMEHTUPOBAaHHbIE
-JI0IyCKAIOTCSI -HETIOJIHBIE OTBETHl | KOHTPOJIMPYEMOIO | 3HAHUS IPOrPAMMHOTO
MIPUHLUIIAATIbHBIE Ha OCHOBHBIE o0Bema Marepuana;
OLIMOKYU NpU OTBETE | BONPOCHI, OIIMOKH B MIPOrpPaMMHOTO -[I0JTHOE TIOHUMaHue
Ha OCHOBHBIE BOIIPOCHI OTBETE, MaTepuana; CYILIHOCTHU U
ouiera, OTCYTCTBYET HEJ0CTaTOYHOE - 3HaHUS B3alMOCBS3U
3HAHHE U TIOHUMaHUE IIOHUMaHHe TEOPETUYECKOTO paccMaTpUBaEMBIX
OCHOBHBIX IOHATUN U CYILIIHOCTHU MaTepuaia MIPOLIECCOB U ABJICHUH,
KaTeropui; U3JIaraeMbIX -CII0COOHOCTD TOYHOE 3HAHUE
-HETIOHUMaHHe BOIIPOCOB; yCTaHaBIMBAaTh U | OCHOBHBIX IOHSTHUM, B
CYILIHOCTHU -HEYBEPECHHBIE U OOBSICHATB CBSI3b | PAMKax 00CYKJaeMbIX
SHaHHA JOTIOTHUTEILHBIX

BOIIPOCOB B paMKax
3aJaHui Omiiera.

HETOYHBIE OTBETHI Ha
JIOTIOJTHUTEIIbHBIE
BOIIPOCHI.

MIPAaKTUKU U TEOPUH,

3aJIaHHI;
BBISIBJISITH -CIIOCOOHOCTH
MIPOTHUBOPEUUS, yYCTaHABIINBATh U
poOJIeMBI U OOBSCHSTH CBS3b
TEHICHIIUH MIPAKTUKH U TCOPHH,
pa3BUTHUS, -JIOTHYECKH
-TpaBUIbHBIC U MOCJIeI0BaTeIbHEIC,
KOHKpETHbIE, 63 COJIEp>KaTENbHEIE,
rpyOBIX OMHUOOK, KOHKPETHBIE U
OTBETHI HA HCYEPIBIBAIOIIINE
MMOCTaBJICHHBIE OTBETHI Ha BCE 3a7aHus
BOIIPOCHI. owiera, a TakKe

JOIIOJIHUTCIIBHBIC
BOITPOCKHI 5K3aMcCHaTopa.




[Tpu BEIMOTHEHUA OO6yuarommiics OOGyuarommiics OO6yuarommiics
MPaKTUYECKOTO BBITTOJTHUII BBITTOJTHUII MPaBUIILHO BBITIOJIHUI
3aJaHus OuneTa MIPaKTUYECKOE MIPaKTUYECKOE MIPAKTUYECKOE 3a/1aHHE
oOyuaromuiics 3ajaHue ounera ¢ 3ajaHue oumnera ¢ ounera. [Tokazan

MIPOJIEMOHCTPUPOBAJ | CYLIECTBEHHBIMU HEOOJIBIINMHU OTJINYHBIE YMEHHUS B
HEJIOCTaTOYHBII HETOYHOCTSAMH. HETOYHOCTSAMH. paMKax OCBOEHHOTO
YPOBEHb YMEHHU. Honyckatorcs [Tokazan xopomre | ydyeOHOro maTepuaia.
[IpaxkTrueckue OLIMOKH B yMeHus B paMkax |Pemraer npeioxeHHbIe
3a/laHUs HE COJIEpKaHUU OTBETa OCBOEHHOT'O MIPAaKTUYECKUE 3aJaHUs
BBITIOJTHCHBI U PEIICHUH y4eOHOT0 0e3 ommboK
YMCHHA OOyuaromuiicst He MPAKTUYECKUX Marepuana. OTtBeTui Ha Bce
OTBEYaeT Ha BOIPOCHI 3a/1aHHM. [Ipenyoxennbie JOTIOJIHUTEIIbHBIE
owera npu [Ipu orBeTax Ha MPaKTUYECKHE BOIIPOCHI.
JIOTIOJIHUTEIIbHBIX JOTIOJIHUTEIbHBIE | 3aJaHus PELICHBI C
HABOJSIIIUX BOIPOCAaX BOIPOCHI OBLIO HEOOIBIINMH
MIPEnoIaBaTeis. JOIYLIEHO MHOT'O HETOYHOCTSIMH.
HETOYHOCTEH. OTtBetun Ha
OOJIBIIUHCTBO
JOTIOJTHUTEIBHBIX
BOIIPOCOB.
He moxer BpIOpath HcnerTeiBaeT bes 3arpynHeHnit [Ipumensier
METOAUKY 3aTpyAHCHUS 110 BBIOMpAET TEOPETHYECKUE 3HAHUS
BBITIOJTHEHUS 33/1aHUM. | BBIOOPY METOIUKHU CTaHJAPTHYIO JUISL BBIOOpa METOAMKHU
Jomyckaet rpyobie BBITIOJIHCHHS METOJUKY BBITIOJIHCHHUS 3aJJaHUH.
OLIMOKYU TpU 3a/1aHUM. BBITIOJIHEHUS He nomyckaet ommu6ox
BBITIOJTHCHUH 33/1aHuH, | Jlomyckaer omuOKu 3aJaHuN. MIPY BBITIOJIHEHUN
HapylIaloIIKe JOTHKY | TpH BbioNHEeHUU | Jlomyckaer omuOKku 3a/1aHUi.
pelieHus 3aay. 3a/IaHH, HAPYIICHUsI| TIPU BHITTOJIHEHUH CamocTosiTenbHO
Jlenaer HEKOPPEKTHBIE| JIOTUKU PELIECHUS 3a/laHui, He aHAJIU3UPYET
BBIBOJIBI. 3a/1ad4. HapyIIarIme pe3yabTaThI
BIIQJICHUE He moxeT 060cHOBaTh HcnbiTeiBaeT JIOTUKY PEIICHUS] | BBINOJHEHUS 3aaHHil.
HaBbIKAMU AITOPUTM 3aTPYAHECHHUS C 3a/1a4 I'pamoTHO
BBITIOJTHEHUS 3a/1aHui. | (hopmynupoBanueM | JlemaeT KOppekTHbIe | OOOCHOBBIBAET X0/
KOPPEKTHBIX BBIBOJIBI 110 perieHus 3aiay.
BBIBOJIOB. pe3ynbTaTam
HcneiTeiBaeT peLLIEHUs 3a1a4uu.
3arpynHeHus mpu | OGOCHOBBIBAET X011
000CHOBaHUHU pereHus 3auay 6e3
anropuTMa 3aTpyAHEHUH.
BBITIOJIHCHHS
3aJ[aHUM.

OrneHka Mo JUCHUIUIMHE 3aBUCHT OT YPOBHS C(OPMUPOBAHHOCTH KOMIIETEHIUH, 3aKPETICHHBIX 32
JTUCITUTUTMHOM, W TIPEJICTABIIIeT COOOM cpeHee apu(METHIECKOE OT BBICTABICHHBIX OICHOK IO OTACIHHBIM
pe3ynbTaTaM o0y4eHus (3HAHUsI, YMEHHUSI, BIAJICHUE HABBIKAMHU).

OreHKa «OTIUMIHOY/ «3aUTEHOY BBICTABIISACTCS, €CIIH CpeIHee apuPMETHISCKOS HAXOAUTCS B HHTEPBAJIC
ot 4,5 o 5,0.

OreHKa «XOPOIII0Y/«3a4TEHOY» BBICTABIISACTCS, €CITU CpeHee apuPMETHIeCKOe HaXOAUTCS B HHTEPBAJIC
ot 3,5 1o 4,4.

OreHKa «yJIOBICTBOPUTEIEHOY/ «3aUTCHO» BBICTABIIACTCS, €CITU CpeIHEe apu(PMETHIECKOEe HAXOIUTCS
B MHTEpBaje ot 2,5 1o 3.,4.

OreHKa «HEYIOBICTBOPUTEIIBHO»/ «HE 3a4TCHO» BBICTABIISCTCS, €CIH CpefaHee apu(METHIECKOe
HaxonauTcs B uHTepBaie ot 0 1o 2,4.



8. YueOHO-MeTOAMYECKOE U MATEPUAIBLHO-TEXHUYECKOE 0O0ecneueHue TUCIUIINHBI (MO1YJIs1)
8.1. [lepeueHh OCHOBHOM U IOMOJIHUTEILHOMN JIUTEPATYPHI, HEOOXOIUMOM /711 OCBOSHUS AUCITUTUTHHBI (MOTYJIS)

Ne ABTOp, HA3BaHHE, MECTO U3JAHUS, U3/1aTEIHCTBO, TOJ U3/IaHUS YUeOHOU U

n/m y4eOHO-METOIUYECKOU TUTepaTyphl

KommuecTBo
9K3EMIUISIPOB/3JEKTP
oHHBII agpec DbC

OcHOBHAS JJUTEPATYPA

1 |Hukudopos C. H., 3amura nuadpopmanuu. 3amumennasie cetu, CI16., 2017 9bC

2 |Hukudopos C. H., 3amura nnpopmanmu, CII6., 2015

ObC

BsizoBuk H. A., [Iporpammupoanue Ha Java, Mocksa: Muatepuer- Yuusepcuter| http://www.iprbooksh

3 Nudopmannonnsix Texnonoruit (MHTYUT), 2016 op.ru/73710.html
JonoiHuTeIbHAS JIuTepaTypa
1 Momnaxs B. B., SI3sik nporpamMupoBanus Java u cpemaa NetBeans, Mocksa:| http://www.iprbooksh

Wntepner-Yuusepcurer Mudopmarmonnsix Texnonoruit (MHTYUT), 2016 op.ru/73739.html

OOyuaromiuecs U3 yncia MHBaIU10B 1 il ¢ OB3 o0ecnieunBaroTcs ne4aTHbIMU U (WIIH) 3JIEKTPOHHBIMU
00pa3oBaTeNbHBIMU pecypcaMu B pOpMax, aaanTHPOBAHHBIX K OTPAHUYCHUSM HX 3T0POBBSI.

8.2. Ilepeuenp pecypcoB HMHGOPMALMOHHO-TEIIEKOMMYHHUKAIIMOHHON cetn «VHTepHeT», HEOOXOAUMBIX st

OCBOEHUS AMCUUIIINHBI (MOYJIs)

Haumenoanue pecypca cetu «IHTepHET»

DIIeKTPOHHBIN ajipec pecypca

Knaccel Oe3omacHocts Java

http://spec-
zone.ru/RU/Java/Docs/7/technotes/guid
es/security/overview/jsoverview.html

8.3. [lepedeHpb coBpeMeHHBIX TPO(ECCUOHATBHBIX 0a3 TaHHBIX M MH()OPMAIIMOHHBIX CIIPABOYHBIX CUCTEM

HaunmenoBaunue

DIIeKTPOHHBIN ajipec pecypca

Cucrema aucranimonnoro ooydenust CIIGIACY Moodle

https://moodle.spbgasu.ru/

Hayunas snextponnas 6ubnanoreka eLIBRARY.RU

Hayunas JNEKTPOHHAs
ouoimoreka eLIBRARY.RU

Enusblil  37EeKTPOHHBIN  pecypc  y4eOHO-METOJUYECKOW JIUTepaTyphbl

CIIoI'ACY

www.spbgasu.ru

DIeKTPOHHO-O0MOIMOTeUHas cucTeMa n3aarenbersa "Jlans"

https://e.lanbook.com/

DaexTpOHHO-0MOIMoTeuHas crcreMa usaarensersa ' IPRbooks”

http://www.iprbookshop.ru/

DNeKTPOHHO-O0MOIMoTeyHas cucteMa uznarenscrsa "FOPAUT"

https://www.biblio-online.ru/

8.4. IlepeueHbp WH(GOPMALMOHHBIX TEXHOJIOTHH, HCHOJIB3YEMBIX MpPU OCYILECTBIEHUH 00pa30BaTeIbHOIO
mporecca 10 JUCHMIUIMHE, BKIIIOYas MEpedYeHb JIMLIEH3MOHHOTO M CBOOOJHO PacHpOCTPaHIEMOro

nporpaMmMHOTIO obecneueHUs

HaunmenoBanue

Crnioco6 pacripocTpaHeHus
(JIMIIEH3WOHHOE WJIK  CBOOOJIHO
pacIpoOCTPaHIEMOE)

Microsoft Windows 10 Pro

HoroBop Ne  J132009689201 ot
18.12.2020r IIporpammHbIe
npoaykTsl MaiikpocodT, noroop Ne
1132009689201 ot 18.12.2020 ¢ AO
"Co¢rJlaitn Tpeiin": Windows 10,
Project Professional 2016, Visio
Professional 2016, Office 2016.




Microsoft Office 2016

HoroBop Ne /132009689201 ot
18.12.2020r [IporpammubIie
npoaykTsl Maiikpocodr, noroBop Ne
1132009689201 ot 18.12.2020 ¢ AO
"Co¢rJlaita Tpeiin": Windows 10,
Project Professional 2016, Visio
Professional 2016, Office 2016.

Microsoft Visual Studio 2017

HoroBop Ne  J[32009689201 ot
18.12.2020r IIporpammusbIe
npoayKThl Maiikpocodt, gorosop Ne
132009689201 ot 18.12.2020 ¢ AO
"CodrJlaitn Tpetin": Windows 10,
Project Professional 2016, Visio
Professional 2016, Office 2016.

8.5. MarepuaabHO-TEXHUYECKOE 00€CTICUeHUE TUCIIUTLTAHBI
Caenenust 00 OCHAIIEHHOCTH Y4EOHBIX ayIMTOPUN U MOMEIICHHH ISl CAMOCTOSITEIbHON pabOThI

HaumenoBanue yueOHBIX ayJUTOPHI U TOMEILIEHUHN
JUTSI CAMOCTOSITEIILHOM paOOThI

OCHaH_IeHHOCTb O60py,Z[OBaHI/I€M N TCXHHUYCCKHMH
cpeacrBamMu 06yquI/m

47. VYdeOHbIE ayIUTOPUU
JIEKITUOHHBIX 3aHITUH

JJIA IMPOBCACHUS

VYuebHas ayauTopuss UL  IPOBEAEHUS  3aHATUH
JEKIMOHHOIO THUINA, KOMIUIEKT MYJIbTUMEIUNHOIO
000opy0BaHUs (mepcoHaIbHBIN KOMIIBIOTED,
MYJbTUMEAUNHBIA MPOEKTOP, IKpaH, ayJuo-CUCTEMA),
JI0OCKa MapkepHasi Oenas sManeBas, HKpaH, KOMILIEKT
y4eOHOI MeOen, TOIKITI0YeHHEe K KOMIIBIOTEPHOU CeTH
CIIOI'ACY. Bbixon B IHTEDHET.

47. KomnbIoTepHBIH Ki1ace

Pa6oune mecra ¢ [1K (cTon KOMIbIOTEpHBIN, CUCTEMHBIN
OJIOK, MOHHMTOp, KJIaBHATypa, MBIIIb), CTOJ pPabOuuid,
noakmoueHne kK kommbiorepHoit cetn CIIGIACY,
BEIXOJ B Internet.

47. IlomenieHus A5 CaMOCTOSITENIbHOM pabOThI

[Tomemnienue 17151 CaMOCTOATEIBHOM PAOOTHI (YUMTATBHBIH
3an Oubnuoteku, aya. 217): I11IK-23 wt., B T.4. 1 mr.- [1K
s gun ¢ OB3  (cuctemHsblii  O7I0K, MOHHTOD,
KJIaBUATypa, MBIIIb) C TMOJKIIOYEHHEM K CETH
«HTEepHET» U OOecreueHnueM JI0CTyNa B SJIEKTPOHHYIO
nH(popMannoHHo-o0pazoBatenbHyo cpeny CIIOIACY.
ITO Microsoft Windows 10, Microsoft Office 2016

47. VYd4eOHBIE ayAUTOPUHU IIPOBECHUS
PaKTHIECKUX 3aHATHIA, KYpCOBOTO
NPOEKTHPOBAHUS (BBIMOJIHEHHUS KYpCOBBIX paboT),
TPYNIIOBBIX W WHIUBUAYAIBHBIX KOHCYJIBTAIUH,
TEKYILLET0 KOHTPOJISL ¥ IPOMEKYTOUHOM aTTecTaliuu

JJIA

VYyeOHass ayauTopusi A NPOBENCHHS MPAKTUYECKUX
3aHATUH, KypCOBOrO IPOEKTUPOBAHUS (BBIMOJIHEHUS
KYpPCOBbIX paboT), TpYIIOBBIX U HWHAMBHUIYaJIbHBIX

KOHCYJbTAIUH, TEKYIIEr0 KOHTPOJISI U TPOMEKYTOUHOMN
aTTeCTaIluu — KOMILJIEKT MYJIBbTUMEIUITHOTO
obopynoBaHus (mepcoHaIbHBIN KOMITBIOTED,

MYJbTUMEAUNHBIA TMPOEKTOP, IKpaH, ayJuo-CUCTEMA),
JI0CKa MapkepHasi Oernas sManeBasi, KOMIUIEKT y4eOHOM
Mebenu, TOJKIIOYEeHHE K  KOMIIBIOTEPHOM  CeTH
CII6I'ACY. peixon B MHTEDHET

Jlia naBanuaos u aui ¢ OB3 obecrieunBaroTcs crieuanbHbIE YCIOBUS JUIsl TIOJTy4YeHHUs] 00pa3oBaHUs B
COOTBETCTBUH C TPEOOBAHUSIMH HOPMATUBHO-TIPABOBBIX JTOKYMEHTOB.
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