s
ﬁ%t% ®denepallbHOE TOCYIAPCTBEHHOE OI0KETHOE 00Pa30BaTEILHOE YUPEIKICHUE
BBICITIIETO 00pa3oBaHUs

M-‘W CAHKT-IIETEPBYPI'CKUIA FOCY%[APCTBEHHI)II\/JI
APXUTEKTYPHO-CTPOUTEJIbHBIM YHUBEPCUTET

Kadenpa Dxonomudeckoit 6€30macHOCTH

YTBEPXIAIO
HavansHuk y4e0HO-METOINYECKOTO YIIPABICHUS
C.B. Muxaiinos

«29» urons 2021 .

MoanucaHo unédposoi

Mwuxannos .
noanncblo: Mwuxannos

Cepreﬁ Ceprei Bnagumnposuny
B Hata: 2022.03.02
NaANMNPOBNY og:13.0; 103100

PABOYASA ITIPOI'PAMMA JUCHUIIVIMHBI MOAYJIA)

AHanu3 u oreHKa HH()OPMAIIMOHHON COCTABIISIONIEH IKOHOMHUYECKOW O€30MacCHOCTH
HanpaBJIeHUE MMOATOTOBKHU/criennanbHOCTh 38.05.01 DxkoHOMUYECKast 6€30MaCHOCTb

HaNpaBJICHHOCTH (MPpodIIb)/criennanu3anus o0pa3oBaTeIbHON MporpaMMbl OHHAHCOBO-aHATTUTHYECKOE
o0ecrieueHne SKOHOMHYECKOI 0€30MacHOCTH X03SHCTBYIOIINX CYOBEKTOB U OpraHu3aIfi

®opma o0yyeHus 3a0uHast

Canxkr-IlerepOypr, 2021



1. Heau 1 3a1a4n 0CBOEHUS TUCUMILIUHBI (MOTYJIs1)

1. U3yunuth AeicTByIONINE HOPMATUBHO-TIPABOBbIE JOKYMEHTHI B 00JACTH 3aIllUThl HH(OPMALIMOHHBIX
AKTUBOB MIPEINPUITHS U IEPCOHAIBHBIX JaHHBIX.

2. [NonyunTs 6a30BbIEC 3HAHUS B 00JACTH 3aILUTHI JAHHBIX B MH(POPMAIIMOHHBIX CUCTEMaX.

3. TlomyuyuTh mNEpBUYHBIE HABBIKM M0 HCIIOIB30BAHHUIO CIIEHUAIN3UPOBAHHOTO IPOrPAMMHOIO
oOecrniedyeHus Ui 3allUThl MH(OOPMALMOHHBIX AKTHBOB M pelleHus NMpodecCHOHAJIbHBIX 3a7ad B o01acTu
HKOHOMHYECKOH Oe30MacHOCTH.

1. M3ydyeHne MCTOYHUKOB yrpo3 MHPOPMAIIMOHHON 0e30MmacHOCTH. MecTo PUCKOB MH(POPMAIIMOHHON
0€30IacHOCTH B CTPYKTYpE PUCKOB OM3HEca.

2. Uzyuenue TpeOOBaHMII CTAaHAAPTOB W HOPMATHBHBIX JIOKYMEHTOB B 00JIACTH HH(OPMAIIMOHHOM
0€30MacHOCTH.

3. M3ydeHne OCHOBHBIX BUJIOB CUCTEM MH(POPMAIIMOHHOM 0€30aCHOCTH U CIIOCOO0B 3aIIUTHI.

4. 3HAKOMCTBO C BO3MOKHOCTSIMH HCIIOJB30BAaHUS IMPOTPAMMHBIX NPOAYKTOB HH(DOPMAITMOHHON
0€30MMacHOCTH ISl pEIICHUS 3a/1a4 SKOHOMHUYECKOI 0e30MacHOCTH.

5. Uzyuenue ¢pyakiuonana DLP-cucrem.

6. Ilonmyuenue HaBbIKOB ucnoib3oBaHusi DLP-cucrem nns pemenus 3agady uHQOpMalMOHHOW U
HKOHOMHYECKOH Oe30MacHOCTH.

7. N3ydeHune opraHu3aliOHHbIX aCleKTOB HH(OPMALIMOHHON O€30MacHOCTH.

8. 3HAaKOMCTBO C CHCTEMaMH 3alIUThI JIEKTPOHHOTO JOKYMEHTO000POTA.

2. IlepeyeHb IUIAHHPYEMBIX pPe3yJbTATOB OOy4YeHHMSI O JMCHHMILIAHE (MOAYJIIO), COOTHECEHHBIX C
HHIMKATOPAMH J0CTHKEHUs KOMIIeTeHIN I

KOI[ 1 HAMMCHOBAHUC KOI[ 1 HAMMCHOBAHUC HJ'IaHI/IpyeMBIC PE3YyIbTAaThI O6y‘{CHI/I${ I10
KOMIICTCHIIUU HHAUKATOpa NOCTHIKCHUA JUCHUIIIINHE, 066CH6‘-II/IB3,IOIHI/I€ JOCTHIKCHHEC
KOMIICTCHIIH IJIAaHUPYEMBIX PE3YJIbTATOB OCBOCHUS OIIOII




ITIK-3 Cnocoben mpoBOIUTH
SKOHOMHUYECKHUHU aHaimn3
NEATEIIbHOCTH OpTraHu3aluu

IIK-3.1 TIIpoBomutr cGop w
00paboTKy JTAHHBIX IS
MIPOBEICHUS pacueToB
DKOHOMUYECKHX  ITOKa3aTelle
OpraHu3aIiuH

3HaeT
3aKOHOJATENbHYI0O M HOPMAaTHUBHYIO 0a3zy B
obmactu  obecneyeHuss  WHGOPMAIIMOHHON
0C30MaCHOCTH HW  COONIIOJICHUS  PEeXHUMa
CEKPETHOCTH.

CocTaB 3arpaT Ha BHEIPEHUE U IKCILUTYaTaILlHIO
MH(OPMAIIMOHHBIX CHUCTEM, BKJIFOYAs CHUCTEMBI
MH(POPMAIIMOHHOI O€30MTaCHOCTH.

Bosmoxnoctu DLP-cuctem mo:

- cObopy "mudpoBoro cremaa" MCHOIb30BaHUS
paboyero BpeMeHH COTPYTHUKAMU;

- cOOpy MaHHBIX O HAPYIICHHUSX MOJUTUKU
KOH(QUICHIIMATFHOCTA OpraHu3aluu (3ammra
MH()OPMAIIMOHHBIX AKTUBOB);

- cOopy aHHBIX 00 OTKJIIOHEHHSIX B peau3aluu
TEKYIIUX OU3HEC-TIPOIECCOB OPTAHU3AIIHH.
ymeer

- ycraHaBiauBaTh napameTpsl DLP-cuctems;

- coOpath U KIacCUPUIMPOBATh HHPOPMALIHIO O
KPUTHYCCKHX WH(POPMAIMOHHBIX aKTHBaX U
MECTaxX UX XpaHEHHUSI.

BJIaJieeT HABBIKAMH

- HABBIKOM MOCTPOCHUS (UIBTPOB U OTYETOB
DLP-cucremsi.

I1K-3 CnocobOeH npoBOIUTh
HKOHOMHUYECKUH aHaIn3
JESTeTbHOCTHA OpTaHU3aAIIH

[IK-3.2 OcymectBisier pacyer
SKOHOMHUYECKMX  IIOKa3aTenei
pE3yNIbTaToB JeSITeTbHOCTH
OpraHu3aIH

3HaeT
METO/IBI pacuera 9KOHOMHUYECKOM
s¢dexTUBHOCTH MH(OPMALMOHHBIX CUCTEM H
cucteM HH(POPMAIMOHHOM 6€30M1aCHOCTH;

- CHOCOObI KOHTPOJIS peanuzanuu
OM3HEC-TIpOLIECCOB B OpraHm3al U
COOTBETCTBYIOIME [TOKA3aTEIH.

ymeeT

- PacCUYMTHIBATH TEKYIIYI0 CTOUMOCTD BIIJICHUS
CHCTEMOM 0€30MaCHOCTH;

- paccuUMTHIBATh MOKAa3aTeNH 3KOHOMHYECKON
3O PEeKTUBHOCTH HHBECTHUIIMOHHOTO TIPOEKTA
BHEPEHUS CUCTEMBI nH(GOPMaIMOHHON
0€30MacHOCTH.

BJIaJieeT HABBIKAMH

- HaBBIKOM pacyeTra 3aTpaT Ha MPHOOpPETCHUE U
IKCIITyaTalMi0 CHUCTEMBI  HMH(DOPMAIIMOHHOM
(3KOHOMHYECKOI) 6€30TTaCHOCTH;

- HaBBIKOM WCIIOJIb30BaHUS  IOPUIAMYECKU
3HAUMMOW MH(pOpPMaNUU, COACpIKAIICcs B
MaccHBax  Y4e€TOB, C  LEJbI0  BEJCHUA
npo¢eCCHOHATBHON ACITEIIBHOCTH.




[TIK-3 Cnocoben mpoBOIUTH
SKOHOMHUYECKHUHU aHaimn3
NEATEIIbHOCTH OpTraHu3aluu

T1K-3.3 [IpoBoaut OLICHKY

nokasareiieu

3KOHOMUHYECKOM

0€30IaCHOCTH OpraHU3alluh B
COOTBETCTBUU C IIOCTABJICHHOMN

3amadyen

3HaeT

- KpUTEPUH OIIEHKU CHCTEMbI HH(OPMAITMOHHON
0€30MacHOCTH OpPraHMU3alMK MO0 POCCUMCKUM U
MEXITYHApOIHBIM CTaHIApTaM;

- aKkTyaJbHble PHUCKM  HH(GOPMALUOHHON
0€30MaCHOCTH.

ymeer

- BBISBIISTH PUCKH HapYIICHUS
OM3HEC-TIPOILIECCOB, KOPIIOPATUBHON  3TUKH,
KOPpPYNLHUOHHBIX W JIPYTHMX HapylmeHUH ¢
ucnons3oBanueMm DLP-cucrem;

- JenaTh BBIBOABI O  PE3YyIbTaTUBHOCTHU
OpPTaHM3AIlMOHHBIX MEp M0  OO0CCIICUYCHUIO
0e301acHOCTH (MHpOPMAITMOHHOM,
SKOHOMHUYECKOM).

BJIaJieeT HABbIKAMH

- HaBBIKOM BBIOOpA CUCTEMBI HH(POPMAITMOHHON
0€30MacCHOCTH M3 HECKOJbKUX AIbTEPHATUB IO
pe3yabTatam pacuera nokasaresien
3¢ (HEeKTUBHOCTH WHBECTUIIMOHHOTO IMPOEKTa U
(unn) Tekyiel CTOMMOCTH BJIaJICHUS.

[IK-3 Cnocoben mpoBOIUTH
SKOHOMUYECKUH aHAIN3
JeSTEILHOCTH OpraHU3aIuu

I1K-3.4 CocraBiager OTYET MO

pe3yiibTaTaM
aHaJInu3a
OpraHu3anuu

3KOHOMHNYCCKOI'O
JACATCIIBHOCTH

3HaeT
CTPYKTYpy OT4YeTa MO pe3yibTaraM ayauTa
UH(GOPMAITMOHHON 0€30IaCHOCTH;

- KpUTEpPHUH OIpeleieHUs] YPOBHSA 3pEIOCTH
opraHm3alii B 00jacT WHGOPMAIMOHHON
0€30IacHOCTH.

ymeeT

- aHaNM3UpOBaTh M BHIOWpaATh aJEKBaTHBIC
Mojenu  WH(MOPMAIMOHHOW  O€30MacHOCTH,
IUIAHUPOBAaTh ~MX  pealu3aluio Ha  0asze
TpeOOBaHUI K COBPEMEHHOMY YPOBHIO 3aIlIUTHI
TallHBI M WHQPOPMALMOHHON 0e30MacHOCTH,
COOJIOICHUIO PEKMMA CEKPETHOCTHU

- JenaTh BBIBOABI O HANU4YUH (OTCYTCTBUU)
MOJIO3PUTENIBHBIX ~ JACHCTBUH, MEpEeMENICHUS
JIOKYMEHTOB 110 JaHHbIM DLP-cuctemsr.
BJIaJleeT HABLIKAMH

- HaBBIKOM aHallM3a MPOLIECCOB OPraHU3alluU C
IETbI0  BBISIBICHHUS ~ BO3MOXHOW  yTpaThl
pPECYPCOB OpraHH3AIINH;

- HaBBIKOM  TIPOBEJCHHUS  pPacCieIOBaHUS
HHIAAEHTA Ha ocHOBe maHHbIX DLP-cucremsl.




[TIK-3 Cnocoben mpoBOIUTH
SKOHOMHUYECKHUHU aHaIn3
NEATEIIbHOCTH OpTraHu3aluu

IIK-3.5

CocraBiseT

PEKOMEHJalUK [0 YJIy4IIEHUIO

YKOHOMHYECKHUX
OpraHu3aluu

oKa3areie

3HaeT

OCHOBHBIE ~ MEpBI, HampaBleHHbIE Ha
obecrieueHne HHPOPMAIIMOHHON OE30TaCHOCTH,
cOONIOZICHHE  peXUMa  CEKPETHOCTH  Ha
pa3IMYHBIX ~ YPOBHSX  JEATEIBHOCTH -
0(OPMIISITH COOTBETCTBYIOIIYIO JOKYMEHTAIUIO
TUTs o0ecreyeHus (bYHKIIMOHUPOBAHUS
WH(OPMAIIMOHHBIX MACCHBOB,

- TEOPETHUYECKHUE OCHOBBI 110 YIIPABJICHUIO
OIEePaIMOHHBIMH PUCKAMH;

- HA3HAYCHHE OCHOBHBIX KIJIACCOB CHCTEM
HH(pOpMaAITMOHHOKN O€30MaCHOCTH.

yMmeet

- pa3pabarbIBaTh pEKOMEHIaINN o
YCTpAaHEHUI0  OMHMOOK B JIEATEIBHOCTH,
CBSI3aHHBIX c UHPOPMAIIMOHHOM

0€30IIaCHOCTEIO, O00ECIIEUeHHEM COOIIIOIEHUS
pEeKUMa CEKPETHOCTH;

- 000CHOBaHHO BBIOMpAaTh W PEKOMCHIOBATH
UCTIOJIb30BaHUE cUCTEM 0e301acHOCTH
ompenenenHoro HasHauenus (SIEM, DLP,
cucTteMbl Kpunrtorpadudeckor 3amuthl, IRP,
Ip.), HUCXOAs M3  BBIABJICHHBIX  PHUCKOB

HH(pOpMaAITMOHHOM (3KOHOMHYECKOM )
0€30MacCHOCTH.

BJIajieeT HABBIKAMH

- HaBBIKOM UCTIOJIb30BaHUS OTYETOB
DLP-cuctembl 1O yd4eTy HCIIOJIb30BAHUS
pabouero BpEMEHU ISt pa3paboTKu
NPEeI0KEHUH o ONITUMM3ALNU
OHM3HEeC-TIPOIIECCOB;

- HABBIKOM OpraHu3aIuu o0y4yeHus

COTPYJIHUKOB  BOIIpocaM  HH(OPMAITMOHHON
0C30IMacHOCTH;

- HABBIKOM pa3paboTku TIOJTUTUKA
nH(OPMaIMOHHON 0€30MacHOCTH.

3. Yka3anue MecTa AUCUMILIMHBI (MOAYJIs1) B CTPYKTYpe 00pa3oBaTe/ibHO IPOrpaMMbl

Jannas aucuuriianHa (MOAynb) BKIOYeHa B bnok «/{uctummmuel, moxynu» bB1.B.03 ocHoBHOIM
npodeccuoHaibHONU 00pazoBaTebHOM mporpammbl 38.05.01 DxoHOoMHUYeckass 0€30MacHOCTh U OTHOCHUTCS K
gacTu, GOpMUPYEMOIl yIacTHUKaMH 00pa30BaTEIbHBIX OTHOIICHUH yUeOHOTO IJIaHa.

Ne
/o

[IpenmecTByronme JUCHUILTHHBI

KOI[ 1 HAUMCHOBAHUC MHUKATOpA
JOCTHXXCHHA KOMIICTCHIIMH

1 [MuadopmanoHHble TEXHOIOTUU

YK-1.1, YVK-1.2, VK-1.6, OIIK-7.1,
OIIK-7.2, OIIK-7.3

2 CHCI_[I/IaHI/ISI/IpOBaHHOC

IIPOrpaMMHOE
9KOHOMHYECKOM O€3011aCHOCTH

obecrieuenue|l1K-1.1, TIK-2.1, TIK(LT)-1.1, TTK(LL)

-1.2




HNHdpopMalnoHHbBIE TEXHOJIOTHH

BJIQZICET HAaBBIKOM ITOMCKAa WH(OPMAIMOHHBIX PECcypcoB, cOopa W 00paboTKu HHGOPMAIUH O
MPOOJIEMHOM CUTyalnu

Crienuaaru3upoBaHHOE MPOrPaMMHOE 00eCIICUeHUE YIKOHOMUYCSCKOM 0€30IacCHOCTH

3HAET TCOPETHYECKUE OCHOBBI OPTaHHW3AIMM MOHUTOPHUHTA JEATEIHLHOCTH TEPCOHANIA OPTraHU3alNU C
nomo1so DLP-cucrem
3HAET Ha3HAUCHUE KPUNTOrpahUUECKUX CPECTB 3alIUThl U TOHUMAET HEOOXOIMMOCTh HCIIOIb30BAHMS
MEXaHH3MOB 3aIlUThI PH Pa3paOd0TKe TEXHOJIOTHYECKUX KapT IEKTPOHHOTO JOKYMEHTO000pOTa

Ne Konx n HauMeHOBaHME HHIUKATOPA
[Tocnenyromume TUCIUTIITUHBI
/1 NOCTHIKEHHUS KOMIIETEHIIUU
VK-9.1, YK-9.2, VK-9.3, YK-10.1, YK-10.2,
VK-10.3, VYK-10.4, VYK- 10.5, IIK-1.1,
o . b . |IIK-1.2, TIK-1.3, IIK- 2.1, IIK-2.2, T1IK-2.3,
1 pakTHUKa 1O 5SKOHOMHUYECKOW U HH(POPMALMOHHOMN MK-2.4, TIK- 3.1, TIK-3.2, TIK-3.3, TIK-3.4.

oeszonacuoctu. Yacts 1

TK- 3.5, TIK-4.1, TIK-4.2, TIK-4.3, TIK- 4.4,
TK-4.5, TIK-5.1, TIK-5.2, TIK- 5.3, TIK-5.4,
TIK(1D)-1.1, TIK(1)-1.2

2 |KonkypeHTHas pa3Benka [1K-2.1, I[IK-2.2, [IK-2.3, TIK-2.4
VK-9.1, YK-9.2, VK-9.3, YK-10.1, YK-10.2,
VK-10.3, VK-104, VK- 10.5, IIK-1.1,
I . . |TIK-1.2, TIK-1.3, TIK- 2.1, TIK-2.2, T1K-2.3,
3 paKkTHKa TI0O JSKOHOMHYECKOH U WH(OPMAIMOHHOU TIK-2.4. TIK- 3.1, [IK-3.2. TIK-3.3, TIK-3.4.

oe3omacHoct. Yacts 2

MK- 3.5, TIK-4.1, TIK-4.2, TIK-4.3, TIK- 4.4,
TK-4.5, TIK-5.1, TIK-5.2, TIK- 5.3, TIK-5.4,
TIK(LD)-1.1, TIK(ID)-1.2




4  |[IpepauruioMHas MpakTHKa

VK-1.1, VYK-12, VYK-13, VYK-14
VK-1.5, VYK-1.6, VYK-2.1, VK-2.2,
VK-2.3, VK-24, VYK-2.5, VK-3.1,
VK-32, VYK-33, VYK-34, VK-4.1,
VK-4.2, VYK-43, VYK-44, VYK-5.1,
VK-52, VYK-53, VYK-6.1, VK-6.2,
VK-6.3, VYK-7.1, VYK-72, VK-7.3,
VK-7.4, VYK-8.1, VYK-82, VK-8.3,
VK-8.4, VK-9.1, VYK-92, VK-9.3
VK-10.1, VK-10.2, YK-10.3, YK- 10.4,
VK-10.5, VK-11.1, YK-11.2, VK-11.3,
MK-1.1, MK-1.2, TIK-1.3, MK-2.1,
MK-2.2, MK-2.3, IIK-2.4, T[K-3.1,
MK-3.2, T[K-3.3, IIK-3.4, K-35,
MK-4.1, TK-42, TIK-4.3, TK-4.4,
MK-4.5, TK-5.1, TIK-5.2, TIK-5.3,
TIK-5.4, TIK(IT)-1.1, TIK(LD)- 1.2

5 praBHCHI/IC IMPOCKTaAMH U 0€e301acHOCTh 6H3HCC'HpOL{eCCOB

MK-3.1, IIK-3.2, IIK-3.3, IIK-3.4,
IK-3.5, TIIK-4.1, TIIK-4.2, TIIK-4.3,
[1K-4.4, I1K-4.5

6 IlogroroBka k npouecaype 3alluTbl MU 3alluTa BLIHYCKHOﬁ

KBaJIN(DUKAIIMOHHOM paboThI

VK-1.1, VYK-12, VK-1.3, VK-14,
VK-1.5, VYK-1.6, VK-2.1, VK-2.2,
VK-2.3, VYK-24, VK-2.5, VK-3.1,
VK-3.2, VYK-33, VK-34, VK-4.1,
VK42, VYK-43, VK-44, VK-5.1,
VK-5.2, VYK-53, VK-6.1, VK-6.2,
VK-6.3, VYK-7.1, VK-7.2, VK-7.3,
VK-7.4, VYK-8.1, VK-8.2, VK-8.3,
VK-8.4, VK-9.1, VK-9.2, VK-9.3,
VK-10.1, YK-10.2, VK-10.3, YK- 10.4,
VK-10.5, VK-11.1, VK-11.2, YK-11.3,
OITK-1.1, OTTK-1.2, OTIK- 1.3, OTTK-1.4,
OIIK-2.1, OTIK-2.2, OITK-2.3, OITK-3.1,
OITK-3.2, OTIK- 4.1, OTIK-4.2, OTTK-4.3,
OIIK-5.1, OTIK-5.2, OITK-6.1, OTTK-6.2,
OIK- 7.1, OTK-7.2, OTK-7.3, TK-1.1,
MK -1.2, IK-1.3, TIK-2.1, TIK-2.2, TIK-
2.3, TIK-2.4, TIK-3.1, TIK-3.2, TIK- 3.3,
MK-3.4, T[K-3.5, TIK-4.1, TIK- 4.2,
MK-4.3, TK-4.4, TIK-4.5, TIK- 5.1,
MK-5.2, TIK-5.3, TIK-5.4, TIK(1]) -1.1,
TTK(LD)-1.2

4. O0beM DUCHMILIMHBI (MOAYJIAA) B 3a4Y€THBIX €IUHHMLAX € YKA3aHHEM KOJMYECTBA aAKaJeMHYeCKHX
4acoB, BbIICJICHHBIX HA KOHTAKTHYI0 padoTy o0y4awomuxcs ¢ npemogasarteaeM (10 BHAAM Y4eOHBIX
3aHATHI) M HA CAMOCTOSATEJIbHYIO Pa00Ty 00y4Yarommxcst

K
W3 Hux yacel bitd
. Bceero Ha
Bua yuebnoii paGoret 4acoB  |MPaKTUYECKYIO 2 3
MOATOTOBKY
KonrakTHas padorTa 36 12 24
Jlexmmonnskie 3ausatus (JIek) 12 0 4 8
[paxTuueckue 3austus (Ip) 24 24 8 16




Huast kouTakTHasi padoTa, B TOM YHCJIE: 0,5 0,5
KOHCYJIBTAIINH 110 KypCOBO# paboTe (IIPOEKTY),
KOHTpOJbHBIM paboTtam (PI'P) 1 1
KOHTaKTHas paboTa Ha aTTeCTaIMIo (caya 3a4era,
3ayeTa ¢ OIICHKOM; 3allluTa KypCOBOMW pabOThI 0,25 0,25
(mpoexTa); cmaya KOHTpOIBHEIX padot (PI'P))
KOHTaKTHas paboTa Ha aTTECTAIUIO B CECCUIO 0.25 0.25
(KOoHCYIBTAIHS TIepeT SK3aMEHOM U c1adya ' '
Yacel HAa KOHTPOJIb 16,75 4 12,75
CamocrositennsHasi pa6ota (CP) 305,75 92 213,75
O0uasi TPy10eMKOCTh TUCHUILIUHBI (MOTYJIs1)
yacel:| 360 108 252
3a4eTHbIEC eTUHUIBI: 10 3 7
5. Coaep:xkanue IMCUMIUIMHBI (MOAYJIfA), CTPYKTYPMPOBAHHOe MO pa3gejaM (TeMaM) C YKa3aHHeEM
OTBEJCHHOI0 HA HUX KOJHMYECTBA aKaJeMU4YeCKHX YaCOB U BU/I0B YUEeOHBIX 3aHATHI
5.1. TemaTuveckuii 11aH TUCHUTUIMHBI (MOJTYJIS)
KonTakTHas padota (110 yueOHBIM
3aHATHAM), Yac. Kon
UHIUKATOP
a
Ne Pa3,[[eJ'II>I JUCHUITIIMHBI é TeKIpH H3 J-[P CP BCCFO, JOCTHIXCHU
~ Jac. o
W3 HUX Ha M3 HUX Ha M3 HUX Ha
MpaKTH- MpaKTH- MpaKTH- KOMIICTCHI]
Bcero | 4eckyro | Bcero | deckyioo | Bcero | dweckyio 5041
moaro- noAro- noAro-
TOBKY TOBKY TOBKY
1. |1 pa3men. bezonacHocTs B
1u(poBON IKOHOMUKE U
UH(POPMALIMOHHOE
3aKOHO/ATENIbCTBO
IK-3.1,
Nudopmarius. IK-3.2,
L1 Hudopmaiimonsoe npaBo 2 1 2 23 26 IK-3.3,
’ [1K-3.4,
I1K-3.5
[TpaBoBbIE peXHUMBI JOCTYIA K [1K-3.3,
1.2. [uacdopmanym. bezomacHocts B| 2 | 1 2 23 26 [1K-3.4,
1 (pPOBOH IKOHOMUKE I1K-3.5
2. |2 paznen. IIpaBoBoe
peryaupoBaHue B
uHpopMaLnoHHOE cdepe
be3onacHocTh 1 peryaupoBaHue IK-3.1,
AIEKTPOHHOTO T1K-3.2,
2.1. |moxymeHnTOo00OpOTA ul 2|1 2 23 26 IK-3.3,
MaccoBOI'O  pacHpOCTPaHEHUs [1K-3.4,
yH(bopMalun I1K-3.5
Nudopmannonnas TIK-3.3,
2.2. |6e3omacHoCTE PO Ha| 2 1 2 23 26 T1K-3.4,
HallMOHAJILHOM YPOBHE [1K-3.5
3. |3 paznen. Kontpoib




I1K-3.1,

I1K-3.2,
3.1. |3auér 4 [1K-3.3,
I1K-3.4,
IIK-3.5
4. |4 pasgen. Teoperudeckue
OCHOBBI YIIPABJICHHS
UH(POPMALIMOHHOM
0€e30I1acHOCThIO OM3HECa
I1K-3.1,
Nudopmarnus u OusHec. [1K-3.2,
4.1. |MadopmannonHas 1 27 30 [1K-3.3,
0€e30MacHOCTh [1K-3.4,
IIK-3.5
VYrpasienne HWHPOPMAIMOHHOM [1K-3.3,
4.2 0€e30I1acHOCThIO OM3HECa 1 23 26 [IK-3.5
5. |5 pasmen. OGmas
XapaKTePUCTHKA CHCTEM U
CpENCTB oOecreYeHUs
UH(POPMALMOHHOM
0€30IMacHOCTH
0630p OCHOBHBIX  CPEJCTB K-3.3
5.1. |obGecrieuenuss MHPOPMALIMOHHOMN 1,5 27 30,5 )
I1K-3.5
0e301macHOCTH
JoxymeHTanbHOE OOecTeueHne TK-3.3
5.2. (ua(DOpMAITMOHHON 0,5 26 28,5 T
[IK-3.5
0e301macHOCTH
6. |6 paznmen. KoHTpois
I1K-3.1,
I1K-3.2,
6.1. |3auér 4 [1K-3.3,
I1K-3.4,
IIK-3.5
77 paznen. Crienuanu3upoBaHHbIE
CUCTEeMbI HH(POPMAITMOHHOM
0e30macHOCTH
Kpuntorpadguss kxak  ocHOBa 317
7.1. [3aIIKMTHl TAaHHBIX TPU XpaHEHUU 1 5’ 34,75 | TIK-3.3
U Tiepejiaue 1o KaHajaaM CBSI3U
I1K-3.1,
CucreMbl 3amUThl JAaHHBIX OT IK-3.2,
71.2. 1 26 29 I1K-3.3,
yretex TIK-3.4,

I1K-3.5




8. I3 pazaen. MoHUTOpUHT
WHIMICHTOB NHPOPMAIIMOHHOM
6e3onacHocTu. O1eHKa CHCTEMbI
nH(pOpMaAITMOHHOM
0€30MacHOCTH OpTraHU3aIIH
[1K-3.1,
Crangaptel  WHGOPMAITMOHHON IIK-3.2,
8.1. 563011ACHOCTH 311 2 27 30 [1K-3.3,
[1K-3.4,
[1K-3.5
Pabora C WHIUACHTAMU K-3.1
UHGOPMAIIMOHHOM HK-B:Z:
8.2 0€30MMacCHOCTH. [Tnardopma 31 1 5 %6 29 IK-3.3,
pCarnpoBaHUsi HA MHIHICHTHI [IK-3.4
(IRP).  Security  Operational K-3 5’
Center (SOC) '
9. |9 pa3nmen. Mnas koHTaKkTHAas
pabora
I1K-3.1,
[1K-3.2,
9.1. |nas koHTakTHas paboTa 3 1,25 [1K-3.3,
[1K-3.4,
I1K-3.5
10. |10 paznen. Kontpons
I1K-3.1,
101 I1K-3.2,
DK3aMeH 3 9 [1K-3.3,
I1K-3.4,
I1K-3.5
5.1. Jlekiuun
Ne | HammenoBanue pazaena N
. HanmeHoBaHMe U KpaTKOE COJEpKaHNE JIEKIIUI
n/m Y TEMBI JIEKIUI
Cucrema nHGOPMAIIMOHHOTO TIpaBa
Wudopmarius. [Tonstne wundpopmammu. Buasl wuHbopmanuu. HOpuanuecku 3HaUYUMBIE
1 Nudopmarmonnoe  [cBoiicta nHpopManuu. Madopmanuonnoe obmectBo. OKMHABCKass XapTHs
paso. rnodansHOr0 HMHQPOpPMAIMOHHOTO ofmiectBa. EanHoe uHboOpManmoHHOE
npoctpancTBo. Cucrema HHGOPMAIIMOHHOTO TTpaBa.
Nudopmarms. NudopmaninoHHble TPaBOOTHOIICHUS
1 Nudopmannonnoe  |CyObeKTbl U 0OBEKTHI, COAepkKaHNe HH(POPMAIIMOHHBIX PAaBOOTHOIIEHUN
paBo.
[TpaBoBBIE OCHOBBI 3aIIUTHI KOH(DUIECHITMATBHBIX JAHHBIX
JIOKyMeHTUpOBaHHAss W HEJOKyMeHTHpOBaHHAas wHpopmanwms. [loHATHe WU
IIpaBoBbIEe pexXMMBI  |[BUABI  JOKyMEeHTOB. HocuTenum — JOKyMEHTHpPOBaHHOH  uH(OpManuu.
o |AocTymak nHpopmMaruu. [JIOKyMEHTbl Ha OyMa)kKHBIX HOCUTEISX. IIOHATHE 1€KTPOHHOTO HOKYMEHTA.
besomnacHocTh B DNeKTpoHHasl TOANUCH U €€ BUABL. [IpUHIMIBI U YCIOBHS HUCIIOJIb30BAHUS
UPOBOI SKOHOMHUKE |PIEKTPOHHON mnoamnucu. IIpaBoBoil pesxum HMHOpMaNMHU, pa3MeEIacMoil B
cetn «MHTepHET». 3aKOHOAATENHCTBO B OOJACTH 3AIUTHI MMEPCOHATHHBIX
JTAHHBIX
NudopmannonHas cocraBisifomias dKOHOMHYECKOW  0€30MacHOCTH B
TIpaBoBbIE PEXUMBL  |yc0BHax LUPOBOH FKOHOMUKH
2 | moctyna K HHGOPMAUHMH. |TTporpamma «[{udposast sxoHOMUKa B PDy. [ToHsTHE LH(POBOi SKOHOMHUKH.
besonacHocTb B Llenu 1u(ppoBoii SKOHOMHUKH. Y CIIOBUS Pealn3aliu




U POBOI IKOHOMHKE

nporpammbl  «lludpoBas sxoHOMHKA B POy,
mudpoBoil  3KOHOMUKH. HH(popMmaroHHas
SKOHOMMKH

HanpaBnenus pa3Butus
6e3omacHOCTh  1H(PPOBOI

bezonacHocTh 1
peryupoBaHue
ANEKTPOHHOTO
JOKYMEHTO000pOTa U
MaccoBOI0
pacmpocTpaHeHus
uHpopmanuu

[IpaBoBBIE OCHOBBI ANEKTPOHHOTO JOKYMEHTOO0OpOTa

JIOKyMEHTUpOBaHHAsE W HeIOKyMeHTHpoBaHHas HH(popmanus. [loHsTne u
BUIBl  JOKyYMeHTOB. Hocurenm  TOKyMEHTHPOBAaHHON  HMH(OpPMAIIHHU.
JlokyMeHTBI Ha OyMaKHBIX HOCHTENSAX. [IoOHATHE 37IEKTPOHHOTO TOKYMEHTA.
DNEeKTpoHHAasl MOANKCH U €€ BUIbL. [[pUHIMIBI U yCIOBUSA HCIIOIb30BAHUS
3JIEKTPOHHOW MOJIHCH.

Opranuzanuu JOKYMEHTOOOOpPOTa B OpraHax TOCYJapCTBEHHON BJIAacTU U
MECTHOI'0 CaMOYIIPABIICHHUS. [IpaBuia JIeJI0NIPOU3BOICTBA u
nokyMmeHTtoobopora. [IpaBa Ha MaTepuanbHble HOCUTENH, COJIEpXKallne
JOKYMEHTUPOBaHHYIO MH(popManuio. [Topsaok XpaHEeHUsI U HCIIOIH30BAHUS
JOKYMEHTHUPOBAaHHOI HH(OpPMALIK B COCTaBE apXHUBOB.

besonacHocTs 1
peryiaupoBaHue
AJIEKTPOHHOTO
JOKYMEHTO000poTa U
MaccoBOI0
pacrpocTpaHeHUs
uH(popMauu

[TpaBoBoe perynupoBanue B cepe MacCOBOM HH(POPMALTUH

OOmiast XapakTepuUCTHKa TIPAaBOBOTO pEXHMMa MAacCOBOM HH(pOpMAIHH.
Ilonatue u BuAbl cpelcTB MaccoBoil mH(popmanuu. CBoOoma MaccoBoOi
nHpopmanuu. Llensypa maccoBoii nnpopmarmu. [lonstre 3mo0ynorpedieHus
cB000/10i1 MacCCOBOM MH(POPMAIIHUH.

CyOBexTsl TNpaBOOTHOIIEHWH B MaccoBod wuHpopmanmu. OcobeHHOCTH
IPaBOBOTO cTaryca HMH(OPMAMOHHOTO areHTcTBa. llpaBoBoW craTtyc
yupenuTens CpeacTBa MaccoBoil mHpopmanuu. [IpaBoBoii cTatyc riaaBHOTO
penaktopa. [IpaBoBoii cratyc xypHanucTa. [IpaBoBoii cTaryc 3apy0exxHOTO
KOppECTOHIeHTa. AKKpEIUTAINS KYPHAIHUCTA

Nudopmarnmonnas
6e3omacHocTh PO Ha
HAI[MOHAJTLHOM YPOBHE

Obecnieuenne HalMOHAIBHBIX WHTEpecoB PD B obmactu mHbOpMaLMOHHON
0e30macHOCTH

WNudopmannonHas 6e30nacHOCTh Kak coluaibHoe siBiieHue. COoOTHOLIeHne
MHPOPMAIIMOHHON 0€30IacHOCTH ¢ JPYTMMH BHJIaMH O€30MacHOCTH.
be3zonacHocts nHpopmarmu. 3ammra nHGOPMALUU U BUABI CPEICTB 3AILUTHI
uHpopmanuu. Mapopmanmonnoe opyxue. UndopmanronHas BoiiHa.
[TonsTre nndopmanoHHON O6e30macHOCTH AeTel. ['ocyaapcTBeHHBIN HAI30p
B cepe 3aluThI JIeTeil 0T nH(OpMaLIUY, IPUUUHSIONIEN BpE] UX 310POBbIO U
(Wnn) pa3BUTHIO.

[Tonste uHpopmanonHoil 6e3omacHocTn P®. HannoHanbHblE MHTEpPECH
P® B wunpopmaunmonHoit chepe u ux obecneueHue. YTpo3bl
nHpopmanronHoi OezonacHoctd P® u mx ucrounuku. [IpaBoBble MeTOABI
obecnieuenus nHpopMaimonHoit 6ezonacHoct P®. Cucrema obecrnieueHus
nHpopmanoHHol 6e3onacHocTu PO.
Me:xnyHaponHoe COTPYIHHUYECTBO B
MH(}OPMALIMOHHON OE€30MaCHOCTH.

o0Jactu obecreueHus

Nudopmarnmonnas
6e3omacHoCcTE PO Ha
HAIMOHAJTLHOM YPOBHE

OTBETCTBEHHOCTb 3a MIPABOHAPYLIECHHUS B UHPOPMALIMOHHOM cdepe

[ToHsATHE M BUIBI OTBETCTBEHHOCTH 33 IPaBOHAPYIIICHHUS B HH()OPMAIIHOHHOMH
chepe.

VYrosoBHAas OTBETCTBEHHOCTD 3a MPECTYIUICHHS B HH(OpMaIMoHHOM cepe.
AJIMUHUCTPAaTUBHO-TIPABOBAsl OTBETCTBEHHOCTh 3a TPABOHAPYILICHUS B
nH(popMalnoHHOHU cdepe.
I'paxnancko-npaBoBas
nH(popMalnoHHOH cdepe.

OTBCTCTBCHHOCTbD 3a MMPaBOHAPYIICHUA B

WNndopmanus u 6usHec.

NudopmannonHas
0€e3011aCHOCTb

NudopmannonHas cymHocTs 6usHeca

Ocobennoctu  ympasneHus. MHpopMaionHas  CyImIHOCTh  Ou3Heca.
TpeboBanust k uHpopmanuu. KadectBo mHpopmanuun u 3¢(HEKTUBHOCTH
ynpasinenus. Ormpenenenue uHopManmonHol  Oe3omacHocTH.  CBsi3b
MaTepuaIbHbIX U HH)OPMALIMOHHBIX MporieccoB. CTpyKTypa




MHQOPMAIIMOHHBIX TIOTOKOB KoMmmnaHuu. JlokampHas HOpMaTuBHas 0aza
KOMITaHWUU 10 HH(POPMAITMOHHON 6€30MaCHOCTH

Nudopmanus u Gusnec.

Pucku nndopmarnmonHoi 6e30macHOCTH

6 Undopmanuonnas  [PHCKM MHpOpMaNMOHHONW O€30IIACHOCTH B CTPYKTypE DPHCKOB Ou3HEca.
0e30MMacHOCTb Bospacraromas cioxkHOCTh HH()OPMALIMOHHBIX CUCTEM U TEXHOJIOTUN
Monens obecrieueHus: THPOPMAITMOHHOI 0€30MaCHOCTH OpraHU3aINH
[TonsaTus pucka, yrpo3sl, yuiepba u ys3BuMocTH. Pacnpenenenue pecypcoB
OpraHM3alii B YCJIOBHUSIX pHUCKA. PHCK-OpHEHTHpPOBAaHHBIA MOAXOA K
Vrpasserue obecrieyeHnto MHPOpMaMoHHOW OezomacHocTu. MpeHTudukanms PUCKOB.
7 HHOPMALHOHHO 3aBUCHUMOCTh KayecTBa OLIGHKHM PHUCKOB U HACHTU(UKAIMU COOBITUN
pMart MHPOPMALIMOHHON 0€30IacHOCTH OT CTENeHH JTOKYMEHTHPOBAHHOCTH
0e30MacHOCThIO OM3HEca .
MH(OPMALIMOHHBIX MPOIIECCOB KOMIaHuu. HakoruieHne 3HaHUN MO pUCKaM.
Mogens Jlemunra-lllyxapra. Mopens obecnedeHus: HH(OPMAIMOHHON
O0e3zonmacHocTH OmsHeca. TpebOoBaHus K Mojaend HH(POPMAIMOHHOMN
0e30macHOCTH
ApxurekTypa ynpaieHus] THPOPMAIIMOHHOI 0€30MaCHOCTBIO MPEATIPUATHS
Mogenu HeNpepbIBHOTO COBEPUICHCTBOBAHHUSA W MPOIECCHOTO MOIXO/A.
['uOkue MoIeT MEHEIKMEHTA U MEXTYHAPOIHbIE CTaHApPTHI.
DTanbl Co3/1aHUsl CUCTEMBbl MEHEIKMEHTa MH(POPMaIMOHHONW 0€30macHOCTH
npennpustuss  (CMUB). Omnpenenenne ob6nactu  neiicteuss  CMUB.
OnpeneneHre TOMUTHKA YIPABICHUS HHPOPMAIIMOHHON O€30TacHOCTBIO.
YnpasneHnue OmnpeneneHre METOJOB OLEHKH pPHUCKa HHGOPMAIMOHHON O€30MacHOCTH.
7 nH(pOpMaITMOHHOM WNuBenrapm3anus  (uaeHtudukanus) puckoB. MaeHtudukamuss akTUBOB
0e30macHOCTbIO OU3Heca [uHdopManonHol  Oe3omacHocTH. OIGHKa W KIacCH(UKAIUS PUCKOB.
[Tonxonpl K oOlEHKE PHUCKOB. BBIOOp CpencTB MpPOTHUBOJIEHCTBUS pUCKAM
nHpOopMaMOHHON Oe3omacHocTh. OnpeeseHue eneil u CpeacTB KOHTPOIIS
3a puckamu. [IoHATHA KOHTPOJIS U 3amUTHOM Mepbl. OleHKa OCTaTOYHBIX
PHCKOB U COTJIAaCOBAaHKE C PyKOBOJICTBOM
TexHnueckue cpeacTBa 3alluThl CETEBOM HHPPACTPYKTYpHI
0O0630p OCHOBHBIX XapakTepucTUKa Yrpo3 HEMNOCPEACTBEHHOIO J0CTyNa B ONEpallMOHHYIO
8 cpencTB obecrieueHus |cpely.  XapakTepUCTHUKAa — Yrpo3, pEealn3yeMblX C  HCIOJIb30BAaHUEM
UH(OPMAIMOHHON  [IPOTOKOJIOB MEKCETEBOTO B3aMMOJIeiCTBUS. CeTeBble YIPO3bl, YA3BUMOCTU U
0e30MacHOCTH aTaKH, CBSI3aHHBIC C DKCIUTyaTalllel MEKCETeBBIX IKpaHOB. BimsiHue yrpo3 Ha
ousnec. [Ipumepnl
0O0630p OCHOBHBIX AHTUBHPYCHOE ITPOrpaMMHOE OOecrieueHne
8 cpeactB o0ecrieueHust |Yrpo3bl. Bo3MmMokHOCTM W (QYHKIMM COBPEMEHHOI'O aHTUBUPYCHOIO
MH(OPMallMOHHON  (mporpammHoro obecneuenus. Bnusuue yrpos Ha 6usHec. [Ipumepsr
0€30M1acCHOCTH
JlokyMeHTanbHOe [TonuTrka nH(pOpMALIMOHHON 6€301MaCHOCTH
9 o0ecrieuenne Conepxxanne nokymenrta "llomutuka wHbOpMaIMOHHONW Oe30MmacHOCTH" H
UH(POPMALIMOHHON  |B3aMMOCBSI3aHHBIX JIOKYyMEHTOB
0e30MacHOCTH
B03MOKHOCTH COBpPEMEHHBIX KPUNTOTpaUIECKUX CHCTEM B OOECIIEYCHUH
Kpunrorpadus xak 6
€3011aCHOCTH JIaHHBIX
OCHOBA SAIMKTBI AAHHBIX | oy o renpy m@poBanusi. OCHOBBI OJIOKYEHH-TEXHOJIOTMH U €€ HCTI0Ib30BaHHe
1 [PH XpaHCHHH 1 s obecriedyeHus] LEeJNOCTHOCTM W JIOCTYNHOCTH JIaHHBIX. DyHKIMH
TEpe/Iatic To KaHaIam COBPEMEHHBIX KpHUNTOTrpaduyecknx cucTeM. be30macHOCTh 3JEKTPOHHOTO
CBAM JTOKYMEHTO0000poTa
Haznauenue u QpyHKIMM cucTeM 3amuThl JaHHBIX OT yTeuek (DLP- cuctem)
12 CHCTEMBI 3aIHThI [Ipumepsl, MPUYUHBI U TOCTEACTBUS YTEUYKH KOHPUIACHIIMAIBHBIX JaHHBIX

JAaHHBIX OT YTCUCK

opranuzanuu. Oynkiuu DLP-cuctem. O630p prinka DLP-cuctem B PO.




Kputepun BbiOOpa DLP-cucrempl. CocTaB 3aTpar Ha BHEAPCHHE W
skcruryatanuio DLP-cuctempl. McroduHuku sKOHOMUYECKOTo 3(¢ekra oT
BHeApeHus: DLP-cucremsl

TpeGoBanus MEXITYHAPOAHBIX U POCCUMCKHUX CTaHAAPTOB MHGOPMAITMOHHOM

JOKYMEHTO0000poTa U
MacCOBOTO

Crannaptel 0€30MacHOCTH
13 UH(OPMAIMOHHOM Cranmaptel banka Poccun. PClI DSS. OcoOGE€HHOCTH OILIEHKH CHCTEMBI
0€3011aCHOCTH uH(pOPMaIMOHHOK Oe30MacHOCTH opraHm3anuu. Mojenb yrpo3. Moxaensb
HapyLIUTENs
Pa6ora c unnunentamu |PearupoBanue Ha MHIUACHTH HHPOPMAIIMOHHOM 0€301aCHOCTH
MH(POPMAIMOHHOM OcobenHoctn  pucKkOB  HMH(pOpMAIMOHHOM  Oe3zomacHoctu.  Monenb
0e30MacHOCTH. yIpaBiieHus1 puckamMu uH(pOpMaIMOHHOK Oe3omacHocTH. Incident Responce
14 [Tnatdopma Platform. Security Operational Center
pearupoBaHus Ha
unimaeHTH (IRP).
Security Operational
Center (SOC)
5.2. IlpakTuyeckue 3aHsATUs
Ne HaumenoBanue pasznena
/| ¥ TEMBI MPAKTHYECKHX HaumenoBanue u coaepkaHue NpakTUYECKUX 3aHATUN
3aHATUH
Wudopmarins kak npaBoBasi KaTeropHs
Hugopmars. Buner uadopmarmm (obcyxaenue, onpoc). OCHOBBI TEOPUH HH(DOPMAIIHH.
1 Hugopmanponmoe OcHOBHBIE OJXO/IbI K OMPEIEIICHUIO MOHATHS «HHGOPMAIUDY.
paBo.
[Tpeamer, MeToNbI U cHcTeMa HH(OPMAIIHOHHOTO TIpaBa
Onpenenenue MOHATUSA «UH(GOPMALMOHHOE TMpaBoy». lIpeamer u MeTomabl
Mupopmanus. uH(pOpMAITMOHHOTO rpasa. [TpoGemaruka OTTpaHUYCHUS
1 WNnpopmannonsoe N
MH(OPMAIIMOHHOTO IIPaBa OT CMEXHBIX OTpaciiell mpasa.
1paso. OcHoOBHBIE IOXO/IbI K OIPEEIICHUIO IPUHIIMIIOB HH(OPMALIMOHHOTO IIpaBa
NudopmarnmonHbie mpaBOOTHOIICHUS
Hudopmarms. [TonsiTre, mpu3HAKKW W BUIAbl HH(DOPMALMOHHBIX MPABOOTHOIICHUU.
1 I/IH(bOpMaLII/IOHHoe OcCHOBHBIE TIOAXOABI K OIMpCACIICHUIO 00BEKTOB I/IH(l)OpMaLII/IOHHLIX
paBo. npaBooTHouieHn.  CyOBeKTI U coAepkaHHe  HH(POPMAIMOHHBIX
IIPABOOTHOLIEHUH
[IpaBoBBIE peKUMBI TOCTYyNA K HH(POpMAIUU
OcHoBHble MHGOPMAIMOHHBIE TpaBa U CBOOOJBI, OCHOBAaHUS UX
orpannyenus. [IpaBo Ha noctyn k uHbopmaruu. [loHsTHE ¥ BUIBI TPABOBBIX
PEKUMOB CBOOOJIHOTO JOCTYyNa K MH(OpMAIIH.
WNudopmanus, K KOTOpol HE MOXKET ObITh OrpaHUYEH A0CTyn. MaccoBas
[TpaBoBble pexumsl  [uH(MOpManus. MckmountensHbie mpaBa. OOIIeCTBEHHOE TOCTOSHUE.
2 noctyna Kk uHpopmanuu. |[IoHsiTie ¥ BHIBI TPABOBBIX PEKUMOB OTPAHUYCHHOTO JIOCTyNa K
besomnacHocTh B uH(pOpMaIIUH. Copnepxanue KOHCTUTYIIUOHHOTO npasa Ha
U(PPOBON IKOHOMUKE |HEMPUKOCHOBEHHOCTh YaCTHOW KH3HH, JINYHYIO i CEMEHHYIO TalHYy.
TaliHa W ee pasHOBUIHOCTH. [OCylapcTBEHHas TaWHA: I[OHATHE U
OCOOEHHOCTH TMpaBoBOro pexuma. Kommepueckas TaiiHa: MOHSTHE U
0COOCHHOCTH TpaBoBOro pexuma. CiayxeOHas TailHa: TIOHATHE U BUJBL.
Oco0OeHHOCTH TTPABOBOI0 peXxuMa HOcUTeNel HHPOpMaIiK, COCTaBISIONIEH
TaiiHy. [IpaBoOBOM PEKUM NMEPCOHAIBHBIX JAHHBIX
be3onacHoCTh 1 be3omnacHocTh TOKYMEHTHPOBAaHHOM HHpOpMaUu
peryaupoBaHue JlokyMeHTUpOBaHHAsT W HEAOKyMEHTHpoBaHHas uHGopmarus. [lonartue u
3 AJEKTPOHHOTO BUIbl  JOKyMeHTOB. Hocurenn  JOKyMeHTHpOBaHHON  HHMOpMaLUu.

I[OI(YMCHTBI Ha 6yMa)KHBIX Hocureasax. Ilonsatue SJICKTPOHHOI'O




pacmpocTpaHeHus
uHpopmaruu

JOKyMEHTa. ODJEKTPOHHAs TOAMKHCh M €€ BUIbl. [IpUHIMMBI W YCIOBHS
WCII0JIb30BaHUS 3JIEKTPOHHOM MOMUCH.

beszonacHocth 1

PerynupoBanue nHpopmaiim, HaxoasIIecs B OTKPHITOM JOCTYIIE

OOmast ~ XapakTepuCTMKa W MEPCHEKTUBBI  Pa3BUTHS  MPABOBOTO
pEryJIupoBaHUs B chepe UCIIOJIb30BaHUs nH(OPMAaLMOHHO-
TEJIEKOMMYHHUKALIUOHHBIX CETEH.

peryiaupoBaHue [lonsTHs «callT» n «cTpanuua caita» B cetu «MuaTepuer». [lonarue u Buabl
3JIEKTPOHHOIO TOMEHHBIX UMeH. [IpaBoBoi pexuM WHPOpMALUHU, pa3MEIlacMOid B CETH
nokymeHnTtoobopora u  |«MHTepHer». IlpaBoBo¥ craryc Bianeiblla caiita B cetH «VHTepHET».
MacCcOBOTO [IpaBoBoOi1 cTaTyC MpoBaiiiepa XOCTUHTA.
pacrnpocTpaHEeHUs VYcnoBus orpaHudeHus octyna K caitam B cetu «HtepHery. Enunblii
uHpopManun peecTp JOMEHHBIX UMEH, yKa3aTelel CTpaHull caiToB B cetu «MHTepHeT» U
CETEeBBIX AaJ[PECOB, TO3BOJIAIOMIUX HJECHTU(GUIMPOBAT CAUTHI B CETU
«MuTepHeT, comepkaiue HHPOPMALIUIO, pacIpOCTpaHeHHEe KOTopoil B PO
3anpeneHo

ITpaBoBBIE OCHOBBI I (PPOBOIT SIKOHOMUKH B PD

Nudopmanmonnas [Iporpamma «IludpoBas s3xoHOMuKa B PDy. [ToHaTre nudpoBoii 3KOHOMHKH.

oe3omnacHocTh P® Ha
HAIIMOHAJIbHOM YPOBHE

Lemu nudpoBoii SKOHOMUKH. Y CI0BUS peanu3anuu nporpammsl «Lludposas
skoHOMUKa B PD». HanpaBnenus pazButus iudpoBoit 3KOHOMHUKH

NudopmanmonHas
6e3omacHocTh PD Ha
HAI[MOHAJILHOM YPOBHE

OTBETCTBEHHOCTH 32 MIPABOHAPYIICHUS B HH(MOPMAITMOHHOU cepe

[TonsiTHE ¥ BUIBI OTBETCTBEHHOCTH 3a MTPABOHAPYIICHHS B UH()OPMALIMOHHON
chepe.

VYTro10BHAs OTBETCTBEHHOCTH 32 MPECTYIICHHUS B MH(POPMAIIMOHHOI cdepe.
AJMUHUCTPATUBHO-TIPABOBAsl OTBETCTBEHHOCTh 32 IPABOHAPYIICHUS B
nH(pOpMaIMOHHOM cdepe.
I'paxxnancko-npaBoBas
nHpopManmoHHOM chepe

OTBETCTBEHHOCTh 33  IIPAaBOHApYyLIEHUsS B

WNudopmanus u OuzHec.
WNupopmanronHas
0€30MacHOCTb

WNudopmanus kak He00X0AUMOE yCIOBHE CYIIECTBOBAHUS OPTaHU3AIIH
VYnopasineHue HWHPOPMAIMOHHBIMU IIOTOKAMHM OpraHU3allMd KaK OCHOBA
HKOHOMUYECKON 0€30MacHOCTH.

KauectBo nndpopmanuu u 3¢p(HeKTUBHOCTh YNPABICHUS: MOJIOXKUTEIbHBIE U
OTpHULIATENIbHBIE TPUMEPHI

WNudopmanus u 6usHec.
NudopmannonHas
0€3011aCHOCTb

Pucku nadopmarmonHoit 6e3o0nacHOCTH
AHanmM3 W OILIEHKa PUCKOB HMH(POPMAIIMOHHON O€30MacHOCTH: TPUMEPHI,
3aJaHMs

WNudopmanus u OuzHec.

B3aumMocBs3p puckoB HHGOPMAIMOHHONW 0€30MacHOCTH ¢ (PUHAHCOBBIMH
PUCKaMH U pUCKaMHU KaJIpOBOM O6e30MacHOCTH

MHpopmamonHas Hcnonb30BaHne HWHCTPYMEHTOB HH(OPMALMOHHOW O€30macHOCTH s
GesonacaocTs BBISIBIIEHUS (PMHAHCOBBIX PUCKOB M PHUCKOB KaJpOBOi 0€30IacHOCTH
VYnpasienne HHPOPMAITMOHHON 6€30MaCHOCTHIO OpraHU3aLuU
Opranu3anuoHHas CTPYKTYpa uH()OpMaAITMOHHOM 0€30MacHOCTH.
VYnpasieHnue Pacnipenenenue mnosHOMOYMH M OOS3aHHOCTEW MEXAy MOJpa3AeIeHUIMU
uH(GOPMAIIMOHHOW  |OpraHM3aluK 1o oOecrneueHni0 MHGOPMAaMOHHOM Oe3omacHocTu. MecTo

0€30IIaCHOCTHIO OM3HECA

MH(POPMAIMOHHOM 0€30MaCHOCTH B CTPYKTYpE MOApa3AeIeHUN, OTBEUAIOIINX
32 KOMIUIEKCHYIO O€30MaCHOCTh OpraHW3alMd. YIpaBIEHHE pPUCKaMU
MH(POPMAIIMOHHOM 0€30MacHOCTH

0O0630p OCHOBHBIX
CPEICTB 00eCTIeYeHUS
uH(pOpMaITMOHHOM
0e30MacHOCTH

Opranu3zanys ¥ Cpe/CTBa 3alIUThI CETH TIPS IITPHITHS
Bunbsl 1 0cOOEHHOCTH TEXHUUYECKUX CPEJICTB 3alIUTHI CETH: TPUMEPHI, KEHCHI.
OO6cyxaeHne, TECThI

0O0630p OCHOBHBIX
CPEICTB 00ECTICUCHUS

33[[8.‘{1/1 0€30IMacHOCTH I/IH(I)OpMaLlI/IOHHLIX AKTHUBOB, PCIIACMBIC C




MTOMOUIbI0 aHTUBUPYCHOT'O MTPOrPaMMHOTO OOecTieueHust

napopManonHoii  |PyHKIMM, oOm@asd XapaKTEpUCTHKA, HNPOM3BOJWTENM AHTHBUPYCHOIO
0€30M1acCHOCTH nporpaMMHoro  obecriedenusi.  PeiHok  P®.  Kputepuum  BbiOOpa
CHEIHATM3UPOBAHHOTO IPOTPAMMHOTO 00€CTICUeHUS
JIOKyMEHTaIbHOE JlokanbHasi HOpMaTUBHO-TIpaBOBas 6a3a 1Mo MHGOPMAITMOHHON OE30MaCHOCTH
obecrneueHue OpraHu3alu
9 UH(OPMALMOHHOM Copepxanne u crpykrypa "llomutuku mHGOpPMAIIMOHHON Oe3omacHOCTH'.
0e30I1aCHOCTH OO6cyxaenue mpumepa. 3ajaHus B rpymax. 3amura 3alaHui
Cucrembl 6€30MaCHOCTH 3JEKTPOHHOTO IOKYMEHTOO00pOTa
Kpuntorpadust xax B
03MOKHOCTH KpHUIITOTpapuIecKux cuctem. Mcmonp3oBanue Kpunrorpapuu
OCHOBA SAIUMTBI MAHHBIX 11 10 oa1prer nanHbIX Ipy Tepefaye Mo KaHaldaM CBSI3W U MPH XPaHEHHH.
1 TpH XpaHCHIHI 1 NunuBuayanpHble 3a/laHdsl HA TMOJTYYCHHE YMEHUW W OTPabOTKY HaBBIKOB
TCpe/Iatc To KaHamaM 1y oo ipsoBanmst KpUNTOrpaUyeCcKuX CPeICTB 3alIUTHI
CBSI3U
Kpuntorpadus kak  |Kpunrorpadus kak oHa U3 KIIOUEBbIX TEXHOJIOTHH OJI0KYEHH
OCHOBA 3alUTHI JaHHBIX |TexHOMOTHS OJOKYEHH - MPUHIMIBI U MEXaHU3MbI pa0doThl. Bo3zMokHOCTH
11 IpU XpaHCHUU U WCIOJIb30BaHUS IS 3alUTHI JAHHBIX
nepenave mo KaHajiam
CBSI3H
Hcnonb30BaHue CUCTEM 3alIUTHI JAHHBIX OT yTEYEK JI CHUKEHHUS PHUCKOB
CucTeMbl 3aIUThI I/IH(bOpMaIII/IOHHOI‘/'I 1 DKOHOMHYECKOM 0€3011aCHOCTH
12 JIAHHBIX OT yTEYeK OcBoenne pabotel ¢ DLP-cuctemoii: ¢yHkuuu, mnapamerpbl, OTYETHI.
Brinosinenue 3aganuit
Pemenne 3amad SKOHOMHUYECKON 0€30MaCHOCTH C WCIOJB30BAHUEM CHCTEM
MOHHUTOPHHTa WH(GOPMALMOHHBIX TMOTOKOB M TMPOTHBOJCHCTBUS yTEUKaM
TAHHBIX
Bunel 1 0coGEHHOCTH CHUCTEM MPOTUBOACUCTBUS yTEUKaM JaHHBIX. 3aqadu
12 CHCTeMEL SaIuTEL ydera WCIOJIb30BaHUS pabovero BPEMEHH W KOHTPOJIb COOTBETCTBYIOIIUX
JIAHHBIX OT YTEHeK PHUCKOB KaJpoBOil 0€30MaCHOCTH; MPOAYKTUBHOCTH HCIIOIB30BaHUS pabovero
BPEMEHH COTPYJIHUKAMH, DPEIICHUE KEHCOB MOIICHHHYECTBA, HEIEICBOTO
WCIOJIb30BaHUs COTPYTHUKAMU PECYPCOB OpraHU3aIUH, JIp.
KitoueBbie TpeboBaHus cTaHaapTOB HH(GOPMAIIMOHHON Oe3omacHOCTH banka
CranmapTsl Poccun
13 uH(MOPMaIMOHHON Cretema J10K B P .
ymeHTOB banka Poccun mo mHdopmannoHHONW 6€30MacHOCTH.
OesonachocTy Conepxanne u cTpykTypa. OCHOBHBIE TPeOOBaHUS
MexnyHapoaHble  CTaHAApTBI W COTPYAHHYECTBO B O0NacTd
Cranpaptbl nH(OPMaIIMOHHON 6€30MacHOCTH
13 uapopmarmonnoit  |PCl DSS. MexayHapojsele opraHu3alui B 001acTd MH(QOPMAIMOHHON
0e30MacHOCTH 0€30MacHOCTH. YYacTue U COTPYAHHUYECTBO POCCUMCKUX TOCYIapCTBEHHBIX U
KOMMEPUYECKHX CTPYKTYP
Pabora ¢ mammaeaTamu |CrcremMa pearupoBaHUs Ha WHITUACHTH HHPOPMAIIHOHHOW 0€301aCHOCTH
uHpopMannoHHoH  |OpraHu3alMoHHas U TEXHUYECKas COCTABJISIONIAs CHCTEM MOHHTOPHHTA U
0€30ITacCHOCTH. pearupoBaHMs Ha WHITUACHTHI
14 [Tnarpopma
pearupoBaHHs Ha
uniaeHtsl (IRP).
Security Operational
Center (SOC)
Pabota ¢ nHIMAeHTaMu |AYTCOPCHHT yCayr HH()OPMaAIMOHHON 6€30MmacHOCTH
UH(OPMAIIMOHHOM CocraB 3aTpar Ha COOCTBEHHYIO CUCTEMY HH(GOPMAIIMOHHONW 0€30MacHOCTH,
14 0C30ITacHOCTH. MIPEUMYILECTBA U HETOCTATKH.
[Tnardopma CocraB 3arpaT Ha ayTCcOpcHHra WH(POPMAIMOHHONW OE€30MacHOCTH.

pearupoBaHus Ha

HpeI/IMyH_ICCTBa N HEJOCTAaTKHU




uHuAeHTH (IRP).
Security Operational
Center (SOC)

5.3. CamocrosrenbHas paboTa o

OyJaroIuxcs

No | HaumeHnoBaHue pasjaena o
CopepxaHue caMOCTOSITEIbHON pabOThI
/T | JAUCUUTUIMHBI U TEMBI
HNudopmanusi. WudopmMannoHHbIE TPABOOTHOLICHUS
1 Nudpopmannonnoe  [[loaroroBka k nmpakTudeckoMmy 3aHsATHIO Mo TeMe. [loaroroBka goknanga
paso.
[Iporpamma "lludporas sxoHomuka PO"
IIpaBOBBIE pEKUMBI " "
[Tpoektbr mporpammel "LludpoBas sxoHomuka". CoaepikaHue MPOrPaMMBbI
JocTyna K HHpopMaIum. . .
2 uHpopmanmoHHo Oe3onacHoCcTH IM(poBOit skoHOMUKH. [loaroroBka K
be3omnacHocts B
. MPaKTUYECKUM 3aHATUSM. MTOATOTOBKA JIOKJIAI0B
U (pOBON IKOHOMHUKE
[TpaBoBbIE OCHOBBI 3aIUTHI KOH(OUICHIIMATIBHBIX JAHHBIX
IIpaBOBBIE pEKUMBI p H unern A
[IpaBoBbIE OCHOBBI 3aIIUTHl KOH(PHICHIMAIBHBIX JaHHBIX. lloaroroBka K
JocTyna K HHpOopMaIum.
2 MPAKTUYECKUM 3aHITHUSIM, TOJATOTOBKA JJOKJIAJIOB
bezomnacHocts B
1u(pOBOH IKOHOMUKE
be3zonacHocTh 1 [TpaBoBBIE OCHOBBI AIEKTPOHHOTO JOKYMEHTOO0OpOTa
peryiaupoBaHue DNEeKTPOHHAs NOJANUCH. AJITOPUTMBI IU(PPOBaHUS, OCOOEHHOCTH, IPAKTHKA
ANEKTPOHHOTO UCIIOJIb30BaHUsI KPUNTOTPahUUECKUX CUCTEM
3 JIOKYMEHTO000pOoTa 1
MaccOBOTO
pacrpocTpaHeHus
HHGOPMAIUH
bezomnacHocth 1 [TpaBoBoe perynupoBanue B cepe MaccoBoi HHGOpMaUU
perynupoBaHue CoOop uHpopmanu U3 OTKPHITHIX UCTOYHHKOB. CriocoObl cOopa, MpaBoOBbIE
3JIEKTPOHHOTO OCHOBBI UCIIOJIb30BaHUSI UHPOPMALIUU
3 JOKYMEHTO000pOoTa U
MaccoBOTO
pacnpocTpaHeHus
nHpopmalun
AKTyanbHbIE HOpMAaTUBHBIE TOKYMEHTHI B 00acT Knbepbe3omacHoCTH
W
H(popmarmoHHas .
4 5 pMan PO Konnermus wHanuonanpHOM Oe3omacHocTH. CTpyKTypa pHCKOB. Puckm
MacHOCTh Ha .
C30TACHOC uH(GOPMaIIMOHHON 0€30MacHOCTH Ha HAIIMOHAIBHOM YpoBHE. TeHAeHIUH,
HAI[MOHAJILHOM YPOBH .
ALMOHANEHOM YPOBHE 11, 006b1 MIPOTUBOICUCTBUS
OTBETCTBEHHOCTh 3a HaApyIIECHUs B 00JIaCTH 3alIUThl KOH(QUIEHIIMATHHBIX
Wudopmanmonnast  |IaHHBIX
4 6e3zonacHOCTh P® Ha |OTBETCTBEHHOCTH 3a pasrianicHue JIAHHBIX, COCTaBIISTIOIIUAX
HAlMOHAJBHOM YPOBHE [TOCYIapCTBEHHYIO TalHy, KOMMEPYECKYI0 TakiHy. OTBETCTBEHHOCTL 3a
HapyIIeHNe 3aKOHa O MEPCOHABHBIX JTAHHBIX
Undopmanus u 6usHec. |YPaBIeHUE pUCKaMU HH(OPMAIIMOHHOK O€30MaCHOCTH
6 Nudopmarnmonnas IToaroroBka K NpPAakTUYECKUM 3aHATHUSAM IO TeME. BhINONHEHUE 3alaHui,
0€30I1acCHOCTh MOATOTOBKA K TECTUPOBAHUIO
WNudopmanus n 6usHec. |Pucku, cBsizaHHbIe ¢ HOOPMAITMOHHBIMU aKTUBAMU OPTaHU3AINH
6 Nudopmanuonnass  |[loaroroBka Kk mpakTUYECKUM 3aHSATHM, TOATOTOBKA K TECTUPOBAHUIO
6€301acHOCTh
v Pacripenenenne oOs3aHHOCTEH 1O  obecredeHH0  WHGOPMALMOHHON
MpaBJIeHUE
p . 0€30MacHOCTH OpraHU3aIuN
7 nH(OPMAIIMOHHOU

0€e30I1aCHOCTRLIO OM3HECA

[TonroroBka K NpakTUYECKUM 3aHATHAM, IOATOTOBKA JOKJIAJ0B, IOATOTOBKA
K TECTUPOBAHUIO




0O0630p OCHOBHBIX AHTHBUPYCHOE  TpOTpaMMHOE  oOecrnedeHue:  (QyHKIUH, TMPUMEPHI
8 CPEICTB OOECIIEUYCHUS |MCIIOJIb30BAHUS
uHpopmanronHor  |[loaroroBka K MpakTHUECKUM 3aHSTUSM, TOATOTOBKA JOKJIAOB
0e30MacHOCTH
JlokyMeHTabHOe [Tonutuka nuGopmMaOHHON OE30MaCHOCTH
9 oOecrievyeHue [ToaroToBKa K MPAKTUYSCKUM 3aHSATHUSIM, IOATOTOBKA JTOKJIAI0B
UH(POPMALIMOHHOM
0€301acCHOCTH
JlokyMeHTanbHOE Opranuzanuss OOy4eHHUS COTPYIHUKOB B 001acTd HHGOPMAIMOHHON
9 obecrieueHue 0e301acHOCTH
uH(HOPMAMOHHON [ToaroroBka Kk MPaKTUYECKUM 3aHATUAM U BBIITOJIHEHUE 3aJaHUN
0€301acHOCTH
Kpunrorpadus kak  |biokdeitn
OCHOBA 3alUTHl JaHHBIX |[I0roTOBKA K MPAKTHYECKUM 3aHSITHUSM, ITOATOTOBKA JOKIIAI0B
11 IIpY XpaHEHUHU U
nepenaye mo KaHajiam
CBSI3H
Kpuntorpadus kak  |Cuctemsl 3IeKTPOHHOTO JOKYMEHTO000pOTa
OCHOBA 3alUTHI JaHHBIX |3yueHne BO3MOXXHOCTEH CHCTEM O3JIEKTPOHHOTO JOKYMEHTOOOOpOoTa 0
11 IIPH XpaHECHUU U JOKYMEHTAIu mpou3Boanutescii. [loAroToBka K mpakTUYECKUM 3aHATHSIM
nepenaye mno KaHajiam
CBSI3H
Kpunrorpadust kak  |Mctopust pa3BUTHS KpUNTOTpaQUIECKUX CHCTEM
OCHOBA 3alUTHI JAHHBIX |TIOJrOTOBKA K MPAKTHUYECKUM 3aHITHUSIM, TOATOTOBKA JOKJIAJIOB
11 IIPU XpaHEHUU U
nepenaye mno KaHajiam
CBSI3H
CucTeMbl TPOTUBOACHCTBHS YTEUKAM JaHHBIX
12 CROTeMEL SAITTHL [ToarotroBka K MpakTUYECKUM 3aHSATHUSM, BHITIOJHEHHE 3aJJaHUi, TTOJrOTOBKA
AAHHBIX OT YTCUCK |y recTipoBanmIO
CrangapThl CrannapTel ”HPOPMAIIMOHHON 6€30MaCHOCTH
13 uHGOPMAIHOHHOM Copepxanne craHAapTOB HMHPOpPMAIMOHHON OezomacHocTH. [loaroToBka K
0e30IacHOCTH MPAKTUYCCKUM 3aHATUAM U TECTUPOBAHUTIO
Pabora c uHnMaeHTaMH |YTIpaBleHNe HHIIMIEHTaMH HH(POPMAIIMOHHOM 0€30MacHOCTH
uH(pOpMANMOHHOK  |BwImonHeHWe 3amaHWii, MOATOTOBKA K MPAKTUYSCKUM 3aHATHSIM |
0€30MacHOCTH. TECTHUPOBAHUIO
14 [TnaTdopma

pcarupoBaHus Ha
unimaeHTH (IRP).
Security Operational
Center (SOC)




6. MeToguyeckue MaTepuabl 1JIsl CAMOCTOATEIbHON Pa0d0ThI 00y4aroIuXcs M0 JUCHUILIHHE (MOAYJIIO)

CamocTosTeNnbHYI0 PadoTy HEOOXOIUMO BBIMOJHATH MO BCEM pa3zieiaM MpOrpaMMbl AMCHHILIHHBI B
dbopme:

- U3yYCHUS PEKOMEHIyeMON OCHOBHOM M JIOTIOJIHUTEIbHON JINTEPATYPHI;

- CAMOCTOSTEINILHBIX 3aHATUH 10 MOJ00PY ¥ aHAM3Y JINTEPATypPHBIX HCTOYHHKOB;

- BBIMOJHCHUIO TOJYYCHHBIX HAa MPAKTHYECKUX 3aHATUAX 3aJaHUi, BKIOYAs 3aJaHusl MPOCKTHOMN
paboTsI;

- IOMCKA NCTOYHUKOB, COOpa M aHAIN3a JAHHBIX, PACUCTOB, HAMMCAHUS TEKCTa KYpPCOBO# pabOTHI.

N3ydyenue kypca ocyuiecTtBisiercss B (opme ydyacTusi B JICKIMOHHBIX M TPAKTUYCCKUX 3aHATHSIX,
MOJI'OTOBKH M HAITKCAHKSI KYPCOBOW pabOThI, CAMOCTOSITEIbHON MTOATOTOBKH.

Ha ayauTopHBIX 3aHATHSX OOy4arol[uecsi 3HAKOMSTCS C TEOPETHKO-METOJO0JOTHYSCKUMH OCHOBaMHU
JMCIUILIMHBI, COBPEMEHHBIMHU MTpo0ieMaMu, NOHATHAMHU. OCBOCHUE OCHOBHBIX MOHATHI TPeOyeTCsl Ha YpOBHE
BO3MOXKHOCTH MX IPUMCHEHHS B TUCKYCCUSX Ha MPAKTUUCCKUX 3aHATHUSX, IPU MOJTOTOBKE KYpCOBOW pabOTHI,
BBIMTOJHEHUH MTPOCKTHBIX 33JaHU U MOATOTOBKE K KPYTJIOMY CTOJTY.

[IpopaboTka H3y4aeMOro MarTepuaia MPOBOAMTCS HA MPAKTUYECKUX 3aHITUSAX, B XOJE KOTOPBIX
00ydaroIuecs: moaApoOHO aHATU3UPYIOT OCHOBHBIC KOMITOHEHTHI M3ydaeMo# TeMmbl. B ¢opme mokmaga wim
JMAaJiora ¢ MPeroaBaTesieM PacCMaTPUBAIOT HanOoJIee CIIOKHBIC U TITyOOKHE 3aKOHOMEPHOCTH U MEXaHH3MBI,
00CYKIat0T MOCIeIHIE MYOIMKAIINH 110 H3y4aeMbIM MPOOIeMaM.

B TeueHue cemectpa OOydarommecs: MOJIYYAIOT MPAKTUYCCKUE HABBIKUA HCIOJIb30BAHHS CHCTEMBI
MOHHUTOpPHUHTa pabOThI COTPYTHUKOB.

Htorom u3ydeHus Kypca sIBISICTCS YCIICIIHAS cadya 3a4eTa U dK3aMeHa.

7. OueHo4HbIe MATePUAJIbI /JJIsl NMPOBEdEeHUs] TEKYILIero KOHTPOJIs YCIeBAeMOCTH U TMPOMEKYTOUYHOM
arTecTauvy 00y4armMXCcs M0 JMCUUILINHE (MOIYJII0)
7.1. [lepeueHp KOMIETEHIIN ¢ yKa3aHUEM 3TAIOB X (HOPMHUPOBAHUS B MPOIIECCE OCBOCHUS AUCIIUILITUHBI

KOI[ 1 HAMMCHOBAHUC

Ne KoHTtponupyembie pa3ieibl TUCIUILTAHBI HHIKATOPA KOHTPOMIPYEMOf Bu orieHOYHOTO
n/m (Momyms) cpencTaa
KOMITCTCHIIUH
1 |Mudopmarms. Mudopmarmonroe mpaso IIK-3.1, TIK-3.2, TIK-3.3, [IK- [YcTHBIN Ompoc, TeCTHI,
PMAaTLHA. pMatt Pago. 3.4, IIK-3.5 JTOKJIAIbI

5 [IpaBoBBIC PEKUMBI ZI0CTYMa K uH(pOpMaIUH. [1K-3.3, TIK-3 4, TIK-3.5 YCTHBI OMPOC, TECTHI,
bezomnacHocTh B n(ppoBO YKOHOMHUKE JIOKJTaJTbI

, besonacrocts u PEIVIMPOBAINE! 13,1, TIK-3.2, TIK-3.3, TIK- [Vermiii onpoc, ecr,
AIEKTPOHHOTO JIOKYMEHT0000pOTa u 3.4, TIK-3.5 HOKITAbI

MAacCOBOT'0 pacIpoCTpaHeHHs HHMOpMaIIU

4 Nudopmannonnas Oe3zonmacHocte P® Ha YCTHBI  OIPOC, TECTBHI,

[1K-3.3, TIK-3.4, IIK-3.5

HAIMOHAJIHLHOM YPOBHE JIOKJIa b
5 |sauer MK-3.1, TIK-3.2, TIK-3.3, TIK- [BOMPOckr
3.4, TIK-3.5 IPOMEKYTOUHOM
aTTeCcTaluu

6 Nudopmanus u O6usnec. Mudbopmanmonnas| [IK-3.1, T1K-3.2, TIK-3.3, [IK- |YcTHBII ompoc, TecCTHI,
0€30I1aCHOCTD 3.4, IIK-3.5 3aJlaHus, TOKIaIbI

7 Yupasnenue nH(OPMAITMOHHON IK-3.3. TIK-3.5 YCTHBIM  OIPOC, TECTHI,
0e30IMacHOCTRIO OM3HEca T ' 3aaHusl, TOKJIa bl

8 O0630p OCHOBHBIX CpEICTB oOOecreueHus K-3.3. [IK-3.5 VYceTHBI  OmIpoOC, TECTHI,
nHGOPMAIMOHHON 0€30MacHOCTH T ' 3aJaHus, JTOKIa bl

9 JlokyMeHTanbHOe obecrieueHue [K-3.3. [IK-3.5 YCTHBI OMpOC, TECTHI,
nHGOPMAIIMOHHON 0€30MaCHOCTH 7 ' 3aaHusl, TOKJIa bl

10 |3ausr IK-3.1, T1K-3.2, [1K-3.3, TIK- |Bompocsl

3.4, TIK-3.5 IIPOMEXKYTOUHOU




aTTecTaluu

Kpunrorpadgus kak ocHOBa 3aIIUTHl JAHHBIX YCTHBI  OIIPOC, TECTBHI,

11 ITK-3.3
[P XpaHEHUU U Mepeaaye Mo KaHajaam CBSI3U 3ajaHus
12 | CrcTeMbr SAIITEL TAHHELX OT VICUeK [IK-3.1, TIK-3.2, T1K-3.3, [IK- [YcTHBIll Ompoc, TECTHI,
o a yr 3.4, IIK-3.5 3aaHUs
. IK-3.1, T1K-3.2, I1K-3.3, TIK- .
13 [Cranmaptsl nHDOpPMAITMOHHONW 0€30MMaCHOCTH 3.4 [IK-3.5 YCTHBIN onpoc, TECTHI

Pabora ¢ wHIMAOeHTaMH WH(POPMAIMOHHON
Oesonacunoctu. Ilnarpopma pearuposanus Ha| IIK-3.1, [1IK-3.2, IIK-3.3, TIK- |YcTHbIi  onpoc, TeCThl,

14 uanuaentsl  (IRP).  Security  Operational 3.4, TIK-3.5 3a1aHus
Center (SOQC)
15 |WHas koHTakTHas pabora TK-3.1, 1_3Hfl,31'[21’<-lglé 3.3, IIK 5Z¥;Z§i;;mma pabora.
Bomnpocst
16 |[Px3amen IK-3.1, TIK-3.2, I1K-3.3, IIK- [mpomesxyTounoi
3.4, IIK-3.5 aTTeCTaluu (ycTHBIN
onpoc)

7.2. TUMoOBbIe KOHTPOJIBHBIC 3a/IaHMs MJIM WHBIE MAaTEPHAJIbl TEKYIIETO KOHTPOJIS YCIIeBAEMOCTH, HEOOXOTUMbIE
U1l OLIEHKU 3HAaHUH, YMEHMI U HaBBIKOB U (WJIM) OIBITA MPO(ECCUOHATBHOMN NEeSITeIbHOCTH, XapaKTEPU3YIOLINX
sTansl ((OPMUPOBAHUS KOMIIETEHIIUH B IIPOLIECCE OCBOEHUS AUCLIUIIIINHBI

['pynnoBble TBOpYeckue 3afaHus (MPOEKTHI) A INPOBEPKU CHOPMUPOBAHHOCTH HHAMKATOPOB
noctkenns komnerenuuii [1K-3.1, T1K-3.2, T1IK-3.3, T1K-3 .4, T1IK-3.5.

OneHuBaroTCs 3HAHMSL, YMEHUS, HABBIKH 110 pa3zenaM Kypca 1-6.

1. Pa3paboTka moymTuku HHGOPMAITMOHHOK 0€3011aCHOCTH.

2. Unentudukanys u yueT HHPOPMALIMOHHBIX aKTHBOB.

3. I'enepanust «kapTbl» MpoleccoB 00pabOTKU nepcoHanbHbIX AaHHbIX (I1/1H).

4. Unentudukanus nHOpMallMOHHBIX CUCTEM NepcoHalbHbIX faHHbIX (MCITIH).

5. Pa3paboTka opraHu3aliMOHHBIX MEp M0 3aIIUTE NEPCOHATBHBIX JAHHbIX.

6. Pa3paboTka mporpamMmbl TOBBIIIEHHUS OCBEIOMJIEHHOCTH COTPYJHHKOB B OO0JAcTHU 3alIMUTHI
MEPCOHANIBHBIX JTaHHBIX.

Kpyraslii cton

(mepedyeHb OUCKYCCHOHHBIX TEM KPYIJIOrO CTOJia JJisi IPOBEPKU CHOPMUPOBAHHOCTH HHIUKATOPOB
noctkenus komnereniuii [TK-3.1, TTIK-3.2, I1K-3.3, I1K-3.4, TTIK-3.5)

OneHuBaroTCs 3HaHUS, YMEHHUS, HaBBIKY 10 pa3aeny 1.

Pa3nen 1:

1. CpaBHEHUE MEXIYHAPOIHBIX U HALIMOHAIBHOTO 3aKOHOB B 00JIACTH 3aIUTHI IEPCOHATIBHBIX JaHHBIX.

['pynnoBoe (MHAMBHIyaldbHOE IO BBIOOPY CTYJEHTa) TBOPYECKOE 3aJaHHe [UIl IPOBEPKH
c(hOpMHUPOBAHHOCTH HHIUKATOPOB JoCTrkeHns kommeTeHmmi [TK-3.1, TTK-3.2, TTK-3.3, T1K-3.4, T1K-3.5.

OneHuBarOTCs 3HAHUSL, YMEHUS, HABBIKH 110 pa3zenaM Kypca 1-6.

Bapmnanr 1

Bro1 pykoBoguTens npeanpusatus. Bam Heo6xoauMo opranuzoBath npouecc hopmupoBanus «llepeuns
CBeNIeHNH KOH(PHUICHIMATBHOTO XapakTepay. Crenaite onucanue Ou3Hec-mpoIiiecca.

Bapuanr 2

Ber  pykoBoautens mpenmpusitus. Bam  HeoOxoaumo — opraHu3oBaThb — KOHGHUAECHIHAIbHOE
Aenornpoun3BoAcTBo. Crenaiite onucanue 6M3Hec-mporecca.

Bapwanr 3

Bol  pykoBoauTens mpeanpustus. BaM HeoOXoIMMO OpraHu3oBaTh 3alIUTy B OTHOIICHUHU
JIOKyMeHTonoTokoB. Crenaiite onrcanue Ou3Hec-mpoliecca.

Bapuanr 4




Bel pykoBoguTens mnpeanpusTus. BaMm HEOOXOIMMO OpPraHW30BaTh TEXHOJIOTUYECKYHO) CHCTEMY
00paboTKH KOH(UICHIIUATBHBIX TOKyMeHTOB. Cemnaiite onrcanue Ou3Hec-mpolecca.

TectoBbIe 3aganus

(mpuMepbl TECTOBBIX 3aJaHUM ISl TMPOBEPKHU CHOPMHUPOBAHHOCTH HMHAMKATOPOB JIOCTHXKECHUS
kommerenmmii [1K-3.1, ITK-3.2, T1K-3.3, I1K-3.4, T1K-3.5)

OneHuBarOTCs 3HAHUSA 110 pasjaenaM Kypca 1-6.

1. be3omacHocts wuH(pOpMaUM (B COOTBETCTBHH € PyKoBOIAIIMM JOKyMEHTOM '"3amura OT
HECAHKIIMOHMPOBAHHOTO J0CTyNa K MH(GopMaruu TepMuHsl ¥ onpeaeneHus’) — 31o:

a) COCTOSIHUE 3aIUIIEHHOCTH HH(pOpMAIH, 00pabaThIBaEMOI CPECTBAMU BBIYMCIUTEIb-HOM TEXHUKU
WA aBTOMaTU3UPOBAHHOM CUCTEMBI, OT BHYTPEHHUX WUJIM BHEIIHUX YIPO3;

b) cucrema ynpapnenus 3amuroi nHGpopMaIuy;

C) MoCIeA0BaTeIbHOCTD JIEHCTBUM 110 3aIIUTE OT yIpo3?

2. Kakoii nOKyMeHT sBNsieTcs 0a30BBIM B CHUCTEME JIOKAJIbHOH JOKYMEHTALMU KOMIIAHUH IO
nH(pOpMaIMOHHOW 0€30MMaCHOCTH:

) moyMTHKa HH(POPMAIIMOHHOW OE30TTaCHOCTH;

b) npaBuiia pa3aeneHus JOCTyIa;

C) peryiaMeHT MOHUTOPUHTA UHIIMICHTOB 0€30MacHOCTH?

3. K kakoMy TUIy PHCKOB OTHOCSTCS PUCKH HH(DOPMAIMOHHOW OE30MacHOCTH IO KJIacCUPUKAIIH
bazenbckoro komMmuTeTa M0 6aHKOBCKOMY HAJ[30DY:

a) CTpaTerun4eCKuil;

a) orepauoHHBIH;

b) muKBUAHOCTH;

C) phIHOYHBIN?

4. Kakoe U3 TmepeyMCICHHbIX JEHCTBUH SBISETCS NEpBbIM 3TaloM pa3pabOTKH CHCTEMbI
MH(POPMAIIMOHHOH 0€30MaCHOCTH MPETPHUITHS:

a) BBIOOD CPECTB 3aIlIUTHI,

b) nnentudukanms coobITHii HHGOPMAIMOHHOM OE30MACHOCTH;

C) MOHUTOPHUHT COOBITHI MHPOPMALIMOHHOM Ge30macHOCTH?

5. DLP cucremsl npeaHa3HaueHbl IS

a) BBISIBIIGHUS U NIPEJOTBPALLCHUS yT€UEK JaHHbIX;

b) BeISIBIICHUS M TIPEIOTBPAIICHUS 3apaKECHUST BUPYCAMU;
C) BBISIBIIEHUS U MTPEOTBPAILLICHHS CETEBbIX aTaK?

6. JIByxdaktopHas ayTeHTHU(UKAIUS TTOAPA3yMEBAET UCIOJIb30BAHUE JIBYX M3 CJIEAYIOIIUX CIIOCOOOB
UICHTU(PUKAIIUH TTOIb30BaTeNs (YKaOKUTE HEMPABUIBHBIA OTBET):

a) OTP;

b) mapous;

C) cMapT-KapTa;

d) [T1H;

€) OTIIeYaTOK TMajbIa;

f) KOHTPOJIb TOKYMEHTA, YIOCTOBEPSIOIIETO JTUYHOCTb.

7. COBOKYITHOCTh TIPABWJI, OMPENCTSIOMNX Pa3pelIeHUus W 3alpeThl J0CTyNa K WH(OOPMAIMOHHBIM
pecypcam — 3TO:

a) YpOBeHb MTOJIHOMOYHI cyOBbeKTa JOCTyMa,

b) npaBuna pa3aeneHus JOCTyIa;

C) MOJIeJTh 3alUThl HHPOPMAIIMOHHBIX PeCcypcoB?

8. Bo3MO>XHOCTh BO3HUKHOBEHUS yIiepOa B pe3ysibTaTe HapyleHus! HH()OpMaMOHHON



0€30MacHOCTH — 3TO:
a) ySA3BUMOCTb;
b) araka;
C) puck?

9. Kakoe cBO#CTBO 3amMIEHHON MH(pOpPMALUU OBLJIO HAPYIICHO, €CIM Bbl BUAWUTE MPUOINZUTEIBHO
CIIETYIOLTNI TEKCT OMINOKH «CEPBUC BPEMEHHO HE paboTaeT, 00paTHTECH . . .»:

a) IIEJTIOCTHOCTD;

b) mocTymHOCTS;

C) KOH(PHICHITUATHHOCTH;

d) aBTOpCTBO HOKYMEHTA?

10. Lensto emepanbHOTO 3aKOHA O TIEPCOHATBHBIX JAHHBIX SBIISETCS:

- oOecrievyeHue 3aIIUThI IIPaB U CBOOOJI YEIIOBEKA U TPaKIaHWHA NpU 00pabOTKe ero MmepcoHaIbHBIX
JAHHBIX, B TOM YHCJIE 3aLUTHI [IPAB HA HEIIPUKOCHOBEHHOCTh YAaCTHOM JKU3HU, JINYHYIO U CEMENHYIO TaliHY;

- oOecrieueHue 3aIIUThI IIPaB U CBOOOJI YEIIOBEKA M TPaKIaHWHA TPU 00pabOTKE ero MmepcoHaTbHBIX
JaHHBIX.

11. IlepcoHanbHBIMU TaHHBIMH, COTJIACHO 3aKOHY O IEPCOHAIBHBIX TaHHBIX, SBISTFOTCS:

- mobasi mHGOpMAIHsI, OTHOCAIIAACA K MPSMO HIM KOCBEHHO ONPEACICHHOMY HIIM ONPEACIsIeMOMY
¢busznueckomy nuiy (CyObeKTy NepCOHANBHBIX JaHHbIX);

- mobasi mHOpMAIHs, OTHOCAIIAACA K MPSAMO HIIM KOCBEHHO OMNPEICIICHHOMY HIIM ONpeAesieMOMY
¢dusrueckomMy Iy (CyObEKTy MEepCOHAIBHBIX JTAHHBIX), 32 UCKIIOYCHUEM WH(POPMAIMU OTKPHITOTO JOCTYIa
(obmenocTymHbIe HHPOPMAITMOHHBIE PECYPCHI).

12. TpancrpanuyHas nepeaya nepcoHajJbHbIX JaHHBIX — 3TO:

- mepejavya NEpCOHAJIbHBIX JAHHBIX Ha TEPPUTOPUI0 MHOCTPAHHOI'O TOCYAApCTBA OpraHy BIACTH
MHOCTPAaHHOT'O TOCYAAPCTBA, HHOCTPAHHOMY (PU3UYECKOMY JIMIY UM HHOCTPAHHOMY IOPUANYECKOMY JIHILY;

- Iepejaya NEepCOHAIbHBIX JAHHBIX HA TEPPUTOPUI0 MHOCTPAHHOI'O TOCYAapCTBa OpraHy BIIACTU
MHOCTPAHHOTO rOCy1apCTBa WM HHOCTPAHHOMY IOPUINYECKOMY JIULLY;

- mepejavya NEepCOHAIbHBIX JAHHBIX Ha TEPPUTOPUI0 MHOCTPAHHOIO TOCYAApCTBAa OpraHy BIACTH
MHOCTPAHHOT'O rOCY/1apCTBa.

13. JlocTynHOCTh JJaHHBIX — 3TO:

- COCTOSIHME JaHHBIX, IPU KOTOPOM OHHM MOTYT OBITh OECHPENSITCTBEHHO HCIOJIb30BaHbl JHOOBIM
COTPYZIHUKOM OpTaHH3aIlNu;

- COCTOSIHME JaHHBIX, MPU KOTOPOM OHH MOTYT OBITh O€CHpensTCTBEHHO HCIIOJIb30BaHbl JTHOOBIM
COTPYZIHUKOM OpTaHHU3aIl{, IMEIOIIHM COOTBETCTBYIOIIEE MPABO JOCTYIIA,

- OTCYTCTBHUE OIINOOK B JJAaHHBIX.

14. Ys3BuMOCTh HH(OPMAITMOHHOM CUCTEMBI WJIH MPOTPAMMHOT0 MPOJAYKTa — 3TO:
- c1aboe MecTo;

- Ha4yaBIIas peajn30BbIBATHCS aTaKa;

- XapaKTepUCTHKA YPOBHs 0€30MacHOCTH UH(GOPMAITMOHHON CHCTEMBI.

15. Hamuume mporecca ympaBieHHS YS3BUMOCTSIMH, BKIIOYAs YNPAaBICHUE >KU3HEHHBIM IHUKJIOM
mporpaMMHOTO obecrieueHus, patch management, pentesting siensiercs:

- HEOOXOIMMBIM, HO HEJTOCTATOYHBIM YCIIOBHEM 0OecTieueHrst 0€30MMacHOCTH MEPCOHAIBHBIX TaHHBIX;

- HeOOXOIMMBIM U JOCTaTOYHBIM YCIIOBUEM OOecTieueHus: 6€30MacHOCTH MEPCOHANBHBIX TaHHBIX;

- HE SBISIETCS HEOOXOIUMBIM M JOCTAaTOYHBIM YCIIOBUEM OOecriedeHus 0€30MacHOCTH MEePCOHATBHBIX
JAaHHBIX.



16. HeusmeHnHocTh HHGOPMAITUU B TIPOIIECCE €€ Tepeaun WIH XPAHSHUS — ITO:
- IEJIOCTHOCTB;

- KOH(UIEHITNAILHOCTb;

- AyTEHTHYHOCTb.

17. ®enepanbHblii 3aK0H «O MEPCOHAIBHBIX TaHHBIX» IPUHSIT:
- 27 uronsg 2006 roxa;

- 27 urons 2003 rona;

- 19 mag 2010 rona.

[TpoexT «IlocTpoenne KOHLIENINH HHPOPMAITMOHHON 0€30IMaCHOCTH MPEATIPHITHS

(mms mpoBepku CPOPMUPOBAHHOCTH MHIAUKATOPOB mocTrxkeHus komrerenumid [1K-3.1, TIK-3.2, TIK-
3.3, [IK-3.4, T1K-3.5)

OneHuBarOTCs 3HaAHUS, YMEHUS 110 pa3zenam Kypca 3-6.

1. Llens paboTh

3HaKOMCTBO C OCHOBHBIMH MpPHUHLUIAMM IOCTpoeHus KoHuenuuun Wb npennpustus, ¢ ydyerom
ocoOeHHOCTeH ero nHpOpMaMOHHOW HHPPACTPYKTYPHI.

2. Kpatkue TeopeTudeckue cBeIeHHs

Jlo Hauana co3gaHusi CUCTEM HH(OPMALMOHHONW O€30IIaCHOCTU Psii OTEYECTBEHHBIX HOPMAaTHBHBIX
nokymenros (I'OCT P MCO/M3BK 15408 T'OCT P MCO/MBK 27000 T'OCT P UCO/M3K 17799) un
MexayHapoaablx crangaptoB  (1ISO  27001/17799) mpsimo TpeOyroT pa3pabOTKH  OCHOBOTOJIATAOIINX
nokymentoB — Konuenmmu u Ilonmutuku unpopmanmronHoi OezonacHoctu. Ecin Konuenumus Ub B o6mux
geprax omnpenemnsier, YTO HeoOXomumo cienath i 3amuThl nHGopManuu, To [lonmTuka neranmuzupyer
nonoxenus Konuenuu, u rosoput KAK, kakumu cpefctBaMu 1 crioco0aMyu OHH JJOJKHBL ObITh PEaTM30BaHBI.

Konuenmus napopManmoHHol 6€301aCHOCTH UCTIONB3YEeTCS IS

* IPUHATUS 0OOCHOBAHHBIX YIPABIEHUYECKUX PEIICHUI 110 pa3paboTKe Mep 3aIlUThl HHPOPMALIUY;

* BBIPAa0OTKH KOMIUIEKCA OPraHU3AIMOHHO-TEXHHYECKUX W TEXHOJOTHMYECKHX MEPONPHUSITHIA 10
BBISIBJICHUIO YTPO3 HH(OPMALIMOHHOM 0€30IacHOCTH U NMPEeI0TBPAILEHHIO ITOCIEACTBUI UX pealln3alui;

* KOOpJIMHAIMM JI€ATEJIbHOCTH MOJAPA3JCICHUH IO CO3/aHHI0, PAa3BUTHIO M IKCIUTyaTaluu
MH(OPMALMOHHOM CUCTEMBI ¢ COOJI0IeHHEM TpeboBaHM oOecrieueHust 6€301MacHOCTH UH(pOpMaIUH;

* U, HakoHel, Ais (OpMHpOBaHHS W pealn3allud €JUHON MOJUTUKU B 00JacTu obecreueHus
MH(POPMAIMOHHOHN 0€30MMacHOCTH.

3. 3aganue

Pa3zpaboraTh KOHIENUUIO HH(GOPMAIMOHHON O€30MacCHOCTH KOMITAHUH, COJAEPIKAIlyl0 CIETyoLIue
OCHOBHEBIE pa3Jielbl (MIPUBeIeH MPUMEPHBIN IJIaH, B KOTOPBIA B CiIydae HEOOXOJAUMOCTH MOTYT OBITh BHECEHBI
W3MEHEHUS).

1. O61mue nonoxeHus

Hasznauenune Konnenuunu no obecrnedyeHuto HHPOPMAITMOHHONW 6€30MTaCHOCTH.

1.2. Ilenu cuctemsl nHGOPMAITMOHHOM 0€30MMaCHOCTH

1.3. 3agauu cucteMbl HHPOPMALTMOHHONW OE30MAaCHOCTH.

2. Ilpo6niemuast cutyanus B cpepe nHPOPMAIIMOHHON O€30MaCHOCTH

2.1. O6BeKTsI HH(POPMAIIMOHHOW OE30MTACHOCTH.

2.2. OnpeneneHne BEpOSTHOIO HAPYIIUTENS.

2.3. Onucanue ocobeHHocTel (MpoduIIst) Kax 10 U3 TPyI BEPOSITHBIX HAPYIIUTEIEH.

2.4. OcHoBHBIE BUBI YyTP03 HH(POpMaIMOHHOM 6e3omacHocTu [Ipeanpusitus.

* Knaccudukanuu yrpos.

* OCHOBHbIE HEIpeIHaMEPEHHbIE NCKYCCTBEHHBIE YTPO3BI.

* OCHOBHbIE ITPEeTHAMEPEHHbIE UCKYCCTBEHHBIE YTPO3bI.

2.5. OOwmecratuctuyeckass HHPOpMAIMs IO HUCKYCCTBEHHBIM HapylIeHUsSM HHGOPMalHOHHON
0€30MacHOCTH.

2.6. O1ieHKa MOTEHIMAIBHOTO yiiepoa oT peanuszanuu yrpossl (cM. [Ipaktuyeckyro padoty Ne 1).

3. Mexanu3msl obecrieuenust HHGopmarmonHoi 6e3onacHoctu  Ilpeanpustus



3.1. IlpuHuMmbl, ycioBuUS M TpeOOBaHUS K OpraHu3amui U (DYHKIIMOHUPOBAHHIO CHCTEMBI
nH(pOpPMaMOHHOM 06€30MMaCHOCTH.

3.2. OcHOBHbBIE HaIIpaBIICHU MOJUTHKH B chepe HHPOPMALIMOHHOM O€30MacHOCTH.

3.3. IlmannpoBanne MEPONPHUATHI O oOecTieueHnio nHpopMaImoHHon 6e3onacHoctu [peanpusrus.

3.4. Kpurepuu u nokazatenu nHhopMannoHHon 6e3omacHoctu [Ipeanpusitus.

4. MepomnpusTas 1o peaiu3anuu Mep HHpopMarmonHoii 6e3onacuoctu [Ipeanpustust

4.1. Opranu3aimoHHOe oOecrieueHne HHPOPMAITMOHHON 0€30MacHOCTH.

* 3a/1a4M OPraHU3aIMOHHOTO 00eCTIeYeHUsT MHPOPMALIMOHHOM OE30MaCHOCTH.

* [lonpasnenenus, 3ausThie B 00ecrieueHMH HHPOPMALMOHHOM O€30MaCHOCTH.

* B3anmoelicTBHe 1oIpa3/ielieHni, 3aHATHIX B 00ecrieueHuH HH(HOPMAIIMOHHON 0€30acHOCTH.

4.2. Texundeckoe obecnieueHne nHpopMamoHHoi 6ezonacHoctu Ilpeanpustus.

*  OO0mue MmoyoKeHusl.

* 3amuTa HHPOPMAIMOHHBIX PECYPCOB OT HECAHKIIMOHUPOBAHHOTO JOCTYIIA.

* CpezcTBa KOMIICKCHOH 3aIIUTHI OT MOTEHIUAIBHBIX YTIPO3.

» OGecrieyeHne KauecTBa B CUCTEME O€30MaCHOCTH.

* [IpuHIMIIBL OpraHu3anuu padboT 00CITY)KUBAIOIIETO MEPCOHAIA.

4.3. IlpaBoBoe obecnieueHue HHPOPMAIIMOHHOM Oe3omacHOCTH [Ipeanpusrus.

* [IpaBoBOC OOecIICUEHHE IOPUINICCKUX OTHOIICHUH ¢ paboTHUKamu [IpennpusTus .

* [IpaBoBOE OOecIIeUCHIE FOPUINICCKIX OTHOIICHUH ¢ mapTHepamu [Ipennpusitus.

* [IpaBoBOE 0OecrieueHNE MPUMEHEHHSI AIIEKTPOHHON ITU(PPOBO MOIIHCH.

4.4. OuenuBanue >QPEeKTUBHOCTH CHCTEMBI HHPOpPMaLIMOHHOM Oe3omacHocTH [IpeanpusTusi.

5. Ilporpamma co3qanust CUCTEMbI HHPOPMALIMOHHOM Oe3onacHocTH [Ipennpustus

StaffCop

(3amaHue Ans MpOBEpPKH CHOPMHPOBAHHOCTH HABBIKOB IO HMHIUKATOPY JOCTMXKEHUS KOMIIETEHIMH
[1K-3.4)

2.1. U3menenue pacnucanus. OTYEThI 110 yueTy pabodyero BpeMeHHU.

2.1.1. Cnenats oruet "KomOuHMpOBaHHEI 0TUeT", MEHIO "Y4eT pabo4ero BpeMeHH .

2.1.2. CnenaTb pa3BepHYTHIH OTYET MO OJHOMY U3 IOJIb30BaTeNeil (J1eBas KHOIKA MBIIIM Ha UMEHU
KOMITHIOTEPA).

3aukcupoBaTh NPOAYKTUBHOCTD MM HETPOJYKTUBHOCTh PabOThI B KAKOM-JTMOO MPUIOKEHUN WK Ha
caiure.

2.1.3. V3MeHuTh KaTeropuio MPOIYKTMBHOCTH MNpuiokeHHs win caiita (Ounbtpel - [lomutuku -
[TonuTHKK IPOJYKTUBHOCTH - KATETOPUHU MPUIIOKEHUH WIIN KaTErOpuH BeO-peCypcoB).

2.1.4. IIposiBUTH aKTUBHOCTH B MPHIIOKEHUH / BeO-pecypce, 10 KOTOPOMY OblIa M3MEHEHa KaTeropus
MIPOJYKTUBHOCTH (HOBasi KATEropys MPOAYKTUBHOCTH MPUMEHSETCS TOJIBKO U1l HOBBIX COOBITUI).

2.1.5. Caenatp otuer "KoMOMHMpOBaHHBIH oTueT", MeHIO "Y4yeT pabouero BpeMeHH, yOeIUBIINCH B
M3MEHEHUHU KaTeropu3ali aKTUBHOCTHU C MPOJYKTUBHOM Ha HEMPOAYKTUBHYIO MJIM HA000OPOT.

2.1.6. Coznatb pabouee pacnucanue (AamuH - Pabouee pacnucanue).

2.1.7. HaznauuTh co3gaHHoe pabouee pacnycaHue KOMIIbIOTEpY, 3a KOTOpbIM Bel paboraere (AnMuH -
Ha3znauenue pacniucanus).

2.1.8. Cnenatp otuer "KomOuHMpOBaHHBIN oTueT", MeHIO "Yd4eT pabouero BpeMeHH, yOeIUBIINCH B
M3MEHEHNHU NTapaMeTPOB PACIUCaHU.

B otuer:

- OTYET /10 U3MEHEHUS KaTerOpUH MIPOIYKTUBHOCTH M paCIIMCaHMS;

- OTYET MOCJe U3MEHEHHSI KaTerOpruu MPOAYKTUBHOCTH;

- OTYET MO0CJIE U3MEHEHMSI PACIICAHHUS.

TeMbI DOKIIaIOB
(u11 TIpoBepKU CPOPMUPOBAHHOCTH MHAUKATOPOB aocTwkeHus xkommerenuuit [1K-3.1, TIK-3.2, TIK-
3.3, TIK-3.4, T1K-3.5)



OnenuBaroTcsl 3HaHUA, yMEHUs 10 pa3fenaM Kypea 1-4.
. Undopmanus kak mpaBoBasi KaTeropusi: MOHATUE U OCHOBHbBIE KPUTEPUH Ki1acCU(DUKAIIIH.
. [IpaBoBbIe pexxuMbl HHOOPMALIUN: TTIOHITHE U BUBL.
. [IpaBoBbI€ peKUMBI OTPAHUYEHHOTO 10CTYNA K HH(GOpPMaIMU: TIOHATHE U 00111asi XapaKTepUCTHKA.
. TaitHa ¥ ee pa3HOBUIHOCTH.
. [lonsitre 1 BUBI KOHGUACHIMATBEHON HH(DOPMALIUH.
. 'ocynapcrBenHnas TaliHa.
. [Ipu3Haku cBeleHU, COCTABIISIOIIMX TOCYIapCTBEHHYIO TaliHY.
. I'pud cekpeTHOCTH: OHATHE U TOPSIOK UCIIOIB30BAHMUS.
. IIpaBoBO# peXKUM HOCHUTEJICH CBEICHH, COCTABIISIONIMX TOCYAapCTBEHHYIO TalHY.
10. lonyck k rocyaapcTBEHHOU TaliHe.
11. JocTyn K CBEACHHUSIM, COCTABJISIOIIUM FOCYIapCTBEHHYIO TaillHy.
12. OcHoBaHuUA U MOPSAOK OTHECEHUSI CBEICHHUM K TOCYIapCTBEHHON TalHe.
13. OcHOBaHUA U NOPSAOK PaCCEKPEUMBAHMS CBEIACHUM, COCTABIIAIOIINX FOCYAAPCTBEHHYIO TallHy.
14. Kommepueckas TaiiHa.
15. OcobeHHOCTH TpPaBOBOM OXpaHbl KOH(UIEHIMAILHOCTH HHGOPMAllMU B paMKax TPYIOBBIX
OTHOIIEHUH.
16. bankoBckas TaiiHa.
17. CiyxeOHas TaiiHa.
18. AnBokarckas TaliHa.
19. Ayauropckas TaiiHa.
20. BpaueOnas TaiiHa.
21. MeauuuHckas TaitHa.
22. Hanorosas TaiiHa.
23. HorapuanpHas TaifHa.
24. TaliHa CBA3M.
25. Talina coBeIIaHUs CyICH.
26. TaitHa coBelanus MPUCSKHBIX 3aceaTeseH.
27. TaiiHa cTpaxoBaHHsL.
28. TaitHa ycbIHOBJIEHHUS (YAOUEPEHUS).
29. IlpaBoBoii pexxuM HHCAHIepCKON HHPOpMaIUH.
30. ITpaBoBOI1 pexuM JaHHBIX MPEABAPUTEIBHOIO PACCIIEIOBAHMS.
31. IIpaBoBOI1 pexuM CBEJIEHUI O TOCYIAPCTBEHHOW PETHCTPALIUU aKTOB IPaKIaHCKOTO COCTOSHUS.
32. IIpaBoBOM pEXUM CBEIEHHUH O 3alIUIAEMOM JIULIE.
33. Ilpu3Haku CBeACHUH, COCTABIISIONINX TalHY 3aBEIAHUS.
34. Tlpu3Haku cBeIeHUH, COCTABIAIOMUX MPOodeCCHOHATBHYIO TallHy ToMOapa0B.
35. IIpaBoBOIi peXUM CBEJEHUI O CYLITHOCTH N300pETEHMSL.
36. OcoOeHHOCTH IPABOBOTO PEXKHMMA CBEECHUH, COCTABIISIIOIIUX CEKPETHOE U300pEeTEHHE.
37. IlpaBOBO# peUM CBEJICHUM O CYIITHOCTH TIOJIE3HOU MOJIEIIH.
38. IIpaBoBoOi pe’KUM CBEJCHUI O CYLTHOCTH ITPOMBIIIIEHHOTO 00pa3ia.
39. OcoOeHHOCTH TTPAaBOBOTO PEKUMA CBEICHH, COCTABIISIONINX CEKPET MPOU3BOCTBA (HOY- Xay).
40. OcoOeHHOCTH MPABOBOTO PEKMUMa CBEJICHUN, COCTABIISIONIMX CEKPET MPOU3BOCTBA (HOY- Xay).
41. OcoGeHHOCTH MPAaBOBOTO PEXHMMa CBEACHHM, COCTABISIOUINX CITY)KEOHBIM CEeKpeT MpPOU3BOACTBA
(Hoy-xay).
42. OTBETCTBEHHOCTh 3a HapylIEeHUE 3aKOHOAAaTeNbCcTBa Poccuiickoi denepanun 0 TocyJapCTBEHHON
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TaiHe.

43. OTBETCTBEHHOCTh 3a HApYIICHHE 3aKOHOJarenbcTBa Poccuiickoit denepanu 0 KOMMEpPUYECKOU
TalHe.

44. OTBETCTBEHHOCTH 3a pa3rialleHre CBEACHUM, COCTABIAIOIUX 0AaHKOBCKYIO TaliHYy.

45. TIpaBoBoii pexxuM MaccoBOi MHPOPMALIUH.

46. CpencrBa MaccoBoi MH(OpPMAIIUU: TIOHATHAE U BUJIBI.



47. OcoOeHHOCTH MPaBOBOTO cTaTyca WH(OPMAIIMOHHOTO areHTCTBA.

48. [IpaBoBO#i cTaTyC YUpeauTessi CpeIcTBa MaCCOBOM MH(POPMAIIUH.

49. IIpaBoBO cTAaTyC INIaBHOTO PENAKTOPA.

50. [IpaBoBOii cTaTyC )XypHAJIHCTA.

51. IIpaBoBoii cTaTyc 3apy0eKHOTO KOPPECIIOH ICHTA.

52. OTBETCTBEHHOCTD 32 HApYILIEHUE 3aKOHOIATEILCTBA O CPEACTBAX MAaCCOBOM MH(POPMAIIH.

53. IIpaBoBOI1 pexuM NEPCOHATBHBIX JIAHHBIX.

54. YcnoBust 00pabOTKH MEpCOHATBHBIX JaHHBIX.

55. buomerpudeckue NepCOHAIBHBIE TAHHBIE.

56. IlpaBa cyObeKTa mepCcoOHANbHBIX JaHHBIX.

57. OTBeTCTBEHHOCTh 3a HapylleHUE 3aKoHojaTenbcTBa Poccuiickoil denepanuu 0 MEPCOHAIBHBIX
JAHHbIX.

58. IIpaBoBoii cTatyc OMOITMOTEKH.

59. OcoOeHHOCTH MTPABOBOTO PekUMa OMOIMOTEUHBIX (POHIOB.

60. ApXUB: NOHSTHE U BUJIBIL.

61. ApXUBHBIN JOKYMEHT: MIOHATUE U BUJIBI.

62. IIpaBoBbIE PEKUMBI JOCTYIIA K ApXUBHBIM JJOKYMEHTaM.

63. OcoOEHHOCTH MPABOBOTO PETYIMPOBAHUS HCIIONb30BaHUs ceTh «HTepHeT».

64. IIpaBoBoii craryc Biajenbiia caiira B cetu "Uutepuer".

65. IIpaBoBoii craryc mpoBaiiiepa XOCTUHTA.

66. ITonsTue naPpOpMaIOHHOM Oe3omacHOCTH Poccuiickoit denepanuu.

67. Cuctema obecrnieuenust uHpopmaronHoi 6e3onacHoct Poccuiickoit denepanuu.

68. Tl'ocymapcTBeHHBIH Ham30p B cepe 3ammThl JIeTedl oT WH(pOpMAMK, MPUYUHSIOMEH BpEI HX
3I0POBBIO U (WJIH) PA3BUTHIO.

69. YrosoBHas OTBETCTBEHHOCTH 3a MPECTYIUICHUS B MH(OPMAIIMOHHOH cdepe.

70. AIMUHUCTPAaTUBHO-TIPABOBAsi OTBETCTBEHHOCTH 3a MPaBOHAPYIIEHUS B MH(GOPMAIMOHHOH cdepe.

71. KadecTBO ynpaBieHHs HH()OPMAIMOHHBIMU aKTUBAMH KaK CYIIECTBEHHBIH (hakTop obecreueHus
MPUOBLILHOCTH OHM3HECA.

72. Mecto nH(pOpMAIIMOHHOW O0€30TTAaCHOCTH B HEpapXUU PUCKOB OM3HECa.

73. Brnusnue kadecTtBa HH(OpPMAIMM HA pPE3yNbTaThl PAaOOTHI MPEANPHUSATHS U KadecTBO €ro
aJIMMHHUCTPUPOBAHUSI.

74. Ponpb BbICIIEr0 pyKOBOJACTBA KOMIIAHUHU B oOecrieueHUH MH(POpMaMOHHON Oe3omacHocTU. CBs3b
CUCTEMbI MEHEJKMEHTa UH(POPMAIIMOHHOW 0€30MaCHOCTH C CUCTEMON MEHEI)KMEHTa KOMIIaHHUH.

75. Ponib MOHUTOpHHTA B 00ecrieyeHMH HH(POPMALIMOHHOM 6€3011acHOCTH.

Tems! 1OKITaT0B

(m1s mpoBepku c(HOPMUPOBAHHOCTH MHIMKATOPOB mocTrkeHus kommerenimi [1K-3.1, T1K-3.2, TIK-
3.3, TIK-3.4, T1K-3.5)

OneHuBaroTcs 3HaHUSA, YMEHUS 10 pa3fenaM Kypea S, 6.

76. Ilponienypa mpoBeaeHUs ayJuTa Ha COOTBETCTBUE PETYIATOPHBIM TPEOOBAHUSAM B 00JIACTH 3aIIUThI
NEePCOHAIBHBIX JAHHBIX.

77. llonstue u kiaccupukanus HHOOPMALMOHHBIX CUCTEM NIEPCOHANIbHBIX JaHHbIX.

78. NnBenTapu3aiys nHPOPMALMOHHBIX PECYPCOB.

79. O030p cucTeM 3alUThl HHPOPMAIIMOHHBIX aKTHBOB.

80. CucTeMblI 3aIUThI JAHHBIX OT yTEYEK.

81. CpencrBa 3aIUTHI KOH(UIEHIIMATBHBIX TAHHBIX OT HECAaHKIIMOHUPOBAHHOIO IOCTYIA ITPU Nepeiade
U XpaHEHUH.

82. O6e3nnurBaHNEe JAaHHBIX: IPUYUHBI U CIIOCOOBI.

83. BeIsiBIIeHHE aKTyaJbHBIX YTPO3 0€30MaCHOCTH KOH(PHICHIIMATbHBIX JAHHBIX.

84. MeTo/1bI OIIEHKH YKOHOMHYECKOU 11eTIeCO00Pa3HOCTH BHEPEHUS CPEICTB 3aIIUTHI JaHHBIX.

85. Kanaiel yreuku KOH(QUICHIMANBHBIX TaHHBIX: aHAJIN3 COBPEMEHHOM CUTYaIUH.

86. Opranuzanusi CUCTEMbI 3aIUTHI JAHHBIX Ha IPEIIPUSITHH.

87. PazpaboTka TpeboBaHUil kK cucTeMe HHPOPMALIMOHHOM O€30MMacHOCTH.

88. CocTas 3arpaT Ha pa3paboTKy (MpUOOPETEHNE) U BHEAPEHNE CUCTEMBI 3alTUTHI TAHHBIX.



7.3. Cucrema OLICHMBaHMs PE3yJIbTaTOB OOyY€HHUs MO IUCUUIUIMHE (MOAYJIO) NMpHU MPOBEAECHUU TEKYIIETO

KOHTPOJIA YCIIEBACMOCTH

O11eHKa «OTIIMYHO)
(3auTeHO)

3HAHUSA:
- CUCTEMaTU3UPOBAaHHbIE, TTTyOOKHE U MOJIHbIE 3HAHUS 110 BCEM pazjiesiaM
JTUCLUTUIMHBL, @ TAKXKE 10 OCHOBHBIM BOIIPOCAM, BBIXOSIINM 3a Mpeeibl yueOHOH
IIPOrpPaMMBl;

- TOYHOE HUCIIOJIb30BAHNE HAYYHOU TEPMUHOJIOTUHU, CUCTEMATUYECKU I'PAMOTHOE U
JIOTUYECKH NPAaBUIBHOE U3JI0’KEHUE OTBETA HA BOIIPOCHI;

- IOJTHOE ¥ IIyOOKO€ YCBOCHHE OCHOBHOM M JOMOJHHUTEIBHOM JTUTEPaTypHI,
PEKOMEHI0BaHHOM paboyeil IporpaMMoi Mo JUCUUIUIMHE (MOIYIIO)

YMEHUS:

- YM€ET OPUEHTUPOBATHCS B TEOPUSIX, KOHLICIILIUAX U HAIIPABICHUAX IUCLUUILUIAHBI U
JlaBaTh UM KPUTHYECKYIO OLICHKY, UCIIOJIb3Ysl HAY4YHbIE JOCTUKEHHUS IPYTUX
JUCLUILINH

HAaBBIKH:

- BBICOKUH YpOBEHb C(hOPMUPOBAHHOCTH 3asIBJICHHBIX B paboyeil mporpamMme
KOMIICTECHITHIA;

- BJIaJIeeT HaBbIKAMU CaMOCTOSTENILHO U TBOPUECKH PEIATh CIOMKHbBIE TPOOJIEMBbI U
HECTaHJapTHBIC CUTYyaLUH;

- IPUMEHSET TEOPETUYECKHE 3HAHUI JUIs BbIOOpa METOIUKHU BBIIIOJHEHUS 3a1aHUH;
- TPaMOTHO 00OOCHOBBIBAET X0/l pEIICHUS 3a/1a4;

- Oe3yInpeyHo BiIaJeeT HHCTPYMEHTapHeM y4eOHOM TUCIUITIIMHBI, YMEHUE €ro

3¢ PEKTUBHO UCIIOJIH30BaTh B TOCTAHOBKE HAYYHBIX U MPAKTUYECKUX 3a]1a4;

- TBOpYECKasi CaMOCTOsTeNIbHAs paboTa Ha
NPaKTUYECKUX/CEMUHAPCKHUX/Ta00PaTOPHBIX 3aHATUAX, AaKTUBHO yJacTBYET B
IPYNIIOBBIX 00CYKICHHUSAX, BBICOKUH YPOBEHb KYJIbTYpPbl HCIIOJTHEHUS 3aJaHU I

OrneHka «xopoio»
(3auTeHo)

3HAHUSA:

- IOCTaTOYHO MOJIHBIE U CUCTEMATU3UPOBAHHBIEC 3HAHUS 110 JUCLIUILINHE;

- YCBOEHHUE OCHOBHOM U JIOTIOIHUTEIBHON JINTEPATYPhl, PEKOMEH0BaHHOM padoueit
IpOTrpaMMOil 10 TUCHUIUIMHE (MOYIIIO)

YMEHUS:

- YM€ET OPUEHTUPOBATLCA B OCHOBHBIX TEOPHAX, KOHILIECTIIUAX U HAIIPABICHUAX
JUCLHUIIIMHBI U 1aBaTh UM KPUTHYECKYIO OLICHKY;

- HCIIOJIb3YET HAYYHYIO TEPMUHOJIOTUIO, TMHIBUCTUYECKU U JIOTUYECKU ITPABUIILHO
U3JIaraeT OTBETHI HA BOIIPOCHI, YMEET JeslaTh 000CHOBAHHBIE BHIBOJIBI;

- BJIaJI€€T HUHCTPYMEHTAPUEM I10 AUCLUIUIMHE, YMEHHUE €ro UCI0Ib30BaTh B
MIOCTAHOBKE U PELICHUH HAYYHbIX U TPO(EeCCHOHATBHBIX 3aa4

HaBBIKU:

- caMoCToOsITeNNbHAsl paboTa Ha MPaKTUYECKUX 3aHATHUSAX, YUaCTUE B IPYIIIOBBIX
00CYX/IeHUSIX, BBICOKUI YPOBEHb KYJIbTYphl UCTIOJIHEHUS 3a/1aHUI;

- cpelHUi ypOBEHb C(POPMHUPOBAHHOCTH 3asBIIEHHBIX B paboueil mporpamme
KOMIIETEHIIU;

- 0e3 3aTpyJHEHHI BHIOMpPAET CTAHIAPTHYIO METOJIMKY BBIITOJIHEHUS 3a/IaHUM;

- 000CHOBBIBAET XO/1 pPEIICHUs 33134 0e3 3aTpyIHEHHUH




OrneHKa 3HAHUA:

«YHAOBJICTBOPUTCIIBHO» - I[OCTaTO‘IHI:II\/'I MUHUMAaIbHBIN OG'LGM 3HAHUH 110 JUCHUITIIIMHE,

(3auTeHO) - YCBOEHHE OCHOBHOM JIUTEPATYPhI, PEKOMEHIOBAaHHOHN paboyeil mporpaMMoii;

- UCIIOJIB30BaHUC Hay‘lHOﬁ TCPMUHOJIOTUH, CTUIUCTUICCKOC U JIOTHYCCKOC
U3JI0’KEHUE OTBETA Ha BOIIPOCHI, yMEHHE JIENIaTh BHIBOJIbI 0€3 CYIIeCTBEHHBIX

9111 ()

YMEHHSL:

- YMCCT OPUCHTUPOBATHCA B OCHOBHBIX TCOPHAX, KOHICIIIUAX WU HAITPABJIICHUAX 10
JTUCIUILIMHE U J1aBaTh UM OLICHKY;

- BJIaJICET HHCTPYMEHTaprueM y4eOHON AUCIUILIIMHBI, YMEHUE €0 UCII0Ib30BaTh B
PCHICHUN TUIIOBBIX 3a1a4;

- YMeeT 101 PyKOBOACTBOM IIperojaBaTesis pelaTh CTaHJapTHhIEC 3a/1a41
HAaBBbIKH:

- paboTa 1noj pyKoBOJCTBOM IPENO/IaBaTENsI Ha MPAKTUUYECKUX 3aHATHUSX,
I[OHYCTHMBIﬁ YPOBCHB KYJIbTYPbI UCITIOJTHCHU A SaﬂaHHﬁ;

- IOCTaTOYHBIM MUHUMAJIbHBIA YPOBEHb CHOPMUPOBAHHOCTH 3aBIICHHBIX B
paboueit mporpaMme KOMIIETEHIINI;

- HCTIBITHIBAET 3aTPYAHECHUS ITPH 0OOCHOBAHUH aJTOPUTMA BHITIOTHEHUS 3a1aHUN

Onenka 3HaHMSL:

«HEYJOBJIETBOPUTEIBHO» |- (pparMeHTapHbIC 3HAHUS 110 AUCLHUILIMHE,

(He 3auTeHO) - OTKa3 OT OTBeTa (BHIIOJHEHUS MMCbMEHHON paboThI);

- 3HaHUE OT/IEIbHBIX UICTOUHUKOB, PEKOMEHI0BaHHbBIX paboueil mporpaMmoi 1no
JVCLIUTUIAHE;

YMEHUS:

- HE YMEET UCIIO0JIb30BaTh HAYUYHYIO TEPMUHOJIOTHIO;

- HaJn4ue rpyObIX OmuOoK

HaBBIKH:

- HU3KUH YpOBEHb KYJIbTYpPbl UCIIOJHEHUS 3aJaHUM;

- HU3KUH YpOBEHb C(hOPMUPOBAHHOCTH 3as1BJICHHBIX B paboueil mporpamme
KOMIICTEHIUIA;

- OTCYTCTBHE HaBBIKOB CAMOCTOSTEIBHOMN paboTHI;

- HE MO>KET 0O0OCHOBATH AJITOPUTM BBINIOJHEHMS 3aJaHUN

7.4. Teopernueckue BONPOCHI U MNMPAKTUYECKHE 3aJaHMs IS IPOBEICHUS IPOMEXYTOUYHOM AaTTecTaluu
oOyuaromuxcsi, He0OOXOAUMBIE ISl OLIEHKH 3HAHWW, YMEHMH M HaBBIKOB U (MJIM) OMbITa MpodeccHoHaTbHOM
JEATeNbHOCTH, XapaKTepU3YIOIUX dTanbl  (HOPMUPOBAHMS KOMIETEHLMH B  IpOLECCE OCBOEHUS
o0pa30BaTeIbHON MPOrpaMMBbl

7.4.1. Teopernyeckue BONPOCHI AJIsl IPOBEACHUSI IPOMEKYTOUHOMN aTTeCTalluy 00yJarouXcs
[TpuMmepHBIii IepedeHb BONPOCOB 10 pazzenam 1, 2 (cemectpl u3ydeHHs JUCHUTUIMHBI)

. [IpenmeT 1 MeTobI THPOPMAITMOHHOTO TPaABA.

. [TpunIMIBI HTHQOPMAIIMOHHOTO TIpaBa.

. CucreMa U UICTOYHMKHU MHPOPMAIIMOHHOTO MpaBa.

. Uadopmanus kak mpaBoBasi KAaTeropys: MOHATHE U OCHOBHBIE KPUTEPUH KIIACCH(PHUKAIHH.

. UndopmaninoHHble TPaBOOTHOIICHHUS: TIOHSATHE, TPU3HAKU U BUJBI.

. Coneprxanue nH(GOPMALMOHHBIX PABOOTHOIICHUH.

. [loHsiTrie ¥ BUIBI JOKYMEHTOB.

. Hopmbl nH(OpMaIImoHHOT0 MpaBa U UX JIEHCTBHE B IPOCTPAHCTBE U BO BPEMEHH.

. [IpaBoBbIe pexxumMbl HHOOPMALIUN: TTOHSITHE U BUIBL.

10. [IpaBoBBIE PEKUMBI OI'PAaHUUEHHOT'O J10CTYNA K HH(GOPMAIMU: TIOHATHE U 00IIask XapaKTepUCTUKA.

11. TaitHa u ee pa3sHOBUIHOCTH.

12. CpencrBa 3amiuThl HHPOPMALIUH.

13. TlonsTHe ¥ BUABI KOHPUICHIUATHHON HHPOPMAIUH.

14. 'ocynapcTBeHHas TaiiHa.

15. IIpu3Haku cBEAEHUM, COCTABIIAOIINX I'OCYJaPCTBEHHYIO TaliHY.
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16.
17.
18.

19

20.
21.
22.
23.
24.

25

26.
27.
28.

CreneHu CeKpeTHOCTH CBEICHH, COCTABISAIOINX TOCYIAPCTBEHHYIO TaiHY.
['puc cekpeTHOCTH: MOHATHE U TMOPSIIOK UCHIOIB30BaHUS.
[IpaBoBOI1 pekUM HOCUTENIEN CBEAEHUN, COCTABIISIIOIINX FOCYIapCTBEHHYIO TAMHY.
. Jlomyck K rocy/1apCTBEHHOM TaiiHE.
JocTyr K cBeIeHUSIM, COCTABIISIOIINM TOCY/IapPCTBEHHYIO TalHY.
OcHoOBaHUs U MOPSAJOK OTHECEHUS CBEICHUI K FOCYAapCTBEHHOM TaiiHe.
OcHoOBaHUs 1 MIOPSJOK PACCEKPEUNBAHUS CBEJICHUN, COCTABIISIIOLIUX TOCYJaPCTBEHHYIO TalHY.
Kommepueckas Talina.
[Ipr3Haku cBeIEHUH, COCTABISAIOIIMX KOMMEPUECKYIO TAHY.
. I'pud «Kommepueckas TaifHa»: MOHATHE U MOPSIOK UCIIOJIB30BAHMUS.
Caenenusi, KOTOPbIE HE MOTYT COCTaBIISATh KOMMEPUYECKYIO TalHY.
[TonsiTue pazrinanienust UHGOpPMAIIMK, COCTABISIONIEH KOMMEPUYECKYIO TalHY.
OcobeHHOCTH TPaBOBOHM OXpaHbl KOH(PHMICHIMATBHOCTH HH(POpPMAuM B paMKax TPYIOBBIX

OTHOIIIEHUH.

29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44.
45.
46.
47.
48.
49.
50.
51.
52.
53.
54.
55.
56.

TalHe.
57
TalHe.

58

bankoBckas TaiiHa.

[Ipu3Haku cBenEeHUM, COCTABIISIONIMX OAHKOBCKYIO TalHY.

CrmyxeOHas TaliHa.

AJIBOKaTCcKas TalHa.

Aynuropckast TaiiHa.

BpaueOnas TaiiHa.

Memununckas TaHa.

Hasorosas Taiina.

Horapuanbnas TaiHa.

Talina cBs3M.

Taiina coBenianus cyeu.

TaliHa coBemaHus NPUCSHKHBIX 3aceaTenei.

TaliHa cTpaxoBaHHs.

TaitHa ychiHOBIEHUS (YI0UEPECHHUS).

[TpaBoBo#i pexum HHCalIepcKoi HH(OPMALINH.

[IpaBOBOI1 peKMM JAHHBIX NPEABAPUTEIBHOTO PACCIET0BAHUS.

[TpaBoOBOI1 peKUM CBEICHUMN O TOCYJAPCTBEHHON PETUCTPALMH AKTOB IPAXKIAHCKOTO COCTOSIHUSA.
IIpaBoOBOI1 peKUM CBENEHUH O 3ALIUIIAEMOM JIMLIE.

[Ipr3Haku cBeIeHUH, COCTaBISAIONIMX TalHY 3aBEUIAHUS.

[Tpu3Haky cBeACHHIA, COCTABISIONIUX MPO(eCcCHOHANBHYIO TalfHY JIOMOAap0B.

[TpaBoBO# pexuM CBEAECHUN O CYIIIHOCTH U300pETEHUS.

Oco0eHHOCTH MTPABOBOTO PEKMUMA CBEACHUI, COCTABISIONINX CEKPETHOE U300peTeHHE.
IIpaBOBOM pEKNUM CBEACHUM O CYIIIHOCTH ITOJIE3HOM MOJIEIH.

[TpaBoOBO# pexxuM CBEACHUI O CYIIIHOCTH MPOMBIIIIIEHHOTO 00pas3Iia.

Oco6eHHOCTH NMPABOBOTO PEXKUMA CBEJCHUM, COCTABIISIONINX CEKPET MPOU3BOJICTBA (HOY- Xay).
[ToHsITHE ANEKTPOHHOTO JOKYMEHTA.

DNeKTpOHHAs TTOAMKICH U €€ BUJIBI.

OTBETCTBEHHOCTh 3a HapyllIeHHE 3akoHoAaTenbcTBa Poccuiickoit denepanuu o rocyaapcTBEHHOM

. OTBEeTCTBEHHOCTH 3a HapyYIICHHUEC 3aKOHOAATCIIbCTBA Poccuiickoii Gbeﬂepaunn 0 KOMMCp‘-ICCKOfI

. OTBETCTBEHHOCTbH 3a HCMPEAOCTABJICHUC OpraHaM FOCYI[&pCTBCHHOfI BJIaCTU U OpraHaM MCCTHOI'O

caMOyTipaBJieHUs UH(POPMAIIUH, COCTABJISIIONIEH KOMMEPUYECKYIO TalHY.

59
60
61
62
63
64

. OTBETCTBEHHOCTH 3a pa3rialleHle CBEACHUH, COCTABISIOMNX OaHKOBCKYIO TaliHY.
. [IpaBoBoii pexxuM MaccoBoi HHpOpPMAIUH.

. [TonsiTHe MaccoBoil HH(pOpMAIHH.

. llen3ypa maccoBoit nH(pOpMaIuu.

. CpenctBa MaccoBoil MHGOpMaIK: TOHATUE U BUBIL.

. Oco0eHHOCTH MTPaBOBOIO CTaTyca MHPOPMAIIMOHHOTO ar€HTCTBA.



65.
66.
67.

68

JaHHBIX.

80.
81.
82.
83.
84.
. Oco0eHHOCTH MTPaBOBOIO PETYINPOBAHUS UCIIONIb30BaHUS ceTH «IHTepHET».
86.
87.
88.
89.
90.
. [lonsatue nadopmanmonHoit 6e3omacaoctu Poccutickoit deneparyu.
92.
93.
94,
95.
96.

85

91

97

[TpaBoBO#i cTaTyC yupeauTess cpeicTBa MacCOBOM HH(OPMAITIH.
[IpaBoBOI1 CTaTyC IJIaBHOTO PEIAKTOPA.
IIpaBoBO# CTaTyC KypHAIUCTA.

. [IpaBoBoO#i cTaTyc 3apyOeKHOTO KOPPECTIOHACHTA.
69.
70.
71.
72.
73.
74.
75.
76.
71.
78.
79.

AKKpenuTanus >KypHaJIUCTA.

[TonsTHe 310ynoTpedienus cBo60A0M MaccoBOM MH(OPMAIUH.

OTBETCTBEHHOCTH 3a HapyILIEHUE 3aKOHOJATENbCTBA O CPEACTBAX MACCOBOM HH(pOpMALUY.
ITpaBOBO# peXUM NEPCOHAIBHBIX JAHHBIX.

[TonsiTue 06pabOTKM MEPCOHATBHBIX JAHHBIX.

[TpuHIMIIBI 00PaOOTKHU MEPCOHAIBHBIX TAHHBIX.

YcnoBust 06paboTKH MepcOHATBHBIX JaHHBIX.

bromerpruyeckue nepcoHaIbHbIE JaHHBIE.

[IpaBa cyObekTa NepCOHANBHBIX TaHHBIX.

O06s13aHHOCTH oreparopa Nnpu cOope MepCOHATbHBIX JaHHBIX.

OTBeTCTBEHHOCTh 3a HapylleHHE 3aKoHojaTenbcTBa Poccuiickoil denepanuu 0 MEpCOHAIBHBIX

[TpaBoBoii cratyc OMOIHOTEKH.

Oco0eHHOCTH MTPaBOBOI0 PeKUMa OMOIMOTEYHBIX (POHIOB.
ApXHB: TIOHSTUE W BUJIBI.

ApPXUBHBIN JIOKyMEHT: TIOHSTHE U BUIBL.

[TpaBoBBIE peKUMBI JOCTYIIA K APXUBHBIM JOKYMEHTAM.

[Tonsitue caiita B cetu "Mutepuer".

[TonsiTue cTpanuubl caiita B cetu "MHTepHet".
[TonsiTEe TOMEHHOTO UMEHH.

[IpaBoBoii cTaTyc Biajensla caiita B cetu "Mutepuer".
IIpaBoBO# cTaTyC NMpoOBaniAepa XOCTUHTA.

Hanmonansneie naTepeckl Poccutickoit denepannu B nHGOpMAMOHHON cdepe.

Bugs! yrpo3 undopmarmonsoit 6e3onacHoctu Poccuiickoii ®@eneparun.

[TpaBoBbie MeTOABI OOecnieueHus nHpopmalnoHHon 6e3omnacHoctu Poccuiickoit @enepanuu.
Cucrema oGecnieueHus nHPOpMaLMOHHOM Ge3onacHocTH Poccuiickoit denepannn.

[TonsiTrie nHOPMALIMOHHON OE30MACHOCTH ETEH.

['ocynapcTBeHHBIH Ham3o0p B cdepe 3ammThl geteidl oT MHGOpMAIMM, NMPUUMHSIONIEH Bpel UX

3/10pOBBIO U (MJIN) Pa3BUTHIO.

98.
99.

3amuTa HHPOPMALIMU KaK IpaBOBasi KATErOpHUs.
VYTro10BHAst OTBETCTBEHHOCTH 3a IPECTYIIEHUSI B MHGOPMAILIMOHHOM cdepe.

100. AIMUHHCTPAaTUBHO-TIPABOBAasi OTBETCTBEHHOCTH 32 MPaBOHAPYIIEHUS B UH()OPMAIIMOHHOH cdepe.

[TprMepHBIii TepeueHb BOMPOCOB M0 pasaenam 3, 4 (cemecTp 2 U3yyeHus AUCLUILINHDI)

1. busnec u unpopmanus. MapopmanmonHas cymHocTs OU3Heca.

2. Pruck-opHeHTHPOBAHHBIN MOAXO0/ K 00ecredeHno HHPOPMaIIMOHHON 6e30nacHOCTH On3Heca.

3. Ha3nauenue u obmas xapakrepucrtuka DLP-cucrem.

4. Haznauenue n obmas xapakrepuctuka SIEM-cucrem.

5. Haznauenwue u oOmas xapakrepuctuka Threat Intelligence.

6. Cucrempl mU(POBaHUS KaK CPEICTBO OOECTieueHHsI 3allUThl OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA
IIPU XpaHEHUH U Nepeaye JaHHbIX.

7. DnexTponHO-IpoBas moanuch. O6ecrnedeHue MeI0CTHOCTH U TIOITBEPKIACHUS aBTOPCTBA.

8. Anroput™ pOpMHUPOBAHUS U TPOBEPKH SIEKTPOHHOM 1P pOoBOH oAnmucK Ha mpumepe cucteMsl PGP.

9. KommiekcHsIif moaxo kK obecrneueHno nHGOPMaIMOHHON 0€30TTaCHOCTH.

10.

be3onacHoCTh Kak CHCL[I/I(bI/I‘-IeCKaH COBOKYITHOCTb yCJ'IOBI/Iﬁ JACATCIIbHOCTH.



11. OcHoBHbIe onoxenus cranaapra banka Poccun CTO/PC BP UBBC.

12. OcHosuble nonoxxenus cragaapra PCI DSS.

13. Opranusanust CUCTEMbI 0€30MaCHOCTH U CYObEKThI 0OecrieueH s 0€30MacHOCTH MPEIITPUATHS.

14. OcHoBHBIE BUBI yTP03 Oe30macHOCTH. OOCTOATEIHCTBA, CITOCOOBI i CYOBEKTHI MX PeaTH3alliH.

15. Opranusanust MOHUTOPUHTa HH)OPMAITMOHHON 0€30acHOCTH.

16. be3omacHOCTh MOOMIIBHBIX TTPHIIOKCHHUH.

17. OcoGennoctu obecrieueHust 6€30MaCHOCTH 00JauHBIX CEPBHCOB.

18. MoJiesib HenpepbIBHOI'O COBEPLIEHCTBOBAHUS MH(POPMALIMOHHOM O€3011aCHOCTH.

19. Peanuzanus npomeccHoro noaxo1a K o0ecrnedeHno nHOpManoOHHON 6e301MacHOCTH.

20. Xapaxrepuctrka cucteMbl ctangaproB CMUB.

21. Dramnsl pa3pabOTKU CUCTEMBI MEHEKMEHTA HHPOPMALIMOHHON O€30MacHOCTH.

22. CTpyKTypa 4aCTHBIX MEHEKMEHTOB HH(OPMAITMOHHOW 0€30IMacHOCTH.

23. B3anMOCBS3b MEHEKMEHTA UHIIUICHTOB U MOHUTOPUHTAa HH(POPMALIMOHHOMN 0€301acHOCTH.

24. OcHoBHEbIE nosoxeHus merogoioruu ITIL.

25. Cneuuncukaiys npoueccoB KoMmiiekca JokymeHToB crangapta COBIT.

26. DOxoHomuueckas A(PGEKTUBHOCTb BHEIPEHUS CPEACTB obOecredeHuss HHGOPMALMOHHOM
0€30MacHOCTH.

27. SOC. Ilonsartue. Haznauenue. O01as XxapakTepucTHKa.

28. Hukn [lemunra-lllyxapra B ynpaBieHrnr HHGOPMALMOHHON 0€301TaCHOCTBIO.

29. CucremMa PHUCKOB MPEIIPUATHS M MECTO PUCKOB MH(POPMALMOHHOW O€30MacHOCTH B JaHHOM
CUCTEME.

30. ITonsATuHe npoLeccoB ¥ MPOEKTOB MPUMEHUTENBHO K HHPOPMALIMOHHOM O€3011aCHOCTH.

31. Tloapa3nencHwusi, y4acTBYIOIIHE B peanu3anuu QyHKIUNA WHHOPMAIMOHHONH OE30MaCHOCTH U HX
B3aUMO/ICHCTBHE.

32. Opra#um3zanus  B3aUMOCWCTBUS  TMOJApa3/iCiICHUNH  HMHOOPMAIMOHHBIX  TEXHOJOTHHA |
nH(pOpPMaIMOHHOMN 06€30MMacCHOCTH.

33. AanTUBHbIE TEXHOJIOTMH YIPaBIE€HUS HHPOPMAILIMOHHOIN 0€3011aCHOCTHIO.

34. IlpuurHbBI MOTUBALIMM COTPYAHUKOB MPEANPUATHUS K HAPYIIEHUIO HH(POPMALIMOHHON 6€3011acCHOCTH.

35. MotuBanusi COTpYJIHUKOB MPEANPUATHS K aKTUBHOMY YYacTHIO B pa3paldOTKe M IMOAICPKAHUIO
HKCIUTyaTalui Mep WH(POPMAIIMOHHOI 0€30MacHOCTH.

36. BausiHue KopnopaTHUBHOW KyJIbTYphl HA MOTHBALIMIO COTPYJHUKOB B 00jacTu MH(OPMALMOHHON
0€30MacHOCTH.

37. llpouiecc oTOOpa MPETEHIEHTOB HA JOJKHOCTH O(pHUIIepOB MHPOPMAIIMOHHOM 0€30MacHOCTH.

38. TpeboBanus k opurepam HHGOPMAITMOHHON 6€30IaCHOCTH.

39. Opranuzanus 00y4eHUs: COTPYAHHUKOB KOMITAHUH 110 WH()OPMAITMOHHOM 0€3011acCHOCTH.

40. BzaumoeiicTBue KOMIIAHUH C PETYJIUPYIOIIMMU OpraHaMH 10 HH(OPMAIIMOHHOM 0€30MacHOCTH.

41. IlpoextupoBanue SOC.

42. MOHUTOPUHT COOBITHI NH(POPMALIMOHHOM 0€30MacCHOCTH.

43. Opranu3zanus paboThl C HHIUAEHTaMH HH()OPMALIMOHHON O€30MacHOCTH.

44. AytcopcuHr nH(GOpMalMOHHOI 0€30MacHOCTH.

45. Pacuer 3arpar Ha BHeapenue SOC.

46. Tekymue TEHACHUMHM M MEPCHEKTHBBI PA3BUTUS CHCTEM obOecnedeHus: HHGOPMAIMOHHON
0€301acHOCTH.

47. TIpodeccuonanbHble coobIIecTBa B 001acTH MH(POPMAIIMOHHON 0€30MaCHOCTH: XapaKTepPHCTHKA,
GbyHKIUH.

48. O630p Hanbosee 3HaYMMbIX B PO koMnaHuii, OKa3bIBAIOIIMX YCIYTH B 00J1IaCTH UH(OPMAIIMOHHON
0€301acHOCTH.

49. AHanu3 cTaTUCTUKHU N0 HanboJiee akTyaJIbHbIM Yrpo3aM HH(OpPMAIIMOHHON 0€30MacHOCTH.

50. HawuOonee 3HauMMble XaKepCKHE MPECTYIHbIE TPYNIHUPOBKU: XapaKTEPUCTHKA JAEATEIbHOCTH,
MPUMEPHI UHIIUICHTOB.



51
52
53
54
55
56
57

. [Ipumepbl BeepHBIX aTak Ha HHPOPMALMOHHBIE PECYPCHI.

. Ilpumeps! neneBrIX aTak Ha HHOOPMALMOHHBIE PECYPCHI.

. MexxayHapo1HO€ COTPYAHUYECTBO B 001acTH HHPOPMAITMOHHON O€30MacHOCTH.

. OcobeHHOCTH (PMHAHCOBBIX OpraHU3aIuil TPy oOecTieYeHIN HHHOPMAIIMOHHON OE301TaCHOCTH.
. OcobeHHOCTH 3aIUTHI 00BEKTOB KPUTUYECKON HH(POPMAITMOHHONW HHPPACTPYKTYPHI.

. OcoOeHHOCTH 3aIUTHI TOCYAAPCTBEHHBIX 1 MYHHIMIATBHBIX TPEIIPUITHH.

. TpeboBaHus K cpecTBaM KpUNTOrpaduuecKoi 3aiuThl HH(OPMAIIHH.

58. HudopmanmonHas 0€30MacHOCTh Kak (DaKTOp TIIOBBIIICHUS ONEPAlMOHHOW 3(PPEKTUBHOCTH
KOMITaHUH.
59. PerynupoBanue nHGOPMAITMOHHONW 0€3011aCHOCTH — 0030p HOPMATHBHO-TIPABOBOM 0a3bl.

60

. Mecro nnpopmaoHHO#H 0€30MacHOCTH B MpoLeccax MU(pPOBU3ALNN TPEATIPUITUH.

[IpumepHBIii TIepedeHb BOIIPOCOB 110 pazaenaM 5, 6 (cemecTp 3 u3ydeHUs TUCIUTIIIUHBI)

1.
2.
3.
4.
5.
6.
JOJKHOCT
7.
8.
9.
10
11
12
13

14.
15.
16.
17.

18

19.
20.
21.
22.
23.
24.

25

QOyHKIMYU onepaTopa NePCOHATBHBIX JAHHBIX.
OTBETCTBEHHOCTH 32 HAPYIICHUS B 00J1aCTH HHPOPMAIIMOHHOM 0€301acCHOCTH
YcnoBust 00paboTKH MEPCOHATBHBIX JAHHBIX (COTIACHO 3aKOHY O MEPCOHAIBHBIX JAHHBIX).
CocTaB BHYTPEHHUX IOKYMEHTOB KOMIIAHUH 10 OPraHU3allMH 3alIUThl KOH(PHUIEHIIUAIbHBIX JaHHbIX.
OcobenHocTr 00pabOTKH EPCOHANBHBIX JaHHBIX YBOJICHHBIX PAOOTHHKOB.
OcobeHHocTH 00paOOTKM NEPCOHANbHBIX JaHHBIX COMCKaTelded Ha 3aMelleHHe BaKaHTHBIX
el.
N36b1TOYHOCTE 00pa0OTKH IEPCOHATBHBIX JaHHBIX.
Ha3nauenue u xapakTepuCcTHKa MOJIENN YIPo3.
Pacuer 3aTrpaT Ha BHepEHUE U UCTIOJIH30BAHNE CUCTEMBI 3aIIUTHI JAHHBIX.
. HampaBnenus cokpamieHus 3arpar Ha CO3aHUE CUCTEMBbI 3aIlUTHI TaHHBIX.
. OCOOGeHHOCTH 3alUThl JAHHBIX OT yTEUeK.
. Meroauka BeIOOpa Mep Mo 00ECIICUEHHIO OE30MTaCHOCTH JIAHHBIX.
. XapaKkTepucTuKa BUJIOB YIpo3 0€30MacCHOCTH JaHHBIX.
Knaccugukamus cpencTs 3alIuThl JAHHBIX.
O06s3aHHOCTH oreparopa Npu 00paboTKe NepCOHATBHBIX TaHHbIX.
Mepsl obecrnieueHus: 6e30macHoi 00pabOTKH TaHHBIX.
YBenomiienue 06 00paboTKe NePCOHATBHBIX JaHHBIX.
. [IpaBa CyObEKTOB IMEPCOHABHBIX JTAHHBIX.
Cornacue cyObekTa MepcoOHaIbHBIX JaHHBIX Ha 00pab0OTKy MepCOHANbHbIX JaHHBIX.
CriennanpHbIe KaTETOPHH MEPCOHATBHBIX JaHHBIX.
XapakTepucTUKa OMOMETPUYECKHX NEPCOHANBHBIX JaHHBIX.
[TpunuMIIBI 06paOOTKY KOH(PUIEHIIMAIBHBIX JaHHbBIX.
TpeboBaHMs K 00YUYEHUIO COTPYIHUKOB B 00JaCTH 3aIIUThI HEPCOHANBHBIX JaHHBIX.
[{uxn JlemuHTa B OpraHu3aIiiy 3alIUTHl TEPCOHATBHBIX TaHHBIX.
. VIHTerpanus cucTeMsl 3aIlUThl IEPCOHANIBHBIX JaHHBIX B CUCTEMY HH(POPMALIMOHHOM 6€30MacHOCTH

KOMIIaHUH.

26.
27.
28.
29.
30.
31.

32

Jokymentsl @CTOK B 06s1acTH 3a1IUTHI IEPCOHABHBIX JTAHHBIX.

[TpoBepku PockomHai30pa B 00J1aCTH 3aIUTHI TaHHBIX.

VYnpasieHue HHIKUACHTaMH HH(OPMAIIMOHHON 0€30MacHOCTH.

bank aHHBIX yrpo3 HH(GOPMaLMOHHON 0€30MaCHOCTH NEPCOHANIBHBIX JaHHbIX.

[Tonutrka 00pabOTKM MEPCOHATBHBIX JAHHBIX — COJIEpyKaHUE JOKYMEHTA.

Mogens yrpo3 nH(pOpMaIOHHON 0€30IaCHOCTH — COAEP)KaHUE JOKYMEHTA.

. Meronuueckue ykazanusi PockoMHaa30pa MO 3aliuTe MEepCOHAIBHBIX JaHHBIX (U1 CyOBEKTOB

MEPCOHAIBHBIX TAaHHBIX).

33

. KOH(I)J'II/IKT Tpe60BaHHI>i 3aKOHOAATCJIIBCTBA I10 3aIUTC IMCPCOHAJIBHBIX HAHHBIX W HCIIOJIb30BaHUA

CHCTEM MOHHUTOPHHIA PabOThI COTPYAHHUKOB.

34
35
36
37

. [Tonoxenus Koncrutyuu P®, cBsi3aHHbIE ¢ 3aIIUTON NEPCOHATIBHBIX JAHHBIX.
. OcuoBnsie nosnoxenuss GDPR.

. CriocoObI HE3aKOHHOTO MCTI0JIb30BAaHMS TEPCOHATIBHBIX JaHHBIX. [IpuMephl.

. KubepOyniauHr: xapakTepucTrka, IpuMepsbl.



38. MlcTOYHUKM yTeueK EPCOHAIbHBIX IaHHBIX.

39. HcTopus pa3BUTHUS 3aKOHOIATEILHOM 0a3bl 3aIUTH IEPCOHATBHBIX TAaHHBIX B PD.

40. 3apy0exxHOe 3aKOHOIaTEIHCTBO IO 3aIIUTE TIEPCOHATBHBIX JTaHHBIX.

41. KonBennusa CoBeta EBpombl 0 3amure (pu3nyecKux JUI] IPU aBTOMATH3UPOBAHHON 00paboTKe
MEePCOHAITBHBIX JTaHHBIX.

42. Onpenenenue nepcoHanbHbIX qaHHBIX: 152 @3, Tpynosoit Kogexe, GDPR, ap.

43. loxymenTsl [IpaBurenscTBa PO B 00s1acTH 3alIUTHI IEPCOHABHBIX JAHHBIX.

44. OOe3nMyMBaHUE IEPCOHAIBHBIX JAHHBIX — MOHITHE, TPEOOBAHUS 3aKOHOAATEIHCTBA, METOIBI
00€3TMYNBAHMSL.

45. XapakTepuCTHKa PhIHKA MEPCOHAIbHBIX JaHHBIX: YUaCTHUKHU, LIETTU MPUOOPETEHUS ePCOHATBHBIX
JTAHHBIX.

46. IIpumepsl yTeuek nepcoHanbHbIX JaHHBIX B PD.

47. IlpuMepsl yTedyeKk MepCOHANIbHBIX JaHHBIX 3a nipeaenaMu PD.

48. TpancrpanuyHas rnepenaya nepcoHaJIbHbIX JaHHBIX.

49. OcobenHocTr 00pabOTKHY MEPCOHATBHBIX JAHHBIX B TOCYIaPCTBEHHBIX U MYHHIIUITAILHBIX CHCTEMAX
MEePCOHANBHBIX JTaHHBIX.

50. buomerpuueckue nepcoHalbHbIE TaHHBIE.

51. XapaktepucTHKa HpPaBOBBIX (HOPMAaTHUBHBIX), OPTaHU3AIMOHHBIX M TEXHUYECKUX MEp 3allUThI
KOH(UICHIIMATBLHBIX JaHHBIX. [IprMepsl.

52. YpoBHHM 3aIIUIIEHHOCTH MEPCOHANBHBIX JAHHBIX.

53. OOs3aHHOCTH omepaTopa I0 YCTPAHEHUIO HapyIIEHUH 3aKOHOJATENIbCTBA, JOMYLICHHBIX IPU
00paboTKe MepCOHATBHBIX TaHHBIX (CTaThs 21 raaBel 4 ©3-152).

54. O0sA3aHHOCTH JIM1IA, OTBETCTBEHHOIO 32 OpraHU3aluio 00paboTKN NEPCOHATBHBIX JaHHbIX.

55. T'ocynapcTBEeHHBIN KOHTPOJIb U HAA30p B 00JIaCTH 3alUTHI IEPCOHAIBHBIX JaHHBIX.

56. OTBETCTBEHHOCTb, IPEAYCMOTPEHHAsl 3a HApyLIEHUE 3aKOHOAATEIbCTBA B OO0JACTU 3aLUTHI
MEePCOHANBHBIX JTaHHBIX.

57. PockoMHaa30p — 1N, 33291, QyHKITHH.

58. 3naueHue nepcoHaia KOMIAHUM KaK CyOBbeKTa yrpo3 0e30MacHOCTH MEPCOHATBHBIX 1aHHBIX.

7.4.2. IIpakTryeckue 3ajaHus 1J1s MPOBEICHHs TPOMEKYTOUHOM aTTecTalMi 00yJaromuxcst

[TpakTrueckue 3a1anus Uil IPOBEACHUS IPOMEKYTOUHOM aTTeCTallU pa3MEIlEHbI 0 ajpecy: <aapec
OyneT ykaszaH mocie co3aanus kypca moodle>

IIpuMepsl MpakTHYECKUX 3aJaHUI

1. Pa3paboraTh cxeMy OHM3Hec-TIpoliecca YIpaBieHUs MHIUICHTaMU HH(POPMALMOHHON 6€3011acHOCTH
JUId TIpeAnpusATus. B onMcaHuy 3aiaHusi NMPUBECTH XapaKTEPUCTHKY MNPEANPUATUSA: BUJIl JESITEIbHOCTH,
MaciTa0, reorpaduueckas pacupeAeIeHHOCTb Mo/ipa3ieieHui, Mopa3IesieHHs], yUaCTBYIOLINE B YIIPAaBICHUN
MHIUACHTAMU.

2. IIpomeMOHCTpUPOBATH TOCIIEIOBATEILHOCTL JelcTBUil B mHTep(erice StaffCop mo cozmanuro
¢buibTpa ISl HOUCKa COOBITUMN, CBSI3aHHBIX C OMPEEIEHHBIM JOKYMEHTOM. OTrpaHUYUTh EPUOJ BPEMEHH (T10
JaTtaM), KaHaJbl IepeJaynd HHPOpMaLuu.

3. Co3maTh HWHTEUIEKTyalbHYIO KapTy B cepBuce Miro mo Teme "VYmpaBieHue OnepanrOHHBIMH
puckamu".

4. Co3math MHTE/UIEKTYaIbHYIO KapTy B cepBuce MIr0 mo kiacCH(pHKAMA yrpo3 WH(GOPMAIHOHHON
6e3omacHOCTH. B onucanuu 3a1aHus NPUBECTH XapaKTEPUCTUKY MPEATIPHUSITHUS.

5. OnpenenuTts ypOBEHb 3aLUIIEHHOCTH U TpeOOBaHUA K 3alUTe )i BblOpaHHoro Bamu npeanpusrus.
B onucanum 3anaHus NpUBECTU XapaKTEPUCTUKY MPEANIPUATHS.

7.4.3. IlpumepHble TEMBI KypCcOBOM paboThI (poeKTa) (MIPU HATUYNHN)
Tembl KypcoBOil pabOTHI
1. Unentuduxanus u ayTeHTU(PUKAIMS 10Ib30BaTeNeH, He SABISIOUUXCS COTPYIHUKAMH OpraHU3aliy.
2. YrpaBieHue J0CTYIOM K KOH(UACHIINATBHBIM TaHHBIM.
3. HopMaTuBHO-IIpaBOBbIE OCHOBBI 3aILIUTHI IEPCOHATBHBIX TAHHBIX B PO.
4. IIporokon EBponelickoro corw3a no 3aluTe NepCcoOHaIbHbIX TaHHBIX.



5. 3akoHoparenscTBO CIIIA mo 3ammTe nepcoHanbHbIX JaHHBIX.

6. Ucnionp3oBanme OJOKYCHH 151 3aIIUTH KOH(GUICHITUATBHBIX TaHHBIX.

7. Yupasnenue nnpopmainoHHo# 6e3omacHocThio Ha 6aze ISO/IEC 27001.

8. MepsI 3amuTs! HHGOpMaruu coriaacuo 1ISO/IEC 27002.

9. Ilonutrka nHGOPMATMOHHON 0€30MTACHOCTH KaK KITFOYEBOM JIOKATHHBI HOPMATUBHEIHN aKT 10 3aIIUTe
JAHHbBIX.

10. Opranusanus 3alMThl IEPCOHAIBHBIX JAHHBIX HA MPEANPUATUH.

11. JlanHbIe KaK OCHOBHOM pecypc NU(PPOBOH YKOHOMHUKH.

12. TMonutuka Facebook (mpyroii commanbHON ceTH MO BBIOOPY CTYAEHTAa) B OONACTH 3alllUThI
MEePCOHANBHBIX JTaHHBIX.

13. Ananu3 MUPOBOI MHIYCTPUU TOPTOBJIM IIEPCOHATIBHBIMU JaHHBIMU.

14. YnpasneHue uHIUACHTAMU HHHOPMAITHOHHON 0€301MacHOCTH.

15. Haznauenue u ¢pynkiun DLP-cuctem.

16. Ananu3s poccuiickoro peinka DLP-cuctem.

17. XapakTeprcTuKa OCHOBHBIX yrpo3 HH(popmMaruonHoii 6e3onacaoctu B 2020 roxuy.

18. Crioco0Obl 06€31MYrBaHus IEPCOHATBLHBIX JTAHHBIX.

19. Bpokeps! nannbix - Data Brokers (Acxiom, Equifax, CoreLogic, ap.).

20. XapaktepucTrka AeicTBYIOMMX B PO XakepCcKkux TpynmupoBoOK.

21. XapakTepucTHKa UHIYCTPUU 3aLIUTHI JaHHBIX B PO.

22. MOILIEHHUYECTBO C 3JEKTPOHHOU MOJNUCHIO B PO.

23. CyneOHas TpaKTHKa IO TPECTYIUICHUSM, CBS3aHHBIM C KOMITPOMETAIMEeH KOH(HICHIIUATBHBIX
JAHHBIX.

24. TlocnencTBus pean3aluy PUCKOB HHPOPMAIIMOHHOW 0€30MTaCHOCTH JIJIS IIPEATIPUSTHS.

25. IlocnencTBus KOMIPOMETAIIUH MEPCOHATBHBIX JaHHBIX JJIS TPaXIaHUHA.

26. Pexomenanuu 1js TpaxaaHUHA 110 3aIIUTE MEPCOHAIBHBIX JaHHBIX.

27. Hudposoii npoduitb rpaknanuna PO.

28. LludpoBbie rocyaapCcTBEHHBIC CEPBUCH (HA TPUMEpE JIFOO0H CTPaHBI IO BEIOOPY 00YJArOIIErocs).

29. Equnas cuctema OmoMmerpruueckor uaeHTudukanuu B PO.

30. JlokasibHast HopMaTUBHAs 0a3a MPEINPUATHS B 00J1aCTH 0OecTieueHHsT 0€30MaCHOCTH MEPCOHATBHBIX
JAHHBIX (COCTaB U CTPYKTYpa JOKYMEHTOB).

7.5. MeTtoaudeckue MaTrepHalbl, ONpeAessonue Npoue ypbl OleHUBaHUs 3HAaHUM, YMEHUN, HABBIKOB U (WJIH)
OIbITa MPO(PECCHOHATBHOM IEATETBHOCTH, XapaKTepU3YIOIUe dTarbl POPMUPOBAHUS KOMITETECHIIUIH

ITpouenypa mnpoBeAcHHs NPOMEKYTOYHOM aTTECTAallMM M TEKYIIErO KOHTPOJSA YCIIEBAEMOCTH
peraaMeHTHpYyeTCs JIOKAIbHBIM HOPMAaTUBHBIM aKTOM, ONPEIENISIONIUM MOPSIOK OpraHU3alui U IPOBEICHUS
TEKYILETro KOHTPOJIS yCIIEBAEMOCTH U IPOMEKYTOUHON aTTeCTalluy 00yYaroIuXcs.

[Tpouenypa oueHuBaHus (QOPMHUPOBAHUS KOMIETEHIMH TPU MPOBEJCHUH TEKYIIEro KOHTPOJISL
IIpUBEACHA B II. 7.2.

TunoBble KOHTPOJIbHBIE 3a/1aHUs WM HHbIE MaTEpPHUAJIbl TEKYIIEr0 KOHTPOJIS MPUBEIEHBI B 1. 7.3.

[TpomexyTouHas arrectanus MO AUCLHUILUIMHE NMPOBOAUTCS B opme 3adera (4, 5 ceM.) u sk3amena (6
cem.).

3ayeT MpoBOAUTCS B (OpPME KOMIBIOTEPHOIO TECTHPOBAHUS HA IOCIEAHEM MPAKTUYECKOM 3aHITUU
ceMecTpa.

DK3aMeH IDOBOIUTCS B VCTHOU (hopme.

7.6. Kpurepuu oneHrBaHus cpOPMUPOBAHHOCTH KOMIIETEHIIUN MTPU MTPOBEIEHUHU POMEKYTOUHON aTTecTalluu

YDOBCHB OCBOCHUS U OLICHKA

Kperepus OneHka OneHka
S — «HEYIOBJIETBOPUTEIND | «yAOBIETBOPUTENBH | OLiEHKa «XOPOIIO» Ol1leHKa «OTIUYHOY
HO» o»
«HE 3aYTECHOY «3aUYTEHOY




YpoBeHb 0CBOEHHUS
KOMITETEHIIUH
«HENOCTATOYHBII.
Komnerenuuu ne
chopMUPOBaHBI.
3HaHUsI OTCYTCTBYIOT,
YMEHHUSI U HaBbIKU HE

YpoBeHb OCBOEHUS
KOMITETCHITHH
«TOPOTOBBIN».
Komnerentuun

c(hOpMHUPOBAHBI.
CdopmupoBaHsI
0a30BbIE CTPYKTYPHI

YpoBeHb OCBOEHUS
KOMIIETEHIIUHT
«IPOJIBUHYTBIN.
Komnerenumn
c(hOpMHUPOBAHBI.
3HaHUs OOLIMPHBIE,
CUCTEMHbIE. Y MEHUs

YpoBeHb OCBOEHUS
KOMIICTCHITUN
«BBICOKHUI.
KomnereHniimmn

chopMuUpOBaHbI. 3HAHUS

apryMEHTUPOBAaHHBIE,
BCECTOPOHHHUE. Y MEHHUS

c(OpMHPOBAHBI 3HAaHUU. YMEHUs HOCSIT YCHELHO NPUMEHSIOTCS
(dbparMeHTapHbI U PENpOAYKTUBHBIN K PEIICHUIO KaK
HOCSIT Xapakrep, TUIIOBBIX, TaK U
PENpPOAYKTUBHBIN IIPUMEHSIFOTCS K HECTaHIapTHBIX
XapakTep. PEIIEHUIO TUMIOBBIX | TBOPYECKHUX 3a/laHUM.
JleMoHCTpUpYyeTCs 3a/1aHUM. JemoHcTpupyeTcs
HU3KUI YPOBEHb JlemoHCcTpHpyeTcs BBICOKMH YPOBEHb
CaMOCTOSITEIbHOCTH JIOCTaTOYHBIN CaMOCTOSITEJIbHOCTH,
MIPAKTUYECKOTO YpOBEHb BBICOKAsl aJalTUBHOCTD
HaBBbIKA. CaMOCTOSITENIbHOCTH | IPAKTUYECKOTO HAaBbIKA
YCTOMYUBOT'O
IPAKTUYECKOIO
HaBBIKA.
Obyuarommiics OO6yyarommuiics Obyuarommuiics OO6yyaromuiics
JEMOHCTPHUPYET: JEMOHCTPUPYET: JEMOHCTPUPYET: JEMOHCTPUPYET:
-CYIIECTBEHHbIE -3HAHUS -3HAHUE U -r1y0oKkue,
npoOesbl B 3HAHUAX TEOPETUYECKOIO OHMMAaHUE BCECTOPOHHUE U
y4eOHOro MaTepuarna; MaTepuana, OCHOBHBIX BOIIPOCOB | apryMEHTHUPOBAHHBIE
-JI0MYCKal0TCA -HETIOJIHbIE OTBETHl | KOHTPOJMPYEMOro | 3HAHUS IPOrPAMMHOIO
MPUHIHUITHATIEHBIC HA OCHOBHbBIE o0bpema MaTepuana,
OLIMOKY MpHU OTBETE HA| BOIPOCHI, OLIMOKHU B IPOrpaMMHOTO -[10JIHO€ TIOHUMaHue
OCHOBHBIE BOITPOCHI OTBETE, MaTepuaia, CYLIHOCTH U
ousera, OTCYTCTBYET HEJ0CTaTOYHOE - 3HaHUS B3aMMOCBSI3H
3HaHHUE U TIOHUMaHue IIOHUMaHHe TEOPETUYECKOTO paccMaTpuBaeMBbIX
OCHOBHBIX NIOHATUN U CYILIIHOCTHU Martepuana MIPOLIECCOB U SBJICHUH,
KaTeropuii; M3JIaraeMbIX -CIIOCOOHOCTh TOYHOE 3HAHUE
-HETIOHUMaHHe BOIIPOCOB; yCTaHABIMBAaTh U | OCHOBHBIX MOHSTHIA, B
CYILIIHOCTHU -HEYBEPEHHBIE U OOBSICHATB CBSI3b | paMKax 00CYX/TaeMbIX
3HaHHA JIOTIOJIHUTEIBHBIX | HETOYHBIE OTBETHI HA | IPAKTUKU U TEOPHUH, 3a/1aHU;
BOIIPOCOB B paMKax JIOTIOJTHUTEIIbHBIE BBISBIIATH -CIIOCOOHOCTD
3a/laHul Ousera. BOIIPOCHI. MIPOTUBOPEYHS, YCTaHABIIMBATh U
npobIeMbl U OOBSCHSTH CBSI3b
TEHCHIINH MIPAKTUKU U TEOPUH,
pa3BUTHS; -JIOTUYECKU
-IpaBUIIbHBIE U MocJie/IoBaTeIbHbIE,
KOHKpPETHbIE, Oe3 COJIEPKATEIILHBIE,
rpyObIX OIHOOK, KOHKPETHBIE U
OTBETHI HA MCUEPIIBIBAIOINE
MIOCTaBJIEHHBIE OTBETHI Ha BCE 3aJIaHUS
BOIIPOCHI. ousera, a Takxe

JOIIOJIHUTCIIBHBIC

BOIIPOCHI 9K3aMCHATOpa.




[Tpu BEIMOTHEHUA OO6yuarommiics OOGyuarommiics OO0yuarommuiicst
MPaKTUYECKOTO BBITIOJIHUIT BBITIOJIHUII MPaBUIILHO BBIMOJHUII
3aJaHus OuneTa MPAaKTHYECKOE MPAaKTHYECKOE MIPaKTUYECKOE 3a/1aHNE
oOyuaromuiics 3a/laHue ounera ¢ 3a/laHue oumnera ¢ ounera. [Tokazan

MIPOJIEMOHCTPUPOBAT | CYIIECTBEHHBIMU HEOOJIBIINMHU OTJINYHBIE YMEHHUS B
HEJIOCTaTOYHBII HETOYHOCTSAMH. HETOYHOCTSIMH. paMKax OCBOEHHOTO
YPOBEHb YMEHHU. Homnyckatorcs [Tokazan xopomue | ydebHOro mMaTepuania.
[IpaxkTrueckue OLINOKH B yMeHus B paMKax | Pemraer npeioxeHHbIe
3a/laHUs HE COJIepKaHUU OTBETA OCBOEHHOTO MPaKTUYECKHE 3aJaHUS
BBITIOJTHCHBI U PEIICHUH y4eOHOTro MaTepuania. 0e3 omuboK
yMCEHHA OOyyvaromuiics He IIPaKTUYECKHUX [Ipemnoxennsie OTtBeTwI1 Ha Bce
OTBEYaeT Ha BOIPOCHI 3a/1aHUM. PaKTUYECKUE JOTIOJTHUTEbHBIE
owera npu [Ipu oTBeTax Ha 3a/IaHUs] PELIEHBI C BOITIPOCHI.
JIOTIOJIHUTEIIbHBIX JIOTIOJIHUTEIIbHBIE HEOOJIBIINMHU
HABOJSIIIUX BOIPOCAX BOIPOCHI OBLIO HETOYHOCTSIMH.
MIPEnoIaBaTeis. JOMYIIEHO MHOTO OtBerun Ha
HETOYHOCTEH. OOJBIIUHCTBO
JOTIOJTHUTEIbHBIX
BOIIPOCOB.
He moxer BpIOpath HcnbrTeiBaeT bes 3arpynHenuit IIpumensier
METOAUKY 3aTPyAHEHHS 110 BBIOMpAET TEOPETHUUECKUE 3HAHUS
BBITIOJTHEHUS 331aHUM. | BBIOOPY METOJAMKHU CTaHJApTHYIO JUIS BBIOOpa METOAUKHU
Jomyckaet rpyobie BBITIOJTHEHUS METOAUKY BBITIOJIHCHHUS 3aJaHUH.
OLIMOKYU TpU 3a/1aHUM. BBITIOJIHEHU S He nonyckaer omu6ox
BBITIOJIHCHUH 3a7aHuil, | Jlomyckaet ommoku 3aJaHul. MIPH BBITTOJIHEHU U
HapylIaloIIye JOTHKY | Tpu BeimodaHeHuu | Jlomyckaer ommOku 3a/1aHUi.
pelieHus 3aay. 3aJlaHUi, HAPYILIEHUS | TIPU BHITIOJHEHUHN CamocTtosiTeTbHO
Jlenaet HEKOPPEKTHbBIE| JIOTMKU PELICHUS 3a/1aHUil, HEe aHAIU3UPYET
BBIBOJIBI. 3a/ay. HapylIaIne pe3yJbTaThl
BIIAJICHUE He mosxeT 060cHOBaTh HcnbiThiBaeT JIOTUKY PEIICHUs] | BBINOJHEHUS 3a1aHUM.
HaBbIKAMH AITOPUTM 3aTPYIHEHHUS C 3a1a4 I'pamotHO
BBITIOJTHEHUS 3a/1aHui. | popmynupoBanueM | JlenaeT KoppekTHbIe [  00OCHOBBIBAET X0/
KOPPEKTHBIX BBIBOJIBI 110 penieHus 3aaad.
BBIBOJIOB. pe3ynbTaTam
UcnriTeiBaeT pelieHus 3a1a4n.
3arpyaHeHus npu | OGOCHOBBIBAET X011
000CHOBaHNH pereHus 3anay 6e3
anropuTMa 3aTpyAHEHUI.
BBITIOJTHEHUS
3aJ[aHUM.

OrneHka Mo JUCHUIUIMHE 3aBUCUT OT YPOBHS CPOPMHUPOBAHHOCTH KOMIIETCHIIUH, 3aKPEIICHHBIX 3a
JTUCIUILTAHOM, W TPEACTaBISET COO00H cpeaHee apu(METHUIECKOE OT BBICTABICHHBIX OIEHOK IO OTICIIBHBIM
pe3ynbratam o0yueHus (3HAHUS, YMEHUsI, BIAJICHUE HABBIKAMHU).

OrieHKa «OTIIMYHOY/ «3a4TCHO» BBICTABIISCTCS, €CITU CpelHee apu(PMEeTHIECKOe HAXOAUTCS B HHTEPBAIC
ot 4,5 o 5,0.

OreHKa «XOPOIIOY»/«3a4TeHO» BBICTABIISETCS, €CIIH CpeHee apuPMETHICSCKOS HaXOIUTCS B MHTEpBaJe
oT 3,5 no 4,4.

Or1ieHKa «yIOBIECTBOPUTEITBHOY/ «3a4TEHOY» BBICTABIISIETCS, €CITH CpeHee apuPMETHISCKOE HaXOAUTCS B
uHTEpBajue ot 2,5 1o 3,4.

OneHka «HEYJOBJIETBOPUTEIBHO»/ «HE 3aUTEHO» BBICTABISCTCSA, €CIM CpeAaHee apupMeTHdecKoe
HaxoauTcs B uHTepBaiie ot 0 1o 2,4.



8. YueOHO-MeTOAMYECKOE H MATEPUAIBLHO-TeXHUYECKOEe o0ecneyeHne JUCHUIIJIMHBI (MOAYJIs1)
8.1. [TepeyeHb OCHOBHOM M JIOMIOJIHUTEIBLHOM JTUTEPATYPhI, HEOOXOAMMOM JIsl OCBOSHUS JUCITUTUTNHBI (MOTYJISI )

Ne
1/

ABTOp, Ha3BaHHE, MECTO U3JIAHUS, H3AATEILCTBO, TOJ U3AAHUS YIeOHOU 1
y4eOHO-METOIMYECKON JTUTEPATYPHI

KommuecTBo
IK3EMILIAPOB/3JIEKTP
OoHHBIIT agpec DbC

OcHOBHASl JJUTEPATYPA

Cerue 1O. H., Crampmaptel uHpOpMammoHHONW O€30MaCHOCTH. 3alluTa Hu

http://www.iprbooksh

1 |obpaborka  koHbHUAeHIHAIBHBIX  J0KyMeHTOB, CapaTtoB:  By3oBckoe 0p.ru/72345 html
obpasosanue, 2018

9 Hecrepos C. A., OcuoBsl nHpopmanmontoi 6e3onacuoctu, Cankt- [letepOypr:| https://e.lanbook.com
Jlans, 2021 /book/165837
Tymbunckas M. B., Ilerpockmii M. B., Kommiekcnoe obecneuenue

3 |undopmanmonnoii 6e3omacHocTy Ha npexnpustud, Cankr-IlerepOypr: Jlanb, 9BbC
2019
®enoroB M. A., AHToHoBa A. B., bynnuk P. A., Boiinukanuc E. A., OxojecHoBa . .

4 10. A, Ilerpun U. B., HpI/IMaKOB}; A. B., CemenoBa E. B., Teneer A. A., https'”jgggi/bwdd
labnuuackwii U. I'., Uadopmanmonnoe npaBo, Mocksa: FOpaiit, 2020

5 3aneunnkoB C. B., Kazapun O. B., Tapacos A. A., Kpunrorpaduueckue meroasi| https://urait.ru/bcode/
3amuThl nHGopmanuu, Mocksa: FOpaiit, 2020 450538
Cadonona JI. A., DKkoHOMHUYECKUE ACHEKThl HHPOPMAIIMOHHON 0€30MacHOCTH,

6 |HoBocubupck: Cubupckuii rocy/1apCTBEHHBIN YHHUBEPCUTET 9bC
TEIEKOMMYHHUKAINKA U nHbopMmatuku, 2019

JonoJTHUTeTbHAS JIUTEPATYPA

1 [Pacconos U. M., Uudopmanmonnoe npaso, M.: FOpaiit, 2013 9bC
Tym6unckas M. B., Ilerposckuii M. B., KommiekcHoe oOecnedeHue

2 |ua(popManmonHo#i Oe3omacHoctn Ha npeanpusituu, Cankr-IletrepOypr: Jlams, 9BbC
2019

3 HoxaukoB B. T'., Cantan M. U., Kparkuit sHimkinoneanveckuit cinoBaps mo| http://www.iprbooksh
nH(opmanronHol Oe3omnacHocti, Mocksa: Dueprus, 2010 op.ru/5729.html

4 Kopabensuukoe C. M., Tlpecrymienuss B chepe wunHopmarmonnoi| https://urait.ru/bcode/
6e3omacHoctr, Mocksa: FOpaiit, 2020 448295

5 Asepuenkos B. U., Aynut undopmanmontoit 6e3onacuoctH, bpsiack: bpstackuii| http://www.iprbooksh
TOCY/apCTBEHHBIN TEXHHYECKUH YHUBEpCUTeT, 2012 0p.ru/6991.html

5 KoBanesa H. H., XKupnoa H. A., Tyrymesa 0. M., Xomomuas E. B.,| https://urait.ru/bcode/
HNudopmannonnoe npaso. [Ipaktukym, Mocksa: FOpaiit, 2020 449378

2 Bonkos 10. B., Hudopmaimmonnoe mnpaso. Wudopmamus kak mpasosas| https://urait.ru/bcode/
kareropusi, Mockaa: FOpaiit, 2020 455553

8 boramesa JI. 3., Tpopumor M. C., Uadpopmannonnoe npaBo, CTaBpOIOb: e
CeBepo-Kapkazckuii penepanbHblii yHuBepcutet, 2018

9 |Pacconos . M., UudopmanmonHoe npaso, Mockga: FOpaiit, 2020 https.//éulzaggglg/bcode/
AnucumoB A. A., MeHemxMeHT B cdepe nHDOpMAIMOHHON O€30macHOCTH,

10 |Mocksa, Caparos: Hurepuer-YuuBepcurer WupopmanmoHHsix TexHOIOTHI 9bC
(MHTYUT), Air ITu Ap Menma, 2020

11 CrpensiioB A. A., Opranu3aioHHO-TIpaBOBOE obecrieueHrne nHGOPMAITMOHHON 3BC

oe3omacHocTr, M.: Akamemus, 2008

Obyyaromuecs u3 ynciaa nHBaIU0B 1 jmi ¢ OB3 obecnieunBaroTcs meyaTHBIMU U (W) 3JIEKTPOHHBIMU
o0pa3oBaTeNbHBIMU pecypcaMu B (pOpMax, aaanTUPOBAHHBIX K OTPAHUYECHUSAM UX 370POBBSI.




8.2. Ilepedyenp pecypcoB HH(POPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHOW ceTn «MHTepHeT», HEOOXOIUMBIX IS
OCBOCHHMS TUCITUTUTHHBI (MOJTYIIS)

HaumenoBanue pecypca cetu «MaTepHeT DJIEKTPOHHBIN aJpec pecypca

Nudopmannonno-cnpaBoynasi cucrema «Koncynbrant Ilmroc»

(narta oGpamers - 07.07.21) http://www.consultant.ru/

Nudopmannonno-cripaBouynass  cucrema  «l'apant»  (mara

obpamers - 07.07.21) http://www.garant.ru/

Poccuiickas raszera (ngara ooparienus - 07.07.21) http://www.rg.ru

https://www.tadviser.ru/index.php/%
D0%A1%D1%82%D0%B0%D1%82%
D1%8C%D1%8F:%D0%98%D0%
BD%D1%84%D0%BE%D1%80%D0%
BC%D0%B0%D1%86%D0%B8%D0%
BE%D0%BD%D0%BD%D0%B0%
Nudopmanmonnas 6e30macHOCTh: peIHOK Poccun D1%8F_%D0%B1%D0%B5%D0%
B7%D0%BE%D0%BF%D0%B0%
D1%81%D0%BD%D0%BE%D1%81%
D1%82%D1%8C_(%D1%80%D1%
8B%D0%BD%D0%BE%D0%BA_%
D0%A0%D0%BE%D1%81%D1%81%

DO%RBRRMNN%HRAY
Kypc "OcHoBbl nH(DOpMaIOHHOH Oe30omacHoCcTh" https://intuit.ru/studies/courses/10/10/inf o
OdunyanbHbIi caiT KoMIaHUH "ATOM-0€3010aCHOCTD" https://www.staffcop.ru/

8.3. Ilepeuenb coBpeMEHHBIX MPOPECCUOHATBHBIX 0a3 JAaHHBIX U HHGOPMAIIMOHHBIX CIIPABOYHBIX CUCTEM

HaunmenoBanue DJIEKTPOHHBIN aJipec pecypca
\\law.lan.spbgasu.ru\GarantClie
WNudopmannoHHo-1paBoBas cucrema [ apaHT nt
NupopmanronHo-npasosas cuctema Koncynbrant Wlaw.lan.spbgasu.ru\Consultant
pratt P Y Plus ADM

HNudopmannonHo-npaBoBas 6a3a gaHHbeIx Konekc ggg”gaSUdata'Ian'Spbgasu'm/d
Cucrema qucranimonHoro ooyuenus CITOI'ACY Moodle https://moodle.spbgasu.ru/
DnexTpoHHas 6ubnuoreka Upduc 64 rl}g/)://ntb.spbgasu.ru/Irb|S64r_p
DJIEKTPOHHO-0MOIMOTeYHAas cUcTeMa n3aarenbeTBa "Jlanp" https://e.lanbook.com/
DIeKTPOHHO-0MOIMOTeUHas cucTeMa usnarenbcrea "IOPAUT" https://www.biblio-online.ru/
DJIeKTPOHHO-0MOIMoTeuHas crctema u3atenbcrsa "IPRbooks™ http://www.iprbookshop.ru/
OneKTpoHHO-0MONMMOTeUHast ~ cucTeMa  uzjartenscrBa  "KoHcynbTaHT

. https://www.studentlibrary.ru/
CTYJICHTA

Hayunas JIEKTPOHHAs

Hayunas snekrponnas 6ubnnorexa eLIBRARY.RU 6ubnorexa eL IBRARY RU

Enuuelii  3MeKTpOHHBIH  pecypc  y4yeOHO-METOJMUYECKOW  JUTepaTyphl

CIIeTACY www.spbgasu.ru

AHaIUTHYECKUH IIOPTaAJI IO SKOHOMHUYCCKUM JUCIHHUITIJIMHAM WWW.economicus.ru

bubnuoreka no EcrectBennbiM Haykam Poccuiickoit Akanemun Hayk (PAH)|www.ras.ru

Kypnanel u3zgarenscrsa Sage. B Hacrosiiee BpeMs JOCTYIHBI CTaTbU M3
320 >xypHamoB 1o 36 mpeIMeTHbIM pyOpuUKaM: TyMaHUTapHble U
OOIIECTBEHHbIE HAyKH, HWHPOPMATUKA, WHXKECHEPHbIE JUCLUIUIMHBL,
HYKOHOMMKA, 3/I0POBbE U 0Opa30BaHHUE.

www.sagepublications.com




https://www.spbgasu.ru/Univer
OopasoBarenbubie nHTEpHET-pecypchl CITOIACY sitet/Biblioteka/Obrazovatelnye

internet-resursy/

8.4. Tlepeyenp WH(MOPMAIMOHHBIX TEXHOJIOTHHA, HCIOJIB3yeMbIX TPU OCYIIECTBICHUU OOpPa30BaTEIHLHOTO
mporiecca 1O JUCHUIUIAHE, BKJIIOYas IepeYeHb JIMIEH3MOHHOIO M CBOOOJHO PacIpoCTPaHSIEMOro
MPOrPaMMHOTO O0eCTICUeHUs

Crnoco0 pacrpocTpaHeHus
HaumenoBanue (TMIIEH3MOHHOE WIIH  CBOOOIHO
pacnpocTpaHsieMoe)

HoroBop Ne  J132009689201 ot
18.12.2020r IIporpammHbIe
npoayKThl Maiikpocodt, moroBop No
Microsoft Windows 10 Pro 132009689201 ot 18.12.2020 ¢ AO
"CodrJlaitn Tpeiin": Windows 10,
Project Professional 2016, Visio
Professional 2016, Office 2016.

HoroBop Ne  J132009689201 ot
18.12.2020r IIporpammubIie
npoaykThl Maiikpocodt, qorosop No
Microsoft Office 2016 1132009689201 ot 18.12.2020 ¢ AO
"Co¢rJlaita Tpeia": Windows 10,
Project Professional 2016, Visio
Professional 2016, Office 2016.

StaffCOP Bepcust 5.8 CBOOOHO pacIpOCTPaHIECMOE

8.5. MatepuanbHO-TEXHUYECKOE 00eCIIeyeHHE TUCITUTUIMHBI
CaeneHust 00 OCHAICHHOCTH YICOHBIX ayIMTOPUI Y TIOMEIICHHIA JUISI CAMOCTOSITEIIbHON pabOThI

HaunmenoBanue yueOHbIX ayuTopuil  momenieHui|  OcCHaIEHHOCTh 000PYIOBAHUEM M TEXHUUYECKUMH
JUTSL CAMOCTOSITEIbHON pabOThI cpelcTBaMu O0yueHus

VYuyebHast ayautopusi Uil TPOBEACHUS  3aHSATUH
JICKIUMOHHOIO  THUIIA, KOMIUIEKT MYJIbTUMEIUNHOTO

000pyI0BaHUs MePCOHATbHBIN KOMIIBIOTE
68. VYuebHble ayauTOpuu JUIs  NPOBEAEHUS pya . (nep P,
s MYJABTUMEIUNAHBIA MPOEKT KpaH, ayIno-CHCTEMA
JIEKIIMOHHBIX 3aHATUH Y CA POCKTOD, SKpaH, ayar eMa),
JIOCKa, JKpaH, KOMIIIEKT yaeOHOM Mebenu,

noakimoueHne kK kommetorepHoi cetn  CIIGIACY,
BEIX0JI B MuTepHeT

[Tomemienue At CaMOCTOSATENBHON padOThI (YUTATBHBIH
3an oubnuoreku, aya. 217): [IK-23 mr., B T.4. 1 wr.- [IK
mis gu ¢ OB3  (cuctemHbIi  O7OK, MOHHUTOD,
68. IloMenieHust 1st caMOCTOATEIBHON PabOTHI KJIaBUaTypa, Mblllb) C TOJAKIIOYEHHEM K CETH
«HTEepHET» U 00ecreYeHneM JOCTyMNa B dJEKTPOHHYIO
nHpopMannoHHo-o6pazoBatenbHy0 cpeny CIIOIACY.
ITO Microsoft Windows 10, Microsoft Office 2016

Pa6oune mecra c IIK (cTos1 KOMIBIOTEPHBIN, CUCTEMHBIN
OJI0K, MOHHUTOp, KJIaBUATypa, MBIIIb), CTOJI pabouni,
noakmoueHne Kk kommbrotepHoi cetu  CIIGIACY,
BEIXOJ B Internet.

68. KoMIIbrOTEpHBIN KJ1acC




68. VYueOuble ayauropuum ans  nposeneHus|Komruiekrt MYJBTUMEAUHHOTO 000pyI0BaHUS
MPAKTUYECKUX 3aHSTUH, KypcOBOTO|(TI€pCOHATBHBII KOMIIBIOTED, MYJIbTUMEIUHHBIN
MPOCKTUPOBAHUS (BBIOJHEHUSI KYpPCOBBIX DPabOT),|IPOEKTOpP, SKpaH, ayIaHo-CHCTEMa), JOCKA, KOMILJIEKT
TPYNNOBBIX M WHAMBHUIYAJIbHBIX KOHCYJbTAllUH,|yueOHOM MeOenu, MOAKIIOUEHUE K KOMIIBIOTEPHOU CETH
TEKYILETo KOHTPOoJIs U mpoMexxyTounoi arrectauuu |CII6IACY, Beixoa B MHTEpHET.

st maBanuoB u ymi ¢ OB3 obecrieunBaroTcs crienuaabHbIe YCIOBUS TSI TIOTYy4YeHUsS] 00pa3oBaHUs B
COOTBETCTBHUH C TPEOOBAHUSIMH HOPMATHUBHO-TIPABOBBIX JOKYMEHTOB.



Pabouas mporpamma cocrasiena Ha ocHoBe @I'OC BO - cneumanutet no crenuansHoct 38.05.01
DxoHOMHYecKas 6e30omacHOCTh (mpuka3z MunoopHayku Poccun ot 14.04.2021 Ne 293).

[Iporpammy cocTaBuiI:
JOIIEHT, K.3.H. A. 1. [lypanauna

[Tporpamma oOCyXx/1eHa 1 PEKOMEH/I0BaHa Ha 3aceJaHuu Kadeapbl JKOHOMUYECKOH 0€301macHOCTH
11.05.2021, npotokoi Ne 11

3aBeayromuii kadenpoit K.10.H., 1.3.H., mpodeccop A. K. MoaeHon

[Iporpamma o00peHa Ha 3aceJaHUU Y9eOHO-METOANYECKOW KOMUCCHU (aKyIbTeTa
10.06.2021, npotokoun Ne 10.

IIpencenarens YMK n.3.1., nonent I'.®. TokyHoBa
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