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1. Henau n 321241 0CBOEHUS IMCUMILTAHBI (MOIYJIs1)

[IporpaMMa AMCUMILTMHBI HAaNIpaBiieHa Ha GOPMHUpPOBAaHUE 3HAHUI, YMEHHI U HaBBIKOB B 00J1acTH
pa3paboOTKK HOBBIX U MPUMEHEHHUSI CYILIECTBYIOIINX COBPEMEHHBIX METOJIOB 00eCTIeUeHUS
nH(pOpMaIMOHHOM 0€30MMaCHOCTH U 3alUThl HH(POPMAIIMH MPH PEIICHUH 3a7a4 MPOPeCCUOHATBHON
nesitesibHOCTH. COBpeMEHHbIE METOIbI 3aIUThI MH(OPMALIUY TPU pealin3aluy HHGOPMaMOHHBIX
TEXHOJIOTHI1 0a3UPyIOTCS Ha MPUMEHEHUH COBPEMEHHBIX MAaTeMAaTUYECKUX METO/I0B, AITOPUTMOB U
IporpaMM KOMIBIOTEPHOTO aHAJIN34, & TAKXKe MPHU HUCCIEA0BaHNU PEaTIbHBIX MPOIECCOB U SIBJICHUIA.
[ToaTomy GakanaBpy BaXKHO yMETh pa3padaThiBaTh OPUTHHAIBHBIE AITOPUTMBI M IPOTPAMMHBIE CPEZCTBA C
UCIIOJIb30BaHUEM COBPEMEHHBIX TeXHOJIOTuM. [Inanupyempie pe3ynpTaThl OCBOCHHUS JUCIUILTUHBI COCTOST B
NpUOOPETEHUN KOMIIETEHIIMH B 001aCTH MCIIOJIB30BAaHUSI METOJIOB U CPEJICTB CUCTEMHON MHKEHEPUH JIJIS
MoJTy4eHus, Iepeauu, XpaHeHusl, nepepadoTKu U npeacTaBienus nadopmanuu. [Ipu sTom
IpeJoiaraeTcs, 4YTo TEXHOJIOTUU o0ecnieueHrs nH(GOPMalMOHHON 0€30M1aCHOCTH BKIIIOUAET KIIACCUYECKUE
U HEKJIaCCUYECKUE METO/Ibl, peaji3yeMble Ha Pa3HbIX YPOBHSIX B3aUMOJICHCTBUS OTKPBITBHIX CUCTEM.

Llenb ocBOEHMSI TUCIUTUIUHBIL:

(dbopMupOoBaHNE 3HAHUN, YMEHUI U HABBIKOB Pa3pabOTKU U UCIIOJIb30BaHUA B MTPpodeccrnoHanbHOM
JIEATECIALHOCTH METOJIOB U QJITOPUTMOB 3aIlUThI HH(DOPMAIIUHY TIPH TIepeIaye, XpaHESHUH, U pa3paboTKe
COOTBETCTBYIOIIUX IIPOrPAMMHEIX CPEICTB.

3amaun OCBOCHUS AUCIUTITNHBIL:

— OBJIAJICHHE METOJAMHU TEOPETHUECKUX U IKCTIEPUMEHTAIBHBIX HCCIIEJOBAaHUH B 00J1aCTH
UHGOPMALMOHHOM 0€30MTaCHOCTH; MTOJTyYeHHE 3HAHUH O COBPEMEHHBIX HHPOPMALIMOHHO-
KOMMYHHKAIIHOHHBIX TEXHOJIOTHX, 00 HHCTPYMEHTAIBHBIX CpellaX, O MPOrPaAMMHO-TEXHUYECKIX
mwiaThopMax Il pelieHus MpoPECCHOHANIBHBIX 3a1aY;

— obpereHue cnocoOHOCTH pa3zpadaThiBaTh TPEOOBAaHUS U IPOEKTUPOBATH IPOTPAMMHOE
o0ecrieueHne, peaTn3yroliee MEeTOIbl 3aUTHl HH)OpMaLui, yMEHHs 0OOCHOBBIBATh BEIOOP COBPEMEHHBIX
MH()OPMAIIMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJIOTUH 3aMThl HH(OpMaNny, pa3padbaTeiBaTh OPUTHHAIBHBIC
IpOrpaMMHBIE CPEJICTBA ISl peIICHUsI TPO(ECCHOHANBHBIX 33/1a4;

— OBJIA/ICHHE METOJIJaMH PAKTHYECKOTO MPUMEHEHUS METO/I0B U CPENICTB 00eCTIeYeH U
nH(pOpMaIMOHHON 0€30MaCHOCTH MPH NPOEKTUPOBAHUHN HHPOPMAIIMOHHBIX CUCTEM; IPHOOPETEHHE
HaBBIKOB Pa3pabOTKN OPUTHHAIIBHBIX TPOTPAMMHBIX CPEICTB JUIS PELICHUs MTPOPEeCcCHOHATBHBIX 33/1a4.

— MOHUMATh, pa3padaTbIBaTh U apryMEHTUPOBAHO IPUMEHTh METO/Ibl 00ECTIEUEeHNUs 1IeIOCTHOCTH,
KOH(HJICHIIMATBHOCTH U TOCTYITHOCTH JAHHBIX B HH(OPMAIIMOHHBIX CUCTEMAX.

2. [lepeyeHb MIAHUPYEMBIX Pe3yJILTATOB 00y4YeHHUs MO TUCHMILINHE (MOIYJ/II0), COOTHECEHHBIX €
HHAUKATOPAMHM TOCTUKEHUSI KOMIeTeHIni

Kona n HaumenoBanue
KOMIIETEHIIUUA

Kox u Haumenosanue
WHJIUKATOpa JOCTHKEHUS
KOMIIETEHIINU

[Tnanupyemsble pe3ynbTaThl O0yUeHUS 1O
JUCLUIUIMHE, 00eCeunBaOUIie JOCTHKEHUE
IUTaHUPYEMBbIX pe3ynbTaToB ocBoeHust OITOI1

OIIK-4 Cnocoben
MOHMMATb ITPUHIIUITHI
paboThI COBPEMEHHBIX
UH(GOPMaIIHOHHBIX
TEXHOJIOTUI B
HCIIOJIb30BaTh UX IS
pEIICHUS 3a1a4
npodecCuOHATbHON
JIeITeIIbHOCTH

OIIK-4.2 Ilpenmnaraet crocod u
CPE/CTBO pEIICHUS 3a/1a4u
npodecCHOHATbHON
NESITETIBHOCTH C YIETOM
BO3MOXHOCTEN
UH(POPMAIIMOHHBIX TEXHOJIOTUI

3HaeT

Pasnuynple  cmocoObl  pemieHUs  3agad
CBSI3aHHBIX c npodeccnoHanbHOM
JIeATEITbHOCTBIO

yMeeTr

HaxoauTh crocoObl U cpeicTBa AJisl pEIICHUS
MOCTaBJICHHBIX  3a3Jad €  [PUMEHEHUEM
WH(OPMALIMOHHBIX TEXHOJIOTUN

BJIajIeeT

CoBpeMeHHbIMU UH(OPMAIIMOHHBIMU

TCXHOJIOTHAMUA




[MK-2 Cnocoben [1K-2.3 Tlpennaraer Mepsl 1o 3HaeT

OpPraHru30BLIBATh 06ecnequI/Ho CHOCO6BI OIpCACIICHUA YA3BUMBIX MCCT B
obecrnieueHue 6e30macHol | MH(MDOPMAIMOHHON nH(OPMATMOHHON 0e30MmacHOCTH
paboThl nH(pOPMAIIMOHHBIX |0Oe3omacHocTH Web-pecypcos web-pecypcos

pecypcoB ymeeT

[TpuMeHsATh pa3aUYHBIE HMHCTPYMEHTHI 10
00ecreYeHHIo nH(OPMAMOHHON
0e3omacuocT HHGopMaiuu u Web-pecypca;
OIICHUTh 3AlUIICHHOCTh © o0ecreveHue
nH(DOPMAIMOHHONW  0€30MacHOCTH  OOBEKTOB
web-pecypcos;
BJIaJieeT

HaBbikamu  camMoOCTOSITEIBHOM, TBOPYECKOM
paboThI; CIOCOOHOCTHIO

obecrieueHrs HHOOPMAITMOHHOM OE30IaCHOCTH
COBPEMCHHBIC  TEXHHYECKHE  CPEICTBA
UH(POPMAIMOHHBIC TEXHOJIOTHH.

3. Yka3zanue MecTa JUCHUILIMHBI (MOAYJIS) B CTPYKType 00pa3oBaTe/ibHOM NPOrpaMMbl

JanHnas qucuuruinHa (Moayiib) BKirodeHa B biok «/lucuumunsl, moxynu» b1.0.18 ocHoBHOIM

npodeccuoHalibHOI oOpa3zoBarenbHol porpammbl 01.03.02 ITpukinagHas MaTeMaTHKa B HH(OpPMAaTHKa U
OTHOCHUTCSI K 00s13aTEIbHOM YaCTH y4eOHOTO IIJIaHa.

Ne Ko n HauMeHOBaHME HHIUKATOPA
[IpeamecTByromMe TUCUUILIAHB
/11 JIOCTH>KCHHST KOMIIETEHIIUU
1 |IIpakTuKym MO MpOrpaMMUPOBAHUIO OIIK-5.1, OIIK-5.2
ANTOpPUTMBI U AITOPUTMUYECKUE SA3bIKU
3HaTh
— OCHOBBI IPOTPaMMHPOBAHUS,
BIIQJIETh:
— OCHOBHBIMU IIprEMaMu pabOThI HA KOMIIBIOTEPAX C MPUKIIATHBIM IIPOTrPAMMHBIM 00ECTICUCHHUEM.
OcHOBBI KHOEPHETUKH U TEOpHs rpadoB
3HaTh:
- OCHOBHBIE TIOHATHUS U METOBI TEOPUH IPadoB UCIIONIB3Yys COBPEMEHHBIE TEXHOJIOTUU
IpOrpaMMHUPOBaHUS;

YMETh:
- HCIIOJIB30BAaTh TEXHOJIOTHH MPOTPAMMHUPOBAHUS JIJIsl pElIeHHs 3a/1a4 TeOpHH rpados;

BJIaACTh:
aJIropuTMaMu TCOpUHU l"pa(i)OB JJIA OLICHKH, PCIICHUA U aHAJIM3d KOHKPCTHBIX 3a1a4, BO3ZHUKAOIHUX

B HpO(I)eCCHOHaJlBHOf/'I ACATCIBHOCTH.

[IpakTHKyM MO IPOrpaMMHUPOBAHUIO
3HATH:
- 0011IMe TPUHLHUIIBI TOCTPOSHUSI BBIYMCIUTENIBHBIX aITOPUTMOB;

YMETb:
- IPOBOJUTH pa3pabOTKy U aHAJIN3 AITOPUTMOB Ha OCHOBE COBPEMEHHOTO MaTEMaTHYECKOTO

arnmnapara;

- MPOTPaMMHPOBATH AJTOPUTM, UCIIOJIb3YS CPEJICTBA S3bIKA BEICOKOTO YPOBHS;
BJIAACTh:
- METOJIaMH TTPAKTUYECKOT0 MCTIOIB30BAHMS COBPEMEHHBIX KOMITBIOTEPOB ISl 00pabOTKH

I/IH(i)OpMaHI/II/I N OCHOBaMHM YUCJICHHBIX METOJ0B PCIICHUA MHKXCHCPHBIX 3aaa4.

HCIIOJIBb30BAaTh JUIs PEIICHUA 3aJa4




[Tocnenyromnye AUCITUTITHHBI

KOII U HAMMCHOBAHHMEC MHAHUKATOpa
JOCTHXKCHUA KOMIICTCHIIHN

1 [IIporpammupoBanue ans UaTepHET

IK-2.1, I1K-3.1, T1K-3.2, T1K-3.3

9 HayuHno-uccnenoBatenbckas padora (MoxydeHre MepBUUHbBIX

HABBIKOB HAYYHO-HCCIIEAOBATEIHCKOM pabOThI)

OIIK-4.1, IIK-4.2

4. O0beM QUCHUNIMHBI (MOAYJISA) B 32a4€THBIX eIMHULAX C YKa3aHHEM KOJMYeCTBA aKaJeMUYeCKUX
4acoB, BbIIEJEHHBIX HA KOHTAKTHYIO pa0oTy 00y4yaouuxcs ¢ npenojasaresieM (110 BUAaM y4yeOHbIX
3aHATHH) M HA CAMOCTOSAITEJIbHYIO PA00Ty 00yUYaK0IIUXCS

Cemectp
M3 Hux yacsl Ha
Bup yaeOHoit paboTh Beero MIPAKTUYECKYIO
4acoB 3
TMOATOTOBKY
KonrakrHas padora 48 48
Jleximonnsie 3ansatus (JIek) 16 0 16
[Ipaktuueckue 3anstus (Ip) 32 0 32
HWHast koHTaKTHasi paboTa, B TOM YHCJIE: 1,05 1,05
KOHCYJIbTAIIUU 110 KYpCOBOM paboTe (IIPOEKTY), 0.4 0.4
KOHTpOJIbHBIM pabotam (PI'P) ' '
KOHTaKTHas paboTa Ha aTTeCTalMIO (CaJa 3a4era,
3a4eTa C OLIEHKOM; 3alInTa KypcoBOi paboThI 0,4 0,4
(mpoexTa); cnava KOHTPOIBHEIX padot (PI'P))
KOHTaKTHas paboTa Ha aTTECTAIIMIO B CECCHIO 0.95 0.95
(KOHCYIbTaIHA TTepea SK3aMEHOM H cliadya ' '
Yacel Ha KOHTPOJIb 8,75 8,75
CamocTositesbHast padora (CP) 50,2 50,2
O61masi TpyA0eMKOCTb AMCHUIIIIMHBI (MO1YJIs1)
qachl: 108 108
3aYeTHbIE eTUHUIBI: 3 3

5. Conep:xaHue TUCHHILITMHBI (MOIYJIsl), CTPYKTYPHPOBAHHOE 10 pa3iesaM (TeMaM) ¢ yKa3aHUueM

OTBCACHHOI'0 HA HUX KOJIHYECTBA AKAACMHUICCKHUX YaCOB U BU/10B y‘-l66HI)IX 3aHATHH

5.1. TemaTrueckuii 1iaH JUCHUILIMHBI (MOJTYJIs)

3aHATHUAM), Yac.

Konrakthas pabora (1o yueOHbIM

Pa3pensl nUCHUNIINHEL

JICKIINH

I13

JIP

Cemectp

BCErO

13 HUX
Ha
MIPaKTH-
YECKYIO
MIOATO-
TOBKY

U3 HUX
Ha
MIPaKTHU-
YeCKYIO
MIOATO-
TOBKY

BCETO

U3 HUX
Ha
IpaKTU-
YECKYIO
HOATO-
TOBKY

BCETO

CP

Bcero,
qac.

Kon
WUHIUKATOP
a
JIOCTIKEHH
s
KOMIIETEHII
numn

1. |1 pasnen. Ucropus

uH(MOPMAaMOHHON
0€30MacCHOCTH U 3alTUTHI
uHpOpMaLIUU




1.1.

Ucropus pa3sButus METOI0B
3aIUThl HHPOPMAITUH.
ObecrieueHne CBOMCTBA
nH(popManuu:
KOH(HICHIIMAIBHOCTH,
[[EIOCTHOCTH, JIOCTYITHOCTH.
Kpunrorpaduueckue MeTo b1
3amuThl HHpOpManuu. Metoabl
aCUMMETPUYHOTO U
CUMMETPUYHOTO MIH(PPOBAHUSL
I o0eceueHust
KOH(MUICHIIMATEHOCTH
uHpopmanuu. Metoabl
o0ecrniedeHus UeI0CTHOCTU
nH(pOpMaILIUK HA OCHOBE
ACHUMMETPUYHOMN
Kpunrorpadumu.
buomeTrpuueckue MeTo b1
3a1uThl HHGOPMAIUH.

0,5

4,5

OIIK-4.2,
[K-2.3

2 pazaen. Xsu-QyHKIUH.
JlaiipkecThl COOOIICHUI

2.1.

Maremarnueckue
OJTHOCTOPOHHUE (PYHKIINU U
KpunTorpaduueckue X3ui-
¢dbysakun. Ucropus
MIPUMEHEHUST XAII-(PYHKIUH.
AJTOPUTMBI BEIYUCIECHUAX XOIII
-¢yakuunii. Kpurepuun
YCTOMYUBOCTH XAMI-(PYHKITUH.
Y CTOMYMBOCTh K KOJUTU3USIM U K
npooOpazaM. AJITOPUTMBI
MessageDigest. Kiacc
MessageDigest, mosst u
METO/IBI.

0,5

6,5

OIIK-4.2,
[1K-2.3

3 paznen. MAC-kosl,
HUMHUTOBCTABKH COOOIIEHUIT

3.1.

Henocrartku x3mupoBaHusi.
Kozp! ayrenTudukanuu
COOOIIEHMIA,
YCOBEPILIEHCTBOBABIIIHE
X3IIUPOBAHUE. AJTOPUTMBI
MAC: anroputm resepanuu
KJIFOUEH, aJlrTOPUTM MOIHUCH,
aNropuT™ npoBepku. OTanune
MAC oT unpoBBIX TOIITUCEH.
Knacc MAC, I'enepartus
KJIFOU€H, BHIITOJIHEHUE U
nposepka MAC-kona.

OIIK-4.2,
[1K-2.3

4 paznen. [{udposbie moanucu
coo0IIeHn




4.1.

CgoiicTBa 1TU(POBOM MOITUCH:
L[EJI0CTHOCTh, aBTOPCTBO,
HEOTKa3yeMOCTb COOOIIECHUM.
CummMeTpuyHas U
aCMMETpPHUYHAs cXema

1 (poBOH MOIMUCH.
AJTOpUTMBI, IPUMEHSIEMbIE
U1 UA(POBBIX MOIIUCEH:
anroput™m DSA, anroputm RSA
u anroputM SHA. ITpumepsl
reHepanuu kiarouen. Kiaccer
renepauuu kimoueit LI, kiacce
1 (poBOM MOIUCH,
MIpUMEHEHUE
KpUnTorpaguueckuu CTOUKOro
reneparopa [1CII.

OIIK-4.2,
I1K-2.3

5 paznen. Lludporsie moanucu
00BEKTOB

5.1.

Twuribl KOJIEKIUI TaHHBIX:
MaCCHBBI, CITUCKH, MHOYKECTBA,
TaOJUIIBI, KAPTHI
(oToOpaxkeHus ). AJTOPUTMBI
J0CTyIa K 00beKTaM
KOJUICKIIHI: IO UHACKCY, 10
X3II-KOJY, 10 JiepeBy. OOBbEKTHI
koyuiekiuid. [{udgpossie
nonucu 00bekToB. Kitace
SignedObject, mo3Bosnstromnuii
CO3JIaBaTh MOJIMUCAHHBIC
00BEKTHI, TPEOOpPa30BAHHBIC B
Mocle0BaTeIbHy0 Gopmy.
Co3nanue u npoBepka
(POBBIX MOAMKCEH 00BEKTOB

OIIK-4.2,
[K-2.3

6 paznen. llludposanue ¢
OTKPBITHIM KJIFOYOM

6.1.

[udposanue coobiieHni ¢
OTKPBITHIM KITFOYOM IO
anroputMy RSA. JlocronHCcTBa
Y HEJIOCTATKU aCHMMETPHUYIHOTO
mudposanus. [Ipobiema
HU3KOW CKOPOCTH allTOPUTMA
RSA Tlpumenenne RSA mis
co3/1aHus U(POBBIX
KOHBEPTOB U I MH(PPOBAHUS
CEaHCOBBIX Kitoueil. Cxema
M pPOBaHUs CEAaHCOBBIX
KITFOUEH C UCIOJIb30BaHUEM
MmeToz10B Kiacca Cipher.
Coznanue NoTOKOB B
mporpaMmme Java Juist
mudpoBaHus.

OIIK-4.2,
[1K-2.3

7 paznen. CuMMeTpuIHOE
mdpoBaHue




7.1.

ANTOPUTMBI CHMMETPHUYHOTO
mmdposanust DES, 3DES,
AES. Anroputm Blowfish.
Anroputmbl kommanuu RSA
Security. Pexxumbl 0JI09HOTO
i poBaHUs: «AIIEKTPOHHAS
KHUTay», «CLIETUICeHUE OJIOKOB
muppPOTEKCTa», «oOpaTHas
CBSI3b 10 MU (DPOTEKCTY» U
«oOpatHasi CBsI3b 10
BeIXOTy».[I[ppuMeHeHne BeKTopa
UHUIAATA3AIUU. AJITOPUTM
JIOTIOJTHEHHUS 0JIOKOB B OJIOYHOM
nmdpoBanuu. Kinaccer
KeyGenerator, SecretKey,
SecureRandom, Cipher.

OIIK-4.2,
I1K-2.3

8 pasnmen. Komuposanue Base-
64

8.1.

Konuposanue Base-64.
Komuposanue ASCII,
MPEJICTABICHUE CUMBOJIOB 7
O6uTOB, 33 YIIpaBISIOMINX
CUMBOJIA, TIPEJICTABIICHUE
3amu(POBAHHBIX JTAHHBIX.
®opmar Base64 nns
peoOpa3oBaHUs
MOCIIEI0BATEIIHHOCTH OAWTOB B
dbopmar 1o ocHoBaHuto 64.

OIIK-4.2,
[1K-2.3

9 paznen. CornacoBanue
KJIIOUEei

9.1.

[IpoTokon cornacoBaHus
KJIFOYEN KaK MHCTPYMEHT Java
Cryptography Architecture
kiaccom KeyAgreement.
VYcraHoBKa OJIMHAKOBOTO
KpUNTOrpapuuecKoro Ky
JUTSL HECKOJIBKUX CTOPOH 0e3
repesayu CeKpeTHOM
uH(pOpMaIIUU MEXKTY
CTOPOHAMHU.

OIIK-4.2,
I1K-2.3

10.

10 paznen. XpaHnenue Kirouen

10.1.

XpaHEeHUe KIIKOYEH.
XpaHWIMLIE KIOUE
(KeyStore). JTokymeHnTanus
JCA, paznen
"KeyManagement". APl s
paboThI C XpaHHUIIUIIIEM
KJIFOYEH.

OIIK-4.2,
[1K-2.3

11.

11 pazpen. Cokersl 1ist
CETCBbLIX KOMMYHI/IKaHI/IfI




11.1.

Crpykrypa cokeroB Windows u
KJIaCChl COKETOB Java.
[TpoGnembl Ge30macHOCTH
CETEeBBIX KOMMYHUKAIIUH.
Agnpeca U OpTHI.
CkaHupoBaHue MOPTOB IS
MOMCKA YS3BUMOCTEM
KOMIIBIOTEpA.

OIIK-4.2,
I1K-2.3

12.

12 paznen. Cokersl 1ist
nepeaaun MakeToB TIaHHbBIX.

12.

Knaccel peiitarpaMmmMHbIX
cokeroB. Co3JjaHue KIMSHTOB U
CepBEpOB JIJIs Mepeaun
ITaKE€TOB JaHHBIX

OIIK-4.2,
[1K-2.3

13.

13 paznen. Cokersl 1t
nepeaayn MOTOKOB JaHHBIX

13.1.

Kitaccel MOTOKOBEBIX COKETOB.
Co3naHue KJIMEHTOB U
CepBEpOB TS Iepeiaun
IMOTOKOB JIaHHBIX.
MHoronoTo4nbie
napajuieJIbHbIe CEPBEPHI.

OIIK-4.2,
[1K-2.3

14.

14 paznen. bezonacHocTh
nepeaaun MakeToB JIaHHBIX

14.1.

Wnentuduxaius KIMEHTOB.
3aiuTa MakeToB JaHHBIX U
UCIIOJIb30BaHUE METOOB
ACUMMETPUYHOTO U
CUMMETPUYHOTO MN(POBAHUS.

OIIK-4.2,
[1K-2.3

15.

15 paznen. bezonacHocTh
repeayu OTOKOB JTAHHBIX

15.1.

be3onacHOCTh nepcaadu
ITOTOKOB JaHHBIX

OIIK-4.2,
I1K-2.3

16.

16 pa3nen. bezonacHbie COKETHI
u SSL-nporokon

16.1.

W3yuenne cranaapTos,
peaym3oBaHHbBIX a SSL-
npotokoue. Co3nanne SSL
KJIICHTOB U CEPBEPOB.

10,2

13,2

OIIK-4.2,
[1K-2.3

17.

17 pazaen. 3amura
uH(popMaluu B 6a3ax JaHHBIX

17.1.

[Mudposanue u X31MpOBaHUE
JTAaHHBIX, KOHTPOJIb JIOCTYTIA,
JIETAJIbHBIA ayJUT

OIIK-4.2,
I1K-2.3

18.

18 pazaen. Has koHTaKkTHas
pabora

18.1.

Wnas xoHnTakTHas pabora

0,8

OIIK-4.2,
I1K-2.3

19.

19 paznen. Konrposs

19.1.

3ayeT ¢ OLEHKOH

OIIK-4.2,
I1K-2.3




5.1. JIexuun

Ne
pasn

HanmenoBanue pasnena
U TEMBEI JIEKITUH

HaumeHnoBanue u kpaTkoe coaep:kaHue JEeKIUn

Ucropus pa3Butus
METOJIOB 3aIIUThI
uHpopmanuu.
ObecnieueHue cBoicTBa
uHpopmanuu:
KOH(UICHIIMATBHOCTH,
LEJIOCTHOCTH,
JOCTYITHOCTH.
Kpunrorpaduueckue
METO/IbI 3aIIUTHI
unpopmanuu. Metoasl
ACUMMETPUYHOTO U
CUMMETPUYHOTO
muGpoBaHUS IS
obecrnieueHus
KOH(MUIEHIINATEHOCTH
uHpopmanuu. Metoasl
obecrnieueHus
L[ETOCTHOCTHU
nH(pOpMaLIUK HA OCHOBE
aCUMMETPUYHOMN
Kpurnrorpadumu.
buomerpuueckue
METO/TbI 3aIIUTHI
uH(pOopMaLIUH.

OO6ecnedyeHue cBoicTBa HH(pOpPMAIUU: KOH(PHUICHIIMAIBHOCTH,
[EJIOCTHOCTH, IOCTYITHOCTH.

Kpunrorpaduueckue MeTo b1 3amuThl HHGOpMAIUU. MeToabl
ACUMMETPUYHOTO U CUMMETPUYHOTO MIH(PPOBAHUS JIJIsl 00ECTICUCHUS
KOH(UICHIIMATLHOCTA HHPOPMAITMU. MeToIbl 00ecTieueHus IIeIOCTHOCTH
uH(pOpMaIIMK Ha OCHOBE aCHMMETPUYHOU KPUTITOTPA(UH.
BromMeTrpuueckre METOIbI 3aIUTHI UH()OPMAIIHH.

MaremaTuueckue
OJIHOCTOPOHHUE
GYHKIHH |
Kpunrorpaduueckue
xour-¢yHkiun. Mcropus
MPUMEHEHHUS XDIII-
GbyHKIUH. ATTOPUTMBI
BBIUMCIICHHSIX XDIII-
bynkuit. Kpurepun
YCTOMUYMBOCTHU X3III-
hyHKIHIA.

Y CcTOWYHUBOCTE K
KOJUTA3HSIM H K
npoobpa3zam.
AJTOpPUTMBI
MessageDigest. Kiacc
MessageDigest, mosis u
METO/IBI.

MatemaTtuyeckue 0OJHOCTOPOHHUE PYHKIIMH U KpUNTOrpaduyecKkue Xomi-
GbyHKITHH.

HcTopust npuMeHeHus Xo1I-QyHKIUA. AITOpUTMBI BHIYUCICHHUSIX XOIII-
dbyukuii. Kputepun ycroiunBoCcTH XAI-QYHKIMNA. Y CTOWYHBOCTD K
KOJUTM3USIM U K TIpooOpazaM. Anroputmel MessageDigest. Kiace
MessageDigest, Moyst © METOJIBI.

Henocratku
xammpoBanus. Kol
ayTeHTH(UKAITIT
COOOIIEHNH,
YCOBEPIIIEHCTBOBABIIINE
XOIIMPOBAHUE.
Anroputmbel MAC:

Henocratku x»>mmpoBaHus.

Komp! ayrenTHUKaMKU COOOIIEHNH, YCOBEPIIIEHCTBOBABIIINE
xsmmpoBanue. AnroputMel MAC: adropuTM reHepanuu KIrovei,
QITOPUTM MOJMUCH, anroput™m mposepku. Otimyare MAC oT mudpoBbIX

noanuceil. Knacc MAC, I'enepanust kiro4eil, BBIIOIHEHUE U TIPOBEPKA
MAC-kona




QITOPUTM T€HEepaIuu
KJIFOYEH, aJrOPUTM
MOAMKCH, aITOPUTM
npoBepku. OTianune
MAC ot uudpoBbIx

noanucei. Kimacc MAC,
I'enepanus kiroue,

BBITIOJIHEHHE U
nposepka MAC-kona.

CsoticTBa 1 poBoit
MOJIITMCH: TIEJIOCTHOCTD,
aBTOPCTBO,
HEOTKa3yeMOCTh
COOOIICHUH.
CummeTpuuHas u
aCHMMETpPUYHAS cCXeMa
¢ POBOI TOMHCH.
AJITOPUTMBHI,
MIPUMCHSIEMBIE JIJIS
IU(POBBIX MOITHUCEH:
anroputM DSA,
anroput™ RSA n
anroput™m SHA.
[Tpumepsl reHepauu
xirouen. Kiracesr
reHepauuu kiarouent LI,
KJIacC UQPOBOIA
TIOJIITUCH, TIPUMEHEHHE
KpunTorpaduueckuu
CTOMKOTO TeHepaTopa
[1CTI.

CaoticTBa IU(POBOI MOAMKCH: 1IETIOCTHOCTD, aBTOPCTBO, HEOTKA3yEeMOCTh
COOOILIEHUH.

CuMMeTpUYHas U aCHMMETPUYHAS cXxema HU(ppOBOH MOAMUCH.
ANTOPUTMEI, MPUMEHSIEMBIC I ITU(POBBIX MoAmucel: anroput™ DSA,
anroput™ RSA u anroputm SHA. TIpumeps! renepanun kiroueii. Kimaceot
rerepanuu kmrodeid L{I1, knace nudpoBoii moaAnucu, mpuMeHeHHe
kpunrorpaduueckun croiikoro reaeparopa I1CII.

Tume! KoJUIeKIUit
JAHHBIX: MACCHBBI,
CIIMCKH, MHO)KECTBA,
Ta0JINLIBI, KapThI
(oToOpaxkeHus).
ANrOpuTMBI 10CTYMA K
00BbEKTaM KOJUICKITHIA:
0 UHJIEKCY, O XOIII-
KOJIy, TIO JICPEBY.
OOBEKTHI KOJUICKITHH.
Hudpossie noanucu
o6bexToB. Kiacc
SignedObiject,
MTO3BOJISTIOIITU I
CO3/7aBaTh MOAIHUCAHHBIC
OOBEKTEHI,
npeoOpa3oBaHHbBIC B
MOCJIEIOBATEIBLHYIO
dhopmy. Coznanue u
MPOBEPKa ITU(POBBIX
MOANHUCEH 00BEKTOB

THUIBI KOJUIEKIWHI JaHHBIX: MACCHUBEI, CIIMCKH, MHOKECTBA, TAOIHIGI,
KapThl (0TOOpakeHUs).

AJTOPUTMBI IOCTyIA K 00BEKTaM KOJIICKIIUI: TI0 HHAEKCY, 0 X3II-KO/Y,
o JiepeBy. O0bekTh Koiuiekiui. [{udpossie moamnucu oobekToB. Kitace
SignedObject, mo3BonsromIwii co31aBaTh MOAMUCAHHBIE OOBEKTHI,
peoOpa3oBaHHbIC B IMOCIIE0BaTEabHYIO popmy. Co3/1aHue U POBEpKa
1u(POBBIX MoANHUCEH 00BEKTOB.

Mudposanue
COOOIIEHNI C
OTKPBITBIM KITFOYOM I10
anroputmy RSA.

HIudpoBanre cooOMEHN C OTKPHITHIM KIIFOUOM IO anroputMy RSA.
JIoCTOMHCTBA M HEOCTATKU acuMMeTpraHoro mudposanus. [Ipodiema
HU3KoH ckopoctH anroputMa RSA Tlpumenenne RSA s co3ganmst
U(PPOBBIX KOHBEPTOB U AJIs IIM(POBAHUS CEAHCOBBIX Kiroueit. Cxema




JlocToMHCTBA U
HEJOCTaTKU
ACUMMETPUIHOTO
muQpoBaHUsL.
[IpoGnema HUBKOM
CKOPOCTH aJTOpPUTMA
RSA ITpumenenne RSA
JUTSL CO3TTaHUS
1M (POBBIX KOHBEPTOB H
JUTS U POBAHUS
CEaHCOBBIX Kitouel. Cxe
-Ma MU pPOBAHUS
CEaHCOBBIX KJIKOYEH C
HCII0JIb30BaHUEM
metooB Kinacca Cipher.
Co3znanue MoTOKOB B
mporpamme Java Juist

mM(pPOBAHUS CEAHCOBBIX KIIIOYEH C MCIOIB30BaHUEM METOJIOB Kilacca
Cipher. Co3ganue nmotokoB B porpamme Java st mudpoBaHus.

muGpoBaHUsL.
Anroputmbl cummeTrpuanoro mudposanus DES, 3DES, AES.
AIrOPUTMbI Anroputm Blowfish. Anropurmer kommanuu RSA Security. Pexumbr
CUMMCTPUHOTO 0J109HOTO MHU(POBAHUS: «IIICKTPOHHAS KHUTAY, «CIICTIe-HUE OJIOKOB

mupposanus DES,
3DES, AES. Anroputm
Blowfish. Anropurmsr
kommnanun RSA
Security. Pexxumbl
0JI0YHOTO MM POBAHUS:
«QJIGKTPOHHAS KHHUTa,
«ClerieHue 0JIOKOB
UG POTEKCTa,
«obOpaTHas CBs3b 110
HPPOTEKCTY» U
«o0OpaTHas CBs3b 10
BeIXOAY».[IpumMeHeHue
BEKTOpa
WHUIAATA3AIUH.
AJTOPUTM JOTOIHEHUS
0J10KOB B OJI0YHOM
mdpoBanuu. Kinaccor
KeyGenerator,
SecretKey,
SecureRandom, Cipher.

mmdpoTercTay, «o0paTHast CBS3b MO MIHUPPOTEKCTY» H «OOpaTHAS CBA3b
10 BbIXOy». [IpuMeHeHe BEeKTOpa MHUIUAIU3AUU. AJITOPUTM
JornojiHeHus 0;10k0B B 0yiouHoM mudpoBanuu. Kiaccer KeyGenerator,
SecretKey, SecureRandom, Cipher.

Koauposanue Base-64.
Komuposanue ASCII,
MIPEJICTaBICHHE
CHUMBOJIOB 7 OUTOB, 33
VIPABIISIONUX CHMBOJIA,
MIPEJICTaBICHHE
3amu(pOBaHHBIX
JaHHbIX. Popmar
Base64 mis
npeoOpa3oBaHMs
MOCIIE0BATETHLHOCTH
OaifToB B (hopmar 1o
OCHOBaHUIO 64.

KomupoBanue Base-64.

Komuposanue ASCII, nmpencrasienrne cuMBoIoB 7 OUTOB, 33
YIPaBISIONIUX CUMBOJIA, IPEICTABICHHUE 3alU(POBAHHBIX JTaHHBIX.
®opmart Base64 ans mpeoOdpa3oBaHUs MMOCIEIOBATEILHOCTH OATOB B
¢dopmar o ocHoBaHUIO 64.




ITpoTtokon cornacoBaHus
KJIIOUEH Kak
WHCTPYMEHT Java
Cryptography
Architecture kiaccom
KeyAgreement.
YcraHoBka OIMHAKOBOT'O
KpunTorpaduueckoro
KJIFOU ISl HECKOJIBKUX
CTOpOH 0e3 mepenadn
CEKpEeTHON MHpOopMaIIN
MEXly CTOPOHAMH.

[TpoTokoi cormacoBanus KiIro4el kak HHCTpyMeHT Java Cryptography
Architecture.

Kiaccom KeyAgreement. YcranoBka 0JMHAKOBOTO KPUIITOIPAPUIECKOTO
KJIFOY JUISl HECKOJIBKHUX CTOPOH 03 mepeaui CeKPEeTHOM HHPOpMALIHH
MEXIy CTOPOHAMH.
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XpaHEeHUe KIOUYECH.
XpaHWIMLIE KIOUe
(KeyStore).
Hoxymentanus JCA,
paszznen
"KeyManagement". API
TSt paboOTHI C
XPaHWIHILEM KIIFOUEH.

XpaHeHue KIHYeH.

[IpoTokos cornacoBaHus Kito4el kak HHCTpymeHT Java Cryptography
Architecture. Kimaccom KeyAgreement. YcranoBka 0JMHAKOBOTO
KPHUITOrpaguyecKOro KU JiIsi HECKOIBKHX CTOPOH 0€3 mepeaadn
CEKpETHOM HH(pOpMAIIUK MEXTYy CTOPOHAMH.
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CTpyKTypa COKETOB
Windows u ki1acchl
COKeTOB Java.
[TpoGaembr
0€30I1aCHOCTH CETEBBIX
KOMMYHUKaIMi. Anpeca
1 opThl. CKaHUPOBAHHE
TTOPTOB JIJISl TIOMCKA
yA3BUMOCTEMN
KOMIThIOTEpA.

Crpykrypa cokeroB Windows u kiraccbl COKETOB Java.
[IpoGnembl 0€30MaCHOCTH CETEBBIX KOMMYHHKAIIMMA. AJIpeca v MOPTHI.
CKaHI/IpOBaHI/IC IMOPTOB JIA ITOMCKaA y;[?;BI/IMOCTeﬁ KOMIIBIOTCPA.

12

Knaccer
JedTarpaMMHBIX
cokeroB. Co3anue
KITUEHTOB U CEPBEPOB
JUTSI TIepE/Iauyl TTAKETOB
JTAHHBIX

Kiaccel neiitarpaMMHBIX COKETOB.
Co3anue KIMEHTOB U CEpBEPOB AJIA NepeJadyn MaKkeTOB JaHHBIX.

13

Kiraccel MOTOKOBBIX
cokeroB. Co3anue
KJINEHTOB U CEPBEPOB
JUTSI TIepe/ladil TIOTOKOB
JaHHBIX.
MHOTOITIOTOYHEIE
napajuieIbHbIE CEPBEPHI.

Knaccel TOTOKOBBIX COKETOB.
Co3znanne KIMEHTOB M CEPBEPOB IS EpeIadll TOTOKOB JIAHHBIX.
MHOTronoTo4YHbIE TAapaJIETHHBIE CEPBEPHI.

14

Wnentudukarus
KJIMCHTOB. 3aIura
IMAKETOB JJAHHBIX U

HCIIOJIb30BaHHE METOIOB
ACUMMETPUYHOTO U

CHUMMETPUYHOTO

mudpoBaHus.

I/IIICHTI/I(bI/IKaI_II/ISI KIIMCHTOB.
3aumTa MMaKCTOB JAHHBIX WU UCIIOJIb30BAHHUEC MCTOJ0B ACUMMETPHUYHOI'O U
CUMMCTPUYIHOTO I_I_II/I(I)pOBaHI/ISI.




15

be3onacHocTh nepegaun
IMOTOKOB JAaHHBIX

be3zonacHocTh nepcaadu 1mOoTOKOB JaHHBIX.
ObecrieueHre 0€30MaCHOCTH Tepeadur MOTOKOB JAHHBIX B TPOBOJHBIX U B

OecripoBoHBIX ceTsx. [IndpoBaHne JTaHHBIX C UCTIOIB30BAHUEM OJIOYHBIX
Y TIOTOKOBBIX IU(POB.

16

W3yueHne cTaHaapTOB,
peanu3oBaHHBIX a SSL-
npotokose. Co3nanue
SSL knreHToB u
CEpBEPOB.

Bbesonacubie SSL cokeTsl cepBepa

N3ydenne ctanaapToB, peann3oBanHbiX a SSL-nporokone. Coznanue SSL
KJIMEHTOB M CEPBEPOB.
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IudpoBanue u
X3IIUPOBAHUE JAHHBIX,
KOHTPOJIb JIOCTYIIA,
JIeTaJbHbIA AYAUT

[udpoBanre u XIMHUPOBAHUE JTAHHBIX, KOHTPOJIb JOCTYIIA, ACTAIbHBIN
ayJuT.

3ammTa 60a3 1aHHBIX, MU(POBAHUE U XAIIUPOBAHUE, KOHTPOJIb JOCTYIIA,
JIeTaJIbHbIA ayIuT.

5.2. IlpakTudeckue 3aHsTHs

No
pasn

HaumenoBanue paszjeina
1 TEMBI ITPAKTUYECKUX
3aHATHN

HanmenoBanwne u COACPIKAHNUEC NPAKTHUICCKUX 3aHATHH

Ucrtopus passurus
METO/IOB 3aIUThI
nH(bOpMAIIHH.
ObecrnieueHue cBoMCTBA
nH(pOpMaLUK:
KOH(HICHITNATBLHOCTH,
LIE€JI0CTHOCTH,
JIOCTYITHOCTH.
Kpunrorpaduueckue
METO/IbI 3aIIUTHI
uHpopmaruu. MeTo b
ACUMMETPUYHOTO U
CUMMETPUIHOTO
muppoBaHus AJs
obecrnieyeHus
KOH(pHICHIIMAIbHOCTH
uHpopmaruu. MeTo b
obecrnieueHus
L[EJIOCTHOCTHU
uH(pOpMaluu Ha OCHOBE
ACUMMETPUYHOMN
Kpunrorpadumu.
buomerpuueckue
METO/Ibl 3AIIUTHI
uHpopMaluu.

Hanucanue, otnaaka u BeinonHeHue nporpammsl mudpa Lezaps.
Hanucanue u BHIOTHEHHE TPOTPAMMBI.

MaremaTuueckue
OJIHOCTOPOHHUE
GyHKIHMH 1
KpunTorpaduueckue
x3m-(pyHKIMU. Mcropus
MIPUMEHEHHUS XOIII-
GbyHKIHMI. ATTOPUTMBI
BBIYHUCTICHUSX XOIII-
byuknuii. Kpurepun
YCTONYMBOCTH XDIII-
byHKINH.

HaHI/IcaHI/Ie, OTJIa/IKa W BBITIOJTHCHUE MTPOTrpaMMBbI HaﬁH}KeCTOB.
Hanmcanwne n BRITTOJTHEHHE IMporpaMMmal.




Y eToiunBOCTh K
KOJUIM3HSIM U K
nmpooOpa3zam.
AJITOPUTMBI
MessageDigest. Kiacc
MessageDigest, moss u
METO/IBI.

Henocratku Hanucanue, otnanka u Beinojnenue nporpammbl MAC-k0/10B,
x>mupoBanus. Kogpl | MIMHTOBCTaBOK COOOIIEHHMH

aYTeHTI/I(bI/IKaI_II/II/I HaHI/IcaHI/Ie 1 BBIIIOJIHCHUC HpOFpaMMbI.
COOOIIECHMI,
YCOBEPILIEHCTBOBABLINE
X3IIMPOBAHHUE.
Anroputmbel MAC:
aIrOPUTM I'€HEepaluu
KJIFOYEH, aJITOPUTM
MOAMNKCH, AJITOPUTM
npoBepku. OTianune
MAC ot nudpoBbIx
noanucen. Knmacc MAC,
['enepauus karouei,
BBIIIOJIHEHUE U
nposepka MAC-kona.

CsoiicTBa LU(poBOii Hamnncanwue, oTi1ajika ¥ BRIITOJTHEHUE TPOTPaMMbI TIU(PPOBOK MOANHUCH
HOAIUCH: LIETIOCTHOCTD, COO0IIEHH

aBTOPCTBO, Hanucanue 1 BEIIOTHEHUE IPOTPAMMBI.
HEOTKa3yeMOCTh
COOOILIEHUH.
CummMeTpuyHas u
aCHMMETpUYHAs cXema
1u(POBOM MOIIHUCH.
AJTOPUTMBHI,
MPUMEHSIEMBbIE TS
1IU(POBBIX MOAMUCEH:
anroputm DSA,
anroput™ RSA u
anroput™ SHA.
[Tpumepsl reHepauu
kiouen. Kitaceor
renepanuu kirouen 11,
KJ1acc MUQPOBOi
MOJINUCH, IPUMEHEHHE

KpUnTorpagpuuecKuu
CTOMKOI0 reHepaTopa
ICII.
THITBI KOJLICKIHI Hamucanue, oT/1ajgka U BBIITOJIHEHHE IPOrpaMMbl HH(DPOBOM MOMHUCH
JIAHHBIX: MACCHUBBI, 00BEKTOB

CTIMCKH, MHOXKecTBa, | HAIHMCAHHUE U BBIIOIHCHHE POrPaMMBbl.
TaOJIUIIBI, KAPTHI
(oToOpaskeHus).
AJITOPUTMBI TOCTYTIA K
00BEKTaM KOJIIEKIIUH:
M0 UHJEKCY, MO XOIII-
KOJY, IO JIEPEBY.
OOBEKTHI KOJUIEKIIUH.
[udpossie moanucu




o0bekToB. Kiacc
SignedObiject,
MO3BOJISIOIIU A
CO3/1aBaTh MMOANMMCAHHBIC
OOBEKTEI,
1peoOpa3oBaHHbBIC B
[IOCJICA0BATEIbHYIO
dhopmy. Coznanue u
pOBEpKa MUPPOBBIX
MOJIUCEH 00BEKTOB

[udpoBanue
COOOIIIEHNI C
OTKPBITHIM KITFOUOM I10
anroputmy RSA.
JoctonHcTBa 1
HEJO0CTaTKU
ACUMMETPUYHOTO
UG poBaHUsL.
[TpoGnema HU3KOM
CKOPOCTH aJTropUTMa
RSA Tlpumenenue RSA
JUISL CO3JIaHUS
M (POBBIX KOHBEPTOB U
JUTSL T POBAHUS
CeaHCOBBIX Kitoueil. Cxe
-Ma mudpoBaHus
CCaHCOBBIX KIIFOUEH C
MCIIOJIb30BaHUEM
metozoB kinacca Cipher.
Co3nanue NoTOKOB B
mporpamMme Java Jist

Hanucanue, oTianka u BHIIOJTHEHUE POTPaMMBbI (P pOBaHUs
COOOIIEHUH C OTKPBITHIM KJIFOYOM I10 anroputMy RSA
Hanucanue v BBIOJIHEHHE TPOTPAMMBI.

mmmdposanus DES,
3DES, AES. Anroputm
Blowfish. Anroputmsr
kommanun RSA
Security. Pexxumbr
6s104HOTO MK (pOBaHUS:
«OQJIEKTPOHHAs! KHUTa,
«cuernseHue 0JI0KOB
HIUPPOTEKCTAY,
«oOparHas CBs3b 1O
mUPOTEKCTY» U
«oOparHas CBs3b 1O
BbIXOIY».IIpMeHeHne
BEKTOpa
WHULAATTA3AIIIH.
AJITOPUTM JOMOJIHEHUS
0JIOKOB B OJIOYHOM
mdpoBanuu. Kinaceot
KeyGenerator,
SecretKey,
SecureRandom, Cipher.

mudpoBaHus.
A Hanmcanue, oTnaska U BBITOJHEHUE TPOTPAMMBI CHMMETPHYHOTO
e mmpposarus DES, 3DES, AES.
CUMMCTPUHHOTO CTyaeHThl AITYT, OTIAKUBAIOT M BBITIOIHSIOT IPOTPAMMEI 110 TEME

3aHATHS, YKa3aHHOM B paszene «Tema TUCUUILITAHBD.




Konuposanue Base-64.
Komuposanue ASCII,
MIPE/ICTABJICHHE
CHMBOJIOB 7 OUTOB, 33
YIPaBJISAIONNX CUMBOJIA,
MIPE/ICTABJICHHE
3amu(poBaHHBIX
JaHHbIX. Dopmar
Base64 mis
npeoOpa3oBaHus
MOCJIEOBATEILHOCTH
0aiiToB B (hopmar 1o
OCHOBaHMIO 64.

Hanncanue, oTnanka v BBIIIOJIHEHUE IIPOTrPAMMBI KOJIUPOBAHUS 110
OCHOBAHHUIO 64

CTyneHThl IUIIYT, OTIaKUBAIOT U BBIIOJIHSAIOT IIPOrPaMMBI 10 TEME
3aHATUSA, YKA3aHHOU B pasnene «TeMa quCHUIIIINHBI.

[IpoTokon cornacoBaHus
KJIFOYEH Kak
HHCTPYMEHT Java
Cryptography
Architecture kiaccom
KeyAgreement.
VYcraHoBKa OJJMHAKOBOTO
KpunTorpadguueckoro
KJIFOY JUIsl HECKOJIBKUX
CTOpOH 0e3 nepenadu
CEKpEeTHON MH(pOpMAIIN
MEXIY CTOPOHAMH.

CTy,I[eHTI)I MMUIOYT, OTJIAXKUBAIOT U BBIITIOJIHAIOT IIPOI'PpaMMEBI 110 TEMC
3aHATHA, YKaBaHHOﬁ B pas3aciic «TeMa JUCHUTIIUHBD.
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XpaHeHue KIIH0YEH.
XpaHWIMLIE KIOYen
(KeyStore).
HoxymenTtarus JCA,
pazzen
"KeyManagement". API
JUTsl pabOTHI C
XPaHWINILEM KITFOUEH.

Hanucanue, oTnajka U BBIIOJHEHUE ITPOrPaMMbl COTJIACOBAHUS KItOYeH
CTyaeHThI UIIYT, OTIAXKUBAIOT U BBITIOJIHSIOT IPOTPAMMBI TT0 TEME
3aHATHS, YKa3aHHOM B pasjene «Tema TUCUUILITAHBD.
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CrtpyKTypa COKETOB
Windows u kiaccer
COKeTOB Java.
[TpoGnembr
0€30MacCHOCTH CETEBBIX
KOMMYHUKaIui. Aapeca
n optel. CKaHUPOBAHHE
MOPTOB IS TIOUCKA
YS3BUMOCTEMN
KOMIIBIOTEpA.

Hanucanwue, oTnaaka 1 BEIITOJHEHUE MPOTPAMMBI CETEBOTO
B3aNMOJICHCTBHSA

CTyaeHThI UIIYT, OTIAKUBAIOT U BBITIOJHSIOT IPOTPAMMBI IO TEME
3aHATHSA, YKa3aHHOM B paszeine «Tema TUCIHUIIMHBD).
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Knaccer
JedTarpaMMHBIX
coketoB. Co3manne
KJIINEHTOB U CEPBEPOB
JUTSL TIEpeIauy TTaKeTOB
JTaHHBIX

Hanncanwue, oTiiajika v BBIITOJIHEHUE IPOTPAMMBI JEHTarpaMMHBIX
COKETOB

CTYHeHTI)I MMUIIYT, OTJIAKUBAKOT U BBIITOJIHAKOT HpOFpaMMI)I II0 TEMC
3aHATHS, YKa3aHHOU B pasneine «TemMa TUCIUTIITNHBD.
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Kiaccel MOTOKOBEIX
coketoB. Co3manue
KJIIMCHTOB U CEPBEPOB

HaHI/IcaHI/Ie, OTJIaJAKa 1 BBIIIOJHCHHEC ITPOTPaAMMBbI IIOTOKOBBIX COKCTOB.
CTy,ZleHTBI MMUIITYT, OTJIAXXUBAIOT U BBIIIOJHAIOT IIPOTrPAMMEI 110 TEMC

HaHI/IcaHI/Ie, OTJIagKa W BBIIIOJHCHHUE IIPOI'paMMBbl COIIaCOBAHHUA KJII0YeH




JUTSL TIEpeiavd TTIOTOKOB
JaHHBIX.
MHOronoTo4YHbIE
napajuieIbHbIC CEpBEPHI.

3aHATHS, YKa3aHHOM B pasjeine «Tema TUCIUIIITMHBDY.

Nnentudukanys
KJIMEHTOB. 3aIura
[MAKETOB JaHHBIX U

Hamnmcanwe, oTiiajika ¥ BBIIIOJIHEHUE IIPOrPAMMbI UICHTH(DHKAIIHS
KJIMEHTOB.

CTyIeHTBI MUITYT, OTJIAKUBAIOT U BBIMOJHSIOT IIPOTPAMMBI 10 TEME
3aHATHS, YKA3aHHOM B pasjeie « TeMa TUCIUIIIIMHBD.

14 | ucmonb30BaHKE METOIOB
ACUMMETPUYHOIO U
CUMMETPUYHOTO
mmdpoBanusl.
Hammcanwue, oTanka v BBIMOJHEHHUE TPOTrPAMMBbI 0OECTICUCHUS
15 BezomacHOCTE rnepenayu 0€30I1aCHOCTH IIOTOKOB JaHHBIX
MOTOKOB JTAHHBIX CTyneHThl MUITYT, OTJIAKUBAIOT U BBITOJHAIOT IPOrPaMMBbI 10 TEME
3aHATUS, YKa3aHHOU B pazjiene «TeMa quCHUIIITUHBI.
Wsyuenne cranpapros, |Hamucanue, oTianka u BeIIONHEHUE IporpaMmbl SSL-cepsepa
peanu3oBaHHbIX a SSL- | CTyJeHTBI IMINYT, OTJIA)KMBAIOT U BBIIOIHAIOT IIPOIPAMMBI I10 TEME
16 | nporokoine. Co3ganue |3aHATHA, yKa3aHHOM B paszaene «Tema TUCHMILIMHBD).
SSL kiMeHToB 1
CEpPBEPOB.
[udpoBanue n Hamucanwne, oTnaaka v BIIOJTHEHHE TPOTPAMMBI COSTMHEHHUS ¢ 6a30i
17 X3UIUPOBAHUE JAHHBIX, |AaHHBIX.

KOHTPOJIb JIOCTYIIA,
JeTaNbHBIA ayIuT

CTy,I[GHTI)I IMHUIIYT, OTJIAXKUBAKOT WU BBIIIOJHAIOT IIPOI'PAMMBI 110 TCME

3aHATHS, YKAa3aHHOM B pasjeine «Tema TUCIUIITAHBDY.

5.3. CamocTtosTenpHas pabota 00ydaromuxcs

No
pasn

HanmenoBaHue pasaciia
AUCHUITIIIMHBI 1 TCMBI

ConeprxkaHne caMOCTOSTEILHON paboThI

HcTopus pa3BuTHS
METOJIOB 3aIIUThI
uH(bOpMALIHH.
Obecneuenue cBoiicTBa
nH(popManuu:
KOH(UIEHINATBEHOCTH,
L[EJIOCTHOCTH,
JIOCTYITHOCTH.
Kpunrorpaduueckue
METO/TbI 3aIUTHI
uH(popMauu. Metoabl
ACUMMETPUYHOTO U
CUMMETPUYIHOTO
i poBaHus s
obecrieueHus
KOH(UICHIIMATFHOCTH
uH(popMauu. Metoabl
obecrieueHus
[EJIOCTHOCTH
uH(pOpMaIlUK Ha OCHOBE
ACUMMETPUYHOU
Kpunrtorpaduu.
buomerpuueckue
METO/IBI 3aIIUTHI

Hcrous Pa3BUTHA METOAOB 3allIUTBI I/IH(i)OpMaI_II/II/I.

I/ISY‘IGHI/IG JICKOMOHHOI'O MaTCpHraja. I/IsyquI/Ie HCTOYHUKOB JIUTCPATYPHI,

CTaTe, UHTEPHET-PECYPCOB




uHopManuu.

MMPUMCHCHH X3~

BBIYHCIICHHSIX XOIII-
2 (bYHKPHfI. Kpurepuu
YCTOMYHUBOCTH XOIII-
byHKIHA.
Y CTONYHMBOCTD K
KOJUIM3USIM M K
mpooOpazam.
ANroputmsbl
MessageDigest. Knacc
MessageDigest, mois u
METO/IBI.

Henocratku

MaremaTrueckre 0OTHOCTOPOHHUE (YHKITUU M KPUTITOTpaPUIECKHUE X1~
MaremaTuueckue
byHKINN.
OINHOCTOPOHHHC N3yuenune neknuuonHoro marepuana. [loaroropka k 1abopatopHoi padore.
(byHxum 1 N3ydeHune uCTOYHUKOB JIUTEPATYPhl, CTATE, HHTEPHET-PECYPCOB.
Kpunrorpaguieckue

xou-¢pyHkiun. Meropus

GbyHKIMA. AJTOPUTMBI

xammpoBanus. Kojbl
ayTeHTH(UKAITTT
COOOIIEHMI,
YCOBEPILIEHCTBOBABLINE
X3IIMPOBAHHUE.
Anroputmel MAC:
aJIrOPUTM I'€Hepaluu
KJIIOYEH, aJITOPUTM
MOAMKCH, aJITOPUTM
npoBepku. OTianune
MAC ot uucpoBbIx
noanucen. Knacc MAC,
I'enepanus kirouei,
BBINIOJIHEHUE U
nposepka MAC-kona.

Pabota c nurepatypoit

N3yuenue nekuuoHHoro marepuana. [loaroroska k adbopaTopHoii padore.
W3yyenne nCTOYHMKOB JIMTEPATYPHI, CTATEN, HHTEPHET-PECYPCOB

CaoticTBa 11 poBoit
TIOJIIIMICH: TIEJIOCTHOCT,
aBTOPCTBO,
HEOTKa3yeMOCTh
COOOIIEHU.
CummerpuuHas u
aCHMMETpUYHAs cXeMa
MG poBOI MOAMUCH.
ANTOPUTMBI,
MIPUMEHSIEMBIE JUTST
U (POBBIX MOANUCEH:
anroput™ DSA,
anroput™ RSA u
anroput™ SHA.
IIpumeps! renepann
ximouert. Kimaccer
renepanuu kirouen 1,
KJ1acc Mg poBoit
MOJITMCH, TPUMEHEHUE
KPUITOTpapUIeCKUH

PaGora c nureparypoit

N3yuenune nexnuonnoro matepuana. [loaroroska k 1aboparopHoit padore.
N3yueHnne NCTOYHHUKOB JINTEPATYPhI, CTATEW, NHTEPHET-PECYPCOB.




CTOMKOTO TreHepaTopa
[CIL.

PaGoTa ¢ nmuteparypoii
Nzyuenune nexnuonnoro matepuana. [loaroroska k adboparopHoii padore.

W3y4eHne NCTOYHUKOB JIMTEPATYpPbl, CTaTel, HHTEPHET-PECYPCOB.

Tune! xoyuIeKuit
JIAHHBIX: MACCHUBBI,
CIIMCKH, MHOKECTBA,
TaOJIMIIBI, KAPThI
(oToOpaxkenus).
AJITOPUTMBI AOCTYIIA K
00BEKTAM KOJUICKIIMIA:
0 MHJICKCY, 0 X3III-
KOy, IO JICPEBY.
OOBEKTHI KOJUIEKIIHN.
Hudposeie noanucu
00BekToB. Kiacc
SignedObiject,
HO3BOJISTIONTNH
co37aBaTh MMOANUCAHHEIE
OOBEKTHI,
npeoOpa3oBaHHbBIC B
MOCJIEIOBATEILHYIO
dopmy. Coznanue u
MpOBEpKa IU(POBBIX
MOANKCEN 00BEKTOB

U_[I/I(prBaHI/IC PaboTa ¢ HHTepaTypOﬁ
W3y4enue aeKUUOHHOro Marepuaina. [IoAroroBka K 1abopaTopHOi padoTe.

COOOILIEHNI C
OTKPBITHIM KJIF0UoM 110 | VI3y4eHHe NCTOUHUKOB JIUTEPATYPbI, CTATEH, MHTEPHET-PECYPCOB.
anroputmy RSA.
JIOCTOMHCTBA U
HEJO0CTaTKU
ACUMMETPUYHOTO
¢ poBaHus.
[TpoGnema HU3KOM
CKOPOCTH alITropUTMa
RSA ITpumenenne RSA
JUTSL CO3TTaHUS
U (POBBIX KOHBEPTOB U
TSt UG POBAHUS
CEaHCOBBIX Kitoueil. Cxe
-Ma I poBaHUS
CEaHCOBBIX KIIFOUEH C
HCIIOJIb30BaHUEM
meTto 0B Kiacca Cipher.
Co3nanue noToKoB B
mporpamme Java Juist

¢ poBaHUsL.
Pabota c nmurepaTypoit
AJTOPUTMBI W3yueHne JeKIMOHHOro Mareprana. IIoAroroska K 1aboparopHoii pabore.
CHUMMETPUIHOTO N3ydeHune uCTOYHUKOB JTUTEPATYPbl, CTATE, HHTEPHET-PECYPCOB.

mmdposanus DES,
3DES, AES. Anroputm
7 Blowfish. Anroputmer
kommanuu RSA
Security. Pexxumbr
6s104HOTO MK(pPOBaAHUS:
«QJIEKTPOHHAS KHHUTA,
«cremnjieHre 0JIOKOB




mPPOTEKCTAY,
«o0OpaTHasi CBsI3b 110
MUPPOTEKCTY» U
«o0OpaTHas CBsI3b 110
BeIXOAY». IIpruMeHeHune
BEKTOpa
WHULUATTU3AIIH.
ANTOpUTM JOTIOJTHEHUS
0JIOKOB B OJI0YHOM
mmmdpoBanuu. Kimaccrr
KeyGenerator,
SecretKey,
SecureRandom, Cipher.

KonupoBanue Base-64.
Komuposanue ASCII,
MIPE/ICTABJICHHE
CHMBOJIOB 7 OUTOB, 33
YIPABJISFOIIUX CUMBOJIA,
MIPE/ICTABJICHHE
3amu(poBaHHBIX
JIa"nHbIx. GopMar
Base64 mis
npeoOpa3oBaHus
IOCJIEOBATEILHOCTH
OaiiToB B hopmar 1o
OCHOBaHHIO 64.

Pabota c nurepatypoit
N3yuyenue neknuoHHOro Mmatepuaia. [ToaroroBka k 1abopatopHoi padore.
N3ydeHune uCTOYHUKOB JIUTEPATYPhl, CTATE, HHTEPHET-PECYPCOB.

[TpoToxon coriacoBaHus
KJIIOUEU Kak
WHCTPYMEHT Java
Cryptography
Architecture kiaccom
KeyAgreement.
VYcraHoBKa OJJMHAKOBOTO
KpunTorpadguueckoro
KJIFOY ISl HECKOJIBKUX
CTOpOH 0e3 mepenadn
CEKpEeTHON MH(pOpMaIIN
MEXIY CTOPOHAMH.

Pabora c nuteparypoit
W3ydenue nekimonHoro marepuana. [lonroroska k maboparopHoit pabore.
N3yueHue uCTOUHUKOB JIUTEPATYPhI, CTATEH, UHTEPHET-PECYPCOB.

10

XpaHeHHe KIIIOYEH.
XpaHWIMLIE KIOUE
(KeyStore).
NoxymenTtarus JCA,
paznen
"KeyManagement". API
JUTSL pabOTHI C
XPaHWINILEM KITFOUEH.

PaGoTa ¢ nmuTeparypoii
N3yuenune neknuonHoro marepuana. [loaroroBka k 1aboparopHoi padore.
N3ydeHune uCTOYHUKOB JTUTEPATYPhI, CTATE, HHTEPHET-PECYPCOB.

11

CTpyKTypa COKETOB
Windows u kiaccel
COKETOB Java.
[TpoGnembr
0€30IaCHOCTH CETEBBIX
KOMMYHUKaIui. Aapeca
Y TIOPTHI.

Pa6ora c nuteparypoit
N3yuenune nexnuonHoro matepuana. [loaroroska k 1aboparopHoit padore.
N3yueHne uCTOYHHUKOB JINTEPATYPhI, CTATEW, NHTEPHET-PECYPCOB.




CxaHupoBaHUE MOPTOB

JUIS TIOMCKa
YS3BUMOCTEMN
KOMIIBIOTEpA.
Knaccst Pabora c nuteparypoit
JedTarpaMMHBIX Wzyuenue nekuonHoro marepuana. [lonroroska k maboparopHoit pabore.
12 coketoB. Coznanue  |M3ydeHue UCTOYHHKOB JIMTEPATYPHI, CTATEH, HHTEPHET-PECYPCOB.
KIIMEHTOB U CEPBEPOB
JUTSI TIepe/lauyl TaKeTOB
JAHHBIX
Pabota c nurepatypoit
Knaccel noTOKOBBIX " I 6 —
3y4eHHe JEKIMOHHOro Matepuana. [lonroroska k madoparopHoii padore.
coxeros. Cosaanme N3ydeHune uCTOYHUKOB JTUTEPATYPbl, CTATE, HHTEPHET-PECYPCOB.
KJIUEHTOB U CEPBEPOB
13 | s mepempayu MOTOKOB
JTAHHBIX.
MHoronoro4ssie
HapajuleIbHbIE CEPBEPHI.
Pabota c nutepatypoit
Mnentuduxauns N3yuenue nekuonHoro marepuana. [loaroroska k nadoparopHoit padore.
KJIMEHTOB. 3aIuTa " . )
3y4eHHE UCTOYHUKOB JINTEPATYPHI, CTATEH, NHTEPHET-PECYPCOB.
MAaKeTOB JIaHHBIX U
14 |wucnonb3oBaHUE METOJIOB
ACUMMETPUYHOTO U
CUMMETPUYHOTO
muGpoBaHUsL.
Pabora c nuteparypoit
15 besonacnocts nepenatn W3yuenue nekimonHoro marepuana. [loaroroska k maboparopHoit pabore.
TIOTOKOB ZIaHHBIX W3ydeHne uCTOYHUKOB JIUTEPATYPbl, CTaTel, HHTEPHET-PECYPCOB.
W3yuenue cranaapros, |Iloaroroska noknana
peanusoBanubix a SSL- | M3ydenne nekunonnoro marepuana. Iloaroroska k mabopaTopHoi padoTe.
16 | nporokoine. Cozmanne |M3ydeHne HCTOUHMKOB JINTEPATYPBI, CTATEN, HHTEPHET-PECYPCOB.
SSL kireHToB u
CEPBEPOB.
[Indposanue u PaGoTa ¢ muteparypoii
17 | Xoumposanue nanmbix, W3ydenue nekimonHoro marepuana. [loaroroska k mabopatopHoit pabore.

KOHTPOJIb TOCTYTIA,
JIETAJIbHBIA ayJIUT

CTy,[[CHTBI HU3Yy4alOT UCTOYHUKU JIMTCPATYPBI, CTaTbH, HHTCPHET-PECYPCHI,
COCTaBJIAIOT OTYCTHI.




6. MeToauyecKkue MaTEPHAJIbI 1JI51 CAMOCTOATEIbHOI PadoThl 00yYAKOIIMXCS MO TUCHUIIMHE
(Moay110)

ITporpamMmoi TUCIUIIIMHBI IPEAYCMOTPEHO MPOBEACHUE JEKIIMOHHBIX 3aHSTUM, HA KOTOPBIX JTa€TCA
OCHOBHOM CHCTEMaTH3WPOBAHHBIM MaTepyal, ¥ JJA0OPATOPHBIX 3aHATHH, IPESANOJIATalOIINX 3aKpEIICHUE
H3YYCHHOTO MaTepHalia U (popMUpOBaHUE Y 00YUaAIOIIUXCsl HEOOXOMMBIX 3HAHUM, YMEHUM U HaBBIKOB.
Kpowme Toro, BaXKHEHIIIUM 3TAIOM U3Y4eHUS TUCIUILUIMHEI SBIISICTCS CaMOCTOSATENIbHAs padoTa
00y4aroIIUXCs C UCIOJIb30BAHUEM BCEX CPEJCTB U BOZMOKHOCTEH COBPEMEHHBIX 00pa30BaTEIbHBIX
TEXHOJIOTHH.

B 00beM camocTOsATEIbHOM PaOOTHI IO JUCIUIUIMHE BKIIIOUACTCS CIACAYOIICE:

- U3YYCHHE TCOPETUUECKHUX BOIIPOCOB IO BCEM TeMaM JIMCIUIIINHBIL;

- OJITOTOBKA K J1a00paTOPHBIM 3aHATHSIM;

- IOJITOTOBKA K TEKYIIEMY KOHTPOJIIO YCIIEBAEMOCTH CTY/ICHTOB;

- IOJITOTOBKA K 3a4ETYy C OLCHKOM.

3aJI0roM YCIEITHOrO OCBOCHHMS TUCIMILIMHBI SBJISETCS 0053aTEIbHOC TOCCIICHHUE JICKIIMOHHBIX U
71a00paTOPHBIX 3aHATHH, TaK KaK IIPOITYCK OJHOrO (TeM 0oJiee, HECKOJIBKHUX ) 3aHATHI MOXKET OCJIOKHHUTD
OCBOGHHE pa3/ie]ioB Kypca. Ha 1abopaTopHBIX 3aHATUSAX MaTepUall, U3JI0KEHHBINA Ha JICKIIHSX,
3aKpEIUIACTCS MIPU BBIIOJIHEHUH 3aJaHH.

[IpucTymas Kk U3y4eHUI0 TUCIUILIMHBI, 00yJaromeMycs He0OX0IUMO B TIEPBYIO OUYEPE/Ib
03HaKOMHUTHCS ¢ copepkanuemM PII/I, a Takke METOAMYECKUMU YKa3aHUSIMU 110 OpTraHU3aINN
CaMOCTOSTEIIbHOW PabOThI M MOJTOTOBKH K ITPAKTUYCCKUM 3aHATHSM.

[Ipu moATrOTOBKE K JIEKIIMOHHBIM 3aHSTHAM CTYJEHTY HEOOXO0IUMO:

- 03HAaKOMUTBCS C COOTBETCTBYIOIIEH TEMOW 3aHATHS;

- OCMBICJIUTH KPYT' ©3y4ae€MbIX BOIIPOCOB U JIOTHUKY UX PACCMOTPEHUS;

- I3YYUTh PEKOMEHIyEeMYI0 pabodeii mporpaMMoi TuTepaTypy 1Mo JaHHOW TeMe.

[Tpu moAroTOBKE K 1AOOPATOPHBIM 3aHATHSAM U B paMKax CaMOCTOSATEIILHON PabOThI 10 N3YUYEHHUIO
JTUCIUTIINHBI 00y4YaroImUMCcsi HEO0X0IUMO:

- IOBTOPUTH 3aKOHCIIEKTUPOBAHHBIN HA JICKIIMOHHOM 3aHSITHU MaTepUall U IOMIOJHUTh €0 C y4eTOM
PEKOMEHJOBAHHOM MO JIAaHHOU TeMe JIMTepaTyphl;

- IIPY CaMOCTOSITEJIbHOM M3YYE€HUU TEOPETUUECKON TEMbI CAeaTh KOHCIEKT, UCIIOJIb3Ys
pexoMenoBaHHbIe B PIIJ] ucrounuku;

- BBITTOJTHUTH JTa0OpaTOpHBIC 3aaHUs B paMKax U3y4aeMOU TEMBI;

- OTBETHUTh HA KOHTPOJIbHBIC BOIIPOCHI IO TeMe, UCITOIb3Ys MaTeprabl @OC, mubo rpymnmnoBbie
WHAUBUIYATbHBIC 33/TaHUS, TOATOTOBJIEHHBIE MTPEIO/IABATEIIEM;

- MOJITOTOBUTHCS K TPOBEPOYHOM padboTe, MPEayCMOTPEHHOM B KOHTPOJIBHBIX TOUKAX;

- TOJTOTOBUTHLCS K MPOMEKYTOUYHON aTTECTAIUU.

Htorom nzydeHus: JUCHUILUIMHBI SIBJSETCS 3a4€T C OIEHKON. 3a4eT C OLIEHKOW MPOBOJUTCS MO
pacniucanuto. dopma nMpoBeIeHUS 3aHATHS MOXKET ObITh YCTHAs, MUCbMEHHAS U B DJICKTPOHHOM BHJIE.
CTylleHTBl, HE MPONIEAITNE aTTECTAIUIO, IOJKHBI IMKBUAUPOBATH 3a/10JKEHHOCTh B YCTAaHOBJIEHHOM
MOPSIKE.

7. OueHo4YHbIe MaTepuaIbl 1JIsl IPOBEJAeHUS TEKYlLIero KOHTPOJIS yCIeBAeMOCTH H NPOMEe:KYTOYHOM
arrecTalMu 00y4aroIMXCs M0 AUCHUILINHE (MO1YJIIO)
7.1. [lepeueHb KOMIETEHIMH ¢ yKa3aHUEM 3TAIOB UX (JOPMUPOBAHMSI B IPOLIECCE OCBOSHUS AUCIUITINHBI

Kon u HanmeHoBaHue
Ne KoHTponmpyemsle pa3aesnsl JUCHUATIIINHBL N Bun oneHounoro
HMHJUKATOpa KOHTPOIUPYEMOHN

/T (Motyist) KOMITETEHIIIH CcpencTBa

HcTopust pa3BUTHS METOIOB 3aIIUTHI
uHpopmanuu. ObecredeHre CBONCTBA
nH(popManuu: KOH(MUICHIINATEHOCTH,
[[ETOCTHOCTH, TOCTYITHOCTH.

1 [Kpunrorpaduueckrue METOIbI 3aLTUTHI OIIK-4.2, TIK-2.3
uHpopmanuu. MeToapl aCHMMETPUIHOTO U
CUMMETPUYHOTO MU POBAHUS AJIs
obecrniedeHrs KOH(MUIESHITNATEHOCTH
uHpopmanuu. Metoasl o0ecrieueHus

YCTHBIH OIpocC,
HaIlMCaHUE IIPOrpaMMm




[IEJIOCTHOCTH MH(OPMAITUK Ha OCHOBE
ACHMMETPUYHOM KpUIITOTpaguH.
Bromerpuueckue METO bl 3aIUTHI
nHpopmaIuu.

Matematuueckrue 0OJHOCTOPOHHUE (PYHKIINH
1 Kpunrorpadudeckue Xam-QyHKIUH.
Hcropus npuMeHeHUs X311-( yYHKITHA.
AJTOPUTMBI BBIYUCIECHUSIX XAII-()YHKITUH.
Kpurepun ycTouuBOCTH X3111-() YHKIIHA.

Y CTONYMBOCTD K KOJUIU3USAM U K
mpoobpaszam. Anroputmsl MessageDigest.
Knacc MessageDigest, mosst 1 METOBI.

OIIK-4.2, TIK-2.3

YCTHBIH OIPOC,
HaIucaHue MporpamMmm

Henocrarku xsmmpoBanus. Kojbt
ayTCHTH(HUKAIIMKM COOOICHHUH,
YCOBEPILIEHCTBOBABIINE XAIIMPOBAHUE.
Anroput™mbl MAC: anropuT™ reHepamnuu
KJIIOUEH, aJITOPUTM MOJAINUCH, aJITOPUTM
npoBepku. Otiimurie MAC oT @ poBBIX
noanuceit. Knacc MAC, I'enepanust
KJIFOUEH, BBITTOJIHEHHE U npoBepka MAC-
KoJa.

OIIK-4.2, T1K-2.3

YCTHBIH OIPOC,
HaIMMCcaHue MPorpamMm

CaoiicTBa 1u(POBOI MOATUCH:
LIEJIOCTHOCTh, aBTOPCTBO, HEOTKA3yeMOCTh
coobmenuii. CuMMETpUYIHAs 1
ACHMMETPUYHAS CXeMa U(PPOBOH ITOIIHCH.
ANTOPUTMEI, PUMEHSIEMBIC IS TU(DPOBBIX
noarnuceit: anroputM DSA, anroputm RSA
u asroput™ SHA. TIpumeps! renepanuu
kimroueit. Knaceol renepanuu kirouei 11,
KJ1acc U poBoi MOANNUCH, TPUMEHEHNE
KpUNTOTpaUIeCKUN CTOMKOTO TeHepaTopa
T1CTIL.

OIIK-4.2, T1K-2.3

YCTHBIHN OIPOC,
HaIlMCaHUe MPOrpaMMm

TwuIbI KOJUIEKITUI TaHHBIX: MACCUBBI,
CIIMCKH, MHOXECTBA, TAOJIUIIbI, KAPThI
(oTOOpakeHus1). AJNTOPUTMBI TOCTYTIA K
00BEKTaM KOJUICKIIHIA: TIO UHICKCY, TI0 X3III-
Koy, 10 JepeBy. OOBEKThI KOJIICKITHIA.
[udpossie noanucu o6bekToB. Kiacce
SignedObject, mo3Bonsromnuii co3aaBarh
MOJITMCaHHBIE 00BEKTHI, TPEOOpPa30BaHHBIC
B mocsieioBarenbHyo Gpopmy. Coznanue u
pOBEpKa MUPPOBBIX MOJAMUCEH 00BEKTOB

OITK-4.2, TIK-2.3

YCTHBIU OITPOC,
HaIlMCaHUe Mporpamm

[HudpoBanme coodOImIEHN ¢ OTKPHITHIM
KIIt04oM 110 anroputMy RSA. JloctonHCcTBa
Y HEJIOCTATKH aCHMMETPHUYHOTO
mdposanus. [Ipobiema HU3KOM CKOpOCTH
anroput™a RSA TIpumenenne RSA st
co3naHus TU(POBBIX KOHBEPTOB H IS
m(ppoBaHus CEaHCOBBIX Kitoueil. Cxe-Ma
(pPOBaHUs CEAaHCOBBIX KITFOUEH C
UCIOJIb30BaHUEeM MeTo10B Kiacca Cipher.
CoznaHue MoTOKOB B porpamMme Java s
1 ppoBaHuUs.

OIlK-4.2, TIK-2.3

YCTHBIU OITPOC,
HaIMCaHUE MPOrpaMm

ANTOPUTMBI CHMMETPUYHOTO MU (DpOBaHUS
DES, 3DES, AES. Anropurm Blowfish.
Anropurmel komnaauu RSA Security.

OIlK-4.2, T1K-2.3

YCTHBIU OITPOC,
HaIlMCaHue IporpaMm




Pexxumpl 65109HOTO IMpOBaHUS:
(QIEKTPOHHAS! KHUTAY, «CIEIUICHUE OJIOKOB
PPOTEKCTAY, «OOpaTHAs CBS3b IO
UPPOTEKCTY» U «oOpaTHast CBsI3b MO
BbeIXOAY».IIpuMeHeHne BeKTOopa
WHUIUATA3AIAHA. AJTOPUTM JOTOJTHEHUS
6110K0B B O10uHOM mudpoBannu. Kiaccer
KeyGenerator, SecretKey, SecureRandom,
Cipher.

Komuposanue Base-64. KogupoBanue
ASCII, npencraBnenrne CHMBOJIOB 7 OUTOB,
33 ynpaBISIONIMX CUMBOJIA, TPEICTABIICHUE

YCTHBIH OIPOC,

8 OIIK-4.2, TIK-2.3
3amm@poBaHHbIX HaHHBIX. DopmaT Base64 HaIlMCaHHUE MPOTPaMM
U1 IpeoOpa3oBaHUs OCIIE0BATEIbHOCTH
0aiiToB B hopMaT 1o OCHOBaHHIO 64.

[IpoTokon corinacoBaHus KIOYeH Kak
unctpymeHt Java Cryptography Architecture

g |iaaccom KeyAgreement. YcranoBka OIIK-4.2. TIK-2.3 YCTHBIHN OIPOC,
OJIMHAKOBOTO KPUNTOTPaduIecKOro Koy - ' HaIMMcaHue MPorpamMm
JUIS HECKOJIBKUX CTOPOH 0e3 mepenadu
CEKpETHON MH(POPMAIIUU MEXKIY CTOPOHAMHU.

XpaHeHue Kiouend. XpaHWINIIE KI0Uen

10 (KeysStore). Joxkymenranus JCA, pasaen OIK-4.2. TIK-2.3 YCTHBIH OIpOC,
"KeyManagement". APl nis paboTsl ¢ - ' HaIlMCaHHUE MPOTPaMM
XPaHWIHILEM KITFOYei.

CrpykTypa cokeroB WiNndows u Kiraccel
coketoB Java. ITpoGiembl 6e301MacHOCTH CTHLL OIDOC

11 |cereBbIXx KOMMYHHUKaLU. Ajipeca U OPTHI. OIlK-4.2, T1K-2.3 ZIaHI/IcaHI/IepH (,)r AMM
CkaHupOBaHKE MTOPTOB ISl TIOUCKA poTp
YSI3BUMOCTEN KOMITBIOTEPA.

Kitaccrl neitarpaMMHBIX COKETOB. CTHBI OITDOC
12 | CoznmaHuie KIMEHTOB U CEPBEPOB JIJIs OIlK-4.2, T1K-2.3 Y poc,
HaMUCcaHue MPorpamMm
nepeaayn MakeToB JaHHBIX
Knacchl moTokoBsIx cokeToB. Co3nanue

13 |K/MEHTOB M CEPBEPOB TS TepeIay OTIK-4.2. TTK-2.3 YCTHBIN OTIpOC,
ITIOTOKOB JaHHBIX. MHOrONOTOYHBIE 7 ' HaIllMCaHUE NIPOrpaMMm
napajuieNIbHbIe CEPBEPHI.

W nenTudukanys KIXSHTOB. 3aluTa

14 |TAKETOB NAHHBIX M HCTIONB30BAHHE METOIOB OIIK-4.2. TTK-2.3 YCTHBIN OTIpOC,
ACHMMETPUYHOTO U CHUMMETPHYHOTO - ' Hal#CcaHue MPOrpaMm
G poBaHUs.

CTHBIH OIIPOC

15 [Be3omacHoCTh mepenayn MOTOKOB JTAHHBIX OIIK-4.2, TIK-2.3 y poc,
HAMMCaHKe MPOrPaMM

W3yuenne cTanapToB, peaJn30BaHHBIX a YCTHBIN OTIPOC,

16 |SSL-mporoxone. Coznanne SSL KIMEHTOB U OIlK-4.2, TIK-2.3 HalHCcaHUe MPOrpamM,
CEpBEPOB. JTOKJIA]T
[udpoBanme 1 XIMUPOBAHUE TaHHBIX .

17 Pp P % ’ OIlK-4.2, TIK-2.3 YCTHBIH OIpoc
KOHTPOJIb TOCTYNA, NETAIbHbBIN ayauT

18 |Wnas koHTaKkTHas paboTa OIIK-4.2, TIK-2.3

19 [3auer c oneHkoi OIIK-4.2, TIK-2.3

7.2. TunoBsle KOHTPOJIbHBIE 3a/1aHUS WM UHBIE MaTE€PHAJIbl TEKYIETO KOHTPOJIS YCIIEBAEMOCTH,
HE00XOMMBIE /IJIs OLICHKH 3HAHUH, YMEHUH M HABBIKOB U (MJIM) OIBITA MPO(ECCHOHANBHOM AesITeTbHOCTH,




XapaKTePU3YIOIUX 3Tarbl (OPMUPOBAHUS KOMIIETEHLIUH B MPOIIECCE OCBOCHUS JUCIUTUIAHBI
TecToBbIE 3a1aHNs
(1St TPOBEPKH OCBOEHHUS HHIMKATOPOB JocTxkeHus KommereHnuii OITK-4.2, TIK-2.3)

Jaiite onpesenenne U 0OObSICHUTE BaXXKHOCTh TAKUX CBOMCTB MH(POpMAIUU?

* KoHuaeHInaabHOCTh

* IlenocTHOCTH

* JloctynnHOCTH

Kakwue cBolicTBa CBsi3aHbI ¢ UH()OPMAIIMOHHOM O€30MTaCHOCTHIO?

» KoHpuaeHInaapHOCTh

* YIpaBiasieMoCThb

» HaGmromaemocTh

* JloctynnHOCTH

* IlenocTHOCTH

* HegoctynHocTh

®upMa rapaHTHPYET 3alIUTy UHIUBUAYATbHBIX TaHHBIX CBOUX COTpYAHHUKOB. Kakoii Tum
KOH(UICHIIMATBHOCTH MOAepKuBaeT pupma?

* JIoOpOBOJIbHYIO KOHPHUICHIIHATIBLHOCTD - Privacy

* [IpuHYAUTETBHYIO KOHGHUIACHIIMATLHOCTD - SECUrity

* Hagexnyro kouduaeHmaasHocTh -reliability

* 3akoHHYI0 KOH(DpHIeHIIHATBHOCTD — legality

dupmMma 3arpeniaeT COTpyJHUKaM pa3riamiarh CynHoCcTh paboThl. Kakoii TN KOHPHUASHIIMATBbHOCTH
nojaaepkuBaet pupma’?

» Henoaxymnuyroo KoH(MHUAEHIIHAILHOCTE- iNCOrrupt

* 3akoHHYI0 KOH(pHIcHIIMATbHOCTE- legality

* JIoOpOBOJIBHYIO KOHPHUICHIIHATBLHOCTD - Privacy

* [IpuHYAUTETBHYIO KOHGHUICHIIATLHOCTD - SECUrity

JlanHble ObUTM U3MEHEHBI BO BpeMsi XpaHeHusl B 0aze qaHHbIX. Kakoe cBoiicTBO nHMOpMaLu ObLIO
HapymieHo?

* KondunennmanbHOCTb

* JlocToBEpPHOCTH

» HaGmromaeMocTh

* JloctynnHOCTH

* [lenocTHOCTH

e HagexxHoCTh

CepBep 06a3bl TaHHBIX TIEPErPYKEH U HE MOXKET 00CyKUBaTh KIMEeHTOB. Kakoe cBOICTBO
uH(pOpMaIUK HAPYIIEHO?

* KondunenmanbHOCTb

* JlocTOoBEpPHOCTH

» HaGmromaeMocTh

* JloctynHOCTH

* [lenocTHOCTH

e HagexxHoCTh

AJTOPUTM CUMMETPUYHOTO MNP POBAHUS UCTIOTB3YET?

* OIMH ¥ TOT K€ KITH0Y JUTsl udpoBaHus U Aemn(POBAHUS

» Kimrou i mmmpoBaHust 1 CHMMETPUYHBIA KITFOY IS IeupoBaHms

* JIBa pa3HbBIX KiTt0Ua A1 Mu(poBaHUS U AT POBAHUS

C KaKkoil 11ebI0 UCIIOJIB3YETCA BEKTOP MHUIUATU3AUN?

* BexkTop HHUITMATN3AIUN TTO3BOJISIET TEHEPUPOBATH OJIMHAKOBBIC KITFOUH JIJISI CHMMETPUYHOTO
muppoBaHus

* BekTop nHUIIMATN3aUN TTO3BOJIIET OJHOBPEMEHHO CMEHUTD KITFOY MU (DpOBaHUS

* BexTop nHUIIMATH3AIIAN SBJISIETCS] BTOPBIM KITIOUOM MIHU(PPOBAHMS

* Bektop nHUIIMANM3auN U3MEHET MUGPYyEeMbIi TEKCT BO M30€KaHNE MMOBTOPA CUMBOJIA

Kakoii n3 anroputMoB obecrieurnBaeT 60s1ee BHICOKUN YPOBEHD 3alUThl HH(pOpManun?

* DES3 -Triple DES

» AES- Advanced Encryption Standard



» DES- Data Encryption Standard

Kakumu metogamu o0ecrieunBarOT CBOMCTBA HHMDOpMAIun?

* KoHpuaeHInaapHOCTh

* IlenocTHOCTH

* JloctyniHOCTH

Kakue ucropuueckue mmdpsr Bel 3HaeTe?

* [IIudp Le3aps.

* [lIudper mepecTaHOBKH.

e [lIndpbl MOACTAHOBKH.

Kakoii 3 MeTo10B mmdpoBaHus HE MPUBOJIUT K PACIIPOCTAPHEHUIO OMIHOOK MEX Ty Ookamu?

» CBC -creruienue 6;10k0B mudpoTekcTa

* ECB-anexrponHas kHUTa

» CFB-o0partHast cBsi3b 110 IIUPPOTEKCTY

» OFB-o06parHas CBs3b 110 BBIBOY

Y I0BIETBOPSET JIM KOHTPOJIbHAS CyMMa TpeOOBaHUS K KpUNITOTpapuIecKol Xem-QyHKiuu?

* Jla. Ho TpeGyercst 106aBUTH KpUNTOTPAdUIECKYIO COJTb

* Her. @yHKIMSA KOHTPOJIBHONW CYMMBbI BBIYUCIISETCS CIAUIIKOM JI0JITO

* Jla ®yHKIUS KOHTPOIBHONH CYMMBI YAOBIETBOPSET BCEM TPEOOBAHMSIM XeII-() YHKITHH.

* Her. ®yHKIMS KOHTPOJIBHON CYyMMBI- HE CTOWKHI MpooOpa3. MOKHO HalTH HECKOJIBKO
COOOIIEHNH, KOHTPOJIbHAS CYMMa KOTOPBIX COBETYET JaHHOU.

Kakumu cBoiictBamu o0nagaet xemi-QyHKuus?

» Haznauenue, cBOMCTBA, alTOPUTMBI Iali)KecTa.

* Yem ornnuarorcsa gaumkect 1 MAC-kon

* [TocnenoBarenbHOCTD NEHCTBHI MPU BBIYUCICHUN AalIKECTa

* [TocnenoBarensHOCTD AeiicTBUi npu BeiuucieHnn MAC-kona

* Hudposas noanuce

* Haznauenue nudpoBbIx noamucei

* [TocnenoBarenbHOCTD ASHCTBUI MPU MOTYyYeHUH HU(DPOBON MOAMTUCH

* AropuT™BI ITU(DPOBOH MOATTHUCH

Kakoe yTBepkaeHne BepHo?

* Jlnst mpeoTBpalieHus: KOJTU3UN Xell-(yHKIIHS T0JDKHA ObITh KaK MUHUMYM B J[Ba pasa
OoJbIie, ueM TpedyeTcs sl CONPOTUBICHUS TPO0Opazy

* Jlnst conocraBieHus mpoodpasy xeu-pyHKIHUs J0KHA ObITh KaK MUHUMYM B JIBa pasa
OoJbIie, yeM TpeOyeTcs Il MPeAOTBPAIeHUs KOJITU3UH.

* Jlnst mpeoTBpalieHus: KOJTU3UN Xem-(pyHKIHS TOJKHA ObITh BBIYHCIIEH MyTEM JETICHUS
MOJIUPOMOB.

* Jlnst mpenoTBpalieHus: KOJTU3UN Xem-(QyHKIIUS T0JKHA ObITh BRIYUCIICHA ITyTEM JETIEHUS 110
MOJYJIIO.

Kakwue cBoiicTBa alrOpUTMOB XEIIMPOBAHSI UMEIOT BaKHOE 3HaUeHHE?

* PazpsiniHocTh xem-hyHKIIUU

* BrruncnutenbHas CI0KHOCTD alrOpUTMa

* CeKpeTHOCTh alIlTOPUTMA BBIYUCIIECHUS XeUI-(PYHKITUH

* OOpaTUMOCTH aNTOPUTMA BBHIYUCICHUS XeI-PYHKIIMH

Korna npumensiercs xeur-GyHKIus?

* [Ipu coznanuu mudpoB ¢ OTKPHITHIM KITFOUOM.

* [Ipu co3nannu CHMMETPUYHBIX MUGPOB C CEKPETHHIM KITFOUOM

* [Ipu mocTpoeHnU YHUKATBHBIX UACHTU(DUKATOPOB I JTaHHBIX

* [Ipu BBIYUCIIEHNN KOHTPOJIBHBIX CYMM JaHHBIX(CUTHAA) JJIsl TOCTIEAYIOMIETO OOHAPYKEHHUS
B HUX OIIMOOK

* [Ipu coxpaneHnuu maposnei B CCTeMax 3allUThl B BUIE XeII-KOAa.

7.3. Cucrema OLIeHUBAaHMS PE3YJIbTATOB 00YUYEHHS 110 AUCHUIIIMHE (MOAYIIIO) MPU IPOBEACHUH TEKYILETO
KOHTPOJISl YCTIIEBAEMOCTH



Ouenka
«OTIUYHOY (32YTEHO)

3HAHUS:

- CHCTEeMaTH3UPOBaHHBIC, IITyOOKHE U MTOJIHBIC 3HAHUS 110 BCEM pa3jeiiaM
JUCHUIUIMHBI, @ TAK)KE [0 OCHOBHBIM BOITPOCAM, BBIXO/SIIIUM 32 TIPEIEIIbI
y4eOHOW MTPOTrpaMMBlI;

- TOYHOE HUCIIOJIb30BAHNE HAYYHOU TEPMUHOJIOTHH, CUCTEMATHIECKH IPaMOTHOE
1 JIOTUYECKHU MPABUIILHOE M3JI0’)KEHHE OTBETA Ha BOIIPOCHI;

- MIOJTHOE | TITyOOKOE YCBOCHHME OCHOBHOM U JIONIOJIHUTEIIBHOW JIUTEPATYPHI,
PEKOMEHIOBaHHOM paboyeit mporpaMMon 1Mo JUCIUIUIHHE (MOIYJTIO)

YMEHUS:

- YMEeT OPUEHTHPOBATHCS B TCOPHUAX, KOHIICTIIUAX M HAIPABICHUSIX
JTUCIUTIIMHBI M 1aBaTh UM KPUTHYECKYIO OLICHKY, HCIIOJb3Ysl HAYIHbBIC
JTOCTHOKCHHS IPYTUX JUCIUIUINH

HaBBIKH:

- BBICOKHH YpOBEHBb C(HOPMHUPOBAHHOCTH 3asBJICHHBIX B pabouel mporpamme
KOMIICTCHITUH;

- BJIaJIe€T HaBBIKAMH CAMOCTOATEIILHO U TBOPUYECKH PEIIaTh CIOKHBIC
po0JIeMbI M HECTaHIAPTHBIC CUTYAIIUH;

- MPUMEHSET TCOPETUUCCKHE 3HAHUS I BHIOOpA METOMKHU BBITIOJTHCHHS
3aJIaHuM;

- rPaMOTHO 0OOCHOBBIBAET X0 PEIICHUS 337124,

- 0e3yInpevyHo BIIaJIeeT HHCTPYMEHTApHUEeM YYeOHON AUCIUIUIMHBI, YMCHHUE €T0
3(PEKTUBHO MCITOIB30BATh B IOCTAHOBKE HAYYHBIX U MIPAKTUUYCCKUX 33]1a4;

- TBOpYECKAsA CaMOCTOsITEIbHAs paboTa Ha
MPaKTHYECKUX/CEMUHAPCKUX/Ta00paTOPHBIX 3aHATHAX, aKTHBHO YYaCTBYET B
TPYIIOBBIX 00CYXIEHUSAX, BBICOKUI YPOBEHb KYJIbTYPbl UCTIOJTHEHHUS 3a1aHUN

Ouenka
«XO0po1I0» (3a4TEHO)

3HAHUS:

- TOCTaTOYHO MOJHBIE M CUCTEMaTHU3UPOBAHHBIE 3HAHUS 110 AUCLUILINHE;

- YCBOCHHE OCHOBHOM U JOTIOJTHUTEIBHOU JIUTEPATYPhl, PEKOMEHIOBAHHOMN
paboueii mporpaMMoi o TUCHHUTIINHE (MOTYIIIO)

YMEHHS:

- YMEET OPUEHTHUPOBATHCS B OCHOBHBIX TEOPHUSX, KOHIEHIUAX U HAITPABICHUSIX
JTUCIUIUIAHBI U JaBaTh UM KPUTHYECKYIO OIICHKY

- HCTIOJIb3yeT HAYYHYIO0 TEPMHUHOJIOTHIO, IMHIBUCTHUECKU U JIOTHYECKU
MPaBHJIbHO M3J1araeT OTBETHI HA BOMPOCHI, YMEET JIeaTh 000CHOBaHHbBIE
BBIBO/IBI;

- BIIaJIceT MHCTPYMEHTapUeM N0 JUCIUILINHE, YMEHUE €T0 HCIOIb30BaTh B
MMOCTAaHOBKE U PEIICHUU HAYYHBIX U TPO(EeCCHOHATBHBIX 3a7a4

HaBBIKU:

- caMOoCToOsTeNbHas paboTa Ha MPaAKTUYECKUX 3aHATUAX, YIaCTHE B TPYMIOBBIX
00CYKJIEHUSX, BEICOKHI YPOBEHB KYIbTYpPhl HCTIOTHEHUS 3a/IaHUH;

- cpeHUl ypOBEHb CPOPMUPOBAHHOCTH 3asBIICHHBIX B pabouell mporpamme
KOMIIETCHITU;

- 0e3 3aTpyaHEHUI BBIOUpPAET CTAHIAPTHYIO METOIUKY BBIITOJIHEHUS 3a/JaHU;
- 000CHOBBIBAET XOJ] pelIeHUs 3a/1a4 0e3 3aTpyIHEeHU




Onenka

3HaHUA:

«YOOBJICTBOPUTCIILHO» - [[OCTaTO‘{HBIﬁ MHHHUMAJIbLHBINM 00beM 3HAHHUH 10 JUCHUITIINHE,

(3aureHo)

- YCBOEHHE OCHOBHOM JINTEPATyphl, PEKOMEHAOBaHHON pabodell mporpaMmMoii;

- HCIIOJIB30BAHUE HAYYHOW TEPMHUHOJIOTHH, CTUIMCTUYECKOE U JIOTHYECKOE
U3JI0KEHHUE OTBETa Ha BOIIPOCHI, YMEHHE JieNIaTh BHIBO/IbI O€3 CYILIECTBEHHBIX
o1nO0K

YMCHUSL:

- YMEET OPUEHTUPOBATHCA B OCHOBHBIX TEOPUAX, KOHLIEHIUAX U HAIIPABICHUAX
10 TUCUUIUIMHE U 1aBaTh UM OLICHKY;

- BJIaJIe€T HHCTPYMEHTapueM y4eOHO! AUCIUILIUHBI, YMEHUE €0 UCII0Ib30BaTh
B PCLLIEHUH TUIIOBBIX 33]1a4;

- YMEET 10l PyKOBOJCTBOM IIPENOJaBaTelIs PEIaTh CTAHIAPTHBIE 3a1a41
HaBBIKU:

- paboTa 1oJ] pyKOBOJICTBOM IIPEIO1aBaTelsl Ha IPAKTUYECKHUX 3aHATHSX,
JOIIYCTUMBIN YPOBEHb KYJIbTYPbI UCIIOJHEHUS 3aJaHHM;

- JOCTaTOYHbI MUHUMAJIbHBIN YPOBEHb C(HOPMUPOBAHHOCTH 3asBJICHHBIX B
paboueii mporpaMmme KOMITETCHIIHIH;

- HCHBITHIBACT 3aTPYJHEHUS IPU OOOCHOBAHUY AJITOPUTMA BBINOJIHEHUS 3a1aHUI

Orenka

3HaHHUA:

«HEYIIOBIICTBOPUTEIBHO» |- parMeHTapHbIC 3HAHHS 110 JUCIUIUINHE;
(HE 3a4TEHO) - OTKa3 OT OTBETa (BBINOJIHCHHS MUCbMEHHON pabOThI);

- 3HaHHE OT/AETbHBIX HCTOYHUKOB, PEKOMEHIOBAaHHBIX paboyeil mporpaMmoi 1o
JTUCIUILINHE;

YMEHHS:

- He yMEEeT UCIOJIb30BaTh HAYYHYI0 TEPMUHOJIOTHIO;

- HAJIMYHe TPyOBIX OMHUOOK

HaBBIKU:

- HU3KUH YPOBEHb KYJIbTYPbl UCTIOTHEHHUS 3aIaHUI;

- HU3KUH YpOBEeHb C(hOPMHUPOBAHHOCTH 3asBICHHBIX B paboueil mporpamme
KOMIICTEHIIHIA;

- OTCYTCTBHUE HaBBIKOB CAMOCTOSITEIHHON PaOOTHI;

- He MOKET 00OCHOBATh AITOPUTM BBITIOTHEHUS 3a/JaHUHN

7.4. TeopeTnueckue BOIPOCH! M MPAKTUYECKUE 3a/IaHUs 111 TPOBENCHUS IPOMEKYTOUYHOM aTTeCTalluu
o0OyJaronuxcsi, HeOOX0IMMBbIE JUIS OIICHKU 3HAHUHM, YMEHHUI 1 HaBBIKOB U (WJIH) OMBITA MPOPECCHOHATBHON
NESTENIbHOCTH, XapaKTePU3YIOIIUX 3Tarbl (JOPMUPOBAHUS KOMIETEHIIMHA B MTPOLIECCE OCBOCHUS
00pa3oBaTenbHOMN MPOrpaMMbl

7.4.1. TeOpeTI/I‘{CCKI/Ie BOIIPOCHI AJIs1 ITPOBEACHU A HpOMe)KyTO‘-IHOI\/‘I aTTeCTalnun o6yqa}om1/1xc;1

1

0 ~NON DN Wi

12.
13.
14.
15.
16.
17.

. CBolicTBa nHpopMaruu. Mcropuueckue mudpel nepecTaHOBKU U MOJICTAHOBKH.

. JlalpKeCThI: aNrOpUTMBbl U IPUMEHEHHE.

. MAC-koz: anropuT™Mbl ¥ TpUMEHEHHE.

. HudpoBble moanucH: anropuT™sl 1 npuMeHeHue. Kitouun ams nudpoBbix noamnucei.
. Cummetpuunoe mudposanue. Tunsl mudpos. ['eHepanus Kioyeil.

. Ocobennoctu ASCII-xomoB. Komuposanue Base-64. Ocodennoctu ASCII-xo10B.

. [lludposanue Ha H6a3e nmaposus. Haznauenue.

. [lepenaua nanusix B UDP-nakeTax Mexny KIMEHTOM U CEPBEPOM.

. CkaHHpOBaHME NOPTOB.

10.

[Iepenaua nanHbix B TCP-cermenTax Mexay KJIMEHTOM U CEPBEPOM.
. 3aluIIeHHbIE COKETEI.

O6paboTka uckIroYeHU u HHGOpMaIHs 00 OmuOKax.

[Toroku BBO1a-BhIBOIa. HU3KOYpOBHEBBIE TOTOKH.

[Toroku BBO/1a-BhIBOIa. BEICOKOYpPOBHEBBIE MOTOKH.

Kiaccrr komtekiuii Ha java.

Monudukaropsl private & friendly & protected & public
CnBuroBbIE ONEpaIvy B java.




7.4.2. IlpakTrueckue 3aaHus 1Tl POBECHUS TPOMEKYTOUYHON aTTECTAIIUU 00YJarOIITIXCsI

3amanue 1. Hanmucate nporpammy no peanm3anuu mudpa Llezaps na Java

Lens: Hanucats nporpammy Ha Java, kotopas mudpyeT u paciin@poBbIBaeT TEKCT C
ucroiib30BaHueM mMeroza mudpa Lesaps.

BxonHble naHHbIE:

[Tonb30BaTenbCKUl TEKCT

3HaueHue cBUra JAjs mpoiecca mudpoBaHus/ e ppoBaHus

BxonHble naHHBIE:

3ammdpoBaHHbIH/pacmi(PPOBAHHBIN TEKCT

TpebGoBanus:

[IporpaMma gomKHA MPEIOKUTH MOJIB30BATEII0 BBECTH TEKCT, KOTOPBIA OH XOYET 3andpoBarh
WK pacindpoBarh.

[IporpaMma f0KHA MTO3BOJIATH OJIB30BATENI0 BBOAUTH 3HAYECHUE CIIBUTA IS ITpoliecca
mupoBaHust/ IemubpoBaHusI.

B nmporpaMmMe q0mKHBI OBITH ONMIMK A7 KU(poBaHus U aemu(poBaHus

[IporpamMma gomkHa 0TOOpaXkaTh 3amMPpoBaHHBINA/pacinPpPOBAHHBINA TEKCT

[Tpumep:

Bgeaute texet: Hello World

Benute 3nauenue casura: 3

[udposare niu pacmmdposeiBats? (LLI/P): 11

Bammdpposannbiii TexcT: Khoor Zruog

Beeaure texct: Khoor Zruog

Benure 3nauenue casura: 3

[udposare uimu pacmmdposeBats? (LL/P): P

Pacmmposannsrii rexcr: Hello World

3ananue 2. 3agava: HanmucaTth mporpammy mo co3JaHuIo AaikecTa coodmeHuii Java

Lenb: peanu3oBath NporpaMMy Ha Java, KOTopasi co3JaeT JaiIKecT COOOIIEHUsI U3 BXOTHOTO
TEKCTa, UCTOJb3Ys BBIOPAHHBIN alTOPUTM XEIIUPOBAHHUS.

BxonHble naHHBIE:

[Tonp30BaTenbCKUi TEKCT

BrixoaHbie JaHHBIE:

JaiikecT cooOIIeHnst BXOAHOTO TEKCTa B MIECTHAALIATEPHYHOM Gopmarte

TpeboBanus:

[TporpamMma g0KHA TIPETIOKUTE TTOJTH30BATEII0 BBECTH TEKCT, JIJIT KOTOPOT'O OH XOUET CO3/1aTh
Jaii1KecT cooOIIeHMS.

[TporpaMma 10KHA TTO3BOJIATH MTOJIE30BATEIIO BEIOUPATH JKEIAEMbIH aJTOPUTM JaiiKecTa
COOOIIEHUS U3 CITUCKA JOCTYITHBIX aJTOPUTMOB.

[Tporpamma fomKkHA OTOOpaKATH TAWKECT COOOIIEHHS BXOIHOTO TEKCTA B MIECTHAAIIATEPUUHOM
dbopmare.

3anmanue 3. Hanmcath nporpammy BeruucieHuss MAC-koma (message authentication code) na Java:

3anayga: [Iporpamma pacuera MAC-koaa Ha Java

Lenb: peanuzoBarh nporpamMmy Ha Java, kotopas Berauciser MAC (kox ayTeHTU(UKAIMH
COO0O0IIeHNs1) ATIs 3aJaHHOTO COOOIIEHUSI, UCTIONB3Ys YKa3aHHYIO Xell-()yHKIIHIO.

BxonHble naHHBIE:

[Tonp30Barenabckoe cooOIIeHNE

Kenaemas xom-pynkius (Hanpumep, SHA-256, MDS u T. 11.)

BrixoHbie JaHHEBIE:

MAC-xoxa qig JaHHOTO COOOIIEHUS

TpeboBanus:

[IporpamMma g0mKHA MIPEATIOKUTH TOJIB30BATEINIO0 BBECTH COOOIICHUE, A1 KOTOPOTO OH XO4YeT
paccuutath MAC-xox.

[IporpaMma 10KHA MTO3BOJIATH MOJIB30BATENIO BEIOUPATh HY)KHYIO Xelll-(DYHKITUIO U3 CITUCKA YacTO
UCTIONIb3YeMbIX Xem-pyHkuuit (Hanpumep, SHA-256, MDS5 u T. 11.).



[Iporpamma nomkna 0To0pa3uth paccuntanubii MAC-koz

[Tpumep:

Beeaute cooOmenne: This is a test message.

JlocTymHbIe XA1I-(YHKIIUH:

1. SHA-256

2. MD5

Bri6epute xamr-dynakuto (1 wmm 2): 1

Pacuernsiii MAC-kox: fc75f0bbd34dc05a7f6f47ch6a7a638cc8e7d1118¢9a6f9b1d08ddb7d6b9980a

3ananue 4. Hancarb nporpaMMy nporpamMmy BhIYHCICHHUS HUPPOBOI moAmnucu Ha Java

3amaua: [Iporpamma pacyera nudpoBoi MOAMKCH Ha Java

ens: Hanncats mporpamMmy Ha Java, KoTopast BBIYHCISET HU(PPOBYIO MOAMUCH AJIsl 33JaHHOTO
COO0OILIeHNs, UCTIOJIB3YsI 33JaHHbII aNrOpUTM UG POBAHUS.

BxonHble naHHBIE:

[Tonb3oBarenbckoe cooOIeHHEe

Kenaemsriit anroput™ mudposanus (Harpumep, RSA, DSA u 1. 11.)

3aKpbIThIM KJIFOY )11 TOAMUCH

BrixoaHbie JaHHBIE:

Hudposas moanuch 1jsi JAHHOTO COOOIICHHUS

TpebGoBanus:

[IporpaMma g0mKHA MIPEATIOKUTH MOJIB30BATEINI0 BBECTH COOOIICHUE, Al KOTOPOTO OH XO4YeT
paccuuTaTh MHPPOBYIO MOIIIHCH.

[TporpaMma 10KHA TTO3BOJIATH MOJIE30BATEIIO BEIOUPATH JKEIAEMBIH alTOpUTM UG POBAHUS U3
CIIMCKA YacTO MCIOJb3yeMbIX airopuTMoB (Hampumep, RSA, DSA u 1. 1.).

[Tporpamma noimKHa ucnoib3oBarh Java Cryptography APl (mampumep, java.security.Signature) st
BBITIOJTHCHMS BBIYMCIICHUS TIOJIITUCH.

[TporpamMma g0mKHA OTOOpaXKaTh PACCUUTAHHYIO IIU(PPOBYIO TOITUCH

[Tpumep:

Beeaute coooOmenune: This is a test message.

JlocTyIHBIE alITOPUTMBI IIH(PPOBAHUS:

1. RSA

2. DSA

Bri6epure anroputm mmdposanus (1 or 2): 1

Beenute private key: 1234567890abcdef

Ludposas moamuce: efcdab90987654321

3ananue 5.Hanucats Ilporpamma mmgpoBaHus ¢ OTKPBITHIM KJIOYOM Ha Java

3anayva: [Iporpamma mudpoBaHust ¢ OTKPHITHIM KITFOUOM

Lenb: peann3oBaTh MporpaMmy Ha Java, KoTopasi HCIIOJIb3YeT OTKPBITHINA KITFOY 151 I (POBAHUS
COOOMICHHUS U IPYTYIO MPOTPaMMy, UCTIOJIb3YIOMIYIO 3aKPBITHIN KITFOY /ISl paciupoBKY 3ai(ppoBaHHOTO
COOOIIEHNS.

Bxonnrie nanHnle:

[Tonb30Barenbckoe cooOuIeHNEe

OTKpBITHIN KIIIOY AJ1s1 IIUPPOBaHUS

3aKpbITHINA KITIOY JJIs1 pacInpOBKU

BrixomHbIe maHHBIE:

3ammdpoBaHHOE COOOIIIEHNE

PacmmdpoBannoe coobmiermne

TpeboBanus:

[Tporpamma g0IDKHA MPEIUIOKHUTH TIOJIH30BATEINO0 BBECTH COOOIIEHHE, KOTOPOE OH XOUeT
3amudpoBarh.

[Tporpamma moimkHa ucmob3oBath Java Cryptography API (mampumep, java.security.Cipher) ms
BBITIOJTHCHMS IMU(POBAHUS C OTKPBITHIM KITFOYOM.

3amudpoBaHHOE COOOIIEHUE TOMKHO OBITH COXPAHEHO B (haiin

Beeaute coobmenune: This is a test message.

Beenurte public key: abcdef1234567890

3ammdpoBanHoe coobuenue: qwerty0987654321



PacimidpoBannoe coobmienue: This is a test message.
3ananue 6. [IporpamMmma CUMMETPUYHOTO MIH(PPOBAHUS
3amanue 7. [Iporpamma Base-64 kogupoBanus
3ananue 8. [Iporpamma xpaHeHus KITtouen

3ananue 9. [Iporpamma mmdpoBanus Ha 6aze maposs
3anganue 10. [IporpamMma KIMEHTCKOTO COKETa
3ananue 11. ITporpamMmma cepBepHOTo cokeTa

3amanue 12. [IporpamMma 6e30macHOr0 KJIMEHTCKOIO COKETa
3amanue 13. [IporpamMma 6e30mMacHOr0 KJIMEHTCKOIO COKETa

3ananue 14. IIporpamma, BeimonHstomas SSL npoToko

7.4.3. IlpumepHbIe TeMbl KypcoBO# paboTHI (ITpoekTa) (py HATUYUH)
KypcoBble paboTs! (TpOEKThI) YIEOHBIM IJIAHOM HE MPETyCMOTPEHBI

7.5. Merouueckre MaTepuabl, OMPEAESIAIOIINE TPOLIEAYPHI OLICHUBAHUS 3HAHUM, YMEHUH, HABBIKOB U
(uH) ombITa IPOPECCUOHATBHOMN NEATETbHOCTH, XapaKTePU3YIOIe 3Tanbl (JOPMUPOBAHUS KOMITETCHIINN
[Iponerypa npoBeaeHUS TPOMEKYTOUHON aTTECTAIIMH U TEKYILETO KOHTPOJIS yCIIEBAEMOCTH
perIaMeHTHPYETCs JIOKATbHBIM HOPMAaTUBHBIM aKTOM, OIPEACIISIONINM TOPSIIOK OpraHU3aluy 1
IIPOBEICHUS TEKYILEro KOHTPOJISI YCIIEBAEMOCTH U TPOMEKYTOUHOW aTTECTAI[H 00YJarOIIUXCSL.
[Tponietypa onernBanust GOPMUPOBAHUS KOMIIETEHIIMN TIPU TIPOBEICHUH TEKYIIETO KOHTPOJIIS
npuBezieHa B 1. 7.2. TUIOBbIE KOHTPOJIBHBIE 3a/IaHHsI WIIH WHBIE MaTEPUAITBI TEKYIEr0 KOHTPOJIS
npuBeeHsl B 11. 7.3. [IpoMexyToyHas aTTecTalys 1Mo JUCIUTUTMHE TIPOBOAMUTCS B JOpPME 3a4eTa C OLECHKOM.

3a4eT ¢ OneHKOM mpoBoauTCs B (hopMe cobece1oBaHus.

7.6. Kputepuu onieHnBanus chOpMHUPOBAHHOCTH KOMIIETSHIIUN MTPH IPOBEICHUH MPOMEKYTOUHON

aTTecTaluu
YDPOBEHb OCBOEHUS U OLIEHKA
Onenka Onenka
«HEYIOBJIETBOPUTEID | «yAOBIETBOPUTENBH | OIEHKa «XOpOLIO» OneHka «OTJIIMYHOY
HO» o»
«HE 3a4TCHO» «3a4TEHOY»
YpoBeHb OCBOCHUSL | YPOBEHBb OCBOCHHS | YPOBEHb OCBOCHUS YpoBeHBb OCBOCHUS
KOMIIETEHIINH KOMIIETEHIINH KOMIIETEHIINH KOMIIETEHIINH
«HEJOCTaTOYHBIIN». «TIOPOTOBBII. «IIPOJIBUHYTBIN». «BBICOKUI».
Kommereniun He Kommerenmn Kommerenmn Kommerenun
c(OpMHUPOBAHBI. c(OpMHUPOBAHBI. c(OpMHUPOBAHBI. c(OpPMHUPOBAHBI.
3HaHUs OTCYTCTBYIOT, [ CdopmupoBanbl | 3HaHMs OOIIMpPHBIE, 3HaHu
YMEHMSI U HaBbIKU HE | 6a30BbIE€ CTPYKTYpPHI | CUCTEMHBIE. YMEHHUS | apryMEeHTHPOBAaHHBIE,
Kpurephu c(hopMHUPOBAHBI 3HAaHUU. Y MEHUs HOCSIT } BCECTOPOHHHE. Y MEHHUS
O — (bparMeHTapHbI U PEenpOAYKTUBHBII YCIIEITHO
HOCSIT XapakTep, MPUMEHSIFOTCS K
PEenpOAYKTUBHBII MIPUMEHSIFOTCS K PELIEHUIO KaK
Xapaxkrep. PELICHUIO TUTTOBBIX TUTIOBBIX, TaK U
JleMoHCTpHpYyeTCs 3a/1aHHMN. HECTaHIapTHBIX
HU3KHH YPOBEHb JleMoHCTpHpYyeTCS | TBOPYECKHX 3aJJaHUU.
CaMOCTOSITEIIBHOCTH JIOCTATOYHBII JemoHCcTpupyeTcs
IIPAaKTHYECKOTO YPOBEHb BBICOKHI YpOBEHB
HaBBIKA. CaMOCTOATENIBHOCTH | CaMOCTOSITEIBHOCTH,
YCTOWUYHBOIO BBICOKAsl aJalITUBHOCTh
IIPAKTHYECKOr0 | MPAKTHYECKOTO HaBbIKa

HaBBIKaA.




OO0yyvaromumiics OOyyarormmiics OOyuarommmiics OO0yyaromumiics
JIEMOHCTPHPYET: JIEMOHCTPHUPYET: JIEMOHCTPHUPYET: JEMOHCTPUPYET
-CYIIECTBCHHBIE -3HAHUS -3HAHUE U -r1y0oKue,
po0eibl B 3HAHUX TEOPETUYECKOTO MOHUMAaHNe BCECTOPOHHHE U
yueOHOro MaTepHana; MaTepuana, OCHOBHBIX BOIIPOCOB | apryMEHTHPOBAHHbIE
-IOMYCKaI0TCA -HETIOJIHBIE OTBETHl | KOHTPOJIUPYEMOIO | 3HAHHS MPOTrPaAaMMHOIO
MPUHIMITHATIBHBIE Ha OCHOBHBIE o0bpema MaTepuana;
OLIMOKYU MpU OTBETE | BOMPOCHI, OIIMOKH B MPOrPaMMHOTO -M0JIHOE TOHUMAaHUe
HA OCHOBHbIE OTBETE, MaTepuana; CYUIHOCTH U
BOIIPOCHI OmIIeTa, HEJ0CTaTOYHOE - 3HAHUS B3aMMOCBSI3H
OTCYTCTBYET 3HAHUE U MMOHUMaHHe TEOPETUYECKOTO paccMaTpuBaeMBbIX
MMOHUMAaHHe CYLIHOCTH MaTepuaia IIPOLIECCOB U SIBJICHUIA,
OCHOBHBIX MOHITHH U M3JIaraeMbIxX -CIIOCOOHOCTb TOYHOE 3HAHHE
KaTeropuii; BOIIPOCOB; YCTaHABIIMBATh U | OCHOBHBIX MOHSTHIA, B
-HEeTIOHUMaHHe -HEYBEPEHHBIE U OOBSCHSATH CBSI3b | pamMKax 00CyX1aeMbIX
SHAHUS CYILIIHOCTHU HETOYHBIEC OTBETHI | MPAKTUKU U TCOPHH, 3aJlaHui;
JOTIONTHUTEJIBHBIX | HA JIOTIOJIHUTEIbHbBIE BBISIBJISITD -CIIOCOOHOCTD
BOIIPOCOB B paMKax BOIIPOCHL. IPOTUBOPEYUS, yCTaHaBIUBATh U
3aJIaHui OuseTa. poOJIEMBI U OOBSCHSTH CBSI3b
TEHACHIINU MIPAKTUKU U TEOPUH,
pa3BUTHUS, -JIOTUYECKU
-TpaBUJIbHBIC U nocJe0BaTeIbHbIE,
KOHKpETHbIE, 0e3 COJIEp>KaTeNbHBIE,
IpyOBIX OIIHUOOK, KOHKPETHBIE U
OTBETHI HAa UCYEPIBIBAIOIINE
MOCTaBJICHHbBIC OTBETHI Ha BCE 3aJIlaHUS
BOIPOCHI. ounera, a TaKxKe
JOTIOTHUTEIIbHBIC
BOIPOCHI
JK3aMeHaTopa.
[Ipu BeIMONIHEHUH OO6yyarommiics Oobyuaromuiics OO0yyaromwmiics
MIPAKTUIECKOTO BBITIOJTHUI BBITIOJTHIII MPABUJIBHO BBITTOJHUI
3a/iaHus Ounera MIPAKTHYECKOE MPAKTHYECKOE MPAKTUYECKOE 3aJjaHue
oOyuaromuiics 3ajaHue Oumnera ¢ 3aanue oumera ¢ ounera. [Tokazan
MPOJIEMOHCTPUPOBAN | CYIIECTBEHHBIMU HEOOIBIINMHU OTIIMYHBIE YMEHUS B
HEJ0CTAaTOYHBIH HETOYHOCTSMH. HETOYHOCTSIMHU. paMKax OCBOCHHOTO
YPOBEHb YMEHUH. Homyckatorcst [Tokazan xopomue | yuyeOHOTO MaTepHana.
[IpaxkTrueckue OLIMOKY B YMEHHUS B paMKax Pemraer
3a/1aHus HEe COJIEpXKaHUU OTBETa OCBOEHHOTO MPEITIOKESHHBIC
BBITIOJTHEHBI U peIICHUH y4eOHOTO MIPAKTUYCCKHE 32/ IaHuUs
YMEHHUS OO6yyaromuiicst He MPaKTUYECKUX MaTtepuana. 6e3 ommnodok
OTBEYAET HA BOMPOCHI 3aJaHuM. [IpennoxxeHubie OtBeTunn Ha Bce
Owrera pu [Tpu oTBeTax Ha MTPAKTUICCKHE JIOTIOTHATETLHBIC
JIOTIOTHUTEITHHBIX JOTIOTHATEIBHBIC | 3aJaHUS PEIICHBI C BOTIPOCHI.
HaBOJISIIUX BOIIpOCax BOITPOCHI OBLIIO HEOOJIbIITUMHU
MPENo1aBaTeIs. JIOTTYIIIEHO MHOTO HETOYHOCTSIMH.
HETOYHOCTEH. OtBeTun Ha
OOJBIITUHCTBO
JIOTIOTHATEITBHBIX

BOIIPOCOB.




He moxet BoIOpaTh HcneiThiBaeT be3 3aTpynnenui [Ipumensier
METOJIUKY 3aTPYJHEHHS 110 BEIOHMpAET TEOPETUYECKUE 3HAHUS
BBITIOJIHEHUS BBEIOOPY METOIUKHU CTaHJIapTHYIO JUTSL BBIOOpa METOAMKHU
3a/laHUMN. BBITTOJIHEHUS METOAUKY BBIITOJIHEHUS 3aJJaHUN.
Jlomyckaet rpyObie 3a/laHUM. BBIIIOJIHEHUS He nomyckaet ommu6ox
OLIMOKY MpHU JomyckaeT ommoku 3a/IaHM. IIPU BBIIOJIHEHUH
BBIIIOJIHEHUH 1pH BbIMoNIHEHUN | Jlomyckaet omuoKku 3a/1aHUI.
3a/laHUM, 3a/1aHU, IIPU BBINOJIHEHUH CamocTosTenbHO
HapylIaKIINe JOTUKY | HapylIEeHUs JOTUKU 3a/1aHui, He aHAIN3UPYET
peuieHus 3aaay. peuieHus 3aaad. HapylLaroue pe3yabTaThl
BIIAJICHHEC Henaer UcnbiTeiBaeT JIOTUKY PELICHUs] | BBIIOJHEHHUS 3aJaHUM.
HABBIKAMHU HEKOPPEKTHBIE 3aTPyIHEHHUS C 3a1a4 ['pamoTHO
BBIBO/IBL. ¢dbopmynupoBanueM | Jlenaet koppekTHble [ 0OOCHOBBIBAET XOJ
He moxer KOPPEKTHBIX BBIBOJIBI T10 penieHus 3aaay.
000CHOBATH BBIBOJIOB. pe3ynbTaTam
AIrOPUTM UcnbiTeiBaeT peuieHus 3a1a4u.
BBIITOJIHEHUS 3arpyaHeHus npu [ OGOCHOBBIBAET X0
3a/laHUuM. 000CHOBaHUU pelieHus 3aaad 6e3
anropuTma 3aTpyAHEHUH.
BBIITOJIHEHUS
3aJlaHui.

Or1eHKa Mo JUCIUILIMHE 3aBUCHUT OT YPOBHS CPOPMUPOBAHHOCTH KOMIIETEHIINM, 3aKPETICHHBIX 3a
JTUCIUTIIIMHOM, U MPEJCTABIAET CO00# cpeHee apu(METHUECKOe OT BBICTABJICHHBIX OIICHOK 1O OT/ICIbHBIM
pe3ynbTaTam oOy4eHHS (3HAHUS, YMEHUS, BJIaJICHUC HABBIKAMU).

O1eHKa «OTJIMYHO»/«3a4TCHOY BBICTABIISAETCS, €CIIM CpeHee apuPMETHIECKOE HaXOIUTCS B
uHrepaie ot 4,5 1o 5,0.

O11eHKa «XOpOIII0»/«3a4TEHOY BBICTABIISACTCS, €CIIU CpeiHee apru(hMETHIECKOE HAaXOIUTCS B
uHTepBaie ot 3,5 1o 4,4.

Or1eHKa «yI0BIIETBOPUTEIBHOY/ «3aUTEHOY» BBICTABIIICTCS, €CIIU CpelHee apu(dMeTHIecKoe
HaXOJUTCS B MHTEpBaJie oT 2,5 1o 3,4.

Or1eHKa «HEYIOBIIETBOPUTEIBHOY/ «HE 3aUTEHOY BBICTABIISACTCS, €CITH CpeiHee apruPMEeTHIECKOe
HaxoauTcs B uHTepBatie ot 0 1o 2,4.

8. YueOHO-MeTOAMUYECKOE M MATEPHAIBHO-TEXHHYECKOE o0ecneyeHne TUCIHUIIMHBI (MOLyJIs1)
8.1. [lepeueHb OCHOBHOM U JOMOJHUTEIBHON JIUTEPATYPHI, HEOOXOIUMOI JIJIs1 OCBOCHHUSI TUCITUTUIMHBI
(Momyst)

Komnuectso
9K3EMILIIPOB/AIIEKTP
oHHbIN agpec DbC

Ne ABTOp, Ha3BaHUE, MECTO U3/AAaHUs, U3/1aTENBCTBO, IO U3aHUs y4eOHOU U
n/n y4eOHO-METOJUUECKOM JIUTEepaTyphl

OcHOBHAA JJUTEPATYPA

Hukudopos C. H., 3amura nndopmanuu. 3anuiieHnsie cetu, CaHKT-
1 [IIetepOypr: Cankr-IleTepOyprekuii rocyaapcTBEHHBIN apXUTEKTYPHO-
ctpoutenbHblil yHuBepcuret, 9bC ACB, 2017

http://www.iprbooksh
op.ru/74382.html

Hukudopos C. H., 3ammura nndopmannu, Cankr-IlerepOypr: CaHkT-
2 |I[lerepOyprckuii TOCYyIapCTBEHHBIN apXUTEKTYPHO-CTPOUTEITBHBII
yHusepcutet, 9bC ACB, 2015

http://www.iprbooksh
op.ru/74365.html

3 BsizoBuk H. A., IlporpammupoBanue Ha Java, MockBa: aTepHeT- http://www.iprbooksh
Yuusepcurer Mudopmarmonnsix Texnonoruit (MHTYUT), 2016 op.ru/73710.html

JIOOJHUTEILHAS JUTEPATYPA

1 Monaxs B. B., fI3b1k nporpammupoBanus Java u cpeaa NetBeans, Mockaa: http://www.iprbooksh
Wutepner-Yuusepcurer Mudopmarmonnsix Texnonoruit (MHTYUT), 2016 op.ru/73739.html




OOyuaromuecs u3 ynciia uHBATHI0B U Ul ¢ OB3 obecnieunBarOTCs MeYaTHBIMU U (HITH)
AIIEKTPOHHBIMU 00Pa30BaTEILHBIMU pecypcaMu B (hopmax, alanTUPOBAHHBIX K OTPAHHYEHUSM UX
3/10pOBBA.

8.2. [lepeueHp pecypcoB HHPOPMAITMOHHO-TEICKOMMYHHKAIIMOHHON ceTn «THTepHEeT», HEOOXOAMMBIX JIJIs
OCBOCHHUS JUCITUTUTHHBI (MOTYJIS)

HaunmenoBanue pecypca cetu «MaTepuer» DIIEKTPOHHBIN ajpec pecypca
http://spec-
Knaccer 6e3omacHocTu Java zone.ru/RU/Java/Docs/7/technotes/guid
es/security/overview/jsoverview.html

8.3. IlepeueHb coBpeMEHHBIX MTPO(HECCHOHANBHBIX 0a3 TaHHBIX U MHPOPMALIMOHHBIX CIPABOYHBIX CUCTEM

HaumenoBanwue DJIeKTPOHHBII aJipec pecypca

Cucrema aucranimonnoro ooydenus CII6I'ACY Moodle https://moodle.spbgasu.ru/

Hayunas snekrponHast

Hayunas snexkrponnas 6ubnuorexa eLIBRARY.RU 6ubmiorexa L IBRARY RU

EnvHEbINA 21eKTPOHHBIN pecypc V4eOHO-METOANYECKON JIUTEPATYPEI
- p peeype ¥4 a patyp www.spbgasu.ru

CII6BIACY

DeKTpOHHO-0MOIMoTeuHas cucreMa usjaarenscrsa "Jlans" https://e.lanbook.com/
DeKTpOHHO-0MbIMoTeuHas cucreMa usgarenscrsa "' IPRsmart” http://www.iprbookshop.ru/
DeKTPOHHO-6UOIHOTeHAs cucTeMa u3atenbera "FOPANT" https://www.biblio-online.ru/

8.4. Ilepeuenb nHPOPMAITMOHHBIX TEXHOJIOTUM, UCTIOJIB3YEMBIX IIPH OCYILECTBICHUH 00pa30BaTEILHOTO
nporiecca 1o JUCHUILTNHE, BKIII0Yas TIepeueHb JIMIEH3NOHHOTO U CBOOOHO PacIpOCTPAHIEMOTO
IPOrpaMMHOTO 00eCTICUeHUs

Cnoco0 pacrpocTpaHeHHs
HaunmenoBanwne (JTMTIEH3UOHHOE WJIH CBOOOTHO
pacrpocTpaHseMoe)

Horosop Ne 7132009689201 ot

Microsoft Windows 10 Pro 18.12.2020r

8.5. MarepuanbHO-TeXHUYECKOe 00eCTICUeHUE TUCITUTITNHBI
CaeneHust 00 OCHAIIEHHOCTH Y4eOHBIX ayIMTOPUN U TOMEIICHHI ISl CAMOCTOSITEIbHON pabOThI

HaumenoBanue yueOHBIX ayJUTOPHUI U OcHallleHHOCTh 000PYAOBAHUEM U TEXHUYECKUMU
MOMEILIEHUH /JIs1 CAMOCTOSITENIbHOM paboThI cpelcTBaMu oOyueHus

VY4yeOHas ayIuTOpUs Ui IPOBEIECHUS 3aHATUI
JIEKIMOHHOIO TUIA, KOMIUJIEKT MYJIbTUMEIUNHOTO
000py0BaHus (MIEPCOHATBHBINA KOMITBIOTED,
MYJIbTUMEUHHBIN TPOEKTOP, FIKpaH, ayAHuoCcCHCcTEMA),
JI0CKa MapKepHas Oemast sMasieBasi, 3KpaH, KOMIUIEKT
yueOHOI MebemnH, MOJIKII0YEHUE K KOMITBIOTEPHON
cetu CIIGI'ACY, Bbixon B MHTEpHET.

47. YueOHble ayTMTOPUU 7Sl IPOBEACHMUS
JIEKIIMOHHBIX 3aHATUI

Pa6ouue mecra ¢ 1K (CTON KOMIBIOTEPHBIH,
CUCTEMHBIN OJIOK, MOHUTOP, KJIIABHATYPa, MBIIIH), CTOI
pabounii, MOIKIIOUYEHUE K KOMITBIOTEPHOU ceTn
CII6GI'ACY, Beixon B Internet.

47. KoMIbIOTEpHBIN Ki1acc

[Tomemenue amst CaMOCTOSATENLHOM paOOTHI
(unTanbHBIN 321 Oubnuoteku, aya. 217): [IK-23 mir., B
T.9. 1 .- IIK most murg ¢ OB3 (cucteMHbIN 010K,
MOHHTOP, KJIABUATypa, MBIIIIb) C TOJKITIOYCHHEM K
cetn «HTepHET» U o0ecreueHneM J0CTyma B
ANEKTPOHHYIO HH(DOPMAIIMOHHO-00pa30BaTENbHYIO
cpeny CIIOI'ACY.

ITO Microsoft Windows 10

47. IlomemeHus A5l CaMOCTOSITENIbHOM pabOThI




47. YaeOHbIe ayTMTOPUU ISl IPOBEICHIS
MPAKTUYECKHUX 3aHSATUH, KypCOBOTO
MIPOCKTUPOBAHUS (BBIMOJHEHUS KYPCOBBIX padboT),
TPYIIOBBIX U WHIAWBUIYIbHBIX KOHCYJIbTAIUH,
TEKYIIETO KOHTPOJIS M MPOMEKYTOIHON
aTTecTaluu

YyeOHast ayTuTOpUS Il TPOBEACHHSI MPAKTUIESCKUX
3aHSATUHN, KYpCOBOT'O MPOEKTUPOBAHUS (BBIIOJIHEHUS
KYPCOBBIX paboT), TPYIITOBHIX U MHAUBHIYaTbHBIX
KOHCYJbTAIIUH, TEKYILIETO KOHTPOJIS U
MMPOMEXKYTOUHON aTTECTALUU — KOMILJIEKT
MYJIBTUMEIUIHOTO 000pyI0BaHus (TIEPCOHATBHBIH
KOMIIBIOTEP, MYJIbTUMEIUUHBIA TTPOEKTOP, IKPaH,
ayarocHcTeMa), 10CKa MapKepHas Oerast smasneBasi,
KOMILICKT Y4eOHOM MeOeIu, OIKIIIOUCHHE K
kommnbioTepHoii cetu CIIOI'ACY, Beixon B MIHTEpHET.

Jlst maBanuaoB u aui ¢ OB3 obecrieynBarOTCs CrieuaiIbHbIC YCIOBHS IS TOTYYCHUS
00pa3oBaHus B COOTBETCTBUU C TPEOOBAHUSIMH HOPMATUBHO-TIPABOBBIX JOKYMEHTOB.
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