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1. ey 1 3a1a4M 0CBOEHUSI AMCUUIIJIMHBI (MOTYJIs1)

[IporpaMMa NUCIUIUIMHBI HampaBieHa Ha (HOPMHUpPOBaHME 3HAHWW, YMEHHH M HABBIKOB B 00JacTH
pa3pabOTKH HOBBIX U MPUMEHEHHS CYIICCTBYIOIIUX COBPEMEHHBIX METOJIOB oOecredeHus: HHGOPMAIIMOHHON
0€30MacHOCTH U 3alUTHl HH(POPMAIUY IPU PEUICHUH 3a7a4 NpoQecCHOHANbHOM nesTenbHoCcTH. COBpeMeHHbIe
METO/BI 3alTUTHl HH(POPMAIIUY TP pean3aliid HHHOPMAITMOHHBIX TEXHOJIOTHH 0a3upyIOTCs Ha TPUMEHEHUHN
COBPCMCHHBIX MAaTCMATHUYCCKUX MCTOAOB, AJITOPUTMOB MU HPOTrpaMM KOMIIBIOTCPHOI'O aHAaJIM34d, a4 TAKIKC IIPU
WCCICIOBAaHUM peaJbHBIX IIPOIECCOB U siBIeHUMM. [loaToMy OakamaBpy BaKHO YMETh pa3padaThiBaTh
OPUI'MHAJIBHBIC QJTOPUTMBI W HPOIpaMMHBIC CpCACTBA C HMCIOJIb30BAHUCM COBPCMCHHBIX TEXHOJIOTHH.
[Inanupyemble pe3yibTaThl OCBOCHHS AWCIUIUIMHBI COCTOST B TNMPUOOPETEHHH KOMIIETEHIIMHA B 00JIacTH
HCI0JIb30BaHUSI METO/I0B U CPEACTB CUCTEMHOM NHKEHEPUU JUIsI IOJyYEHUs], IEpEeaun, XpaHEHUs, 1epepadOTKU
U npeacTaBiaeHus nHpopManun. [Ipu 3TOM npesmonaraeTcs, 4To TEXHOJIOTUU oOecriedeHus HHPOpMaIMOHHON
0€30MacHOCTH BKJIIOYAET KIIACCUYECKHE M HEKJIACCUYECKHE METOMbI, pealn3yeMble Ha pPa3HBIX YPOBHSIX
B3aUMOJICHCTBHUS OTKPBITBHIX CHCTEM.

Heﬂb OCBOCHUA JUCHUIIJINHBI:

dbopMHUpOBaHKWE 3HAHWW, YMEHUH W HABBIKOB pa3paOOTKHW W HCIIONB30BaHUS B MPO(EecCHOHATBLHOMN
JESITEeIbHOCTH METOJOB W AJTOPUTMOB 3aIIMTHl WHGOpMAIMK TpU Tepeaaye, XpaHEeHHH, U pa3paboTke
COOTBETCTBYIOIIMX IMPOTPAMMHBIX CPEJICTB.

BaI[aLH/I OCBOCHHUA NUCHUIIJINHBI:

— OBJAJCHHE METOJAaMH TEOPETHYECKUX U OKCIEPHUMEHTAJbHBIX HCCICAOBaHUN B  00JacTH
MH(POPMAIIMOHHON 0€301MaCHOCTH; MOTyYeHUE 3HAHUN O COBPEMEHHBIX HH(POPMAIIMOHHO- KOMMYHUKAIIMOHHBIX
TEXHOJIOTUAX, 00 HHCTPYMEHTAJbHBIX Cpelax, O MPOrPaMMHO-TEXHHYECKUX IIarhopmax sl peIieHHs
poecCHOHANTBHBIX 3a]1a4;

— obpeTeHune CrocoOHOCTH pa3padaThiBaTh TPEOOBAHUS U MPOCKTUPOBATH IPOrPAMMHOE 0OeCIeYeHuE,
peayiM3yroniee  METOJAbI  3alMTHl  WH(POPMAIMK, YMEHHS OOOCHOBBIBAaTHh  BBIOOp  COBPEMECHHBIX
UHPOPMAIIMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJIOTHI 3aIluThl HMH(OpMAIWHU, pa3padaThiBaTh OPHTHHAIBHBIC
[IPOrpaMMHBIE CPEJCTBA IS PEIICHUs TPOPECCHOHATBHBIX 3a/1ad;

— OBJIQJICHHME METOJaMU MPAKTUYECKOTrO0 TMPHUMEHCHHS METOJAOB H CPEICTB  OOeCIecueHHs
MH(POPMAIIMOHHON 0€30MacHOCTH NMPH MPOSKTHPOBAHUN MH(POPMALMOHHBIX CHUCTEM; NMPHOOPETCHNE HABBIKOB
pa3pabOTKK OPUTHHAIBHBIX IPOTPAMMHBIX CPECTB ISl PEIICHHUS MPO(ECCHOHANBHBIX 3a/1a4.

— IIOHHUMATh, paSpa6aTI)IBaTI) U apryMCHTUPOBAHO IMPUMCHATH METO/bI oOecrieueHns OEeJI0CTHOCTH,
KOH(HICHIIMATLHOCTH U JIOCTYITHOCTH JJAHHBIX B HH)OPMAIMOHHBIX CUCTEMaX.

2. IlepedyeHb NJIAHMPYEMBIX PpPe3yJabTATOB OOY4YEeHHsl MO AUCHHMILUIMHE (MOAYJI0), COOTHECEHHBIX C
HHIMKATOPAMHU A0CTHKEHHUs KOMIIeTeHIN

Kon u HanmeHoBaHMe Kon u HaumeHoBaHue [Inanupyemsble pe3ynbTaThl 00yYEHUS 110
KOMIIETEHIINH MHIMKATOpa JOCTHKEHUS JMCLUIUIMHE, 00eCTIeunBaloIINe JOCTHKEHHE
KOMITETEHIINU IUTaHUPYEMBbIX pe3ynbTaToB ocBoeHust OITOI1

OIIK-2 Cnoco6en nonumatb|OIIK-2.4 Ocymectisier BbIOOp|3HAeT

MIPUHIATIBI paboThI [POrpaMMHBIX CPE/ICTB HeoOxonumbeie  TpeOoBanus k IO wu
COBPEMEHHBIX MH(POPMALIMOHHBIM TEXHOJIOTUSAM JUISl PELIeHUs
MH(OPMAaLIMOHHBIX MTOCTABJIEHHBIX 3a1a4y B BOIpoOcax
TEXHOJIOTUI u MH(POPMAIIMOHHON 0€30MacHOCTH M 3alluTa
MPOrPaMMHBIX CPEJCTB, B nHdopmanuu

TOM YHUCJIE OTE€YECTBEHHOI'O ymeer

IIPOU3BOJCTBA, 51 [Ipumenats ucnonp3oBarsk pasznuuHoe [I0 mo
UCIOJB30BaTh  MX  IIpU 3anmTy MHQOpPMaUuMd W UHPOPMALMOHHOM
pereHnn 3amay 0€30I1aCHOCTH;

npogeccuoHaTbHON Haxomute  cmabele  Mecta B 3aluTe
JeATeIbHOCTH web-pecypca

BJIaJieeT HABbIKAMH

Ompenenarp  (danbcuduranuu  JaHHBIX U
MpeloTBpalaTh ~ MOJy4YeHHEe  HE3aKOHHOTO
nocTyma K Web-pecypey




OIIK-3 Cmocoben pematb
CTaHJapTHBIC 3a/1a41

npodeccnoHabHOMI
NesTeIbHOCTY Ha OCHOBE
MH(POPMALIMOHHOM u
oubnmorpaduaeckoit
KYJIBTYPBl C TPUMEHEHUEM
nH(pOpPMaIMOHHO-
KOMMYHHKAITMOHHBIX
TEXHOJIOTUH H C YYETOM
OCHOBHBIX TpeOoBaHMit
MH(POPMALMOHHOM
0e30MacHOCTH

OIIK-3.1 OcymiecTBasieT BBIOOD
WH(POPMAIIMOHHBIX PECYpPCOB B
COOTBETCTBHH C IIOCTaBJICHHOU

3amadyen C MIPUMEHEHUEM
nH(pOPMAIIMOHHO-
KOMMYHHKAITMOHHBIX
TEXHOJOTMM W C  Y4eTOM
OCHOBHBIX TpeOoBaHUi
nH(pOpPMaAITMOHHOM
0e30macHOCTH

3HAET
OCHOBHEIC TEPMUHBI u
MH(POPMAIIMOHHO-KOMMYHUKAMOHHBIX
TEXHOJIOTHIA;

IIOHATHUA

OCHOBHBIE  TpeOOBaHUS  HMH(DOPMAITMOHHON
0€30MacHOCTH OpraHU3alNY;

WHCTPYMEHTBl ~ CO3/IaHUSl  CHCTEM  3allHTHI
uHdopmanuu;

BU/IBI yIpo3 HHGOPMAIMOHHBIM CHCTEMaM H
MeToABl  obecriedeHuss  MHPOPMALMOHHOM
0€e30I1aCHOCTH;

COBPEMEHHBIE ITOJIXO0/Ibl K ITIOCTPOEHUIO CUCTEM
3amuThl UHGOPMAllMU U KPUTEPUU OLIEHKH
3aLIUIEHHOCTH HH(POPMAITMOHHON CpEJIbI
ymeer

pemarb CTaHJapTHBIC 3a7auu
npodeccroHaNbHON IESITENEHOCTH Ha OCHOBE
UHPOPMALMOHHOW ©  Oubnmorpaduueckon
KyJIbTYPBI c NPUMEHEHHEM
UH(POPMALMOHHO-KOMMYHUKAITUOHHBIX
TEXHOJIOTU

OCYIIECTBIISITh  OLEHKY 3allUIIEHHOCTH U

obecrieueHrss HHGOPMAITMOHHONW 0€30MMacHOCTH
MH(POPMALIMOHHBIX CPEJIBL;
BBISIBIISATh YIPO3BbI
0€30MacHOCTH U
OpraHU3alMOHHO-TEXHUYECKUE
1o 3amure nHpopmanuu B 1IC
BJajeeT

HaBBIKAMU TIOWCKA, MCIIOJB30BAHMUSA W aHAIHM3a
JIEKTPOHHBIX MH(OPMAIIMOHHBIX PECYPCOB HA
OCHOBE nH(pOpMaMOHHON "
6ubnuorpaduyeckoit KyIbTyphl;

HaBBIKAMH pPa0OTHI CO CpPEACTBAMHU 3aIIHUTHI
UHpOpMaLIUH.

HH(DOPMAITMOHHOM
000CHOBEIBATh
MEPOTIPUSITHS




3. Yka3aHue MecTa IUCHUILIMHBI (MOAYJIs1) B CTPYKTYpPe 00pa30BaTeIbHON MPOrpaMMbl
Hannas pucuuruinHa (Moaynib) BKItoueHa B biok «/lucummiubel, moaynum» b1.0.23 ocHoBHOM
npodeccuoHaibHONW oOpa3oBareabHO Tporpammbl 09.03.03 I[lpukinagnas wHPOpPMATHKA U OTHOCHUTCA K

00s13aTeNIbHON YacTH Y4eOHOr0 IJIaHa.

No
/o

[IpenmecTByronme QUCHUIITUHBI

KOI[ N HAMMCHOBAHUC MHAUKATOpa
JOCTHXXCHHA KOMIICTCHIIMH

1 [IIpakTHkyM IO MPOrpaMMUPOBAHUIO

OIIK-3.2, OIIK-7.1, OIIK-7.2, VK-

1.1, VK-1.6

[TpakTHKyM 110 IPOrpaMMHUPOBAHUIO
3HATh:

- O6H_II/I€ MPUHIUIIBI TIOCTPOCHUA BBIYHUCINUTCIIBHBIX aJITOPUTMOB;,

YMETh:

- IPOBOAUTH Pa3pabOTKy U aHAIN3 AITOPUTMOB HAa OCHOBE COBPEMEHHOI'O MAaTEMaTUYECKOTr0 amlapara;
- IPOrPpaMMHUPOBATh AJITOPUTM, UCHIOJIb3Ys CPEJCTBA A3bIKA BBICOKOI'O YPOBHS;

BIAJIEThH.

- MCTOJaMU IIPAKTHYCCKOI'O UCITI0JIb30BaHUA COBPEMEHHBIX KOMIIBIOTECPOB IJIA 06pa6OTKI/I I/IH(bOpMaI_[I/II/I
1 OCHOBAMHU YHCJICHHBIX MCTOAOB PCIICHHA MHKCHCPHBIX 3a/1a4.

Ne
n/a

[Tocnenyromuye TUCHUIIITUHBL

KOII N HAMMCHOBAHUC MHUKATOpA
JOCTHIXKXCHUA KOMIICTCHIIMHN

1 |IIporpammupoBanue s MHTEpHET

I1K-1.2, I1IK-1.4

4. O0beM IUCHUIVIMHBI (MOAYJISI) B 3a4eTHBIX €IMHHUIAX € YKAa3aHHEM KOJNYeCTBA aKaJeMUYeCKHX
4acoB, BbIIEJIEHHBIX HA KOHTAKTHYI PadoTy o0ydyawiuMxcs ¢ npemnogasartejieM (M0 BHAaM y4eOHBIX
3aHATHH) U HA CAMOCTOSAITEIbHYIO Pa00Ty 00y4YaK0IIUXCS

Cemectp
N3 Hux yacel Ha
Bup yueOHOIt paboThI Beero [IPAaKTUYECKYIO
4acoB 5
NOATOTOBKY
KonTakTHas padoTa 48 48
Jlextmonnbie 3ausaTus (JIek) 16 0 16
[Ipaxtuueckue 3amsatus (11p) 32 0 32
WNuas xouTakTHas padoTa, B TOM Yucje: 1,05 1,05
KOHCYJIBTAIINH 110 KypPCOBOI padoTe (ITPOEKTY),
0,4 0,4
KOHTpOJIbHEIM pabotam (PI'P)
KOHTaKkTHas paboTa Ha aTTecTaluio (caaJda 3a4era,
3adeTa ¢ OIEHKOH; 3aIINTa KypCOBOW pabOThI 0,4 0,4
(mpoekTa); cinaya KOHTpONIbHBIX pabot (PI'P))
KOHTaKTHas paboTa Ha aTTECTAIMIO B CECCHUIO 0.95 0.95
(KoHCYIBTAIMS TIEPET PK3aMEHOM U Cava dK3aMeHa) ' '
Yacnl HA KOHTPOJIb 8,75 8,75
CamocrositennpHas pa6ota (CP) 50,2 50,2
O0masi TPy10eMKOCTh TUCHUILIUHBI (MOZYJISA)
yacbl:| 108 108
3a4eTHbIEC eIUHHUIbI: 3 3

5. Copep:xanue IMCHUIUVIMHBI (MOAYJsl), CTPYKTYPUPOBaHHOe MO pa3jaejaM (TeMaM) ¢ YKa3aHUEM
OTBEJCHHOI0 HA HUX KOJMYECTBA aKaJeMUYeCKHX YaCOB U BU/I0B YUeOHBIX 3aHATHI

5.1. TemaTnueckuii aH AUCUMUILUIUHBI (MOJTYJIS)




Pa3I[eJ'IBI JHUCIUITTTHNHBI

Cemectp

Konrakrthas pabora (1o yueOHbIM

3aHATHAM), Yac.

JICKIINU

113

JIP

U3 HUX Ha
MIPaKTH-
YECKYIO
HOAro-

TOBKY

BCErO

BCECTO

U3 HUX Ha
MIPaKTH-
YECKYI0
HOAro-

TOBKY

BCETO

U3 HUX Ha
MIPaKTH-
YECKYI0
HOAro-

TOBKY

CP

Bcero,
qac.

Kon
WHIUKATOP
a
JTOCTHKEHH
i
KOMIIETEHI]
347}

1 paznen. Uctopus
UH(POPMALIMOHHOM
0€30I1aCHOCTH U 3aILUThI
uHpopManun

1.1.

Hcropus
3aIUThI
OobecrieueHue
uHpopmanuu:
KOH(UICHIIMAILHOCTH,
LIEJIOCTHOCTH, JIOCTYITHOCTH.
Kpunrorpadgudeckue  METOJBI
3ammThl MHOpMaIuu. MeTosl
ACUMMETPUIHOTO 5
CUMMETPUYHOTO  IIU(GPOBAHUS
JUISt obecrieueHust
KOH(pHICHIIMAIBHOCTH
UHpOpPMaLIUH.
obecneyeHus LIEJIOCTHOCTH
uHpOpMaLUN Ha OCHOBE
ACUMMETPUYHON KpUNTOrpadum.
buomerpuueckue METObI
3a1UThl HH(HOPMALIUH.

pa3BUTUS  METOJIOB
uHdopMaIuu.
CBOIICTBa

Metonabl

0,5

4,5

OIIK-2.4,
OIIK-3.1

2 pazzen. Xsu-QpyHKINH.
JlaimkecTsl COOOIeHUH

2.1.

Maremarnueckue
OIHOCTOPOHHUE  (PYHKIHH H
KpunTorpaduueckue X3~
dbyakuuu. Mctopust npuMeHeHus
X3MI-()YHKITUH. ANTOPUTMBI
BBIYHCIICHUSIX X3  -(YHKIIHH.
Kpurepuun YCTOWYMBOCTHU
XdMI-PYHKIUH. Y CTOMYUBOCTD K
KOJUTM3USAM W K Tpoodpaszam.
AJTOPUTMBI MessageDigest.
Knacc MessageDigest, mons u
METO/IbI.

0,5

3,2

5,7

OIIK-2.4,
OIIK-3.1

3 paznen. MAC-konpl,
AMHUTOBCTaBKH COOOIIEHUIT




3.1

Henocratku XJOILIUPOBAHHUS.
Komer ayTeHTH(PUKAIINH
COOOIIIECHUIA,
YCOBEPIIIEHCTBOBABIINE
XDIIMPOBAHHUE. Anroput™Mbl
MAC: anropuT™M TreHepaiuu
KIIIOYEH, aIrOpPUTM  IIOJIIUCH,
anroput™M mnposepku. OTiauyue
MAC oT 1mupoBBIX HOIMHUCEH.
Kiace MAC, I'enepanus
KITIOYeid, BBITNIOJTHEHHE u
nnorenka MAC-kona

OIIK-2.4,
OIIK-3.1

4 paznen. L{udpossie moamnucu
COOOIIIEHU I

4.1.

CgoiicTBa 1HM(POBOH IMOIIUCH:
1[E€JIOCTHOCTb, aBTOPCTBO,
HEOTKa3yeMOCTh  COOOLICHHIA.
CummerpuuHas u
aCUMMETpUYHAS cxema
udpoBoi IMOITHCH.
ANTOPUTMBI, IPUMEHSIEMbIE IS
U(POBBIX MOIKCEH: aTOPUTM
DSA, amroputm RSA u
airoputm  SHA.  TIpumepst
reHepanuu  kimoueil.  Kumaccsr
renepanuu kmrovet LI, kimace
uppoBoi MOJINUCH,
IPUMCHCHUE

KpUNTOrpauueckud CTOMKOTro

rewmenartana TTICTT

OIIK-2.4,
OIIK-3.1

5 paznen. Ludpossie moanucu
00BEKTOB

5.1.

Tunel  KOMJIEKUIMM  JAHHBIX:
MacCHBBI, CIHCKH, MHOXECTBA,
TaOJIUIIBI, KAPTHI (OTOOpasKeHUS).
ANTOpPUTMBI JOCTYTIA K 00bEKTaM
KOJUIEKLIMH: 1O HHIEKCY, IO
X3II-KOoAYy, 1o epeBy. OOBEKThI
kosekuid. Lludpossie noanucu
oonekToB. Kitacc SignedObject,
MO3BOJIIOIINN CO37aBaTh
MOJITMCaHHbIE 00BEKTHI,
npeoOpa3oBaHHbIE B
MIOCJIE0BATEIBHYIO dopmy.
Co3nanune )51 IIPOBEpPKa
U(POBBIX MOANUCEH 00BEKTOB

OIIK-2.4,
OIIK-3.1

6 paznen. Hludposanue c
OTKPBITHIM KITIOYOM




6.1.

HIudppoBanue cooOmeHnit ¢
OTKPBITHIM KITIOYOM o
anroputmy RSA. JloctonHcTBa 1
HEJIOCTaTKA  ACHMMETPUYHOTO
mmdpoanus. [Ipobiiema HU3KOM
ckopoctn  anmroputMa  RSA
[Mpumenenne RSA s coznanus
IUQPPOBBIX KOHBEPTOB W IS
mmdpoBanus CEaHCOBBIX
kmoueid. Cxe-ma mmdpoBaHUs
CEaHCOBBIX KJIIOYEH c
UCTIOJIb30BaHUEM METO/IOB
kinacca  Cipher. Cosznanue
MIOTOKOB B Iporpamme Java Juist
mudpoBaHus.

OIIK-2.4,
OIIK-3.1

7 paznen. CuMMeTpUUHOE
mudpoBaHue

7.1.

AJTOpPUTMBI CUMMETPUYHOTO
mmposanus DES, 3DES, AES.
Asroputm Blowfish.
Anroputmbl  kommanuu  RSA
Security. PexuMbl  GJIOYHOTO
mmdpoBaHus: «QJIEKTPOHHAs
KHHUTa», «clLerjieHne OJOKOB
mmdpoTrekcTay, «odpaTHas CBsI3b
o mudpoTeKkcTy» U «obOpaTHas
CBSI3b 10 BbIXony».lIpumenenune
BEKTOpa WHUIUATA3AIAH.
AJNTOPUTM JIOTIOJTHEHHS OJIOKOB B
6mouyHOM mMdpoBaHuu. Kiaccel
KeyGenerator, SecretKey,
SecureRandom, Cipher.

OIIK-2.4,
OIIK-3.1

8 pasznen. Koguposanwue Base- 64

8.1.

KomupoBanue Base-64.
KoaupoBanue ASCII,
MPEJICTABIICHHEe  CHMBOJIOB 7
OUTOB, 33 YIPABJIAIOLIUX
CUMBOJIA, MIPEJICTABIICHHE
3amu(poBaHHBIX JTAHHBIX.
dopmar Base64 TUTS
npeoOpazoBaHus
MOCIIeI0BaTEeIbHOCTH OalTOB B
dhopmaT 1o ocHOBaHMIO 64

OIIK-2.4,
OIIK-3.1

9 paznen. CoriiacoBanue KIrO4Yen




9.1

[Iporokon COTIJIaCOBaHUsA
KJIIIOYEH KaKk HMHCTPYMEHT Java
Cryptography Architecture
KJIACCOM KeyAgreement.
YcraHoBka OJIMHAKOBOT'O
KpUNTOrpauuecKoro K4 Jyis
HECKOJIBKUX CTOPOH 0e3
nepenadu CEKPETHOMI
UH(POPMALIUU MEXTYy CTOPOHAMHU.

OIIK-2.4,
OIIK-3.1

10.

10 pazaen. XpaneHnue Kirouen

10.1.

XpaHeHue Kio4de. XpaHWInIle
KITFouei (KeyStore).
Hoxymentamuss  JCA, paszgen
"KeyManagement". APl s
paboThI C XPaHIIUIIEM KITIOUEH.

OIIK-2.4,
OIIK-3.1

11.

11 pazaen. CokeTsl 151 CETEBBIX
KOMMYHUKaIWN

11.1.

Crpykrypa cokeroB Windows u
KJIACChl COKETOB Java.
[TpoGaembr 0€301acHOCTH
CETEBBIX KOMMYHHKAITUH.
Anpeca v moptbl. CKaHUPOBaHUE
MIOPTOB JIS TOMCKA YSI3BUMOCTEH
KOMIIBIOTEpA.

OIIK-2.4,
OIIK-3.1

12.

12 paznen. CokeTsl 1st
nepeayy MakeToB JaHHbIX.

12.1.

Knaccer JnefTarpaMMHBIX
cokeToB. Co3JaHue KIHMEHTOB U
CEpBEPOB ISl TIepeaun MaKeTOB
JIAHHBIX

OIIK-2.4,
OIIK-3.1

13.

13 paznen. CokeTsl st
nepeayu MOTOKOB JaHHBIX

13.1.

Knaccel ITOTOKOBEIX  COKETOB.
Co31aHne KIMEHTOB M CEPBEPOB
AJig nepe€aadyr MOTOKOB JaHHBIX.
MHOronoToYHbIC TapaieIbHbIE
CEepBEPBHI.

OIIK-2.4,
OIIK-3.1

14.

14 paznen. bezonacHocTh
nepeaadn MakCToOB JaHHBIX

14.1.

Nnentudukanus KJIMEHTOB.
3ammTa  NakeToB JAaHHBIX U
HCIOJIL30BaHHE METOH0B
ACUMMETPUYHOTO H
CUMMETPUYHOTrO MU POBAHUSL.

OIIK-2.4,
OIIK-3.1

15.

15 pasznen. bezonacHocTh
nepeaavr MOTOKOB JaHHBIX

15.1.

besonacHocTh nepenadu
IIOTOKOB JaHHBIX

OIIK-2.4,
OIlK-3.1




16.

16 paznen. bezonacHble COKETHI

1 SSL-poTOKOJI

16.1.

Nzyuenue
peanu30BaHHbBIX a
IIPOTOKOJIE.
KJINEHTOB U CEPBEPOB.

CTaH/IapTOB,

Co3nanue

SSL-
SSL

OIIK-2.4,

111 onk-3.1

17.

17 paznen. 3amura uaGopmanmm

B 0a3ax JTaHHBIX

17.1.

[MIudpoBanre U XIIIUPOBAHHE
nocryma,| 5 1 2 3 6

JaHHBIX, KOHTPOJIb
JIETAIbHBIA ayIUT

OIIK-2.4,
OIIK-3.1

18.

18 paznen. Has kKoHTaKTHAst

pabora

18.1.

WNnas xoHTakTHas paborta

OIIK-2.4,
OIIK-3.1

19.

19 pazgen. Kontposb

19.1.

3adeT ¢ OEHKOH

OIIK-2.4,
OIIK-3.1

5.1. Jlekuumu

No
pas3n

HaumenoBanue paznena
U TEMEI JICKIUHU

HanmenoBanue u KpaTKOC COACPIKAHNC JICKITUI

HcTopus pa3BuTHs
METOJIOB 3aIUThI
nHpopMaIuu.
ObecnieueHue cBoiicTBa
nH(pOpMaIuu:
KOH(PHUACHIIMAIIBHOCTH,
LIEJIOCTHOCTH,
JIOCTYITHOCTH.
Kpunrorpaduueckue
METO/IbI 3aILIUTHI
uHpopmanuu. Meto/ sl
ACUMMETPUYHOTO U
CUMMETPUYHOTO
muppoBaHus AJs
o0ecrieueHus
KOH(pHICHIIMAIbHOCTH
uHpopmanuu. Meto/ s
obecrnieyeHus
LIEJIOCTHOCTHU
nH(pOpMalLIUK HAa OCHOBE
aCUMMETPUYHOU
Kpunrtorpaduu.
buomerpuueckue
METO/IbI 3aIIUTHI
uHpopMaIuu.

OO0ecrieueHue cBoicTBa MHGOPMAITUU: KOHDUICHIINATEHOCTH, IIETIOCTHOCTH,
JIOCTYITHOCTH.

Kpunrorpapuueckne  meronst  3ammrTbl  uHpopMamuu.  MeToabl
ACHMMETPUYHOTO W CHUMMETPHYHOTO IIM(PPOBAHUSA Ui OOeCreueHUs
KOH(pHICHIIMATBHOCTH HH(pOopManmu. MeToabl obecriedeHus: HEeOCTHOCTH
UHpOpPMAIIUK Ha OCHOBE aCUHMMETPUYHOH Kkpuntorpaduu. buomerpudeckue
METO/IBI 3aIUTHl HHPOPMAIIH.

Maremaruueckue
OJIHOCTOPOHHHUE
GYHKIUH 1
KpunTorpaduueckue
xoum-QyHkiun. Uctopus
MIPUMEHEHHUS X311~

(DYHKIUH.

MareMaTHuecKkue OJHOCTOPOHHHE (QYHKIUU M KpUNTOrpaduyecKkue XdIi-
(GyHKIIH.

Hcropuss mnpuMeHeHHs XdII-QYHKIMHA. AJNTOPUTMBI BBIYMCICHUSAX XOIII-
¢byuknuii. Kputepum ycToMUMBOCTH XAUI-QYHKIMH. Y CTOMYUBOCTH K
KOJUTM3UsIM M K 1pooOpasaMm. Anroputmbl  MessageDigest.  Kiace
MessageDigest, moJist 1 METO/IBI.




ANropuT™MbI
BBIYUCIICHHSIX XOIII-
¢bynkuunii. Kputepun
YCTOMYUBOCTH XOIII-
GyHKIMH. Y CTOWYHUBOCTD
K KOJUTH3HSIM U K
npooOpazamM. AJITOpUTMBI
MessageDigest. Kiacc
MessageDigest, moms u

METOJIBI.
Henocratku HenocraTku x31mmpoBaHus.
xammpoBanus. Koasl  [Koasl ayreHTHQUMKAIMK COOOLIECHUH, YCOBEPIICHCTBOBABILNE X3UIMPOBAHUE.
ayTeHTU(UKaUU AnroputMbl MAC: anropuT™M reHepaluu KIOuYed, ajaropuTM IOJIHUCH,
COOOIICHUH, anroputM npoepku. Otanurie MAC ot mudposeix noanuceit. Kinacc MAC,
ycoBeplleHcTBOBaBLIMe (['eHepanus Kitode, BoinoaHeHue u nposepka MAC-kona
X3IIUPOBAHHUE.
Anroputmbel MAC:

ITOPUTM I'€Hepanuuu
KJIFOYEH, aJITOPUTM
MOAMKCH, AITOPUTM
nposepku. OTiinune
MAC ot nudpoBbIx

noanucei. Kimacc MAC,

['enepanus kirouen,

BBITIOJIHEHHE U TTPOBEPKA
MAC-xona

CaoiicTBa 1TuppoBOM
HOJIUCH: LIEJIOCTHOCTD,
aBTOPCTBO,
HEOTKa3yeMOCTh
coOOIIeHUH.
CummeTrpuyHas u
acCUMMETpUYHAas cXeMa
M (ppoBOI MOAMKCH.
ANTOpUTMBI,
MIPUMEHSIEMBIE JITSI
UG POBBIX MOANHUCEH:
anroput™ DSA,
anroput™ RSA u
anroput™m SHA.
[Tpumeps! renepanuu
xirouen. Kiracebr
reHepauuu kiarouen LI,
KJacc 1udpoBoit
HOJIHCH, TPUMEHEHNE
KpUnTOorpagpuueckuu

CTOMKOT0 reHeparopa
[ICTT

CpoiicTBa 1u(poBOil MOAMMCHU: LEIOCTHOCTh, aBTOPCTBO, HEOTKA3yeMOCTb
COOOIICHUH.

CummerpuyHas 1 aCUMMETpUYHas cxeMa HU(POBOH NOANHUCH. AJITOPUTMBI,
npuMeHsieMble 11 UG poBbIX moxanuceii: anroputM DSA, anroputv RSA n
anroput™ SHA. Ilpumeps! reneparuu kiodeid. Kiacesl reHepanun kiroueit
HI1, xknacc undposoii noanucH, NPUMEHEHNE KpUNTOrpaUuecKuu CTOUKOTro
re"epatopa [ICIIL.

Tune! xoyuIeKIuit
JTAHHBIX: MaCCHBBI,
CIIUCKH, MHOYKECTBA,
TaOJINLIBI, KApThI
(oToOpaskeHus).
ANTOpUTMBI 10CTyMA K

TuIbl KOJJICKINI JaHHBIX: MACCUBBI, CIIMCKH, MHOYKECTBA, TAOJIMIIbI, KapPThI
(oToOpaxkeHus).

AJITOPUTMBI TOCTYIA K 00bEKTaM KOJUICKIIMIA: [0 UHICKCY, IO XAII-KOIY, 1O
nepeBy. OOwekTsl Kosutekiuid. I{udposeie mommucu o6bexToB. Kiacc
SignedObject, mosBosstromMii  co31aBaTh  MOANMMCAHHBIE  OOBEKTHI,

npeoOpa3oBaHHbIE B ITOCIEA0BAaTENbHYO (opMy. Co3aaHme u IpoBepKa




00BEKTaM KOJIIEKIIUH: TIO
UHJCKCY, TI0 X1~ KOy,
o niepeBy. OOBEKTHI
koJutekuuid. [{udposbie
MOJIITUCH OOBHEKTOB.
Knace SignedObject,
MO3BOJISIFOILMI CO3/1aBaTh
MOJMUCaHHbIe O0BEKTHI,
peoOpa3OBaHHEIC B
MOCJIeI0BATEIbHYIO
dbopmy. Co3nanue u
poBepka UG POBHIX
MoAnuceit 00bEKTOB

U POBBIX MOAMUCEH 0OBEKTOB.

HIudposanue
COOOILIEHUH C OTKPBITHIM
KITIOYOM I10 aJITOPUTMY
RSA. JlocTouHcTBa 1
HEJIOCTATKU
ACUMMETPUIHOTO
mudppoBanus. [Ipodaema
HU3KOM CKOPOCTH
anroputma RSA
[Tpumenenne RSA st
co3aHus nU(pPOBIX
KOHBEPTOB U IS
i poBaHUs CEaHCOBBIX
Kkioueit. Cxe -Ma
¢ poBaHUs CEaHCOBBIX
KJIFOYEH ¢
HCIIOJIb30BaHUEM
MmertooB Kiacca Cipher.
Co3anue NoTOKOB B
nporpamme Java s

udpoBanue coOOOMECHHI C OTKPBITHIM KIIIOUOM T0 anroputMmy RSA.
JIOCTOMHCTBa M HEIOCTaTKHM aCHMMMETpHYHOro ImudpoBanus. [Ipodbmema
HU3KoM ckopoctr anmroputMa RSA Tlpumenenme RSA st co3panus
U(POBBIX KOHBEPTOB M JUIS IIM(POBAaHHUS CEAHCOBBIX Kitoued. Cxe-ma
M (poBaHUs CEAHCOBBIX KIIFOUCH ¢ MCIIOIb30BaHUEM MeTo10B Kiacca Cipher.
Co3nanue MOTOKOB B porpamme Java Juis mudpoBaHus.

mudpoBaHus.

Anroputmbl cummerpuanoro mudposanus DES, 3DES, AES.
AJNTOPUTMBI Aunroput™m  Blowfish.  Anropurmer kommanuun RSA  Security. Pexumbr
CUMMETPHYHOTO 07709HOTO MIHM(POBAHMS: <«BJICKTPOHHASI KHHUTA», «CIEIUICHHE OJOKOB

mmdposanus DES,
3DES, AES. Anroputm
Blowfish. Anroputmsr
kommanuu RSA Security.
Pexxumpr 65109HOTO
mudpoBaHus:
«OIEKTPOHHAsI KHUTA,
«cuernyeHue 0JI0KOB
mudpoTrexcTay,
«obpatHas CBs3b 1O
mHu(poTeKCTY» U
«obpatHas CBs3b 1O
BbIXoy».IIpumenenune
BEKTOpa MHUIIUATN3AIUH.
AJTOPUTM JOTIOHEHUS

mUppPOTEKCTa», «0OpaTHAs CBSA3b MO MHUPPOTEKCTY» U «0OpaTHAas CBA3b MO
BBIXO-1y». [IprMeHeHrne BeKTOpa MHUIHAIU3ANNN. AJTOPUTM JOTOJTHCHUS
o6moxoB B Onmounom mmmdpoBanun. Kmaccer KeyGenerator, SecretKey,
SecureRandom, Cipher.




0JIOKOB B 0JI0YHOM
muppoBanuu. Knaccer
KeyGenerator,
SecretKey,
SecureRandom, Cipher.

KomupoBanue Base-64.
Komuposanue ASCII,
IIPEJICTaBICHHUE
CHMBOJIOB 7 OMTOB, 33
VIPABIISAIONIUX CUMBOJIA,
MIPEJICTaBICHUE
3amuPOBAHHBIX
nanabix. @opmar Base64
JUISL TPeOOpa3OBaHUS
MIOCJICA0BATEILHOCTH
OaiiToB B hopmar 1o
OCHOBaHMIO 64.

KonupoBanue Base-64.

Komuposanue ASCII, npencraBnenre cuMBoJIOB 7 OUTOB, 33 yIpaBIIsSIOLINX
CHMBOJIa, TpEJCTaBIeHUe 3amudpoBaHHbIX TaHHBIX. Dopmar Base64 s
npeoOpa3oBaHus MOCIE0BATENILHOCTH 0aHTOB B hopMaT O OCHOBAHUIO 64.

IIporokoa coriiacoBanus
KJIF04el KaK MHCTPYMEHT
Java Cryptography
Architecture kaccom
KeyAgreement.
VYcTraHoBKa OAMHAKOBOTO
KpUnTorpaguueckoro
KJIIOY JUIS HECKOJIBKUX
CTOpoH 0e3 mepeayn
CeKpeTHO! MH(pOpMaLuu
MEXJly CTOPOHAMH.

ITpoTokon cormacoBaHus Kiarodeld kak uHCTpyMeHT Java Cryptography
Architecture.
Knaccom KeyAgreement. YcraHoBka OJUHAKOBOTO KpUITOTpaduuecKoro
KITFOY JIJIS1 HECKOJIBKUX CTOPOH O€3 Imepeauu CeKpeTHOM HHPOPMAITUH MEKITY
CTOPOHAMHU.
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XpaHeHUe KIIIOYEH.
XpaHunuuie KIdyen
(KeyStore).
HoxymenTarus JCA,
pazznen
"KeyManagement"”. API
Ui paboThI C
XPaHWUJIHIIEM KJIFOYEH.

XpaHeHUe KIIIOUEH.

[TpoTokon cormacoBanus Kiaroued kak uHCTpymeHT Java Cryptography
Architecture.  Kmaccom  KeyAgreement.  YcrtaHoBKa  OJAMHAKOBOTO
KPHUITOrpapuyYeckoro K4 JJIi HECKOJbKMX CTOPOH 0e3 mepenadu
CEKpeTHOU MH(OPMAIIUU MEXTY CTOPOHAMH.

11

CTpyKTypa COKETOB
Windows u kiaccel
coketoB Java. [Ipobnemsl
0E30IMaCHOCTH CETEBBIX
KOMMYHUKaIui. Aapeca
1 iopThl. CKaHUPOBaAHHE
MTOPTOB JIJIS TIOUCKA
YS3BUMOCTEU
KOMITBIOTEpA.

Crpyktypa cokeroB WindoOws u Ki1acchl COKETOB Java.
[IpoGneMbl 0€30MaCHOCTH CETEeBBIX KOMMYHUKAIMA. AJpeca U TMOPTHI.
CxaHnpoBaHuE OPTOB IS IIONCKA YA3BUMOCTEN KOMITBIOTEDA.

12

Kitaccel neirarpaMMHBIX
cokeToB. Co3maHue
KITUEHTOB U CEPBEPOB

Knaccel neiitarpaMMHBIX COKETOB.
Co3nanue KIMEHTOB U CEPBEPOB IS MepeAaun MaKeTOB JAHHBIX.




JUTsI TIepe/layyl TTaKEeTOB
MAaHHBIX

Kitaccel TOTOKOBBIX
cokeToB. Co3ganue
KJIUEHTOB U CEPBEPOB ISt

Kiacchl MOTOKOBEIX COKETOB.
CO3Z[aHI/Ie KIIMCHTOB M CCPBCPOB JId IHIepeaadur IIOTOKOB HJaHHBIX.
MHOronoTo4YHbIE napaaijiciibHbIC CCPBEPEHI.

13 nepeaadu MoTOKOB
JAHHBIX.
MHOronoTo4HbIe
napajuieIbHbIC CEPBEPHI.
Venndunkanms W nenTudukanms KIMSHTOB.
KJTHeHTOB, 3amuTa 3amuTa MakeTOB JAaHHBIX M HCIOJIB30BAHHWE METOAOB ACHMMETPUYHOTO M
HaKeToB JaHHEX 1 |CHMMETPHHIHOTO mmmdpoBaHus.
14 |wucnonb30BaHUE METOJIOB
ACUMMETPUYHOTO U
CUMMETPUYHOTO
U PPOBaHUS.
be3omacHOCTh nepeayn MOTOKOB JTaHHBIX.
15 besonacHocTh nepenaun |Obecneuenne 6€30MacHOCTH MEPEadn IIOTOKOB JaHHBIX B IIPOBOJIHBIX U B
MMOTOKOB JJAHHBIX OecripoBoHBIX ceTsx. [lIndpoBanue TaHHBIX ¢ HCIIOJIB30BAHUEM OJIOYHBIX H
MOTOKOBBIX MIH(POB.
Wzyuenne crannapros, |be3zomacHsie SSL coketsl cepepa
peanu3oBaHHbIX a SSL- |M3yuenue cranmaptoB, peanu3zoBaHHBIX a SSL-mportokone. Cozmanue SSL
16 | mporokose. Co3ganue |KIMSHTOB U CEPBEPOB.
SSL kineHToB u
CEPBEPOB.
[Indposanue u [IudpoBaHre W XAIIUPOBAHHE IAHHBIX, KOHTPOJb JOCTYIA, JETAIbHBIN
17 X3IIMPOBaHUEC JaHHBIX, |AYAMT.

KOHTpPOJIb JOCTYIIA,
JeTaIbHBIA aAyAUT

3ammra 6a3 NaHHBIX, MH(POBAHUE U XAUIMPOBAHUE, KOHTPOJb JOCTYyIA,
JIeTaIbHBIA ay/IHT.

5.2. IlpakTudeckue 3aHATHS

No
pasn

Haumenosanue pasnena
U TEMBI IPAKTUYECKUX
3aHATUU

HanmenoBanwne u COACPIKAHNUEC TPAKTHICCKUX 3aHATHI

Uctopus pa3Butus
METOJIOB 3aIIHTHI
UHpOpMaLUH.
Obecnieuenue cBoiicTBa
uHpOpMaInu:
KOH(PHUICHIIMAIIBHOCTH,
[[EJIOCTHOCTH,
JIOCTYITHOCTH.
Kpunrorpaduueckue
METO/TbI 3aIIUTHI
uHpopmanuu. Metoasl
ACUMMETPUIHOTO U
CUMMETPUYIHOTO
muppoBaHus s
obecrieueHus
KOH(PHUACHITMATBHOCTH
uHpopmanuu. Metoasl
obecrnieueHus
[[ETOCTHOCTH

Hamnmcanwue, oTnanka u BelmogHeHue mporpammsl mudpa Lezaps.
Hanucanue 1 BpINIOJIHEHUE TTPOTPAMMBI.




uHpOpMalUU Ha OCHOBE
aCUMMETPUYHOHU
KpUNTorpaduu.
buomerpuyeckue
METO/BI 3aIIUTHI
uHpopmanuu.

MaremaTuueckue
OJIHOCTOPOHHUE
GYHKIIUY
Kpunrorpaduueckue
xom-QyHkiun. Uctopus
MPUMEHEHHUS XD11-
GyHKIUH. ATTOPATMEBL
BBIUMCIICHUSIX XDIII-
¢yukuuil. Kpurepun
YCTOWYHBOCTH X3III-
GyHKIMNA. Y CTONYMBOCTD
K KOJUTM3HSIM U K
npooOpazamM. AJITOPUTMBI
MessageDigest. Kiacc
MessageDigest, mosist u
METO/IBI.

Hanucanue, oTy1agka u BBIIIOJIHEHUE IIPOTPaMMBbI JalIKECTOB.
Hamnucanve u BpIIIOJIHEHUE IPOrPAMMBIL.

Henocratkn
x3mmpoBanus. Kojsl
ayTeHTU(UKaIUN
COOOIIEHMH,
YCOBEpIIIEHCTBOBABIIINE
X3IIUPOBAHHUE.
Anroputmel MAC:
JITOPUTM T€HEpaluH
KIIFOUEH, alITOPUTM
MIOAINCH, AITOPUTM
npoBepku. OTinune
MAC ot unpoBbIx
noamucer. Kitacc MAC,
I'enepanus kiaroyen,
BBITNIOJTHEHHE U ITPOBEPKA
MAC-kona

Hammcanme, oTiamka MAC-k010B,
HMHUTOBCTABOK COOOIICHUI

Hamnncanue u BpIIIOJIHEHNE IPOTrPAMMBIL.

u BBIITOJIHEHHUEC ImporpaMMaI

CsoiicTBa I poBoit
MOJIHCH: IIEJIOCTHOCTB,
aBTOPCTBO,
HEOTKa3yeMOCTb
COOOIIIEHU.
CummerpuyHas u
ACHMMETpPUYHAS CXeMa
U (pPOBON MOIMUCH.
ANTOPUTMBI,
PUMEHSIEMBIE JUIS
U(POBBIX MOMTUCEH:
anroput™m DSA,
anroput™ RSA u
anroput™m SHA.

Hanucanuwe, oriazka W BBINOJHEHHE MPOrpaMMbl IUGPOBON MOAMHCU
COOOIIIeHNI
Hanucanue 1 BEIOTHEHHUE TPOTPAMMBEIL.




IIpumepsl renepanuun
xirouen. Kitacerr
reHepauuu kiarouen LI,
KJiacc 1udpoBoit
MOAMKCH, TIPUMEHEHUE
KpunTorpaduueckuu
CTOMKOTIO TreHepaTopa
[ICIL.

Tune! KoJUIEKINI
JAHHBIX: MACCHBBHI,
CIIUCKHU, MHOKECTBA,
TaOIUIBI, KAPThI
(oToOpaxkeHus).
AJNropuTMBI 10CTYIA K
00BEKTaM KOJIIEKIUHN: IO
UHJICKCY, TI0 X3III- KOy,
o nepeBy. OOBEKThI
kosuteknmid. [{udpoBeie
MOJIMUCU OOBEKTOB.
Knacc SignedObject,
MO3BOJISIFOIINI CO37aBaTh
MOIMTMCAaHHBIC O0BEKTHI,
peoOpa3oBaHHbIC B
MOCJIEIOBATEIBHYIO
dopmy. Coznanue u
poBepKa MUPPOBBIX
noAmnuceit 00bEKTOB

Hanwcanue, oTiagka W BBINOJHEHHE MPOrpaMMbl HU(POBOM MOAMKHCH
00BEKTOB
Hamnvcanue u BBITOIHEHHE IPOTPAMMBI.

HIudposanue
COOOILIEHUH C OTKPBITHIM
KIIIOYOM T10 aJITOPUTMY
RSA. [locTouHcTBa H
HE/I0CTaTKU
ACHMMETPUYHOTO
mmdposanus. [Ipobiema
HHU3KOW CKOPOCTH
anroput™Ma RSA
[Tpumenenne RSA st
cO3/1aHusl LU(POBBIX
KOHBEPTOB U JIJIS
mr(pPOBaHUS CEAHCOBBIX
Kirouen. Cxe -Ma
M (poBaHUs CEaHCOBBIX
KJIFOYEH C
UCTIOJIb30BaHUEM
meto0B Kinacca Cipher.
Coznianue noToKoB B
nporpamme Java s

Hanmcanue, otnanka u BEIIOTHEHUE IPOTPaMMBI IHU(POBAHUS COOOIIEHHIA C
OTKPBITBIM KJIFOUOM 110 anroputMy RSA
Hanmcanue u BBIITOTHEHHE IPOTPAMMBI.

mudpoBaHus.
ANropuTMbI Hanucanue, oTiagka ¥ BBIIOJHEHUE IMPOrpaMMbl  CUMMETPUYHOIO
CUMMETPUYIHOI'O I_HI/I(l)pOBaHI/IS[ DES, SDES, AES.

mmdposanus DES,
3DES, AES. Anroputm
Blowfish. Anroputmsl

CryaeHThl NMUIIYT, OTJIAKUBAIOT U BHIMOJIHSIOT IPOTPaMMBI 110 TEME 3aHSATHS,
YKa3aHHOM B paznene «TeMa TUCIUIIITUHBD).




kommanuu RSA Security.
Pexumbl 61104HOTO
mudpoBaHus:
«OQJIEKTPOHHAs! KHUTA,
«cueruieHue 0JI0KOB
mUGPOTEKCTaY,
«obpartHasi CBs3b 110
HUPPOTEKCTY» U
«obpaTHas CBs3b 110
BbIXOY». IIpuMeHeHue
BEKTOpa MHULIMATH3AIIH.
AJITOPUTM JOMOJIHEHUS
0JI0KOB B OJIOYHOM
mmdposanuu. Kinaccor
KeyGenerator,
SecretKey,
SecureRandom, Cipher.

KomupoBanue Base-64.
Komuposanue ASCII,
IPEJICTaBICHHE
CHUMBOJIOB 7 OMTOB, 33
YIPABJISIONIMX CHMBOJIA,
MIPEJICTaBICHHE
3ammnQpoOBaHHBIX
naHHbIX. @opmar Base64
VTS IPe00pa3OBaHUS
[IOCIEA0BATEILHOCTH
OaifToB B (hopmar o
OCHOBaHMIO 64,

Hammcanue, oTnagka W BBINIOJIHEHHE MPOTPaMMbl  KOJUPOBAHUS 10
ocHoOBaHuio 64

CTyAeHTHI MUIITYT, OTJIAKUBAIOT U BHITIOJHSIOT POTPAMMBI 110 TEME 3aHSTHS,
yKa3aHHOU B pazzene «Tema AUCIUTUTMHBIY.

IIporokon coriiacoBanus
KITFOYeil KaK MHCTPYMEHT
Java Cryptography
Architecture kmaccom
KeyAgreement.
VYcTaHoBKa OAMHAKOBOTO
KpUNTOrpadguueckoro
KITFOY /17151 HECKOJIBKHUX
CTOpOH 0€3 mepeaaun
CeKpeTHO! MH(pOpMaLuu
MEXy CTOPOHAMH.

HaHI/ICaHI/Ie, OTJIalKa U BBITIOJIHCHUEC TPOTPAMMBI COTJIACOBAHUSA KJII04en
CTy,lIeHTI)I MUIIYT, OTJIAXXUBAIOT U BBIMIOJIHAIOT IIPOTpaMMBbI 11O TEMC 3aHATHUS,
YKa3aHHOﬁ B pa3aciie «Tema JUCHHUITIINHBI».
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XpaHeHNe KIIFOUEH.
XpaHunuue Kioyen
(KeyStore).
HoxymenTtarus JCA,
pazzen
"KeyManagement". API
JUTs1 paOOTHI C
XPAHWIHILIEM KIIIOUEH.

HaHI/IcaHI/Ie, OTJIaAKA U BBIIIOJIHCHHUC HpOFpaMMBI CcorJiaCoOBaHUA K.]'IIO'—ICfI
CTyaeHThI NMUIIYT, OTJIAKUBAIOT U BHIMOJIHSIOT IPOTPAMMBI 110 TEME 3aHSATHS,
YKa3aHHOM B pazneine «TeMa TUCIUTIITAHBD.




CTpyKTypa COKETOB
Windows u kiaccel
coketoB Java. [TpoGiemsr
0€30MMacCHOCTH CETEBBIX

Hanucanue, otnagka v BITOJHEHUE IPOIPAMMBI CETEBOTO B3aUMOIEHCTBUSA
CTyaeHThl MUILYT, OTJIAKUBAIOT U BBIIOJIHAIOT IPOrPaMMBI 110 TEME 3aHATHS,
yKa3aHHOU B paznene «TeMa quCuuniInHb.

11 | kommyHuKanui. Aapeca
1 nopThl. CKaHMpOBaHUE
MOPTOB JIJIs IOMCKA
YSI3BUMOCTEN
KOMIIBIOTEpA.
. Hanucanwue, otnaaka v BHIIIOJHEHUE POTPaMMBbl e TarpaMMHBIX COKETOB
Knaccsl geiitarpaMMHBIX
CTyneHTHI UITYT, OTJIAKUBAIOT U BBITIOJIHSAIOT MIPOTPAMMBI 110 TEME 3aHSTHS,
cokeroB. Co3nanue .
yKa3zaHHOM B paznene «Tema qUCHUILTUHBD.
12 |kIMEeHTOB M cepBEPOB IS
nepeiayn MaKkeToB
JAHHBIX
Hamnucanue, oT/iagka U BBIMTOJTHEHHE TPOTPAMMBbI IIOTOKOBBIX COKETOB.
Kraccpl moToKoBBIX
CTyneHThl MUIIYT, OTJIAKUBAIOT U BBITIOJIHAIOT IIPOTPAMMBI 110 TEME 3aHSTHS,
cokeroB. Co3nnanue .
yKa3aHHOH B pasnene «Tema qUCIUIUTHHBD.
KIIMEHTOB U CEPBEPOB IS
13 nepeiayn IOTOKOB
JAHHBIX.
MHoOronoTo4Hsie
napajuiebHbIE CEPBEPHI.
VenTndukans Hanucanwue, oTnaaka v BHIIOTHEHUE POTPaMMbl UACHTU(DUKAINS KIMEHTOB.
CTyIeHTHI MUIIYT, OTJIAKUBAIOT U BBIITOJIHAIOT MIPOTPAMMBI 110 TEME 3aHSTHS,
KJIMEHTOB. 3aIuTa .
yKa3aHHOMH B paznene «Tema qUCIUITUHBD.
MaKeTOB JIAHHBIX U
14 |wucnonb30BaHUE METOJIOB
ACUMMETPUIHOTO U
CUMMETPUYIHOTO
I ppPOBaHUSI.
Hanucanwe, oTiaaka v BEIMOJIHEHHE IPOrpaMMBbI 00ecTieueHus: 0€30MacHOCTH
15 beszomnacHocTh nepenayn |MOTOKOB JaHHBIX
MMOTOKOB JIAHHBIX CTyneHThI MUIIYT, OTJIAKUBAIOT U BBITIOJIHSAIOT MIPOTPaMMBI 110 TeME 3aHSTHS,
yKa3aHHOMW B paznene «TeMa quCuumInHb.
Wzyuenwne cranmaptoB, |Hammcanue, oTianka v BEITIOJTHEHHE TporpaMMbl SSL-cepBepa
peann3oBaHHbIX a SSL- |CTyneHThI MUITYT, OTJIAKUBAIOT U BBITIOJIHSAIOT MIPOTPaMMBI 110 TeMe 3aHATHS,
16 | mporokoise. Co3nanue |yka3zaHHOM B pa3zjeie «TeMa JUCIUTITHHBD).
SSL kireHToB u
CEPBEPOB.
[Iudposanue u Hanucanwe, oTiajgka W BBIIOJTHCHHE IMPOTPAMMBl COCIWHEHUS ¢ 0a3oi
17 XOIIUPOBAHUE JAHHBIX, |AAHHBIX.

KOHTPOJIb JOCTYTIA,
JIETAJIbHBIA ayJUT

CTYHGHTI)I IMUIIYT, OTJIAXXKUBAIOT U BBIIIOJIHAIOT IMTPOrpaMMBI IO TEME 3aHATHA,
YKaSaHHOﬁ B pa3aciic «Tema JAUCHUITIIIHUHBI).

5.3. CamocrositenpHas paboTta o

OyJaromuxcs

Ne | HaumenoBanwue paznena .
e I ——————— CopepxaHre caMOCTOSITENBHON pabOThHI
VcTopus pasBuTHS HcTous pa3BUTHS METOJIOB 3aIIUTHI HH(POPMAILIUH.
. METO/OB 3allUTHI W3ydeHne NEKIMOHHOTO Marepuana. M3ydeHue UCTOYHUKOB JIMTEPATYpHI,

uH(pOpMaLIUH.
O0ecrieueHue cBoiicTBa

cTaTel, MHTEPHET-PECYPCOB




nHpopmanuu:
KOH(UICHIINATLHOCTH,
LEJIOCTHOCTH,
JOCTYITHOCTH.
Kpunrorpaduueckue
METO/IbI 3aIIUTHI
uH(popManuu. Meroabl
ACUMMETPUYIHOTO U
CUMMETPUYHOTO
mmdpoBaHus A7
o0ecrnieueHus
KOH(UICHIIMATEHOCTH
uH(popManuu. Meroabl
obecrieyeHus
LEIOCTHOCTH
uHpOpMaUU Ha OCHOBE
aCUMMETPUYHON
KpUITOTpaduH.
buomerpuyeckue
METO/TbI 3aIIUTHI
uHpopmanuu.

Martematuueckue
OJTHOCTOPOHHUE
GYHKIMH |
Kpunrorpaduueckue
x3m-¢pyHKIuu. Mcropus
MPUMEHCHUS XOIII-
GbyHKIUH. ATTOPUTMBI
BBIYMCIICHHSIX XOIII-
¢byukuuii. Kpurepun
YCTOMYUBOCTH X3III-
GyHKIUNA. Y CTONYHBOCTD
K KOJUTM3HSIM H K
npooOpazamM. AJITOPUTMBI
MessageDigest. Knacc
MessageDigest, mosst u
METO/BI.

MaremaTnueckue OAHOCTOPOHHHME (DYHKIMM M KpUOTOrpapHUuecKUe XdIii-
GbyHKIHN.

W3yuenne nekunoHHoro Matepuana. IloaroroBka k ynabopatopHoi pabore.
N3yuyeHne nCTOYHUKOB JIUTEPATYPHI, CTATEN, HHTEPHET-PECYPCOB.

Henocratku
xammposanus. Koasl
ayTeHTU(UKALUU
COOOIIIECHUIA,
YCOBEpIIIEHCTBOBABIIINE
X3IIHUPOBAHHUE.
Anroputmel MAC:
AITOPUTM T€HEepaluu
KJIIOUEH, alTOPUTM
MOJTHUCH, AJITOPUTM
nposepku. OTinune
MAC ot uucpoBbix
noamuceit. Kimacc MAC,
I'enepanus kimouei,
BBITIOJTHEHUE U

Pa6ora c nureparypoit
N3yuenne nekunoHHoro Matepuana. IloaroroBka k nabopatopHoit pabore.
N3yueHne nCTOYHMKOB JIUTEPATYPBI, CTATEN, HHTEPHET-PECYPCOB




npoBepka MAC-kona.

CoiicTBa 1dpoBoit
MOJIMUCH: IIEJIOCTHOCTb,
aBTOPCTBO,
HEOTKa3yeMOCTh
COOOIICHUH.
CuMMeTpHuyHas u
aCHMMETpPUYHAS CXeMa
1 (GpOBOM MOJIHUCH.
ANTOpUTMBI,
MIPUMEHSIEMbIE JIJIS
UG POBBIX MOANUCEH:
anroputm DSA,
anroput™ RSA u
anroputm SHA.
IIpumepsl renepanuun
kioue. Kitaceor
reHepauuu kiarouen LI,
Kiacc 1udpoBoit
TIOJIITUCH, IPUMCHCHHE
KpunTorpaguueckuu

CTOMKOTrO TreHepaTopa
[ICTL

PaGora c nureparypoit
N3yuenune neknuonHoro marepuaina. [loaroroBka k yrabopatopHoit padore.
N3yuyeHne NCTOYHUKOB JIUTEPATYPBI, CTATEN, HHTEPHET-PECYPCOB.

Twumrsl KoJuIeKIni
JTAHHBIX: MacCHUBBI,
CIIUCKHU, MHOXKECTBA,
Ta0JINLIbI, KapThI
(oToOpaxkeHus).
ANropuTMBI 10CTYyMA K
00BEKTaM KOJIIEKIMIA: 1O
UHJEKCY, 0 X31I- KONy,
o fiepeBy. OOBEKTHI
kosutekuuid. [{udposie
HOJMHUCH OOBEKTOB.
Knacc SignedObject,
MO3BOJISAIOIINI CO3/1aBaTh
TIOJIIIMCaHHBIE OOBEKTHI,
peoOpa3oBaHHBIE B
MOCJIEI0BATEIbHYIO
dbopmy. Coznanue u
poBepKa HU(GPOBHIX
nojnucei 00bEKTOB

Pabora ¢ nurepatypoit
W3yuenne nekunoHHoro Matepuana. IloaroroBka k ynabopatopHoi pabore.
N3yuyeHne nCTOYHUKOB JIUTEPATYPHI, CTATEN, HHTEPHET-PECYPCOB.

udposanue
COOOIIEHUH C OTKPBITHIM
KITIOYOM TI0 aJITOPUTMY
RSA. [locronHcTBa 1
HEIOCTATKU
ACUMMETPUYHOTO
mdposanus. [Ipobnema
HU3KOW CKOPOCTH
anroputma RSA
[Tpumenenue RSA st
CO3JIaHMS

Pa6ora c nuteparypoit
N3yuenne nekunoHHoro Matepuana. IloaroroBka k naboparopHoi pabore.
N3yueHne nCTOYHUKOB JIUTEPATYPHI, CTATEN, HHTEPHET-PECYPCOB.




U(POBBIX KOHBEPTOB U
JU1s T POBAHUS
CEaHCOBBIX Kitouen. Cxe
-Ma mudpoBaHus
CEaHCOBBIX KIIIOYEH €
UCTIOJIb30BaHUEM
merooB Kiacca Cipher.
Co3aHue MOTOKOB B
nporpamme Java ais

mudpoBanus DES,
3DES, AES. Anroputm
Blowfish. Anropurmsr
kommnanuu RSA Security.
Pexumbl 61104HOTO
mmdpoBaHus:
«OIEKTPOHHAs KHUTA,
«cuernseHue 0JI0KOB
mUGPOTEKCTaY,
«obpartHas CBs3b 1O
UPPOTEKCTY» U
«obpartHas CBs3b 1O
BbIXOAY».[Ipumenenue

BCKTOpAa MHUIHUAJINU3ALNH.

AJ'Il“OpPITM JOIIOJIHCHUA
0JIOKOB B 0JI0YHOM
muppoBanuu. Kiaccer
KeyGenerator,
SecretKey,

SecureRandom, Cipher.

mrdpoBaHus.
Pabota c nmutepatypoii
AJIrOPHTMBI Nzydenne neknuonHoro marepuana. [loaroroBka k nmaboparopHoil paboTe.
CHMMCTPHUIHOTO N3yueHnre NCTOYHUKOB JTUTEPATYPHI, CTATCH, HHTEPHET-PECYPCOB.

Komuposanue ASCII,
MpeJICTaBICHHE
CHUMBOJIOB 7 OMTOB, 33

IpeCTaBICHUE
3aM(ppOBaHHbBIX

U1 IpeoOpa30BaHus

6aiiToB B hopmaT 1o
OCHOBaHUIO 64.

Koauposanue Base-64.

YIIpaBJIAKOIINX CUMBOJIA,

nanabx. @opmar Base64

MIOCJICA0BATCIBbHOCTHU

PaGora c nureparypoit

Java Cryptography

9 .
Architecture xiraccom

KeyAgreement.

IIpoTokoi cornacoBanus
KJIFOYEW KaK MHCTPYMEHT

PaGora c nureparypoit

YcTraHoBKa OIMHAKOBOTO

Nzyuenune nexnmonHoro marepuana. [loaroroBka k y1abopatopHoit pabore.
N3ydyeHne NCTOYHUKOB JIUTEPATYPhI, CTaTEH, HHTEPHET-PECYPCOB.

N3yuenne neknmonHoro marepuana. [loaroroBka k yabopaTtopHoil padorte.
W3ydyeHne NCTOYHUKOB JIUTEPATYPhI, CTaTEH, HHTEPHET-PECYPCOB.




KpUNTOTpapuIecKoro
KJIFOY OJI1 HECKOJIBKUX
CTOpOH 0€3 mepeaaun
CeKpeTHON MH(pOpMaLIuU
MEXy CTOPOHAMH.

XpaHeHne KIIIOYEH.
XpaHWIHIIE KITOUeH

Pabota ¢ nurepatypoit
W3yuenue jnekuuoHHOro Marepuaia. [loarotoBka k jgabopaTtopHoil pabore.

(KeyStore). N3ydyeHne NCTOYHUKOB JIMTEPATYPhI, CTATEH, HHTEPHET-PECYPCOB.
10 Hoxymentarus JCA,
paszznen
"KeyManagement". API
T paboTHI C
XPaHWIHILEM KITIOYei.
Pabota c nmuteparypoii
Crpykrypa cOKeTOB  |M3yueHHe JEKIIMOHHOTO MaTepuaia. [1oaroroBka K JiabopaTopHoii pabore.
Windows u xmaccel  [M3y4eHne MCTOYHMKOB JIMTEPATYPEI, CTATEH, HHTEPHET-PECYPCOB.
cokeroB Java. ITpoGiembr
0€30MaCHOCTH CETEBBIX
11 | kommyHuKanui. Agpeca
1 nopThl. CKaHMpOBaHUE
MOPTOB JJIsl IOUCKA
YA3BUMOCTEN
KOMIIBIOTEpA.
Kiaccel neiitarpaMMHbIX Pabora ¢ murepatypoii N
Nzyuenue neknmonHoro marepuana. [loaroroBka k y1aboparopHoil pabdore.
coxeros. Cospanne N3ydyeHne nCTOYHUKOB JIUTEPATYPbI, CTaTEH, HHTEPHET-PECYPCOB
12 [kIMeHTOB M cepBEPOB IS yi PaTypPL, ’ p peCypeos.
nepeIavyn MaKkeToB
TAHHBIX
K PaGora c nureparypoit
JIaCChI TOTOKOBBIX .
Nzyuenune nexnmonHoro marepuana. [loaroroBka k y1abopatopHoit pabore.
coketoB. Co3znanue .
N3ydyeHne NCTOYHUKOB JIUTEPATYPhI, CTaTel, MHTEPHET-PECYPCOB.
KITUEHTOB U CEPBEPOB ISt
13 nepeIayn MOTOKOB
JTAHHBIX.
MHoronoto4Hsie
napauieNbHbIE CEPBEPHI.

WnenTuduxarus Pabota ¢ nutepatypoit }
KIMEHTOB. 3aImTa N3yuenune JNEeKIMOHHOTO Marepuaa. HOILI:OTOBKa K JabopaTopHO# pabore.
[AKeTOB JAHHBIX 1 N3ydyeHne NCTOYHUKOB JIUTEPATYPhI, CTaTel, HHTEPHET-PECYPCOB.

14 | ucnonb30BaHUE METOIOB
ACUMMETPUYIHOTO U
CUMMETPUYIHOTO
mppoBaHUSL.
PaGora c nureparypoit
15 besomacHoCTE nepenatn N3yuenne neknmonHoro marepuana. [loaroroBka k yrabopatopHoit padorte.
TOTOKOB JaHHEIX W3ydyeHne NCTOYHUKOB JIUTEPATYPhI, CTaTEH, HHTEPHET-PECYPCOB.
Wzyuenue crannaptos, |[logroroBka nokmnana
peam3oBaHHbBIX a SSL- |M3ydeHune JieknumoHHOr0 Matepuaia. [loaroroBka k JrabopaTopHOW padorte.
16 | nporokoine. Coznanue |M3ydeHue HCTOUHMKOB JIUTEPATYPHI, CTATEH, HHTECPHET-PECYPCOB.

SSL kJIUeHTOB U
CEPBEPOB.




17

[udposanue u
XAIIMPOBAHUE JAHHBIX,
KOHTPOJIb JOCTYTIA,
JIETAJIbHBIA ayJUT

PaGora c nureparypoit
N3yuenune neknuonHoro martepuaina. [loaroroBka k yrabopatopHoit padorte.

CryneHTsl M3y4arOT MCTOYHMKHM JINTEPATYpbl, CTaTbU, MHTEPHET-PECYPCHI,
COCTAaBJISIOT OTYETHI.




6. MeTonnyeckue MaTepuaJbl 1JIs1 CAMOCTOATEIbHOI padoThl 00y4AKIIMXCS M0 TUCHUIJIMHE (MOLYJII0)

[IporpamMmmoil AUCHUIUIMHBI IPEAYCMOTPEHO MPOBEACHUE JICKIIMOHHBIX 3aHSITHI, HA KOTOPBIX JAeTCs
OCHOBHOM CHCTEMaTHU3WPOBAHHBIN MaTepuall, U JIabOpaTOPHBIX 3aHATUH, NPEANOJaralluX 3aKperyieHue
M3YYCHHOTO MaTepuasna U (POpMUPOBAHHE Y O0YUAIOMINXCSI HEOOXOAMMBIX 3HAHWUN, YMEHUN U HaBBIKOB. Kpome
TOTO, B@KHEWUIIMM STaloM HW3Y4YeHHs TUCIUIUIMHBI SIBISETCS CaMOCTOsITeNIbHas padoTa 0O0ydaroImUXcs C
MCIOJIb30BAHNUEM BCEX CPEJICTB U BO3MOKHOCTEH COBPEMEHHBIX 00pa30BATEIIbHBIX TEXHOIOTHA.

B 06wem camocTosITensHOM paboThI IO TUCHUILIMHE BKIIOYACTCS CIEAYIOIIEe:

- U3Y4YEHUE TEOPETUUECKUX BOIIPOCOB I10 BCEM TEMaM JIUCLUILIUHBL;

- IOATOTOBKA K JJAOOPATOPHBIM 3aHSATHUSM;

- IOATOTOBKA K TEKYILIEMY KOHTPOJIKO YCIIEBAEMOCTHU CTYAEHTOB;

- IOJrOTOBKA K 3a4€Ty C OLEHKOM.

3a0roM yCIemHOr0 OCBOCHHUS JUCHUILUIMHBI SIBISICTCS 005S3aTE€IhbHOE TOCCIICHHE JICKIIMOHHBIX U
1abopaTOPHBIX 3aHATUN, TaK KaK IPOMYCK OAHOro (TeM Oojee, HECKOJbKUX) 3aHATUH MOXKET OCIIOKHUTH
OCBOEGHUE pa3/esioB Kypca. Ha mabopaTopHBIX 3aHATHIX MaTepUall, U3JI0)KCHHBIN Ha JICKIUAX, 3aKPETUIICTCS PU
BBIITOJIHEHUH 3aJJaHUM.

[Tpuctynas K U3Y4CHHUIO TUCIUIUIHHBIL, 00yJaroneMycsi HeOOX0IUMO B TIEPBYIO OUEPElb 03HAKOMUTHCS
c cogepxanuem PIIJI, a Takke METOOUYECKHMMH YKa3aHUSIMU IO OPraHU3alMU CAMOCTOATEIbHOU paboThl U
MOATOTOBKU K MPAKTUYECKUM 3aHSITHSIM.

[Tpu MOATrOTOBKE K JIEKIIMOHHBIM 3aHATUSAM CTYJIEHTY HEOOXOUMO:

- 0O3HAKOMUTBCS C COOTBETCTBYIOIIEH TEMOM 3aHATHS;

- OCMBICJIUTh KPYT U3y4aeMbIX BOIIPOCOB U JIOTUKY UX PACCMOTPEHUS;

- U3yYUTh PEKOMEHIYEMYI0 paboydeil mMporpaMMoii TUTEPATypy MO JAHHOU TEME.

[Tpu moaroToBke K J1aOOPATOPHBIM 3aHATUSAM U B paMKaX CaMOCTOSITENILHON paboThl MO M3YyUEHUIO
JTUCIUILTAHBI 00yJarOIUMCsT HEOOXO0TUMO:

- NOBTOPUTH 3aKOHCHEKTUPOBAHHBIM Ha JIEKIIMOHHOM 3aHATUU MaTepHall U JOMOJIHUTh €ro ¢ Y4eTOM
PEKOMEHIOBaHHOM 110 TaHHOM TEME JINTEPaTyphI;

- pU CaMOCTOSITEJIbHOM H3YyYEHHHU TEOPETHUECKOW TEMbl CHAENIaThb KOHCHEKT, HCHOIb3Ys
pekomenoBanHbie B PI1J] ncrounukuy;

- BBITIOJTHUTH J1a0OpaTOpHBIE 3aJJaHKs B paMKax U3y4yaeMOU TEMBI;

- OTBETUTh Ha KOHTPOJIbHBIE BOMPOCHI MO TeMe, Hucmnoib3ys marepuansl ®OC, nubo rpynmoBbie
WHJMBUIyaJIbHBIE 33/IaHUs], IOJrOTOBJIEHHBIE NIPENOAABATENIEM;

- IOJTOTOBUTHCS K TIPOBEPOYHON paboTe, MPEeTyCMOTPEHHON B KOHTPOJIBHBIX TOYKAX;

- IOArOTOBUTHCA K IPOMEKYTOYHOM aTTECTALIUH.

Wtorom uzydeHust AUCIUTUIMHBI SBJISETCS 3a4€T C OLIEHKOM. 3a4eT MpoBoAUTCA 1o pacnucanuio. Gopma
MIPOBEJICHUS 3aHIATHUSI MOXKET OBITh YCTHasl, MUCbMEHHAs M B DJEKTPOHHOM Buje. CTyIEHTHI, HE MPOIIEIIINe
aTTECTALNIO, TOJKHBI JINKBUIUPOBATh 3a10JKEHHOCTh B YCTAHOBJIEHHOM IOPSJIKE.

7. OueHo4HbIe MATepPHAJIbI JJsl NMPOBEJCHUS] TEKYILIEero KOHTPOJISI YCIEeBAeMOCTH U TMPOMEKYTOYHOM
aTTecTalMu 00y4aomMXCs N0 JMCUUILIHHE (MOTYJII0)
7.1. IlepeyeHb KOMIETEHIMH ¢ yKa3aHUEM 3TaIloB UX (JOPMHUPOBAHMSI B IIPOLIECCE OCBOEHUS AUCIUTIIINHBI

Konx n HanmeHoBaHue
Ne KoHTponmpyemsie pa3aesnsl JUCHUATIIINHBL N Bun onenounoro
MHJUKATOpa KOHTPOIUPYEMOI

/1 (Momy1s) KOMITETEHIIIT cpencTaa

Uctopus  pa3BuUTHS  METOJIOB  3aIlUThI

UHpOpMaLIUH. Obecneuenue CBOICTBa
uH(pOopMaIuu: KOH(UIEHIINATBHOCTH,
LIEJIOCTHOCTH, JIOCTYITHOCTH.

1 Kpunrorpaduueckue METOJIbI 3aIUThI OITK-2.4, OTTK-3.1 YCTHBIN o1mpoc,
uHpopManuu. MeTonbl aCUMMETPUYHOTO U HalMcaHue MporpaMm
CUMMETPUYHOTO muQpoBaHus TUISE
obecrieueHus KOH(UIEHIINATbHOCTH
uH(pOpMaLUH. Meronsl olecrnieueHus

OECJIIOCTHOCTHU I/IH(I)OpMaI_II/II/I Ha OCHOBC




ACUMMETPUIHON Kpunrtorpadum.
bromerpuyeckue METOJIBI 3aLUTHI
nHGOPMAIAH.

MaremaTHuecKue OAHOCTOPOHHHUE (QYHKIIUU U
kpuntorpaduueckue xsur-gynkuuu. Mcropus
OpUMEHEHHUS  XJII-QYHKIUH.  AJTOPUTMBI
BblUMCICHUSIX  xowm-GpyHkiuil.  Kpurepuu
YCTOMYMBOCTH X3II-PYHKIUH. YCTOHYNBOCTH
K KOJUIM3USAM U K NpooOpazaM. AJTOPUTMBI
MessageDigest. Kinacc MessageDigest, moss u
MCTOJIbI

OIIK-2.4, OIIK-3.1

YCTHBIN o1poc,
HaIMCaHKUe IPOrpaMM

Henocratku X3UIUPOBAHUS. Kongr
ayTeHTU(UKAINH COOOIIEeHUH,
YCOBEPIIICHCTBOBABIIINE XJIIMPOBAHHUE.

Anroputmbl  MAC: anroputm reHepauuu
KJIIOYel, aJIropuT™M MOJIHUCH, aJITOPUTM
npoBepku. Otmuune MAC oT 1udpoBbIX
noanuceir. Kimacc MAC, I'enepanusa kirouei,
BbINOJIHEHHE U ipoBepka MAC- kona.

OIIK-2.4, OIIK-3.1

YCTHBIN o1poc,
HaIMCaHKUe IPOrPaMM

CaoticTBa 1n(ppoBON MOAMKUCH: IIETOCTHOCTD,
aBTOPCTBO, HEOTKAa3yeMOCTh  COOOIICHHUH.
CuMmMeTpuuHass ¥ acUMMETpUYHas cxema
uQpoBon HOJIITHCH. ANTOPUTMBEI,
NpUMEHSIeMbIe  JUIS  TUQPOBBIX TOIIMKUCEH:
anroput™m DSA, anroputm RSA u anroputm
SHA. IIpumepsr renepanuu kirouei. Kmaccol
reHepanuu kmouet III, kmacc uudposoii
HOJIIKCH, TPUMEHEHUE KPUITOTpapUUeCKUU
croiikoro rereparopa [ICII.

OIIK-2.4, OIIK-3.1

YCTHBIN OIIpoc,
HaIKCaHue MPOrpamMm

Tunel KOJUIEKUMK TaHHBIX: MACCUBBI, CIICKH,
MHOECTBA, TaOIHIIbI, KaPThI (OTOOPAKEHMUS ).
AJTOPUTMBI JOCTYTA K 00bEKTaM KOJUICKITHH:
0 MHJAEKCY, MO Xd3II- KOAY, IO JEpeBY.
OO0bexTsl Komnekiuit. L{udpoBble moamucu

00BEKTOB. Knace SignedObject,
MO3BOJIAIONINA  CO37aBaTh  IMOJIMHUCAHHBIC
OOBEKTHI, peoOpa3oBaHHbBIE B

nocnenoBarenbHyto  ¢opmy. CosnaHue
nhorenka MUANORKIX MOANUCEN 0OREKTOR

OIIK-2.4, OIIK-3.1

YCTHBIN o1poc,
HaIlMCaHUe IporpaMm

HIudppoBanre cooOOLIEHUH C  OTKPBITHIM
KirogoM 1o anroputMmy RSA. JloctonHcTBa M
HEJIOCTaTKU aCUMMETPUYHOro IMH(pOBaHUS.
[TpoGitema HU3KOH ckopocTH anroputmMa RSA
[Tpumenenne RSA s co3nanust nudpoBbIX
KOHBEPTOB W /ISl IMU(PPOBAHHUS CEAHCOBBIX
kmoueld. Cxe-ma ImM(pPOBaHUS CEAHCOBBIX
KJIIOYel ¢ WCIOJIb30BaHUEM METOJIOB Kilacca
Cipher. Co3nanue oToKoB B mporpamme Java
JUTs UG POBAHMUS.

OIIK-2.4, OIIK-3.1

YCTHBIN o1poc,
HaIlMCaHUE IIPOrpaMMm

AJNTOPUTMBI  CUMMETPUYHOTO MIM(pOBaHUS
DES, 3DES, AES. Anroputm Blowfish.
Anroputmel  kommanumn  RSA  Security.
Pexxumbl 65109HOTO TIM(PPOBAHMUS:

OIIK-2.4, OIIK-3.1

YCTHBIN o1mpoc,
HAaIllMCAHUE NIPOrPaMM




(OIEKTPOHHAs KHUTA», «CLEIUICHHE OJIOKOB
muppPOTeKCTa»,  «oOpaTHas  CBsA3b IO
mudpoTeKCcTy» U «oOpaTHas CBA3b 110
BeIXOTy».[IpiMeHeHune BEKTOpa
UHUIUMAIN3AIUA.  AJTOPUTM  JIOTIOJTHECHHUS
0siokoB B OsoyHoM muppoBanuu. Kiaccer
KeyGenerator, SecretKey, SecureRandom,
Cipher,

Komuposanue Base-64. Koguposanue ASCII,
npeCTaBjIeHUe CUMBOJIOB 7 ©OutoB, 33
g [|YUPaBISIOIMX  CHMBOIA,  TMPEJCTABICHHE OIK-2.4. OIK-3.1 YCTHBIN orpoc,
samudpoBaHHbIX HaHHBIX. Dopmar Base64 ’ HaIKMCAaHHUE MPOTPaMM
Ui TIpeoOpa3oBaHusl TOCIIEI0BATEIIbHOCTH
OaiiToB B hopMaT 1o ocHOBaHUIO 64.

IIporokonm  cormacoBaHMsi  KIKOYEH  Kak
unctpyment Java Cryptography Architecture

acco KeyAgreement. VYcranoBka Cc 7 OIIpocC
g |Mraccom YAL TaroBK OIIK-2.4, OIIK-3.1 YCTHEIH 1poc,
OJIMHAKOBOTO KPUMNTOrPahUYECKOro KITHOY JIs HaIlMCaHUe MporpaMm
HECKOJIBKMX CTOPOH 0€3 mepenayu CeKpeTHOU
uH(pOpPMaLIUU MEX]Ty CTOPOHAMH.
XpaHeHue Kiroued. XpaHWIMIIE KIOYei
} CTHBIN oIpoc,
10 (KeyStore). J[okymenranuss JCA, pasmen OITK-2.4, OTIK-3.1 y! p

"KeyManagement”. APl nmns pabGoter ¢ HaIlMCaHUe MporpamMm
XPAHUJIUIIEM KIHOYEH.

Crpykrypa cokeroB Windows wu kiaccel
cokeroB Java. IIpobnemsl Oe30macHOCTH
11 |cereBbIX KOMMyHHKamui. Anxpeca ¥ MOPTHI OIIK-2.4, OIIK-3.1
CkaHupOBaHHE  TOPTOB  JUIA  TIOHMCKA
VA3BHMOCTEH KOMITBIOTEPA.

YCTHBIN OIIpoc,
HaIKCaHUE MPOrpamMm

Kunaccel geiirarpamMubix coketoB. Coznanue

12 |kaueHTOB U cepBepoOB IUIs Tepeaavn MaKkeToB OIIK-2.4, OIIK-3.1 YCTHBII Onpoc,
HaNKCaHue MPOrpaMM
JAHHBIX
Knaccel  mortokoBeix cokeroB. Co3maHue
13 |KIMEHTOB M CEPBEPOB TS MEPEsadn MOTOKOB OIMK-2.4. OITK-3.1 YCTHBIH orpoc,
JAHHBIX. MHOTIOIOTOYHbBIE MapajljiebHbIe ’ HalucaHue MporpamMmm
CEPBEPHIL.
WnenTudukanys KIMEHTOB. 3allMTa MaKeTOB
14 |M@HHBIX M HCTIOB30BAHME  METOZOB OITK-2.4, OTIK-3.1 YCTHBIN or1poc,
aCUMMETPUYHOT O U CUMMETPUYHOTO HalnucaHue MporpamMmm
mdpoBaHus.
15 |be3omacHocTh nepenayn MOTOKOB TaHHBIX OIIK-2.4, OIIK-3.1 YCTHbIH onpoc,
HaKMCcaHue MPorpaMm
W3ydenue craHmapToB, pealM30BaHHBIX a YCTHBIN orpoc,
16 |SSL-npotokone. Co3znanne SSL kineHTOB n OIIK-2.4, OIIK-3.1 HamycaHue  Iporpamw,
CEPBEPOB. JIOKJIaJ1
17 HludppoBanre ¥ XSUIMPOBAHUE JAHHBIX, OITK-2.4, OTIK-3.1 yCTHBII OMpOC

KOHTPOJIb JIOCTYIIA, IETATbHBIN ayIuT

18 |Wnas koHTakTHas paboTa OIIK-2.4, OIIK-3.1

19 |3auer c OLEHKON OIIK-2.4, OIIK-3.1

7.2. TUMOBBIE KOHTPOJIbHBIE 3a/IaHUS UM UHBIE MaTepPHaJIbl TEKYIIIETO KOHTPOJIS YCIIEBAeMOCTH, HEOOXOIUMbIE
JUIS OIICHKU 3HAHUI, YMEHHI 1 HaBBIKOB U (MJIN) OIBITA MPO(ecCHOHATbHOMN NeSTENbHOCTH, XapaKTePU3YIOIINUX
sTanbl HopMUPOBAHHS KOMIETEHIUH B IPOIIECCE OCBOCHUS AUCITUTIINHBI




TecToBbIC 3aMaHMs
(U1t TPOBEPKH OCBOCHUS MHAMKATOPOB JocThxkeHus komnerennuii OITK-2.4, OTTK-3.1)

JatiTe onpeneneHue U 00BICHUTE BAKHOCTh TAKUX CBOMCTB MH(popmarun?

* KonduneHmaibHOCTh

* [lenmocTHOCTH

* JIOCTYIIHOCTh

Kaxkue cBoricTBa cBsi3aHbl C HHGOPMAIIMOHHON 0€301acHOCTHIO?

* KonduneHmaibHOCTh

* YpaBisaeMoCTh

* HabnmrogaemocThb

* JlocTyNHOCTh

* [{esiocTHOCTD

* HenocTynHoCTh

dupma TapaHTUPYET 3allUTy WHAUBUIYAJIBbHBIX JaHHBIX CBOMX COTpyAHUKOB. Kakoil Tun
KOH(UIEHIMATBHOCTH MOAepKUuBaeT pupma?

* J100pOBOIIbHYIO KOH(PHICHIIMAILHOCTD - Privacy

* [IpuHYyAUTEBHYIO KOH(PUACHIIMATBHOCTD - SECUrity

» Hanexxnyro konduaenmanpaocts -reliability

* 3aKOHHYIO KOH(pHICHIIHATHLHOCTD — legality

dupma 3ampemaeT COTpyIHUKAM pas3rialiaTth CYIIHOCTh padoThl. Kakoi T KOHPHUIACHINATHLHOCTH
noaaepxxuBaetr pupma?

* HemozikynHyto KOH(pUICHIIMATBHOCTE- INCOrTupt

* 3aKOHHYIO KOH(pHICHIIHATbHOCTE- legality

* J100pOBOIbHYIO KOH(PHICHIIMAILHOCTD - Privacy

* [IpuHYAUTENTBEHYIO KOH(PUACHIIMATBHOCTD - SECUrity

JlanHble ObUTM M3MEHEHBI BO BpeMs XpaHeHHs B 0aze JaHHBIX. Kakoe cBOCTBO mH(pOpMAIK OBLIO
HapyuieHo?

* KorduneHmmaibHOCTh

* JIOCTOBEPHOCTH

* HaGnronaemocThb

* JIOCTYIIHOCTH

* [lennocTHOCTD

e HanexxHocTh

Cepsep 0a3bl TaHHBIX TIEPETPYKEH U HE MOXKET 00CY>KMBaTh KJIMEeHTOB. Kakoe cBolicTBO MHGpOpMAIIIT
HapyuieHo?

* KonduaeHunaaibsHOCTh

* JIOCTOBEPHOCTH

* HaGnronaemocThb

* JIOCTYITHOCTB

* [{ennocTHOCTD

e HanexxHocTh

AJTOPUTM CUMMETPUYHOTO IU(POBAHUS UCHIOIB3YET?

* OZIMH ¥ TOT K€ KITtoY 171 mudpoBaHus u aemudpoBaHus

» Kimtou i1 mmmpoBaHus 1 CHMMETPUYHBIN KITFOY JIJIST ACTIU(POBAHUS

* JIBa pa3HBIX K04 IS IUPPOBaHUS U AT POBAHUS

C Kako# 1EeIbI0 UCIOJIB3YETCA BEKTOP MHUIMATU3AIUN?

* BekTop WHULMANW3AIMU TO3BOJSET TEHEpUPOBaTh OJMHAKOBBIE KIIOYU JUISI CUMMETPUYHOIO
mugppoBaHus

* BexTop MHUIMAIN3AINN TTO3BOJISIET OJTHOBPEMEHHO CMEHUTH KITIOU U ()POBAHUS

* BekTop mHUIIMATN3aIUN SBISIETCS] BTOPBIM KITFOUOM IIH(PPOBAHUS

* BexTop mHUIMANIN3aUN U3MEHSET MU(PPYyeMbIi TEKCT BO n30ex)aHUe MOBTOPA CHMBOJIA

Kakoii u3 anroputMoB obecrnieunBaeT 060siee BHICOKUI YPOBEHb 3alUThl HH(GOpMaIun?

* DES3 -Triple DES

» AES- Advanced Encryption Standard

* DES- Data Encryption Standard



Kaknmu metogamu oOecrieunBarOT CBOMCTBA HHMDOpMAIun?

* KonduneHmaibHOCTh

* [lemocTHOCTD

* JIOCTYIIHOCTH

Kaxkue ncropuueckue mudpsr Ber 3naere?

* [lIudp Le3aps.

¢ [lIudps! nepecTaHOBKU.

* [lIncps! mOACTaHOBKH.

Kakoii u3 Meto10B mudpoBaHus HE MPUBOJIUT K PACIIPOCTAPHEHUIO OMIMOOK MEX Ty Oiokamu?

* CBC -cueruienue 6;10k0B mudporekcra

* ECB-anexTpoHHast KHATA

* CFB-o6patnas cBsi3b 0 MHUPOTEKCTY

* OFB-00patHast CBsI3b 1O BBIBOY

Y 10BIETBOPSET TU KOHTPOJIbHAS CyMMa TpeOOBaHuUs K KpurTorpaduyeckoi xem-(yKaun?

* Jla. Ho TpeGyeTcst 106aBUTh KPUNTOTPAPUIECKYIO COJIb

* Her. ®yHKIMA KOHTPOIBHON CYMMBI BBIYMCIIETCS CIUILIKOM JIOJITO

* Jla ®yHK1IMA KOHTPOIBHON CYMMBI YAOBIETBOPSET BCEM TPEOOBAHUSIM Xell-()yHKIIUU.

» Het. ®yHKINS KOHTPOJIBHOW CyMMBI- HE CTOWKHI TIpooOpa3. MoKHO HAlTH HECKOJIBKO COOOIICHUN,
KOHTPOJIbHASI CyMMa KOTOPBIX COBETYET IaHHOM.

Kakumu cBolicTBaMu o0namaeT xeni-Qyakmus?

* Haznauenue, cBOMCTBA, aITOPUTMBI JAaiiKecTa.

* Yem otnuuarores nampxect 1 MAC-kon

* [TocnenoBaTenbHOCTD NEHCTBUI MPU BRIYUCICHUN AaiKeCTa

* [locnenoBaTenbHOCTD NieicTBUM 1py Bbrurciiennn MAC-koaa

* [{ludposas noanuce

* Ha3nauenue g poBbIx noamnuceit

* [TocnenoBaTenbHOCTH IEHCTBHUI MPU MOTYyYeHUH HU(PPOBOI MOANKCH

* Anroput™mbl UGPOBOI oAnucH

Kakoe yTBepkaenue BepHO?

* JIns1 mpenoTBpalieHys KoUM3ui xem-QyHKIus JoHKHA ObITh KAaK MUHUMYM B J[Ba pa3a 0oJiblIe, YeM
TpeOyeTcst Ui CONPOTUBIECHUS IPOOOpazy

* Jlyist comocTaBiieHust TpooOpaszy Xeur-QyHKIHs J0JKHA ObITh KAK MUHUMYM B JIBa pa3a OoJIbIlle, 4eM
TpeOyeTcst Ul peJoTBpaIlleH s KOJUTU3UH.

* JInst mpenoTBpallieHus KOJTU3UN Xe-QyHKIMS TOJIKHA ObITh BHIYMCIIEH ITYTEM JIEJICHUSI TOJIMPOMOB.

* Jlns mpeaoTBpallieHus KOJUTH3UH Xenl-()yHKITUS JOJKHA ObITh BEIYHUCIICHA ITyTeM JIETICHUS TI0 MOTYJIIO.

Kakwue cBoiicTBa aJlrOPUTMOB XEIIMPOBAHS UMEIOT Ba)KHOE 3HaUeHUe?

* PazpsimHOCTh Xenr-pyHKIun

* BriuncnurenbHas CI0)KHOCTD aIrOpUTMa

* CeKpeTHOCTh aITOPUTMA BHIYUCICHUS XelI-QYHKIINH

* O0OpaTUMOCTh aJIrOPUTMA BBIYUCIIEHUS XEII-(PYHKIMH

Korna npumensiercs xem-QyHKus?

* [Ipu co3mannu mUppPOB C OTKPHITHIM KITFOYOM.

* [Ipu co31aHUN CHMMETPUYHBIX IU(PPOB C CEKPETHBIM KIIHOUOM

* [Ipu mocTpoeHNH YHUKATBHBIX WACHTU(DUKATOPOB /IS TAaHHBIX

* [Ipu BBIYMCIIEHUH KOHTPOJBHBIX CYMM JaHHBIX(CUTHAJA) AJs MOCIEAYIONMEro OOHAPYKEHUSI B HHUX
OImuO0K

* [Ipu coxpaneHuH naposieil B CUCTeMax 3allUThl B BHJIE XEII-KOAA.

7.3. Cucrema OLIEHUBAaHMS PE3yJibTATOB OOYYEHHS MO AMCLUUIUIMHE (MOAYIIO) MPU MPOBEACHUU TEKYIIETO
KOHTPOJISl YCIIEBAEMOCTHU



OLIEHKA «OTIAYHO)
(3auTeHO)

3HAHUS:
- CUCTEMaTU3UPOBaHHbIE, TTyOOKHE U MOJIHbIE 3HAHUS 110 BCEM pa3jesiaMm
JUCLUTUIMHBL, @ TAKXKE 110 OCHOBHBIM BOIIPOCAM, BBIXOISIINM 3a Mpeaesibl yueOHOM
IPOrpaMMBl;

- TOYHOE HCII0JIb30BaHHE HAYYHOH TEPMHUHOJIOTUH, CUCTEMAaTHUECKU TPAMOTHOE U
JIOTUYECKH MPaBUIbHOE U3JI0’KEHUE OTBETA Ha BOIIPOCHI;

- IOJTHOE ¥ IIyOOKO€ YCBOCHHE OCHOBHOM M JOMOJHHUTEIBHOM JTUTEPaTypHl,
PEKOMEHI0BaHHOM paboueil MporpaMMoil Mo AUCUUILTHHE (MOIYIIIO)

YMEHHUS:

- YMEET OPUEHTUPOBATHCS B TEOPHUSIX, KOHIETIIUAX U HAIIPABICHUSAX AUCHUIUINHBI 1
JaBaTh UM KPUTUYECKYIO OLIEHKY, UCIIOJIb3Yys Hay4HbIE IOCTHXKEHUS APYTUX
JTUCLUTUTMH

HaBBIKU:

- BBICOKUH YpOBEHb C(HOPMUPOBAHHOCTH 3asIBICHHBIX B paboyeil mporpamMme
KOMIIETCHIIN;

- BJIaJIeeT HAaBBIKAMU CAMOCTOSTENILHO U TBOPUYECKH PEIIATh CIOKHBIE TPOOIIEMBI U
HECTaH/IapTHBIE CUTYaIUH;

- IPUMEHSET TEOPETUYECKHIE 3HAHUS [T BEIOOpA METOIMKHY BBITTOJHEHHS 3aJaHUN;
- FPaMOTHO 00OCHOBBIBAET X0/ PEIICHUS 33/1aY;

- 0e3ymnpevHo BiIaieeT HHCTPYMEHTAPUEM YIeOHOUM TUCIUTUIMHEI, YMCHHE €T0

3¢ (heKTUBHO UCIIONBF30BATh B TOCTAHOBKE HAYYHBIX M MPAKTUYECKUX 33]1aY;

- TBOpYECKasi CAMOCTOSTENIbHAS paboTa Ha
MPAKTUYECKUX/CEMUHAPCKUX/Ta00PATOPHBIX 3aHITUSX, AKTUBHO YUaCTBYET B
TPYIIIOBBIX 00CYKICHUSAX, BEICOKUH YPOBEHD KYJIBTYpPhI UCIIOJTHEHUS 3a1aHUH

Or1eHKa «XOpOIIo»
(3auTeHo)

3HAHUS:

- IOCTaTOYHO IOJIHBIE M CUCTEMAaTHU3NPOBAHHBIC 3HAHUS 110 AUCIUILINHE;

- YCBOEGHHUE OCHOBHOM U JIONOJHUTEIBHOM JIUTEPATYPbl, PEKOMEHIOBAaHHOM paboueit
IPOrpaMMOil 1O AUCHUILIMHE (MOYIIIO)

YMEHUS:

- YMEET OPUEHTHPOBATHCS B OCHOBHBIX TEOPHUSX, KOHIICTIIIUSAX U HAITPABICHUIX
JUCLUIUIMHBL U 1aBaTh UM KPUTUYECKYIO OLIEHKY;

- UCTIOJIB3YyeT HAYYHYIO0 TEPMUHOJIOTHIO, TMHTBUCTHYECKH U JIOTUYECKH TPABUIHHO
u3jaraeT OTBETHI Ha BOIIPOCHI, YMEET JejaTh 000CHOBaHHbIE BBIBOIBI;

- BJIaJIe€T MHCTPYMEHTApUEM I10 TUCIHUIUIMHE, YMEHHE €T0 UCIOIb30BaTh B
MOCTAaHOBKE U PEIIEHUH HayYHBIX U MPOQeCcCHOHANbHBIX 3a7a4

HaBBIKH:

- CaMOCTOsATEJIbHAs paboTa Ha MPAKTUYECKUX 3aHATUAX, YIaCTUE B IPYMIIOBBIX
00CYX/IEHUSX, BBICOKUI YPOBEHb KYIIbTYPBI UCTIOTHEHUS 3a/1aHUI;

- CPeJHUI ypOBEHb CPOPMHUPOBAHHOCTH 3asBJIEHHBIX B paboueil mporpamme
KOMIICTCHITU;

- 0e3 3aTpyJHEeHUH BBIOUPACT CTAaHIAPTHYIO METOUKY BBITNOJIHEHUS 3a/1aHuUl;

- 000CHOBBIBAET XO/JI PEIICHUs 33134 0e3 3aTpyIHEHHUHA




Onenka 3HAHUS:

«YZOBJIETBOPUTEIBHO - TOCTaTOYHBIM MUHUMAJIbHBIA 00BEM 3HAHUI 110 AUCLHUIIINHE;

(3auTeHoO) - YCBOEHHE OCHOBHOH JINTEpaTypbl, PEKOMEHI0BaHHON pabodell mporpaMMoii;

- UCTIOJIb30BAHNE HAYYHON TEPMHUHOJIOTUH, CTUIMCTUYECKOE U JIOTHYECKOE
U3JI0’KEHHE OTBETA Ha BOIIPOCHI, YMEHHE JIETIaTh BBIBOBI 0€3 CYIECTBEHHBIX
OIInO0K

YMEHHUS:

- YMEET OPUEHTUPOBATHCA B OCHOBHBIX TEOPUSX, KOHLEIHUAX U HAIIPABIECHUAX 110
JUCLUILJIMHE U AaBaTh UM OLICHKY;

- BJIaJICET UHCTPYMEHTApUEM y4EOHOHN NUCLIUILIIMHBI, YMEHUE €T0 UCII0JIb30BaTh B
PELICHUH TUIOBBIX 3a/]a4;

- YMeeT I10J1 pyKOBOJACTBOM IIPENOAaBaTess pellaTh CTaHJapTHBIC 3a1a4u
HaBbIKH:

- paboTa 1noj pyKOBOJCTBOM IIPENOJABATENs Ha IPAKTUUECKUX 3aHATUSAX,
JIOIIyCTUMBIN YPOBEHb KYJIbTYPbl UCIIOJIHEHUS 3aJaHUI;

- IOCTaTOYHBI MUHUMAJIbHBIN YPOBEHb C(OPMUPOBAHHOCTH 3asBJICHHBIX B
paboueli mporpaMme KOMITETSHIIHH;

- HCIIBITHIBAET 3aTPYAHEHUS TP 0OOCHOBAHUH AJITOPUTMA BHIIIOJIHEHUS 3a1aHU

Orenka 3HAHUA:

«HEY/IOBJIETBOPUTENIHO» (- (parMeHTapHbIE 3HAHUSI 110 AUCLUILINHE;

(HE 3a4TEeHO) - OTKa3 OT OTBeTa (BBINOJHECHUS MMCbMEHHON paboThI);

- 3HaHHME OT/IEJIbHBIX UCTOUHHUKOB, PEKOMEHIOBaHHbBIX paboyeil mporpaMMoi no
JTUCITUTLINHE;

YMCHUSI:

- HE yMeeT UCMOIb30BaTh HAYYHYIO TEPMHUHOJIOTHIO;

- HaJu4uue rpyObIX OmnO0K

HABBIKU:

- HU3KUH YPOBEHb KYJIBTYPBI HCIIOJTHEHUS 3a/1aHUI;

- HU3KUH YpOBEHb C(hOPMHUPOBAHHOCTH 3asBICHHBIX B paboueil mporpamme
KOMIIETEHITHIA;

- OTCYTCTBHUE HaBBIKOB CAMOCTOSITEILHON pabOTHI;

- HE MOKET 000CHOBATh AJITOPUTM BBINIOJIHEHUS 3aJaHUI

7.4. Teopernyeckue BOMPOCHl W MPAKTUYECKHE 3aJaHUs s IPOBEIACHHS IPOMEXKYTOUHOM arrectaluuu
o0yyaromuxcs, HeoOXOAUMBbIE JUIsl OLIEHKU 3HAHUM, YMEHUI M HaBBIKOB U (WJIM) OMbITa MPO(ecCHOHATBHOM
NESTeIbHOCTH,  XapaKTepU3YIOLUX JTanbl  (OpPMHpPOBaHHUS KOMIIETEHIIMM B  Mpolecce OCBOCHHS
00pa3zoBaTeNbHON POTrPAMMBI

7.4.1. TeopeTudeckue BONPOCH Il IPOBEIEHUS IPOMEXYTOUHOM aTTecTallui 00yJaronXCst
1. CoiicTBa unpopmanuu. Mcropuueckue mudpel nepecTaHOBKU U MOJICTAHOBKH.

. Jlal/pKecThl: alropuTMBbl U IPUMEHEHUE.

. MAC-koz: anropuTMbl ¥ IpUMEHEHHE.

. lludppossie noanucu: anropuTMsl U npuMenenue. Kiroun ams uu@poBbIX Mo mucen.

. Cummerpuunoe mudposanue. Tunsl mudpos. ['enepanus kitoyeil.

. Ocob6ennoctu ASCII-xonoB. Koguposanne Base-64. Ocobennoctu ASCII-komo0B.

. llludposanue Ha 6a3e naposns. Haznauenue.

. Ilepenaua nanupix B UDP-naketax Mex1y KIMEHTOM U CEPBEPOM.

. CkaHMpOBaHUE MOPTOB.

10. Ilepenaua nanubix B TCP-cermeHTax Mex 1y KIIMEHTOM U CEPBEPOM.

11. 3amuIneHHble COKETHI.

12. O6paboTka HucKItoYeHUH 1 nHpopmarus 00 omroKax.

13. IToroku BBO/1a-BhIBOIa. HU3KOYPOBHEBBIE TOTOKH.

14. [otoku BBOJ1a-BbIBOJIAa. BEICOKOYPOBHEBbIE TOTOKH.

15. Knaccel KoJuIeKnuid Ha java.

16. Monudukatops! private & friendly & protected & public

17. CnBUTOBBIE OTIEpallMU B java.

O 0 1IN DN b Wi



7.4.2. IIpakTryeckue 3aJaHus 1JIs1 IPOBEICHHS TPOMEKYTOUHOM aTTecTalli 00yJaroIuXcs

3amanue 1. Hanucates mporpammy mo peanmsaiuu mudpa Llezaps na Java

[enb: Hammucats mporpamMmmy Ha Java, kotopas mudpyer U pacuudpoBBIBAET TEKCT C UCIIOJIb30BAHUEM
Metoja mudpa Llesaps.

Bxonaueie nanHwule:

ITonb30BaTenbCKUI TEKCT

3HavyeHue CIBUTA IS Ipoliecca udpoBaHus/ nemnpoBaHus

BxonHble naHHble:

3amm@poBaHHBIH/pacInPPOBAHHBIA TEKCT

TpebGoBanus:

[TporpaMma ToJKHA MIPEITIOKUTE MOJIB30BATEII0 BBECTH TEKCT, KOTOPBIA OH XOUYeT 3amudpoBarh Win
pacudpoBaTh.

[IporpamMmma JnoMKHA TIO3BOJISATH IMOJIB30BATEII0 BBOJWTH 3HAYCHHWE CIBUTA JUJIs  Ipoliecca
mudpoBaHus/ nemuGpoBaHuUs.

B nporpamme noyKHBI OBITH ONMIWY IS IIH(PPOBAHUS U eI PPOBAHUS

[Tporpamma gomkHa 0TOOpaxarth 3amudpoBaHHBIN/pacin(hPOBAHHBIN TEKCT

IIpumep:

Bgenurte texer: Hello World

BBenure 3Hauenue casura: 3

[udpoBars i pacmmdposeiBats? (ILI/P): 11

3amm¢ppoBannbiii Tekct: Khoor Zruog

Beeaure Texct: Khoor Zruog

BBenure 3nauenue casura: 3

[udpoBare wiu pacmmdposeiBath? (LLI/P): P

Pacmmdposannsiii Texct: Hello World

3ananue 2. 3agava: HamucaTths mporpammy mo co3aHuIo AaikecTa cooOmeHuii Java

[{enb: peanu3oBaTh MporpaMMmy Ha Java, KOTopas Co3/aeT JaiKecT COOOIIeHHs U3 BXOJHOIO TEKCTa,
WCTIOJIB3YS BEIOPAHHBIN aJITOPUTM X EIITHPOBAHUS.

BxonHble naHHbBIE:

ITonb30BaTENBCKUM TEKCT

BrixoaHble 1aHHBIE:

Jaiipkect cooO1IeHnst BXOHOTO TEKCTa B MIECTHAAATEpUIHOM dopmare

TpeGoBanus:

[IporpaMMa JODKHA TPEIUIOKHUTH TOJIH30BATENIO BBECTH TEKCT, JJISI KOTOPOTO OH XOYET CO3/1aTh
JalIKECT COOOIICHHUS.

[TporpaMma JT0JKHA ITO3BOJISTE ITOJTH30BATEIIO BEIOUPATH KEJIAEMBbI aTOPUTM Jal[KecTa COOOIIECHUS
U3 CIIUCKA JOCTYIHBIX aIrOPUTMOB.

[TporpamMmma m0KHA OTOOpakaTh JAHPKECT COOOIIECHUS BXOJHOTO TEKCTa B IIECTHAAIATCPUIHOM
dopmare.

3aganue 3. Hamucars nporpamMmy Berurcienuss MAC-koza (message authentication code) va Java:

3anaua: [Iporpamma pacuera MAC-koxna Ha Java

[enb: peasm3oBath mporpammy Ha Java, kotopas Beraucisier MAC (ko ayTeHTH(PHUKAITAN COOOIICHIS )
IS 33JJAaHHOTO COOOIIEHMS, UCTIONB3YS YKa3aHHYIO Xell-(yHKIIUIO.

BxonHbie naHHbIe:

[Tonp3oBarenbekoe coolIIeHne

Kemaemast xom-pynknus (Hanpumep, SHA-256, MDS u 1. 11.)

BrixosnHble qaHHBIE:

MAC-xoxa 11 TaHHOTO COOOIIEHMUS

TpeboBanus:

[IporpamMa [OKHA TPENJIOKHUTH TIOIH30BATENI0 BBECTH COOOIIEHHUE, IS KOTOPOTO OH XO4YeT
paccuntats MAC-koz.

[Iporpamma momKHA MO3BOJIATH TMOJIH30BATEII0 BHIOMPATh HYKHYIO XeII-(QYHKIIUIO U3 CIHCKA YacTO



[Iporpamma gomxHa 0To0pa3uTh paccuntanublii MAC-koa

ITpumep:

Beenute coobmenune: This is a test message.

JocTynHble X31-(yHKINN:

1. SHA-256

2. MD5

Bri6epure xam-gynkiuto (1 wim 2): 1

Pacuernsiit MAC-kox: fc75f0bbd34dc05a7f6f47ch6a7a638cc8e7d1118¢9a6f9b1d08ddb7d6b9980a

3ananue 4. HanmcaTth nporpaMmy mporpaMMy BBIYHCIICHUS [H(POBOI momucy Ha Java

3anmauva: [Iporpamma pacuera udpoBoit moanucy Ha Java

Llens: Hamumcatp mporpamMmy Ha Java, KOTOpas BBIYHCISET IU(PPOBYIO TOIIMHCH ISl 33JaHHOTO
COOOIIECHUS, UCIIONB3YS 3aIJaHHBIN aJTOPUTM IIHU(PPOBAHUS.

BxoHble naHHbBIE:

[Tonp30BaTenbekoe cOoOIIeHNE

Kenaemsrit anroputm mudposanus (Hanpumep, RSA, DSA u . 1.)

3aKpBITHINA KITFOY [T TOIHCH

BbixoiHbIC TaHHBIE:

[ludposast mOAUCH I JAHHOTO COOOIICHHS

TpeboBanus:

[IporpamMa [OMKHA TPENJIOKHUTH TIOJB30BATENI0 BBECTH COOOIIEHHE, IUIsI KOTOPOTO OH XOYeT
paccuuTath U(GPOBYIO MOIIHKCE.

[Tporpamma 10KHA MTO3BOJISTH OIB30BATENIO BEIOMPATH )KETAEMBbIi arOpUTM MIM(POBAHUS U3 CITUCKA
4acTO HCIOIb3YEMBIX anropuTtMoB (Hanpumep, RSA, DSA u T. 1.).

[Tporpamma momxkHa ucmoib3oBaTh Java Cryptography API (mampumep, java.security.Signature) s
BBITOJIHEHUS BBIYHUCIICHUS TIOJITHCH.

[Tporpamma nomKHa 0TOOpaXaTh paCCUUTAHHYIO LIM(PPOBYIO MOANKCH

[Tpumep:

Beenure coobmenue: This is a test message.

JlocTymHbIe anropuTMbl MHU(POBAHUS:

1. RSA

2. DSA

Bribepure anroputm mmdposanus (1 or 2): 1

BeenuTe private key: 1234567890abcdef

[udposas moxmuce: efcdab90987654321

3ananue 5.Hanucary [Iporpamma mmdpoBaHus ¢ OTKPHITHIM KIIOYOM Ha Java

3anayva: [Iporpamma mugpoBaHus ¢ OTKPHITHIM KIHOYOM

[lenb: peanuzoBaTh MporpaMMmy Ha Java, KOTOpas HCIOJIb3YeT OTKPBITHIM KIFOY ISl IIH(ppPOBaHUS
COOOMICHUSI M IPYTYIO MPOrpaMMy, HCIIOJB3YIOIIYIO 3aKPBITHIN KIIIOY U pacuim(poBKHU 3amuppoBaHHOTO
COOOLICHHUS.

Bxonnbie nanHbie:

[Tonp3oBarenbekoe coolIIeHne

OTKpBITHIN KITIOY U1 HTU(PPOBaHUS

3aKpBITHIN KITFOY 7S paCIIU(PPOBKH

BrixogHble TaHHBIE:

3ammudpoBaHHOE COOOIIEHNE

PacmmdpoBannoe coobrieHmne

TpeboBanus:

[TporpamMma 10IKHA IPEUIOKUTH MTOJIE30BATEI0 BBECTH COOOIICHUE, KOTOPOE OH X0UeT 3am(ppoBaTh.

[Mporpamma nosmkHa ucnonb3oBaTh Java Cryptography APl (mampumep, java.security.Cipher) ans
BBITTOJTHEHUS IMU(PPOBAHUS C OTKPHITBIM KITFOUOM.

3amu@poBaHHOE COOOIIEHUE JOIKHO OBITH COXPAHEHO B (ailn

Beeaute coobmenue: This is a test message.

Beenute public key: abcdef1234567890

3ammdpoBanHoe coodmieHue: qwerty0987654321



Pacmdpoannoe coobmenue: This is a test message.
3ananue 6. [IporpaMMa CUMMETPUYHOTO MU(PPOBAHUS
3amanwne 7. [Iporpamma Base-64 koaupoBanms
3ananue 8. IIporpamma xpaHeHUs KiIro4en

3amanwne 9. [Iporpamma mmdpoaHus Ha 6a3e maposs
3ananue 10. [IporpaMma KIHMEHTCKOTO COKETa
3aganue 11. [IporpamMmma cepBepHOTO COKETa

3anmanue 12. [Iporpamma 6€30macHOTO KIIMEHTCKOTO COKETa
3amanwue 13. [IporpamMma 6€30MacHOTO KIMEHTCKOTO COKETa

3ananue 14. IIporpamma, BeinonHstomas SSL npoTokoi

7.4.3. IlpumMepHbIe TEMBI KypCcOBOM paboThI (TIpoeKTa) (MIPY HATUIUHN )
KypcoBsie paboThI (IPOEKTHI) YIEOHBIM IIJIAHOM HE MPETyCMOTPEHBI

7.5. MeToaudeckue MaTepHalibl, ONPECIIIOMNE MPOICAYPhl OIICHUBAHUS 3HAHUM, YMEHHA, HABBIKOB U (VI )
OTIBITa MPOPECCHOHANTBHON EATEeILHOCTH, XapaKTEPU3YIOIIUE 3TANbl ((OPMUPOBAHUS KOMIICTCHIIUN
[Tpouilenypa mnpoBeACHHUS TMPOMEKYTOYHOW AaTTECTAlMM M TEKYHMIEr0 KOHTPOJS YyCIEBaeMOCTH
pEeriIaMeHTHPYETCS JIOKAIbHBIM HOPMATUBHBIM aKTOM, ONPEICIISIONINM MOPSIOK OpraHU3aIlid U IPOBEICHHS
TEKYIIIET0 KOHTPOJIS YCIIEBAEMOCTH U IPOMEKYTOUHOM aTTECTAIIMH 00YJIAFOIIHXCS.
[Tpoueaypa oneHuBaHUus (POPMHUPOBAHUSA KOMIICTCHIIMA IPH IPOBEACHUH TEKYIIEr0 KOHTPOJIS
MpUBE/ICHA B 1. 7.2.
THUIOBBIE KOHTPOJIbHBIC 3a/IaHUs WM HHbIE MaTEPHAJIbI TEKYIIEr0 KOHTPOJIS MPUBEACHBI B 1. 7.3.
[TpomMexxyTodHast aTTeCTAIMS 10 TUCITUTUIMHE TPOBOJAUTCS B (DOpME 3aueTa ¢ OI[CHKOM.
3ader MpoBOAUTCS B opMe coOeceTI0BaHMS.

7.6. Kputepun onieHuBaHus cOOPMUPOBAHHOCTHA KOMITIETSHIIUI MPU MPOBEACHUHU MPOMEKYTOUYHOMN aTTeCTallu

Kpurepun
OLICHUBAHMS

YpoBEHb OCBOCHHUSI M OLICHKA

OreHka Ornenka
«HEYJIOBIIETBOPHUTENb | «ym0oBIeTBOpUTENBH | OLIEHKA «XOPOIIO» O1eHKa «OTIUYHOY
HOY oy
«HE 3a4TCHO» «3a4TCHOY
VYpoBeHb ocBOeHHSI | YpPOBEHb OCBOEHUS | YPOBEHb OCBOEHUS YpoBeHb OCBOEHUS
KOMIIETECHITUH KOMITIETCHITUN KOMIICTECHIUH KOMIIETCHITUN
«HEIOCTATOYHBIN. «IOPOTOBBIN». «MPOABUHYTHIN. «BBICOKHI.
Kommereniiun He Kommerenmn Kommerenun Kommerenmn
c(hOpMHUPOBAHBI. c(hOpMHUPOBAHEI. chopMUpPOBaHbL.  [copmMupoBaHbl. 3HAHUS
3Hanus oTcyTcTBYIOT, |  CdopMHUpOBaHbI 3HaHus OOIIMpPHBIC, | ApTYMEHTHPOBAHHBIE,

YMEHHUS U HABBIKU HE
chopMuUpOBaHBI

0a30BbIe CTPYKTYPbI
3HAaHUU. Y MEHUs
(bparMeHTapHbl U
HOCSIT
PENPOAYKTUBHBIN
Xapakrep.
JlemoHCTpUpYyETCS
HU3KHH YPOBEHb
CaMOCTOSITEIBHOCTH
MIPAKTUYECKOIO
HaBBIKA.

CHCTEMHBIE. Y MEHHUS
HOCAT
PENpOAYKTUBHBIN
XapakTep,
MPUMEHSIOTCS K
PELIEHHUIO TUITOBBIX
3aJaHuN.
JeMoHCcTpHpyeTcs
JIOCTaTOYHBIN
YPOBEHb
CaMOCTOSITEIIBHOCTH
YCTOMYUBOTO
MPAaKTUYECKOTO
HAaBBIKA.

BCECTOPOHHHUE. Y MEHHUS
YCHELIHO NMPUMEHSIOTCS
K PEIIECHUIO KaK
TUIOBBIX, TaK U
HECTaHIapTHBIX
TBOPYECKUX 3aIaHUH.
JemoHcTpupyeTcs
BBICOKHI YPOBEHb
CaMOCTOSITENIBHOCTH,
BBICOKAsI aJalTUBHOCTD
MIPaKTUYECKOTO HAaBbIKA




Ob6yuatonmiics OO6yuarommiics OOyuarommiics Ob6yuatonmiics

JIEMOHCTPUPYET: JIEMOHCTPHUPYET: JIEMOHCTPUPYET: JTEMOHCTPUPYET:
-CYILIECTBEHHbIE -3HAHHS -3HaHUE U -r1y0oKue,
po0esIbl B 3HAHUAX TEOPETUYECKOTO NOHNMAaHNE BCECTOPOHHHE U
y4eOHOro Marepuana; Marepuana; OCHOBHBIX BOIIPOCOB | apryMEHTHPOBAHHBIC
-JI0ITYCKaKTCS -HEIMOJIHBIE OTBETHI | KOHTPOJHUPYEMOIO | 3HAHHUS HPOTrPaMMHOTO
MPUHIUIAATIBHBIE Ha OCHOBHBIC o0BeMa MaTepuala;
OIIUOKH IMPU OTBETE HA| BOIIPOCHI, OLTUOKH B MIPOTPaMMHOTO -TI0JIHOE TOHUMAaHUE
OCHOBHBIE BOIPOCHI OTBETE, Marepuana; CYIIHOCTH U
ouiera, OTCyTCTBYET HEI0CTAaTOYHOC - 3HAHHSA B3aMMOCBSI3U
3HaHWE U NIOHNMAaHUE IMOHUMAaHHE TEOPETUYECKOTO paccMaTpUBaEMBbIX
OCHOBHBIX ITOHATHH U CYIIHOCTH Marepuaia MIPOLIECCOB U SBJICHU,
KaTeropuii; H3JIaraeMbIX -CIIOCOOHOCTE TOYHOE 3HAHNE
-HCIIOHUMAaHUE BOIIPOCOB; yCTaHaBJIUBATh U OCHOBHBIX ITIOHATHH, B
CYIIHOCTH -HEYBEpPEHHbIC U 00BACHATH CBS3b paMKax 00CyX)IaeMbIX
3HaHUA JOTIOJIHUTEIIBHBIX | HETOYHBIE OTBETHI HA | IPAKTUKHU U TEOPHH, 3aJaHUM;
BOIIPOCOB B paMKax JIOTIOTHHUTEIILHBIC BBISABJIATH -CIIOCOOHOCTh
3aJlaHui OnIera. BOITPOCHI. POTUBOPEYUS, yCTaHaBIIMBATh U
poOJIeMBI U 00BACHATH CBS3b
TEHIEHIIUN MIPaKTUKU U TEOPUH,
pPa3BUTHUS; -JIOTHYECKH
-IIPaBUJIbHBIC U IIOCJIEIOBATEIIbHEIC,
KOHKpPETHBIE, 0e3 CoJIepKaTelIbHBIC,
rpyObIX OIIKOOK, KOHKPETHBIE U
OTBETHI HA HCUYEpIbIBAIOIIUE
IIOCTaBJICHHEIC OTBETHI HA BCE 3aJaHUs
BOIIPOCHI. ouiera, a TaKXKe
JIOITOJTHUTCILHBIC

BOIIPOCKHI 5K3aMEHaTOopa.

[Tpu BbIOTHEHUU Obyuarommiicst OObyuaromuiics Obyyaromuiics
MPAKTUYECKOTO BBITIOJTHIII BBITTOTHII MPABHJILHO BBITTOJTHUI
3a/1aHus Owrera MTPAKTUIECKOE MIPAKTHIECKOE MIPAKTUIECKOE 3a]JaHUE
oOyuaromuiics 3aanue oumera ¢ 3ajaHue OumneTa ¢ ounera. [Tokazan

MIPOJICMOHCTPHPOBA | CYIIICCTBEHHBIMU HEOOIBITMH OTJIUYHBIC YMEHUS B
HEJ0CTATOYHBIH HETOYHOCTSMH. HETOYHOCTSIMHU. paMKax OCBOCHHOTO
YPOBEHb YMEHUH. Homyckarorcst [Tokazan xopomme | yuyeOHOTO MaTepuaa.
[IpakTnueckue OIIMOKHU B yMeHHs B paMKkax | Permaer mpennosxeHHbIE
3a/1aHus HE COJIEp’)KaHUHU OTBETA OCBOCHHOTO MPAKTUICCKHEC 3a/TaHus
BBITIOJTHEHBI U peleHun yueOHOro MaTepuania. 6e3 omnbok
YMCHHA OO6yyaromuiicst He MPAKTUYECKUX [IpennoxeHHbIE OTBeTHI1 Ha BCe
OTBEUAET Ha BOMPOCHI 3a/laHui. MPAKTUYECKHE JIOTIOTHUTEJIbHBIE
owtera mpu [Tpu oTBeTax Ha 3aJIaHUs PEIICHBI C BOTIPOCHI.
JIOTIOTHUTEITHHBIX JOTIOTHUTETLHBIC HEOOTBIINMH
HABOJISAIIUX BOITPOCAX BOIIPOCHI OBLIIO HETOYHOCTSIMH.
MpernoaBaTes. JIOTYIIIEHO MHOTO OTtBeTn Ha
HETOYHOCTEH. OOJIBIITUHCTBO
JTOTIOTHUTEIIbHBIX

BOIIPOCOB.




He moxer BBIOpaTh HcnbiTeiBacT bes 3arpynHeHunii IIpumenser
METOJIUKY 3aTpyJHEHUS 110 BbIOMpaeT TEOPETUYECKUE 3HAHUS
BBITIOJIHEHUS 3aJIJaHUM. | BBIOOPY METOIUKU CTaHJAPTHYIO U1l BBIOOpa METOUKHU
JlonyckaeT rpyOble BBITIOJTHEHUS METOJIUKY BBITIOJTHCHMS 3a1aHUN.
OLIMOKH IpH 3aJlaHUMN. BBIIIOJTHEHHS He nonyckaer ommnbox
BBINOJIHEHUHU 3aJaHuH, | Jlomyckaer ommoOku 3aJaHuM. IIPY BBIIIOJIHEHUU
HapyLIAIOIIKeE JIOTUKY | TpH BeINOAHEHUH | JlomyckaeT ommoKu 3aJIaHUM.
peleHus 3a1a4. 3alaHul, HApYLIEHNs | IIPY BBIIOJIHEHUHU CamocTosTenbHO
Jlenaet HEKOPPEKTHBIE| JIOTUKH PEILECHUs 3aJlaHull, HE aHAJIN3UPYET
BBIBOJIBL. 3a/1a4. Hapyllarlue pe3yabTaThl
BIIQZICHUE He moxeT 060cHOBaTh HcneiTeiBaeTt JIOTHKY PEIICHUs | BBIIIOJIHECHHUA 3aJaHUM.
HaBbIKaMU AITOPUTM 3aTPyIAHEHUS C 3a1a4 I'pamoTHO
BBINOJIHEHU 3alaHuil. | popmynupoBanueM | JlenaeT KOppeKTHbIE |  OOOCHOBBIBACT XO[
KOPPEKTHBIX BBIBO/IBI 110 peuieHus 3auay.
BBIBOJIOB. pe3yJibTaTamMm
HcnbiTeiBacT peLIeHNs 3a1a4u.
3arpynHeHus npu | OGOCHOBBIBAET X0/
000CHOBaHUU perneHus 3ana4 6e3
anropurMa 3aTpyJHEHU.
BBIIIOJIHEHUS
3aJlaHNM.

OneHKa MO JUCHMIUIMHE 3aBHUCHUT OT YPOBHS C(OPMHUPOBAHHOCTH KOMIIETEHIIMH, 3aKpEIJICHHBIX 3a
JTUCHUTUIMHON, U TIPEACTABIISIET CO00M cpeaHee apu(PMETHYECKOEe OT BBICTABICHHBIX OIIEHOK MO OTAEIbHBIM
pesyibTaTaM oOy4YeHHs (3HAHUS, YMEHUs, BIaJICHUE HAaBBIKAMH).

OreHKa «OTIMYHOY/ «3a4TCHO» BBICTABIISIETCS, €CITU CpeHee apu(PMETHIECKOe HAXOAUTCS B HHTEPBAJIC
ot 4,5 o 5,0.

OreHKa «XOPOIIOY»/«3a4TEHOY» BBICTABIISETCS, €CJIM CpeHee apu(PMETHIECKOe HAXOAUTCS B HHTEPBAIC
ot 3,5 no 4,4.

O1ieHKa «yI0BJIETBOPUTEIHHOY/ «3aU4TEHOY BBICTABIIACTCS, €CIIA CpeAHEe apu(PMETHIECKOE HAXOIUTCS B
uHTEepBajue ot 2,5 1o 3.,4.

OneHKa «HEYAOBIIETBOPUTEILHOY/ «HE 3aYTE€HO» BBICTABISETCSA, €CIM CpeaHee apupMeTHYEcKoe
Haxoautcs B uHTepBaiie ot 0 1o 2,4.

8. YueOHo-MeTOAMUYECKOE U MATEPUAIBLHO-TeXHUYECKOe o0ecrneyeHue JUCIUIJIMHBI (MOYJIs1)
8.1. [lepeueHb OCHOBHOM U TOMOTHUTEIHHOU JTUTEPATYPHl, HEOOXOAMMOM /711 OCBOSHHS TUCIUTUIUHBI (MOJTYIIS)

KomnuectBo
IK3EMILIIPOB/INEKTP
OoHHBIIT aapec DBC

Ne ABTOp, Ha3BaHUeE, MECTO U3JAHUs, U3/1aTENILCTBO, IO/l U3JJaHNs y4eOHOU 1
n/m y4e0HO-METOINYECKON JTUTEPATyphl

OcHOBHAS JJUTEPATYPA

Huxudopor C. H., 3amura mHbopMarmu. 3ammra OT BHEUTHUX BTOPXKCHHM,
1 |Cankr-IlerepOypr: Cankr-IleTepOyprckuii rocyaapCTBEHHBIH apXUTEKTypPHO-
crponTenbHBIN YHUBEpcuTeT, ObC ACB, 2017

http://www.iprbooksh
op.ru/74381.html

http://ntb.spbgasu.ru/

2 |Huxkudopor C. H., 3amura napopmanmu. 3ammniennsie cetu, CI16., 2017

elib/00815/
3 BsizoBuk H. A., [IporpammupoBanue Ha Java, Mocka: MuTteprer- Yuausepcutert| http://www.iprbooksh
Nudopmannonnsix Texnonoruit (MHTYUT), At [Tu Ap Menua, 2021 0p.ru/102048.html

JlonmoJJHHUTEIbLHAS JJUTEPATYPA

MonaxoB B. B., f3pik mporpammupoBanus Java u cpea NetBeans, Mockaa:
1 |Unrepuer-Yuusepcurer Mudpopmarmonnsix Texuonornit (MHTYUT), Aii Ilu
Ap Menua, 2021

http://www.iprbooksh
op.ru/102078.html




OOyuarommumecs U3 ynciaa nHBATHI0B U Juil ¢ OB3 obecreunBaroTCsl IEYaTHHIMU U (UJTH ) SJIEKTPOHHBIMH
o0pa3zoBaTeNbHBIMU pecypcaMu B (pOpMax, aAanTUPOBAHHBIX K OTPAHUYECHUSAM UX 370POBBSI.

8.2. Tlepeuennr pecypcoB MHGOPMAIMOHHO-TEICKOMMYHHKAITMOHHON ceTu «HTepHeT», HEOOXOAMMBIX IS
OCBOCHMS JTUCITUTUTHHBI (MOJTYIIS)

HaumenoBanue pecypca cetu «HTepHeT DIIeKTPOHHBIN ajipec pecypca
http://spec-
Knaccer 6e3omacHocTH Java zone.ru/RU/Java/Docs/7/technotes/guid
es/security/overview/jsoverview.html

8.3. [lepeuennb coBpeMEHHBIX MPOGECCHOHATBHBIX 0a3 TaHHBIX M NH()OPMAIIMOHHBIX CIIPABOYHBIX CUCTEM

HaumenoBanue DJIeKTPOHHBII azpec pecypca
DJIeKTPOHHO-OHO IO T Has crcTeMa m3narenserea "FOPAUT" https://www.biblio-online.ru/
DIeKTpOHHO0-0MOIMoTeYHas cucreMa u3aarenascrsa ' IPRsmart” http://www.iprbookshop.ru/
DIeKTPOHHO-O0MOIHOoTEeUHas cucTeMa n3arenbersa "Jlans" https://e.lanbook.com/
Enuuelii  5JE€KTPOHHBIA  pecypc  yd4eOHO-METOIUYECKON  JIUTEpaTyphl
CLIGCACY www.spbgasu.ru
Hayunas 3JIEKTPOHHAs

H .

ayyHas 35eKkTpoHHas 6ubauoreka eLIBRARY.RU submorexa eL IBRARY RU
Cucrema aucranionnoro ooyuenus CITI6GI'ACY Moodle https://moodle.spbgasu.ru/

8.4. llepeuenb WHGOPMALMOHHBIX TEXHOJOTHM, HCHOJIB3YEMbIX MPH OCYIIECTBICHUU OOpa30BaTEIHHOIO
mporecca IO JUCHUIUIMHE, BKIIOYas MEpeYeHb JIMIEH3MOHHOTO W CBOOOJHO PaCHpOCTPAHSIEMOTO
MIPOrPaMMHOTO OOecTieueHus

Crnioco6 pacripocTpaHeHus

HaumenoBanue (JIMIIEH3MOHHOE MJIK CBOOOTHO
PacIpoOCTPaHSIEMOE)

. . HoroBop Ne  J132009689201 ot
Microsoft Windows 10 Pro 18.12 2020

Horosop Ne J[32009689201 ot

18.12.2020r [IporpamMHBIe

npoaykTsl MaiikpocodT, norosop Ne

Microsoft Office 2016 1132009689201 ot 18.12.2020 ¢ AO

"CodtJlaitn Tpeiin": Windows 10,
Project Professional 2016, Visio
Professional 2016, Office 2016.

Horoop Ne  J[32009689201 ot
18.12.2020r [IporpamMmmHBIE
npoaykTsl Maiikpocodt, gorosop Ne
Microsoft Visual Studio 2017 132009689201 ot 18.12.2020 ¢ AO
"CodtJlaitn Tpeiin": Windows 10,
Project Professional 2016, Visio
Professional 2016, Office 2016.

8.5. MaTepI/IaHBHO-TCXHI/IquKOC obOecrneucHue JAUCIIHUITIIMHBI
CBC,Z[CHI/ISI 00 OCHAIlICHHOCTU y‘-Ie6HBIX ay,Z[I/ITOpI/Iﬁ U IOMEIIEHUM I CAaMOCTOSTEIbHOM pa60TBI

HanmenoBanue yqeOHBIX ayTUTOPUI 1 TTIOMEIIICHUIA OcHarieHHOCTh 000PYAOBAaHUEM U TEXHHYECKUMU
JUTSL CAMOCTOSITEIbHON pabOThI cpencTBaMu O0yUeHUs




47. VYyeOHble ayIUTOPUHU
JICKIIMOHHBIX 3aHSATHI

UL TPOBEICHUS

YueOHast aynuTOpHsl Ui TPOBEACHUS  3aHATUN
JEKIMOHHOIO THWIA, KOMIUIEKT MYJIbTUMEIUWHOIO
000pyI0BaHUS (mepcoHanbHBIN KOMITBIOTED,
MYJIBTUMEINHHBIA TPOEKTOP, JKpaH, ayAHOCHCTEMA),
JIOcCKa MapkepHas Oenasi 3MajeBasi, 9KpaH, KOMIUIEKT
yueOHOI Mebenu, MOAKIIOUYEHNE K KOMITBIOTEPHOUN CeTH
CIIOI'ACY. Beixon B IHTEDHET.

47. KoMIbIOTEpHBIN KJ1acc

Pabouue mecra ¢ [IK (cTos1 KOMIBIOTEPHBIN, CHCTEMHBIN
0JIOK, MOHHUTOp, KJIaBUATypa, MBIIIb), CTOJ pPabOUui,
noakatoueHue Kk kommbrotepHo cetu CIIOIACY,
BbIXOJ B Internet.

47. IlomenieHus JUIsi CaMOCTOSATEILHON paOOThI

[Tomenienue st CAaMOCTOSITETILHON pabOThI (YUUTATBHBII
3an oubnuoteku, ayn. 217): TIK-23 mr., B T.4. 1 mr.- [IK
st gmn ¢ OB3  (cucremHbld  OJ0K, MOHHUTOD,
KJIaBUaTypa, MbIlIb) C TOJKIIOYEHHEM K CeTH
«HTEepHET» U 00eCreYeHneM JOCTyMa B 3JIEKTPOHHYIO
uH(popMalnoHHO-00pa3oBarensHyto cpeny CIIOIACY.
IT1O Microsoft Windows 10, Microsoft Office 2016

47. VYd4eOHblE ayAUTOPUH MPOBEICHUS
MIPAKTUICCKUX 3aHATHH, KypCOBOTO
MPOCKTUPOBAHUS (BBITIOJHEHUS KYpPCOBBIX padoT),
TPYNIOBBIX W WHAWBHIYAJIbHBIX KOHCYJIbTAIUH,
TEKYIIIET0 KOHTPOJISl U MPOMEKYTOYHOU aTTecTalluu

TS

VYyeOHass ayautopus JUIsl TPOBEACHMSI MPAKTUUECKUX
3aHATHHM, KypCOBOI'O IPOEKTUPOBAHMS (BBIIOJIHEHUS
KypCOBBIX paboT), TPYNIOBBIX M WHIUBUAYAIbHBIX
KOHCYJIbTAllMM, TEKYILEro KOHTPOJISA U MPOMEKYTOUYHOU
arTecTauuu KOMIUIEKT MYJBTUMEAUITHOTO
000py10BaHUS (mepcoHaJIbHBIN KOMIIBIOTED,
MYJbTUMEAUMHBIA MPOEKTOP, 3KpaH, ayAHOCHCTEMA),
JIOCKa MapkepHasi Oeyasi sMasieBasi, KOMIUIEKT y4eOHOMH
MeOenu, MOJKIIOUEHHWE K  KOMIIBIOTEpPHOM  ceTu
CII6I'ACY, Beixon B MIHTEpHET.

I[J'IH HHBAJIMJO0B U JIUII C OB3 obOecneunBaroTCs CIICHUAJIbHBIC YCIIOBUA IJIA IMOJTYYCHUA O6pa3OBaHI/IH B
COOTBETCTBHH C Tpe6OBaHI/I${MI/I HOPMAaTUBHO-IIPABOBBIX JOKYMCHTOB.
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