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1. ey 1 3a1a4M 0CBOEHUSI AMCUUIIJIMHBI (MOTYJIs1)

[TporpaMMa NUCIMIUIMHBI HalpaBlieHa Ha (OPMUpPOBaHME 3HAHWN, YMEHMH M HaBBIKOB B 00JacTu
pa3pabOTKH HOBBIX U MPUMEHEHHS CYIICCTBYIOIIUX COBPEMEHHBIX METOJIOB oOecredeHus: HHGOPMAIIMOHHON
0€30MacHOCTH U 3alUTHl HH(POPMAIUY IPU PEUICHUH 3a7a4 NpoQecCHOHANbHOM nesTenbHoCcTH. COBpeMeHHbIe
METO/bI 3alUTHl HHPOPMAITUU TP peaTn3alid HHHOPMAITHOHHBIX TEXHOJIOTHH 0a3HpyIOTCsS HA MPUMEHEHUH
COBPCMCHHBIX MAaTCMATHUYCCKUX MCTOAOB, AJITOPUTMOB MU HPOTrpaMM KOMIIBIOTCPHOI'O aHAaJIM34d, a4 TAKIKC IIPU
HCCIEIOBAaHUHM peaJbHBIX IpomeccoB M sBiIeHHH. [lodTomMy OakanaBpy BaXHO yMETh pa3padaThIBaTh
OPUI'MHAJIBHBIC QJITOPUTMbI W HNPOIrpaMMHBIC CpPCACTBA C HCIOJIB30BAHUCM COBPCMCHHBIX TEXHOJIOTHH.
[Inanupyemble pe3yibTaThl OCBOCHHS AWCIUIUIMHBI COCTOST B TNMPUOOPETEHHH KOMIIETEHIIMHA B 00JIacTH
MCTIOJIb30BAHUS METOOB U CPEJICTB CUCTEMHON MHKEHEPUH JUIS TTOTYUEHHUSI, TIepelavun, X paHEeHUs], TepepaboTKu
U npeacTaBieHus nHpopManur. [Ipu 3TOM mpemonaraeTcs, 4To TEXHOJIOTUH o0ecrieueHus HHPOPMaITMOHHON
0€30MacHOCTH BKJIIOYAET KIIACCUYECKHE M HEKJIACCUYECKHE METOMbI, pealn3yeMble Ha pPa3HBIX YPOBHSIX
B3aUMOJICHCTBHUS OTKPBITBHIX CHCTEM.

Heﬂb OCBOCHUA JUCHUIIJINHBI:

dbopMHUpOBaHHE 3HAHWW, YMEHHH W HABBIKOB Pa3pa0OTKHM W HUCIIOJIB30BaHUA B NPO(ECCHOHATBLHOM
JESITEeIbHOCTH METOJOB W AJTOPUTMOB 3aIIMTHl WHGOpMAIMK TpU Tepeaaye, XpaHEeHHH, U pa3paboTke
COOTBETCTBYIOIIMX IMPOTPAMMHBIX CPEJICTB.

BaI[aLH/I OCBOCHHUA NUCHUIIJINHBI:

OBJIaJICHAUE METOJaMH TEOPETUYECKHX W OKCIEPUMEHTAIBHBIX HCCICAOBAHUN B o0yacTu
MH(POPMAIIMOHHON 0€301MaCHOCTH; MOTyYeHUE 3HAHUN O COBPEMEHHBIX HH(POPMAIIMOHHO- KOMMYHUKAIIMOHHBIX
TEXHOJIOTUAX, 00 HHCTPYMEHTAJbHBIX Cpelax, O MPOrPaMMHO-TEXHHYECKUX IIarhopmax sl peIieHHs
npodecCHOHANTBHBIX 3a]1a4;

— obpeTeHune CrocoOHOCTH pa3padaThiBaTh TPEOOBAHUS U MPOCKTUPOBATH IIPOrPAMMHOE OOeCIIeYeHuE,
peayiM3yroniee  METOJAbI  3alMTHl  WH(POPMAIMK, YMEHHS OOOCHOBBIBAaTHh  BBIOOp  COBPEMECHHBIX
UHPOPMAIIMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJIOTHH 3aluThl HH(OpMALUKU, pa3padaThiBaTh OPHTHHATBHBIC
IporpaMMHLBIC CPCACTBA AJIA PpCIICHUA HpO(l)eCCI/IOHaJH)HI)IX 3a4a4,

OBJIAJICHUE METOJAaMH [PAKTHYECKOr0 MPUMCHEHHUS METOJOB W CPEACTB  00eCHeyYeHHUs
MH(POPMAIIMOHHON 0€30MacHOCTH NMPH MPOSKTHPOBAHUN MH(POPMALMOHHBIX CHUCTEM; NMPHOOPETCHNE HABBIKOB
pa3pabOTKKU OPUTHHAIBHBIX TPOTPAMMHBIX CPEICTB /IS PEHICHHUS MPO(HECCHOHANBHBIX 3a/1a4.

— IIOHHUMATh, paSpa6aTI)IBaTI) U apryMCHTUPOBAHO IMPUMCHATH METO/bI oOecrieueHns OEeJI0CTHOCTH,
KOH(HICHIIMATLHOCTH U JIOCTYITHOCTH JJAHHBIX B HH)OPMAIMOHHBIX CUCTEMaX.

2. llepeyeHb IIAHHPYEMBIX Pe3yJbTATOB OOy4YeHHsI MO IUCHHUILIAHE (MOIYJII0), COOTHECEHHBIX C
HHIMKATOPAMHU J0CTHKEHHUs KOMIIeTeHIN

KO,Z[ 1 HAMMCHOBAHHEC KOI[ 1 HAMMCHOBAHHC HJ'IaHI/IpyeMBIC PE3YyIbTAaThI O6y‘{eHI/I${ 1o

KOMITIETEHIIUH MHMKATOpa JTOCTHKEHUS JTUCIUIUINHE, 00eCTIeYnBaIOIIUE TOCTHKEHNE
KOMITETEHIINHI IUTAaHUPYEMBIX pe3ynbTaToB ocBoeHMst OITOI]
OIIK-4 Cnocob6en monumats|OIIK-4.2 [Ipemraraer crnocod u|3Haer
MIPUHIUIIBI paOoTei|cpecTBO  pemieHus  3aaauu|Pasnuuable  cmocoObl  pemieHus  3aAay
COBPEMEHHBIX npodeccnoHanbHOM CBSA3aHHBIX c npodeccuoHaIbHOM
UH(OPMALIMOHHBIX JESATEIBHOCTH c YUETOM |AEATEIBbHOCTHIO
TEXHOJIOTMH U UCIIOJIb30BaTh|BO3MOKHOCTEM ymeer

UX A peHICHUA 3aJa4

MH(POPMAIIMOHHBIX TEXHOJIOTHH

Haxoaute CIIOCOOBI U cpeacTBa HJid pCUHICHUA

npodeccnoHanbHOM MOCTaBJIEHHBIX  3aJad €  NpPUMEHEHHUEM
NEeSATETbHOCTH MH(OPMAIIMOHHBIX TEXHOJIOTHIA

BJIa/IeeT HABBIKAMU

CoBpeMeHHbIMU UH(OPMAIMOHHBIMU

TEXHOJIOTUSIMHA




I1K-2

Crnoco6en|I1K-2.3 Tlpennaraer Mepsl I0|3HaeT

OpTraHU30BBIBATH obecriedeHnto nHPopManoHHOH |CIIocOObI  ONpeneneHusl YSI3BUMBIX MECT B
obecrieueHue  Oe3omacHoii|0e30macHocTH Web-pecypcoB nH(OPMATMOHHON 0e30MmacHOCTH
paboTel  WHGOPMAIIMOHHBIX web-pecypcos

pecypcoB ymeeT

[TpuMeHSATh  pa3aWyHBIE WHCTPYMEHTHI IO
obecrneueHHnI0 HH()OPMAIIMOHHON 6€30MacCHOCTH
urdopmarmu u Web-pecypca;

OLICHUTh  3alIMIICHHOCTh W  OOecreueHue
MHPOPMALIMOHHON  0e30macHOCTH  OOBEKTOB
web-pecypcos;

BJIajieeT HABbIKAMHM

HaBpikamMu  camMOCTOSITENILHOM,  TBOPYECKOM
paboThI; CTOCOOHOCTHIO

UCTIOJIb30BaTh TSt peeHus 3amad
obecrnieueHrss THHOPMAITMOHHON 0€30ITaCHOCTH
COBPEMCHHBIC  TEXHHYECKHE CpEICTBA U
UHGOPMAIIMOHHBIC TEXHOJIOTHH.

3. Yka3zaHue MecTa IMCUHUILIHHBI (MOYJIf1) B CTPYKTYpe 00pa3oBaTeibHOH IPOrpaMMbl

Jannass aucuuiuiMHa (Moaynb) BkirodueHa B biok «Jducuuminuuel, moaynu» b1.0.19 ocHoBHOI

npodeccuoHaibHONM oOpazoBaTenbHOM mporpammbl 01.03.02 IlpukimanHas matemaTuka W HWHpOpMaTHKA U
OTHOCHUTCS K 00s3aTeJIbHON YacTH y4eOHOr0 MIaHa.

Ne Koa u HanMeHoBaHMe HHANKATOPA
[IpenmecTByroNMe AMCUUTUINHBI
n/n JIOCTYIKEHUS] KOMITCTCHITUT
1 [IIpakTukyM 1O MPOrpaMMUPOBAHHIO OIIK-5.1, OIIK-5.2
2 |lIpakTHKyM IO POTPaMMHUPOBAHUIO OIIK-5.1, OIIK-5.2
ANTOPUTMBI B aNTTOPUTMUYECKUE SI3BIKU
3HATh
— OCHOBBI IPOTPAMMHUPOBAHUS,
BJIAJICTh:
— OCHOBHBIMU MpUEMaMu pabOThl HA KOMITBIOTEpPAX C MPUKIIATHBIM TPOTPAMMHBIM 00€CTIEYCHHEM.
OcHOBBI KHOEPHETUKH U TEOpUs TpadoB
3HATh:
- OCHOBHBIE TIOHSATHS W METOJIBl TEOPUU TpadoB HCIOIB3YsI COBPEMEHHBIE TEXHOJIOTUH
MIPOrPaMMHUPOBAHUS;

YMETB:

- UCTOJIb30BATh TEXHOJIOIMH IPOTPAMMHUPOBAHUS [T PELICHN 3a]jad TeOpUu rpados;

BJIQJIETh:

QITOPUTMaMH T€OpUH TpadoB sl OLEHKH, PEIICHUs W aHajh3a KOHKPETHBIX 337a4, BOZHUKAIOUIUX B

PO eCCHOHAIBHON e TEHHOCTH.

IIpakTHKyM 110 TPOrpaMMHUPOBAHUIO

3HATH:

- 00111Me TPUHIUITBI TOCTPOEHUS BBIYUCIUTEIbHBIX aITOPUTMOB,;

YMETB:

- IPOBOJIUTH pa3pabOTKy U aHAJIU3 AITOPUTMOB Ha OCHOBE COBPEMEHHOI'0 MaTEMAaTHYECKOI'0 arnmapara;
- IPOTPaMMHUPOBATh AITOPUTM, UCIOJIb3Ys CPEACTBA S3bIKa BBICOKOTO YPOBHS;

BIIQJICTh:

- METOJIaMU IIPAKTHYECKOTO UCIOIb30BaHUS COBPEMEHHBIX KOMITBIOTEPOB /1711 00pabOTKH MHPOpMALIUH

U OCHOBAMHU YHCJIICHHBIX MCTONOB PCIICHUA MHKCHCPHBIX 3a/1a4.




[Tocnenyromue TUCIUIIIIMHBI

Kon n HaumeHnoBaHve nHIUKaTOpa
IOCTHIKEHUS KOMIIETEHIINU

1 [(IIporpammupoBanue it IHTepHET

MK-2.1, I1K-3.1, T1K-3.2, T1K-3.3

2 |[IporpammupoBanue s MHTEpHET

IK-2.1, I1K-3.1, T1K-3.2, T1K-3.3

4. O0beM DUCHMILIMHBI (MOAYJI) B 3a4€THBIX €IUHHMLAX € YKA3aHHEM KOJMYECTBA aAKaJeMHYeCKHX
4acoB, BbIIEJIEHHBIX HA KOHTAKTHYI0 padoTy 00y4yawlnuxcsli ¢ nmpenojgaBartejeM (M0 BHAAM Y4eOHBIX
3aHATHI) M HA CAMOCTOSITEJIbHYIO Pa00Ty 00y4YarommXxcsi

Cemectp
W3 Hux yacel Ha
Bup ydeOHoit paboTh Beero MPaKTUYECKYIO
4acoB 5
TIOATOTOBKY
KonrakTHas padota 48 48
Jlextmmonnskie 3auatus (JIek) 16 0 16
[paxTuueckue 3ausatus (Ip) 32 0 32
Muast kouTakTHasi paboTa, B TOM YHCJIe: 1,05 1,05
KOHCYJIbTAIIMU TI0 KYPCOBOM paboTe (IPOEKTY), 0.4 04
KOHTpOJbHBIM paboTam (PI'P) ' '
KOHTaKTHas paboTa Ha aTTeCTalluio (caJa 3a4era,
3adeTa ¢ OICHKOM; 3aIIiTa KypCOBOH PaOOThI 0,4 0,4
(mpoekTa); cnaya KOHTpoJIBHBIX padboT (PI'P))
KOHTaKTHas paboTa Ha aTTECTAIHIO B CECCHIO 0.95 0.95
(KoHCYIBTaIMSA TIEpEe]] SK3aMEHOM U ¢llaya SK3aMEeHA) ' '
Yacbl HA KOHTPOJIb 8,75 8,75
CamocrostennHas pa6ora (CP) 50,2 50,2
O0masi Tpy10eMKOCTb IUCHUILIUHBI (MOAYJIs1)
yacei:| 108 108
3a4eTHbIC eIUHHNIbI: 3 3
5. Conep:xxanue IMCHUILIMHBI (MOAYJisl), CTPYKTYPHUPOBAaHHOEe MO pa3jaejaM (TeMaM) C yKa3aHHeM
OTBEJCHHOI0 HA HUX KOJMYECTBA aKaJeMU4YeCKHX YaCOB U BU/I0OB YUeOHBIX 3aHATHI
5.1. TemaTu4eckuii MjaaH JUCIUTUIMHBI (MOIYIIS)
Konrakrthas pabora (1o yueOHbIM
3aHATHUIM), Yac. Kon
WHAUKATOD
£ a
3| nexunum I13 JIP Bcero,
No Paznens! qUCIUTUTHHEL S CP JIOCTHKECHH
(5} gac. q
O W3 HUX Ha W3 HUX Ha M3 HUX Ha
MpaKTH- MpaKTH- TpaKTH- KOMIIETEHI
BCEro | 4yeckywo | Bcero | deckyro | Bcero | 4eckyro 15051

MOATrO0-
TOBKY

HO/ro-
TOBKY

HO/ro-
TOBKY

1. |1 pasgen. Uctopus

MH(OPMAIMOHHOM
0€30I1aCHOCTH U 3aIIUTHI
yuHbopMauu




1.1.

Hcropuss pa3BUTHS  METONOB

3aIUTEI uHdopmaIuu.
OobecreuecHue CBOMCTBA
nHpopmanuu:
KOH(UICHIINATLHOCTH,
[[EJIOCTHOCTH, JIOCTYITHOCTH.

Kpunrorpadguueckue  MeToab!
3amuThl “HGOpMauu. MeToabl
ACUMMETPUIHOTO 51
CUMMETPUYHOTO  IHU(GPOBAHUS
JUISt obecrieucHUs
KOH(pHICHIIMAIBHOCTH

uH(pOpMaIIUH. Mertobl
obecnieyeHus LIEJIOCTHOCTH
uHpOpMaLIUu Ha OCHOBE
ACUMMETPUYHON KpHUIITOTpadum.
buomerpuueckue METObBI
3alIUThl HH()OPMAITUH.

0,5

4,5

OIIK-4.2,
I1K-2.3

2 pazzaen. Xsmi-QyHKIUH.
JlatimkecTsl COOOIEeHUH

2.1.

Maremaruueckue
OJIHOCTOPOHHUE  (PYHKIHUU H
Kpuntorpaduueckue X31II-
byakuuu. Mctopus npuMeHeHus
XAMI-QYHKITUH. AJITOPUTMBI
BBIYMCIICHUSIX X3  -(YHKIIHH.
Kpurepuu YCTOWYMBOCTHU
XAUI-PYHKIUH. Y CTOMYUBOCTD K
KOJUTM3USIM W K TpooOpaszam.
AJNTOPUTMBI MessageDigest.
Kiacc MessageDigest, momist u
METO/IBI.

0,5

6,5

OIIK-4.2,
I1K-2.3

3 paznen. MAC-kozpl,
AMHUTOBCTAaBKH COOOIIEHUIT

3.1.

Henocratku XDOIIUPOBAHUS.
Kons! ayTeHTU(UKALUU
COOOIIECHUI,
YCOBEPILIEHCTBOBABLINE
X3LIUPOBAHHUE. ANropuTMBI
MAC: anaroput™M TreHepauuu
KJIFOYEH, aITOPUTM  IOJIINCH,
anroput™ nposepku. OTianuue
MAC ot uudpoBbIX NOAMUCEH.
Kiace MAC, I'enepanus
KJIIOYCH, BBITIOJTHEHHE u
onorenka MAC-kona

OIIK-4.2,
I1K-2.3

4 paznen. [{udpossie nmoamnucu
COOOIIeHUNA




4.1.

CpoiictBa um¢poBoil moamnucu:
LEJIOCTHOCTD, aBTOPCTBO,
HEOTKa3yeMOCTh  COOOIICHMIA.
CummMeTpudHas u
aCMMMeTpUYHas cxema
uppoBoi MOJIITUCH.
ANTOPUTMBI, IPUMEHSIEMBIC IS
U(GPOBBIX MOIMKUCEH: alrOPUTM
DSA, amroputm RSA u
airoputm  SHA.  TIpumepst
reHepauuu  kioue.  Knaccsl
regepauun kmrovet LI, kimace
udpoBoi MOJIMUCH,
PUMEHCHUE

KpUNTOrpauueckuu CTOMKOTro

reuenarana TTCTT

OIIK-4.2,
[1K-2.3

5 paznen. Lludpossie moanucu
00BEKTOB

5.1.

Tumel  KOJUIEKIMW — JTAaHHBIX:
MacCHUBBI, CIUCKH, MHOXECTBA,
TaOJIMIIBI, KaPThI (OTOOPaKECHHS ).
ANTOpUTMBI JOCTYTIA K 00bEKTAM
KOJUIGKIIUWA: TO HHIEKCY, IO
X3II-KoAy, 1o epeBy. OOBEKThI
kosutekiuid. [{udposeie moanucu
oobekToB. Kitacc SignedObject,
MO3BOJIAIOIIN N CO3/aBaTh
MOAMICAHHBIC 0OBEKTHI,
npeoOpazoBaHHbIC B
MOCJIEIOBATEIBHYIO dbopmy.
Coznanue " IIPOBEpKa
U (poBbIX MoANHUceld 00BEKTOB

OIIK-4.2,
[1K-2.3

6 paznen. Hludposanue c
OTKPBITBIM KJIFOUOM

6.1.

[MudposBanne cooOueHUt ¢
OTKPBITBIM KIII0YOM o
anroputmy RSA. JloctonHcTBa 1
HE/IOCTaTKW  aCUMMETPUYHOIO
m@posanus. [Ipodbaema HU3KOM
ckopoctu  anmroputMa  RSA
[Tpumenenne RSA mist co3nanus
IUQPPOBBIX KOHBEPTOB U IS
muppoBaHus CEaHCOBBIX
kmoueld. Cxe-ma 1muppoBaHUsS
CEaHCOBBIX KJIFOUen c
UCTIO0JIb30BaHUEM METO/I0B
kaacca  Cipher. Cosznanue
IIOTOKOB B Iporpamme Java Juis
I ppOBaHUSL.

OIIK-4.2,
[1K-2.3

7 pazaen. CuMMeTpuyHOE
mudpoBanue




7.1.

AJNTOPUTMBI CUMMETPUIHOTO
mmdposanus DES, 3DES, AES.
Anroputm Blowfish.
AnroputMbl  komrnanun ~RSA
Security. Pexumbl  0GJI0YHOIO
mmmdpoBaHus: «QIIEKTPOHHAsI
KHUTA», «CICIJICHHE OJIOKOB
mUGPOTEKCTaY», «0OpaTHAsI CBS3b
o mUppPOTEKCTY» U «oOpaTHas
CBsI3b 10 BbIXOMy».lIpumeHeHune
BEKTOpA WHUIIATA3AIAH.
AJNTOPUTM JIOTIOTHEHUS OJIOKOB B
6mounom mudpoBanuu. Kiaccer
KeyGenerator, SecretKey,
SecureRandom, Cipher.

OIIK-4.2,
I1K-2.3

8 paznen. KogupoBanue Base- 64

8.1.

KomupoBanue Base-64.
Konuposanue ASCII,
MPEACTABIICHHE CHMBOJIOB 7
OUTOB, 33 YIIPaBJISIOLINX
CHMBOIJIA, MIpEACTaBICHUE
3amu(pPOBaHHBIX IaHHBIX.
dopmar Base64 TS
npeoOpa3oBaHUs
IOCJIEIOBATEIILHOCTH OaliToB B
dobMaT o ocHoOBaHWIO 64

OIIK-4.2,
I1K-2.3

9 paznen. CornacoBaHue Kitouen

9.1

IIporokon COTJIACOBaHUSA
KJIIOYeH KaK HMHCTPYMEHT Java
Cryptography Architecture
KJIACCOM KeyAgreement.
VYcraHoBka OJIMHAKOBOT'O
KPUNTOTrpagpUUecKoro Koy s
HECKOJBKHUX CTOPOH 0e3
nepenadu CEKpPETHOMN
MH(pOpMaIlUU MEX1Yy CTOPOHAMH.

OIIK-4.2,
I1K-2.3

10.

10 paznen. XpaHnenue Kirouen

10.1.

XpaHeHue Kiatouyer. XpaHUIUILEe
KJTFOUei (KeyStore).
Hokymenrtamust  JCA, pasgen
"KeyManagement”. APl s
paboThI ¢ XPaHUJIUILEM KITFOUEH.

OIIK-4.2,
[1K-2.3

11.

11 paznen. CokeTsl 115l CETEBBIX
KOMMYHUKaIUN




11.1.

Crpykrypa cokeroB Windows u
KJIaCChI COKETOB Java.
[TpoGaembr 0e30macHOCTH
CCTEBBIX KOMMYHUKAaIWH.
Anpeca v moptbl. CKaHUPOBaHUE
MOPTOB JJI TOUCKA YSA3BUMOCTEH
KOMIIBIOTEpA.

OIIK-4.2,
I1K-2.3

12.

12 paznen. CokeTsl st
niepe1ayn MakeToB JTAHHBIX.

12.1.

Kitaccenr JedTarpaMMHBIX
cokeroB. Co3/laHue KIMEHTOB U
CEpBEPOB Ul Iepelayl MAKETOB
JIAHHBIX

OIIK-4.2,
I1K-2.3

13.

13 paznen. CokeTsl st
nepeayy MOTOKOB JIAHHBIX

13.1.

Kiaccel TTOTOKOBBIX COKETOB.
Co3naHue KJIMEHTOB U CEPBEPOB
JUJIA Hepeﬂatm IIOTOKOB JAaHHBIX.
MHOroMoTOYHbIC TapaJlIeIbHbIC
CEPBEPHL.

OIIK-4.2,
I1K-2.3

14.

14 paznen. bezonacHocth
nepe/Iauu MaKeTOB JIAHHBIX

14.1.

Nnentudukanus KJIHMEHTOB.
3ammTa NaKeToB JAaHHBIX U
HCIOJIL30BaHHUE METOH0B
ACUMMETPUYHOTO H
CUMMETPUYHOIrO MU poBaHus.

OIIK-4.2,
[1K-2.3

15.

15 paznen. bezonacHocTh
repeiayu MOTOKOB TAHHBIX

15.1.

be3onacHOCTh nepeaayu
ITOTOKOB JaHHBIX

OIIK-4.2,
I1K-2.3

16.

16 pa3znen. bezonacHble COKETHI U
SSL-nipoTokon

16.1.

Nzyuenue CTaH/JapTOB,
peaTn30BaHHBIX a SSL-
npotokone. Co3manume  SSL
KJIMECHTOB U CEPBEPOB.

10,2

13,2

OIIK-4.2,
[1K-2.3

17.

17 pa3nen. 3amuTa nHpopMauu
B 0a3ax JTaHHBIX

17.1.

HIudpoBanue M X3UIMPOBAHUE
JAHHBIX, KOHTPOJb JOCTYIIA,
JeTaJIbHBIA ayJAUT

OIIK-4.2,
I1K-2.3

18.

18 paznen. Mnast KOHTaKTHas
pabota

18.1.

Wnas xonTakTHas pabora

0,8

OIIK-4.2,
I1K-2.3

19.

19 paznen. KonTpoiib

19.1.

3a4eT ¢ OIEHKOHI

OIIK-4.2,
I1K-2.3




5.1. Jlekuuu

Ne
pasn

HaumenoBanue paznena
U TEMBEI JIEKITUHU

HaunmeHnoBanue u kpaTkoe coaep:kaHue JEKIUn

Hcropus pa3Butus
METOJIOB 3aIIUThI
uHpOpMaLuu.
ObecrnieueHne cBOMCTBA
uHpOpMaLUu:
KOH(UICHIINATBHOCTH,
IIEJIOCTHOCTH,
JOCTYITHOCTH.
Kpunrorpaduueckue
METO/IbI 3aIUTHI
uH(popMauu. MeTo bt
ACUMMETPUYHOTO U
CUMMETPUIHOTO
muGpoBaHUS IS
obecrieyeHus
KOH(UICHIIMATEHOCTH
uHpopmaruu. MeTo b
obecrnieueHus
[EIOCTHOCTH
nH(pOpMaLIUK HA OCHOBE
ACUMMETPUYHOU
Kpurnrorpadumu.
buomerpuyeckue
METO/IbI 3aIUTHI
uH(pOpMaLIUH.

Obecrnieuenue cBoiicTBa HHGOPMAIUH: KOH(UICHIIMATBHOCTH, IEJI0CTHOCTH,
JIOCTYITHOCTH.

Kpunrorpadguueckue  meroabl  3amuThl  HUHGOpMAIUH. Meroasl
ACUMMETPUYHOTO M CHUMMETPUYHOrO ImudpoBaHus i oOecTeueHus
KoH(puaeHManbHOCT HH(pOpManuu. MeTronbl obecrieueHus: LEeI0CTHOCTU
nH(OpMaIUK HA OCHOBE aCUMMETPUYHON Kpunrtorpaduu. buomerpuueckue
METO/IbI 3aIIUTHl UH(POPMALIUH.

MaremaTnueckue
OJIHOCTOPOHHHE
GyHKIMH 1
Kpunrorpaduueckue
xour-pyukiuu. Mctopus
MPUMEHEHHUS XDIII-
dbyHKIMA. ATTOPUTMBI
BBIUMCIICHHSIX XDIII-
¢byukuuii. Kpurepun
YCTOMUYMBOCTHU X3III-
byHKIMHA. Y CTONYMBOCTD
K KOJUTM3HSIM H K
nmpooOpazaM. AJITOPUTMBI
MessageDigest. Kiacc
MessageDigest, moss u
METO/IBI.

Matemaruueckue OJHOCTOPOHHHME (DYHKUHMH WU KpUNTOrpapuuecKue Xduil-
GbyHKIIH.

Uctopuss npumeHeHHs] Xd3UI-QYHKIUHA. AJTOPUTMBI BBIYMCIEHUSX XOII-
¢bynkuuit. Kpurepun ycTOWYMBOCTH X3MI-QYHKUMNA. YCTOWYMBOCTH K
KOJUTM3UAM U K Tmpoobpasam. Ausroputmbl  MessageDigest. Kiacc
MessageDigest, mosst 1 METOIbI.

Henocratku
xammpoBanus. Kos
ayTeHTU(UKALUU
COOOIIIECHUIA,
YCOBEPIICHCTBOBABIIINE
X3IIMPOBAHUE.
Anroputmet MAC:

Henocrarkn x3mmpoBaHus.

Konp! ayrenTnukanum cooOmieHuii, yCoBepIeHCTBOBABIINE XAIIUPOBAHHUE.
AnroputMbel MAC: alropuT™m TeHEpalMH KIH4YeW, alrOpuTM IOIIHUCH,
anroput™ npoBepku. Otimnune MAC ot uudpossix noanuceit. Kinacc MAC,
I'enepanus kimroueil, BeinmosiHeHUE U nnpoBepka MAC-kona




ITOPUTM T'eHepaluu
KJIFOYEH, alITOPUTM
MOAMKICH, AJITOPUTM
npoBepku. OTanuue
MAC ot udpoBbIx

noanuceid. Knmacc MAC,
I'enepanus kirouei,

BBIIIOJIHEHHE U ITPOBEPKA

MAC-koza.

CoiicTBa 1 poBoi
MOJIKUCH: IIEJIOCTHOCTB,
aBTOPCTBO,
HEOTKa3yeMOCTh
COOOIICHUH.
CuMmMeTpuyHas u
aCUMMETpUYHAs cXeMa
1u(pOBOI MOJIHUCH.
ANTOpUTMBI,
MIPUMEHSIEMBbIE JIJIS
U (POBBIX IMOAIMHCEH:
anroputm DSA,
anroput™m RSA u
anroput™m SHA.
IIpumepsl renepanun
kiouen. Kitaceor
reHepauuu kimrouent LI,
KJyacc 1udpoBoit
TIOJIITUCH, IPUMCHCHHE
KpunTorpaduueckuu

CTOMKOTrO TeHepaTopa
[ICTT

CpoiicTBa 1n(poBOIl MOAMMCHU: LEIOCTHOCTb, aBTOPCTBO, HEOTKA3YeMOCTb
COOOILIEHU .

CuMMeTpudHas ¥ aCHMMETpHYHAsl cXxeMa IUGPOBOH MOAMUCH. AJITOPUTMBIL,
puMeHsieMble I TUGPOoBBIX noanuceii: anroputM DSA, anroputm RSA u
anroput™m SHA. Ilpumeps! renepanun kimodeid. Kiacesl renepanmu kirodeit
LTI, xiracc nugpoBoi MOAMUCH, TPUMEHEHUE KPUNTOTpadhUIECKHH CTOMKOTO
rerepatopa IICIIL.

Tune! xoyIeKInit
JTAHHBIX: MacCHUBHI,
CIMCKH, MHOXECTBA,
TaOJINLIBI, KapThI
(oToOpaxeHus).
ANTrOopuTMBI 10CTYMA K
00BEKTaM KOJUIEKIMIA: 1O
UHJIEKCY, TI0 XO1I- KoY,
o fepeBy. OOBEKTHI
kosutekuuid. [{udpossie
HOJIHCH OOBEKTOB.
Knacc SignedObject,
MO3BOJISAIOIINI CO3/1aBaTh
TIOJINIFCaHHBIE OOBEKTHI,
peoOpa3oBaHHEIC B
MOCIIeI0BATEIbHYIO
dbopmy. Coznanue u
MpoBepKa HUGPOBBIX
nojnucei 00bEKTOB

Tumbl KOJUIEKIMIA TaHHBIX: MACCHUBBI, CIIUCKU, MHOYKECTBA, TAOJIHIIbI, KAPTHI
(oToOpaskeHus).

AJITOpPUTMBI TOCTyTA K 00bEKTaM KOJUICKIUH: 110 HHACKCY, 10 XAII-KOIY, MO0
nepeBy. OObekTbl Koutekimid. Ludposbie moamucu oObekToB. Kiacc
SignedObject, mo3BosstOmUA  co3MaBaTh  MOMAMUCAHHBIE — OOBEKTHI,
npeoOpa3oBaHHBIE B TOCIeAOBaTenbHyl0 ¢Gopmy. Co3maHue U TNpoBepKa
1M (pPOBBIX MOANHUCENH 0OBEKTOB.

HIudposanue
COOOILIEHUH C OTKPBHITHIM

KJIFOYOM I10 QJITOPUTMY
RSA.

HIudpoBanue cooOIIEHNH C OTKPBITHIM KITFOYOM TI0 anroputmy RSA.
JIOCTOMHCTBa M HENOCTAaTKU acuMMeTpuuHoro mudposanus. IIpobGrema
HU3KoM ckopoctr anroputMa RSA Tlpumenenme RSA it co3panus

U(POBBIX KOHBEPTOB M IS IN(POBAHUSA CEAHCOBBIX Kiroueilt. Cxema




JlocToMHCTBA U
HEJO0CTaTKU
ACUMMETPUIHOTO
mudposanus. [Ipodaema
HU3KOW CKOPOCTH
anroputma RSA
[Tpumenenne RSA nns
co3aaHus HU(PPOBBIX
KOHBEPTOB U JJIA
M poBaHUs CEaHCOBBIX
kiroye. Cxe -ma
M poBaHUs CEaHCOBBIX
KJIIOYeH ¢
HCIIOJIb30BaHUEM
metooB Kinacca Cipher.
Co3zpanue MoToKoB B
nporpamMme Java Juist

(G poBaHUs CEaHCOBBIX KITFOUEH C UCIOIb30BaHUEM MeTo10B kiacca Cipher.
Co3nanue MoTOKOB B Iporpamme Java s mudpoBaHus.

mudnorauug

Anroputmbl cummerpuanoro mudposanus DES, 3DES, AES.
AJIrOPHTMBI Anropurm Blowfish. Anroputmer kommanwmm RSA  Security. Pexxumsl
CHMMETPHUIHOTO O0094HOTO MHU(POBAHUS: («DJICKTPOHHAS KHUTA», «CICIICHUE OJIOKOB

mudpoBanus DES,
3DES, AES. Anroputm
Blowfish. Anropurmsr
kommnanuu RSA Security.
Pexumbl 61104HOTO
mmdpoBaHus:
«OIEKTPOHHAs! KHUTA,
«cuernseHue 0JI0KOB
mUPOTEKCTaY,
«obpatHas CBs3b 1O
P POTEKCTY» U
«obpatHas CBs3b 1O
BeIXOAY».[IpumMeHeHue
BEKTOpa MHULIMATH3AIIH.
AJITOPUTM JOMOJIHEHUS
0J10KOB B OJI0YHOM
mudpoBanuu. Kiaccol
KeyGenerator,
SecretKey,
SecureRandom, Cipher.

mudporekcray, «o0paTHas CBsi3b MO MUPPOTEKCTY» U «0OpaTHas CBSI3b 110
BBIXO-Iy». lIpruMeHeHrne BeKTOpa MHUIMAIU3ANNN. AJITOPUTM JTOTIOTHCHHS
oisokoB B Omounom mudpoBanuu. Kiaccer KeyGenerator, SecretKey,
SecureRandom, Cipher.

Koaunposanue Base-64.
Komuposanue ASCII,
MpeJICTaBICHHE
CHUMBOJIOB 7 OUTOB, 33
YIPaBISIONINX CUMBOJIA,
MIPEJICTaBICHHE
3amu(pPOBaHHBIX
nanHbIx. @opmar Base64
JUIS Ipeo0pa3oBaHUS
MTOCTE0BATEILHOCTH
6aiiToB B hopmaT 1o
OCHOBaHHUIO 64.

Koauposanue Base-64.

Komuposanue ASCII, nmpencraBneHre ciMBOJIOB 7 OUTOB, 33 yIpaBIISIOINX
CHMBOJIA, IpeJCTaBleHne 3amudpoBaHHbIX AaHHBIX. Popmar Base64 mns
peoOpa3oBaHus MOCIE0BATEIHLHOCTH OATOB B opMaT MO OCHOBAHUIO 64.




[IpoTokon cornacoBanus
KJIIOYEH KaK UHCTPYMEHT
Java Cryptography
Architecture kraccom
KeyAgreement.
YcraHoBKka OIMHAKOBOT'O
KpUnTorpaguueckoro
KJIFOY 1JI1 HECKOJIBKUX
CTOpOH 0e3 nepenavu
CeKpeTHON MH(pOpMaLIUU
MEXJly CTOPOHAMH.

[TpoTokon cormacoBanus Kiaroued kak uHCTpymeHT Java Cryptography
Architecture.
Knaccom KeyAgreement. YcraHoBka OJUHAKOBOTO KPUNTOTPadUIECKOTO
KJTIOY JIJIs1 HECKOJIBKUX CTOPOH 0€3 Mmepeayu CeKpeTHOM nH(POpMalluu MEKIY
CTOPOHAMU.

10

XpaHeHue KIHYeH.
XpaHunuuie Kioyen
(KeyStore).
HoxymenTarus JCA,
paszznen
"KeyManagement"”. API
JUTsl pabOTHI C
XPaHWUJIHIIEM KJIFOYESH.

XpaHeHUe KIIYEH.

[Tporokon cormacoBaHusi Kio4el kak HHCTpyMeHT Java Cryptography
Architecture.  Kmaccom  KeyAgreement.  YcraHoBKa  OJMHAKOBOI'O
KpUNITOrpaHUUecKoro KoY JUlsl HECKOJbKMX CTOpOH 0€3 nepenadu
CEKpEeTHON MHPOPMAIIUU MEKIY CTOPOHAMH.

11

CTpyKTypa COKETOB
Windows u kiaccer
coketoB Java. [Ipobiemsl
0€30I1aCHOCTH CETEBbIX
KOMMYHHUKaIuil. Anpeca
u noptel. CKaHHpOBaHUE
MOPTOB ISl TIOMCKA
yA3BUMOCTEN
KOMIIBIOTEpA.

CtpykTypa cokeroB Windows u kiaccel COKeToOB Java.
[Tpobnembl 6€30maCHOCTH CETEBBIX KOMMYHUKAIMi. Anpeca H TOPTHL
CkaHupoBaHHE OPTOB JJIS IOMCKA YSI3BUMOCTEI KOMITBIOTEpA.
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Kitaces!l geitarpaMMHBIX
coketoB. Co3znanue
KJIMEHTOB U CEPBEPOB ISt
nepeayy akeToB
JAHHBIX

Knaccor I[eﬁTal"paMMHLIX COKCTOB.
COSI[&HI/IG KIIMEHTOB U CCPBCPOB MJIA I€p€aavu MaK€TOB JaHHBIX.

13

Kiraccel MOTOKOBBIX
coketoB. Co3anue
KJIMEHTOB U CEPBEPOB ISt
nepeaadu MoToKOB
JAHHBIX.
MHOronoTo4HbIe
napajuieTbHbIE CEPBEPHI.

Knacchl MOTOKOBBIX COKETOB.
COSI[&HI/IG KIMCHTOB W CCPBCPOB I Hep€aadr IMOTOKOB JTaHHBIX.
MHOronoTo4YHbIE napaJiieJIbHbIC CCPBCPLIL.

14

Nnentudukanus
KJIMEHTOB. 3alluTa
MAKeTOB JIaHHBIX U

MCIIOJIb30BaHUE METOOB
ACUMMETPUYHOTO U
CUMMETPUYHOTO
HIppoBaHUs.

WnenTudukanus KIMeHTOB.
3amuTa MakeToB JAHHBIX W MCIOJIb30BAaHHE METOJ0B ACUMMETPHUYHOTO U
CUMMETPUYHOTO MU POBAHHUS.




besonacHocTs nepenayn

bezonacHocTh nepenayn NOTOKOB IaHHBIX.
OGecnieyeHne 6€30MaCHOCTH Tepeavyd MOTOKOB JaHHBIX B MPOBOJHBIX U B

15 MMOTOKOB JaHHBIX OecripoBoHBIX ceTsx. [lIndpoBanue JaHHBIX ¢ HCIIOIB30BAHUEM OJOYHBIX U
MOTOKOBBIX HIH(POB.
Nzyuenue crangaptoB, |be3omacHsie SSL cokeTsl cepBepa
peanmzoBaHHbIX a SSL- |M3ydenue cranmaptos, peanu3oBaHHBIX a SSL-mporokone. Coszmanue SSL
16 | mporokone. Co3nanue (KIMEHTOB M CEPBEPOB.
SSL knueHToB u
CEpPBEPOB.
[Iudpopanue u [MudpoBanre U X3MUPOBAHWE MAHHBIX, KOHTPOJb JOCTYIMA, ICTATbHBINA
17 | XPUHMPOBaHHE NAHHBIX, (AYTHT.

KOHTPOJIb JIOCTYTIA,
JETANbHBIA ayaUT

3ammra 0a3 NaHHBIX, MU(POBAHUE MU XAUIMPOBAHUE, KOHTPOJb JOCTYIA,
JETAJIbHBIN ayInT.

5.2. [IpakTueckue 3aHsATUs

Ne
pasn

HaumenoBanue paznena
Y TEMbI IPAKTUYECKUX
3aHATUN

HanmenoBanwne u COACPIKAHNUEC NPAKTHUICCKUX 3aHATHH

Hcropus pasButus
METO/IOB 3aIIUTHI
uH(pOpMaLIUH.
ObecnieueHune cBoicTBa
uH(pOpMAIHN:
KOH(HIEHIIMAILHOCTH,
L[E€JI0CTHOCTH,
JOCTYITHOCTH.
Kpunrorpaduueckue
METO/bI 3aILUThI
nHpopmanuu. Metoasl
aCUMMETPUYHOIO U
CUMMETPUYHOTO
mmdpoBaHus A
obecrnieyeHus
KOH(HIEHIINATIbHOCTH
uHdopmanuu. Metoap
o0ecrieueHus
L[E€J0CTHOCTH
UH(POPMALIUU Ha OCHOBE
ACUMMETPUYHOU
Kpunrtorpaduu.
buomerpnueckue
METO/IbI 3aILIUTHI
uHpopMaluu.

Hanucanwue, otnaaka u BbIIoJIHEHUE porpammbl mudpa Lezaps.
Hanucanue u BeIMOTHEHNE TPOTPAMMBI.

Maremaruueckue
OJIHOCTOPOHHUE
GYHKIUH 1
KpunTorpaduueckue
xam-pynkun. cropus
MPUMEHEHHUS X311~
GyHKUIMH. ATTOPUTMBI
BBIYHCITICHUSX X3III-
¢bynkuuit. Kpurepun
YCTOMYMBOCTH X3III-
byHKIN.

HaHI/IcaHI/Ie, OTJIagKa WU BBIITOJHCHHUE IPOTrPaMMBbI )I&IZ}I)KCCTOB.
Hamnncanne u BRITIOTHEHHNE nporpamMmal.




YCTOWYHUBOCTD K
KOJIJIN3USIM U K
npoobpazamM. AITOPUTMBI
MessageDigest. Kiacc
MessageDigest, moms u
METOABI.

Henocratku
xammpoBanus. Koabl
ayTeHTHU(UKAINH
COOOIIIEHHIA,
YCOBEPIIIEHCTBOBABIIIHE
XAIIMPOBAHHUE.
Aunroputmel MAC:
ITOPUTM T'eHepauu
KJIFOYEH, alIlTOPUTM
MOAMKICH, AJITOPUTM
npoBepku. Otanuue
MAC ot udpoBbIx
noanucen. Knacc MAC,
I'enepanus kimouei,
BBITIOJIHCHHE U ITPOBEPKA
MAC-xona.

Hammcanne, ormnaaka
MMHUTOBCTABOK COOOIIEHUIT
Hanucanue 1 BbIIOJIHEHUE

n BBIITOJIHCHHC

MIPOrPaMMBI.

nporpammel  MAC-K0/0B,

CoiicTBa 1 poBoit
HOJIMCH: LIEJIOCTHOCTb,
aBTOPCTBO,
HEOTKa3yeMOCTb
COOOIIECHUH.
CummeTrpuyHas u
ACHMMETpPUYHAS CXeMa
U (GPOBON MOIMHCH.
ANTOpPUTMBI,
MPUMEHSIEMBIE JUIS
U (POBBIX MOATUCEH:
anroputM DSA,
anroput™ RSA u
anroput™m SHA.
IIpumeps! renepann
kiroueil. Kiaccel
reHepauuu kiarouent LI,
KJ1acc uQppoBon
TIOJIIMICH, TIPUMEHEHNE
KPUITOTpapUUECKUU

CTOMKOTrO TeHepaTopa
ICTT

Hamucanne, otnagka W BBINOJHEHHWE NPOrpaMMbl HUGPOBOM MOAMKUCH

COOOIIEHU
Hamnucanue v BBIIOJIHEHHE

IIPOrpaMMBI.

Tune! KoymIeKIHi
JIAHHBIX: MACCHBBI,
CITMCKH, MHOYKECTBA,
TaOJIUIIBI, KAPTHI
(oToOpaxkeHus).
AJNTOPUTMBI 10CTyMA K
00BEKTaM KOJUICKITUH: TIO
WHJIEKCY, MO X3III- KOy,
1o epeBy. OOBEKThI
kosekuit. [lugpossie
TTOATIHCH

HaHI/ICElHI/IC, OTJIalIKka HW BBIIIOJHCHUC IIPOrpaMMbIL HH(I)pOBOﬁ oAU CH

00BEKTOB
Hanwucanue u BBIIOIHEHNUE

IPOTrpaMMBl.




o0bekToB. Kiacc
SignedObiject,
MMO3BOJISIONINM CO31aBaTh
ITOITMCAHHBIE O0OBEKTHI,
peoOpa3oBaHHEIC B
MOCJICI0BATEIBHYIO
dbopmy. Co3nanue u
IpoBepKa IU(GPOBHIX
MOAIKUCEH 00BEKTOB

HIudposanue
COOOIIIEHUH C OTKPBITHIM
KITFOUOM 10 JITOPUTMY
RSA. JlocrouHcTBa u
HEJIOCTaTKH
ACUMMETPUYIHOTO
mmdposanus. [Ipobiiema
HU3KOH CKOPOCTH
anroputma RSA
[Tpumenenune RSA mist
co3/1aHusl IU(POBBIX
KOHBEPTOB U ISt
mm(poBaHUs CEaHCOBBIX
kirouer. Cxe -mMa
mmQpoBaHUs CEaHCOBBIX
KJIIOYEH ¢
HCITOJIb30BaHUEM
metonoB kiacca Cipher.
Co3zanue MoTOKOB B
nmporpamme Java Jist

Hanucanue, oTnazka u BbIIIOJHEHUE POTrpaMMbl IIU(PPOBaHUS COOOLIECHHI ¢
OTKPBITHIM KITFOYOM 110 anroputmy RSA
Hanucanue u BBIOTHEHHE TPOTPAMMBI.

I ppPOBaHUS.
Hanucanwe, oTnagka ¥ BBIIOJHEHHWE MPOTrpaMMbl  CUMMETPUYHOIO
AJNrOPHTMBI umposanus DES, 3DES, AES.
CHMMCTPUTIHOT'O CrTyneHThl MUIIYT, OTJIAKUBAIOT U BBIIOJIHAIOT IPOIPaMMBI 110 TEME 3aHATHUS,

nmdposanus DES,
3DES, AES. Anroputm
Blowfish. Anroputmsr
kommanuu RSA Security.
Pexxumpl 65109HOTO
mudpoBanus:
«QNEKTPOHHAs] KHUT A,
«clerieHne 6JI0KOB
HIUPPOTEKCTAN,
«oOpatHas CBsI3b 1O
HUPPOTEKCTY» U
«oOpatHas CBsI3b 1O
BbIXOIY».IIpuMeHeHne
BEKTOPAa MHULUATU3ALUH.
AJITOPUTM JOMOJIHEHUS
OJI0KOB B OJIOYHOM
mdpoBanuu. Kinaccol
KeyGenerator,
SecretKey,
SecureRandom, Cipher.

YKaSaHHOﬁ B pa3aciie «Tema IUCHUILIMHBD.




KomupoBanue Base-64.
Komuposanue ASCII,
IIPEJICTaBICHHE
CHMBOJIOB 7 OMTOB, 33
VIPABIISAIONIUX CUMBOJIA,
MIPEJICTaBICHUE
3amuPOBAHHBIX
nanabix. @opmat Base64
JUISL TPeOOpa3OBaHUS
MIOCICA0BATEILHOCTH
OaiiToB B hopmar 1o
OCHOBaHMIO 64,

HaHI/ICEIHI/Ie, oTjJaaKka ¢ BBIIIOJIHCHHUC HpOFpaMMBI
OCHOBaHHUIO 64

CTy,Z[eHTI:I MNUIyT, OTJIAKHNBAKOT U BBITIOJIHAKOT HpOFpaMMBI 110 TEMC 3aHATHA,
yYKa3aHHOMU B pazneine «TeMa TuCIUIIITUHBD.

KOOAUpOBAaHUA 110

[TpoToxon cornacoBaHus
KJIFOYEH KaK MHCTPYMEHT
Java Cryptography
Architecture xraccom
KeyAgreement.
YcraHoBka OIMHAKOBOTO
KpunTorpadguueckoro
KJIFOY JIJIS1 HECKOJIBKUX
CTOpOH 0e3 nepenadu
CeKpeTHON MH(pOpMaLTuu
MEX1y CTOPOHAMH.

HaanaHHe, OTJIaZIKa U BBIIIOJIHCHUC ITPOTPpaAMMBI COI'NIACOBAHUS KJII0UeH
CTyI[eHTBI MMUIITYT, OTJIAXKUBAIOT U BBIIIOJIHAIOT IPOTpaMMBbI 11O TEMC 3aHATHUS,
YKa3aHHOﬁ B pas3aciic «Tema JUCHUITIINHBI.
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XpaHeHUE KIOUEH.
XpaHunuuie KiI4yen
(KeyStore).
JoxymenTarus JCA,
pazzen
"KeyManagement"”. API
Ui paboThI €
XPaHWUJIHAIIEM KJIFOYEH.

HaHI/ICEIHI/IC, OTJIaJiIKa U BBIIIOJIHCHUC ITPOTIpaMMBbI COI'NIaCOBAHUS KJIIouei
CTyI[GHTBI MMUIIYT, OTJIAXKUBAIOT U BBIMIOJIHAIOT IIPOTPaMMBI 11O TEMC 3aHATHUA,
YKaSaHHOﬁ B pa3jciie «Tema AUCHUITIIMHBID).

11

CTpyKTypa COKETOB
Windows u kiaccer
coketoB Java. [Ipobaemsl
0€30IaCHOCTH CETEBbIX
KOMMYHHUKaIMil. Anpeca
u nopthl. CKaHHpOBaHUE
MOPTOB ISl TIOUCKA
YS3BUMOCTEU
KOMIIBIOTEpA.

HaHI/ICaHI/Ie, OTJIaJKa U BBITIOJIHCHUEC MTPOTPaMMbI CETCBOT'O B3aHMOZ[eﬁCTBHH
CTy,lIeHTI)I MUIIYT, OTJIAXXUBAIOT U BBIMIOJIHAIOT IIPOTpaMMBbI 11O TEMC 3aHATHUS,
YKa3aHHOﬁ B pa3aciie «Tema JUCHHUITIINHBI».

12

Kitaccel neirarpaMMHBIX
cokeroB. Co3ganue
KITUEHTOB U CEPBEPOB ISt
nepeayn MakeToB
JTAHHBIX

HaHI/ICElHI/IC, OTJIaIKa U BBITIOJITHCHUC TPOTPAMMBI I[eﬁTal"paMMHBIX COKCTOB
CTYJIeHTI)I IMUIIYT, OTJIAXXUBAIOT U BBIMIOJIHAIOT IIPOTpaMMBbI 11O TEME 3aHATHUA,
y1(a3aHHOﬁ B pa3aciie «Tema JUCHUITIIUHBI».
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Knaccel MOTOKOBBIX
cokeroB. Co3manue
KJIINEHTOB U CEPBEPOB

HaHI/ICElHI/IC, OTJIalKa U BBITIOJIHCHUC TPOTPAMMBI ITIOTOKOBBIX COKETOB.
CTYJIGHTI)I MUIOIYT, OTJAXXUBAIOT U BBIIIOJHAIOT IIPOrpaMMBEI 110 TEME




JUISL TIEpelayul IIOTOKOB
JTaHHBIX.
MHOTOITOTOYHEIC
napasuiesibHbIE CEPBEPHI.

3aHATHS, YKa3aHHOM B paszeine «Tema TUCIHUILTAHBDY.

WNnenrudukarus
KJIMEHTOB. 3alura
[IAKETOB JaHHBIX U

HaHI/IcaHI/Ie, OT/IagKa W BBIIIOJHCHHUE IIPOTIpaMMBbI I/I,Z[eHTI/IQ)I/IKaI_II/IH KIIMCHTOB.
CTYI[GHTBI MMUIIYT, OTJIAXKUBAIOT U BBIIIOJHAIOT IMIPOrpaMMBbI IO TCME 3aHATHA,
y1(a3aHHOﬁ B pasaciic «Tema JAUCHUITIIMHBI.

14 | ucnonb3oBaHUE METOJIOB
ACUMMETPUYHOTO U
CUMMETPUYHOTO
mmdpoBanus.
Hamnucanue, oTnaika u BBINOJHEHNE IPOTPaMMBbI 00ecriedeHns: 0€30MacHOCTH
15 be3onacHocTk nepepayn |IIOTOKOB JaHHBIX
MIOTOKOB JTAaHHBIX CTyAeHTHI MUIIYT, OTIaKUBAIOT U BBIIOIHSAIOT IIPOrPAMMBI 110 TEME 3aHSTHS,
yKa3aHHOH B pazzene «Tema AUCIUIUINHBDY.
Wzyuenue crannapros, |Hamucanue, oTiagka u BEIIONIHEHUE TporpaMmbl SSL-cepBepa
peann3oBaHHBIX a SSL- |CTy#eHTHI MUIIYT, OTIAXXUBAIOT U BBITIOIHSAIOT IPOTPAMMBI 110 TEME 3aHSATHS,
16 | mporoxone. Coznanue |ykazaHHOH B pazaene «Tema TUCIUTUIMHBDY.
SSL kn11eHToB u
CEpBEPOB.
IHI/I(prBaHI/Ie u Hanmcanue, omiagka M BBITOJIHEHUE nporpaMmbl COCAUHCHUA C Oazoii
17 | X°UMpOBaHHE NAHHBIX, AHHEIX.

KOHTPOJIb IOCTYTIA,
JI€TaJbHbIA AYIUT

CTYIIGHTI)I MMUIIYT, OTJIAXKUBAIOT U BBIIIOJHAIOT IIPOrpaMMBI 11O TEME 3aHATHA,
YKaSaHHOﬁ B pa3aciic «Tema AUCHUITIIMHBI.

5.3. CamocrositenpHas paboTa 00y4aromuxcs

No
pas3n

HaumenoBanue pasaciia
JAUCHUIIIIMHBI 1 TEMBI

ConeprxaHue caMOCTOSATEILHOM paboThI

Hcropus pa3sutus
METOJIOB 3aIIUThI
UHpOpMaLIUH.
Obecneuenue cBoiicTBa
uHpOpMaIUu:
KOH(HUICHIIMAITBHOCTH,
LIEJIOCTHOCTH,
JIOCTYITHOCTH.
Kpunrorpaduueckue
METO/IbI 3aILIUTHI
uHpopmanuu. Metosl
aCUMMETPUYHOIO U
CUMMETPUYHOTO
mugppoBaHus s
o0ecrieueHus
KOH(PHUACHITMAITBHOCTH
uHpopmanuu. MeTosl
obecrnieyeHus
L[EJIOCTHOCTH
uH(pOpMaluu Ha OCHOBE
ACUMMETPUYHOU
Kpunrtorpaduu.
buomerpuueckue
METO/IbI 3aILUTHI

HcTous pa3BUTHS METOJIOB 3aIUTHI HH(POPMALIUH.
N3yyenue JNEKUMOHHOrO Marepuana. M3ydeHHe HCTOYHUKOB JIMTEpaTyphI,
cTaTel, MHTEPHET-PECYPCOB




nHpopmanuu.

MaremaTuueckue
OJIHOCTOPOHHUE
GYHKIIUH U
Kpunrorpaduueckue
xaMm-(pyHKIUU. Mcropus
MPUMEHEHHUS XD1I-
GyHKIUH. ATTOPATMEBL
BBIUMCIICHUSIX XDIII-
¢bynkuunii. Kputepun
YCTOHYMBOCTH X3III-
GyHKIMH. Y CTOWYUBOCTD
K KOJUIM3HSIM U K
npooOpazaM. AJITOpPUTMBI
MessageDigest. Kiacc
MessageDigest, mosist u
METO/IBI.

Marematuueckue OJHOCTOPOHHHE (DYHKIMUM U KPUNTOTpaPUUECKHE XOIII-
byHKIIIM.

Nzydenne neknuonHoro marepuana. [loaroroBka k mabopatopHoil paboTe.
N3yuyeHne nCTOYHUKOB JIUTEPATYPHI, CTATEN, HHTEPHET-PECYPCOB.

Henocratku
xammpoBaHus. Koabl
ayTeHTH(PUKALINH
COOOIIIEHHIA,
YCOBEPIIEHCTBOBABIIINE
XAIIMPOBAHUE.
Aunroputmel MAC:
ITOPUTM T'€HEepaIuu
KJIFOYEH, aJlTOPUTM
TTOATHICH, AJITOPUTM
npoBepku. OTianune
MAC ot undpoBbIx
noanucen. Knacc MAC,
I'enepanus kimouei,
BBINIOJIHEHHE U MTPOBEPKA
MAC-kona

Pabota ¢ nmuteparypoii
Nzyuenue neknmonHoro marepuana. [loaroroeka k y1aboparopHoit pabdore.
W3ydyeHne nCTOYHUKOB JIUTEPATYPbI, CTaTEH, HHTEPHET-PECYPCOB

CaoiicTBa 1 poBoit
TIOJIIIMICH: TIEJIOCTHOCT,
aBTOPCTBO,
HEOTKa3yeMOCTh
COOOIIeHUH.
CummerpuyuHas u
acUMMETpUYHAas cXeMa
1 (pOBOM MOIIHUCH.
ANTOpPUTMBI,
MIPUMEHSIEMBIE JITSI
UG POBBIX MOANHUCEH:
anroput™ DSA,
anroput™ RSA u
anroput™ SHA.
[Tpumeps! renepanuu
ximouert. Kimaccer
reHepauuu kiarouen LI,
KJ1acc UG poBon
TIOJIIIMICH, TIPUMEHEHHNE
KpunTorpadguueckun

PaGora c nureparypoit
Nzyuenune nexnmonHoro marepuana. [loaroroBka k y1abopatopHoit pabdore.
N3yueHne nCTOUHUKOB JIUTEPATYPBI, CTATEN, HHTEPHET-PECYPCOB.




CTOMKOIO reHeparopa
I1CII.

Tune! KoJUIeKIU
JAHHBIX: MACCHBBHI,
CIIUCKHU, MHOXKECTBA,
Ta0IUIIBI, KAPThI
(oToOpaxkeHus).
AJNropuTMBI 10CTYIIA K
00BEKTaM KOJIIEKIUHN: TIO
UHJICKCY, TI0 X3III- KOy,
1o iepeBy. OOBEKTHI
kosuteknwmid. [{udpoBeie
MOJMUCU OOBEKTOB.
Knacc SignedObject,
MO3BOJISIIOIININA CO3/aBaTh
MOAIICAHHbIE O0BEKTHI,
peoOpa3oBaHHbIC B
MOCIIC0BATEIHHYIO
dbopmy. Coznanue u
poBepKa MUPPOBBIX
noanuceit 00bEKTOB

Pabota c nmuteparypoii
Nzydenne neknuonHoro marepuana. [loaroroBka k mabopatopHoil paboTe.
W3y4yeHne nCTOYHUKOB JIUTEPATYPbI, CTaTel, MHTEPHET-PECYPCOB.

[udpoBanue
COOOILIEHUH C OTKPBITHIM
KITIOYOM I10 aJITOPUTMY
RSA. JlocTouHcTBa
HEJIOCTATKU
ACHMMETPUYHOTO
mmdposanus. [Ipobiema
HHU3KOW CKOPOCTH
anroput™Ma RSA
[Tpumenenne RSA st
CO3J1aHMs LU(POBBIX
KOHBEPTOB U JIJIS
mr(pOBaHUS CEAHCOBBIX
kioueil. Cxe -ma
mr(pOBaHUS CEAHCOBBIX
KJIFOYEH C
UCIIOJIb30BaHUEM
mertooB Kiacca Cipher.
Co3ztanue noToKoB B
nporpamme Java s

Pabota ¢ nurepatypoit
N3yuenne nekunoHHoro Matepuana. IloaroroBka k ynabopatopHoi pabore.
N3yueHne nCTOYHUKOB JIUTEPATYPHI, CTATEN, HHTEPHET-PECYPCOB.

mudpoBaHus.
PaGora c nureparypoit
AnTrOopuUTMBI .
N3yuenne neknmonHoro marepuana. [logroroBka k yraboparopHoit padorte.
CUMMETPUYHOTO

nmdposanus DES,
3DES, AES. Anroputm
Blowfish. Anroputmbt
kommanuu RSA Security.
Pexumbl 61104HOTO
mudpoBaHus:
«QIIEKTPOHHAS KHUTaY,
«cuerieHue 6JI0KOB

I/I3y‘-ICHI/IC HCTOYHHUKOB JIMTCPATYPHI, CTaTCﬁ, HHTCPHET-PECYPCOB.




«obpaTHasi CBSI3b 110

«obpartHasi CBs3b 110
BeIXOAY».[Ipumenenue

BEKTOPA MHUIIMATH3AIUH.
AJTOpUTM JOTOJIHEHUS

mndpoBanuu. Kiaccol

SecureRandom, Cipher.

mUPOTEKCTaY,

mU(POTEKCTY» U

OJIOKOB B 0JIOUHOM

KeyGenerator,
SecretKey,

KomupoBanue Base-64.
Komuposanue ASCII,

CHUMBOJIOB 7 OMTOB, 33
YIPABJISIONIMX CHMBOJIA,

nanabix. @opmar Base64

MMpEaACTaBICHUC

IpeJICTaBICHNE
3amnpOBaHHBIX

IS TIpeoOpa3oBaHus
MOCIICI0BATEIIHHOCTH
OaiiToB B (hopmar 1o
OCHOBaHUIO 64.

Pabota c nmutepatypoii
Nzydenne neknuonHoro marepuana. [loaroroBka k mabopaTropHoil pabdoTe.

W3ydyeHne nCTOYHUKOB JIUTEPATYPbl, CTaTEH, HHTEPHET-PECYPCOB.

IIporokoa coriiacoBanus
KJIFOUeW KaK MHCTPYMEHT

P

Java Cryptography
Architecture xiraccoM
KeyAgreement.

YcTaHoBKa OJUHAKOBOTO

KpUNTOrpadguueckoro
KITI0Y JUISl HECKOJIBKUX
CTOpOH 0e3 neperauu
CeKpeTHO! MH(pOpMaLuu
MEXy CTOPOHAMH.

Nzyuenune neknmonHoro marepuana. [loaroroBka k y1aboparopHoit pabdore.
W3yueHne HCTOYHUKOB JIMTEPATYPHI, CTATCH, HHTEPHET-PECYPCOB.

abota ¢ auTepaTypou

10

XpaHeHUe KIIIOYEH.
XpaHWIHIIE KIT0UeH
(KeyStore).
HoxymenTtarus JCA,
pazznen
"KeyManagement"”. API
Uit paboThI C

Pabota ¢ nutepatypoit

Nzyuenune nexnmonHoro marepuana. [loaroroBka k y1abopatopHoit pabore.
W3ydyeHne NCTOYHUKOB JIUTEPATYPhI, CTaTeH, HHTEPHET-PECYPCOB.

11

XPaHWJIHIIEM KITFOYEH.

CrpykTypa COKETOB
Windows u kiaccel
coketoB Java. [Ipobnemsl
0E30IMaCHOCTH CETEBBIX
KOMMYHUKaIui. Aapeca

Pa6ora c nuteparypoit
N3yuenne nekunoHHoro Matepuana. IloaroroBka k nabopatopHoi pabore.

N3yueHne nCTOYHUKOB JIUTEPATYPHI, CTATEN, HHTEPHET-PECYPCOB.

U NTOPTHI.




CxaHupoBaHue MOPTOB
JUISL TIOUCKA YSI3BUMOCTEN
KOMIIBIOTEPA.

Kitacesl geiitarpaMMHBIX
cokeroB. Co3nanue

Pabota ¢ nurepatypoit
N3yuenne nekunoHHoro Matepuana. IloaroroBka k ynabopatopHoit pabore.
N3yuyeHne nCTOYHUKOB JIMTEPATYPBI, CTATEN, HHTEPHET-PECYPCOB.

12 |kJIMEHTOB U CEPBEPOB IS
repeIavyr MMaKkeToB
JIAHHBIX
Pabora ¢ aureparypoii
Knaccel MOTOKOBEIX patyp o
N3ydenue neknuonHoro Marepuaina. [loaroroBka k jabopaTtopHoOit padoTe.
cokeroB. Co3nanue .
W3ydyeHne NCTOYHUKOB JIMTEPATYPhI, CTATEH, HHTEPHET-PECYPCOB.
KITUEHTOB U CEPBEPOB ISt
13 nepeaadu MoTOKOB
JTAHHBIX.
MHOTrOnoTOYHEIE
MapajuIeIIbHBIC CEPBEPHI.
Pabora ¢ aureparypoit
Nnentudukanys patyp .
N3ydenue neknuoHHoro Marepuaia. [loaroroska k jgabopaTopHOit padoTe.
KJIIMEHTOB. 3aIiura .
N3ydyeHne NCTOYHUKOB JIMTEPATYPHI, CTATEH, HHTEPHET-PECYPCOB.
[IAKETOB JAHHBIX U
14 | ucmonnp3oBaHKEe METOIOB
ACUMMETPUYHOTO U
CUMMETPUIHOTO
UG poBaHUsL.
E PaGora c iureparypoit
[MACHOCTH I qu .
15 C30MacHoC cpea Nzydenue neknuoHHOro Marepuaia. [loaroroBka k jgabopaTtopHOit padoTe.
[IOTOKOB JTaHHBIX .
N3ydyeHne NCTOYHUKOB JIMTEPATYPHI, CTATEH, HHTEPHET-PECYPCOB.
Wzyuenne cranmaptos, |[loaroroBka mokiama
peanu3oBaHHbIX a SSL- |H3ydenue nekunonHoro matepuana. [loaroroBka k nabopaTopHoii paborte.
16 | mporokone. Coznanue |M3ydueHHe UCTOYHUKOB JIMTEPATYPHI, CTaTEH, HHTEPHET-PECYPCOB.
SSL knneHToB 1
CEPBEPOB.
[IudpoBanue u Pabora c nuteparypoit
17 | X°oUMpOBaHHE TAHHBIX, Nzyuenue neknuonHoro marepuana. [loaroroBka k mabopatopHoil paboTe.

KOHTPOJIb JOCTYTIA,
JIETAJIbHBIA ayJUT

CryneHTsl M3y4arOT MCTOYHHMKHU JINTEPATYpbl, CTaTbU, MHTEPHET-PECYPCHI,
COCTAaBJISIIOT OTYETHI.




6. MeTonuyeckue MaTepuaJbl JAJIs1 CAMOCTOATEbHOI padoThl 00yYAKIIMXCS M0 AUCHUIIMHE (MOIYJII0)

[IporpamMmmoil AUCHUIUIMHBI IPEAYCMOTPEHO MPOBEACHUE JICKIIMOHHBIX 3aHSITHI, HA KOTOPBIX JAeTCs
OCHOBHOM CHCTEMaTHU3WPOBAHHBIN MaTepuall, U JIabOpaTOPHBIX 3aHATUH, NPEANOJaralluX 3aKperyieHue
M3YYCHHOTO MaTepuaia U (OpMUPOBAHHE Y OOyUaIONMIUXCsl HEOOXOAMMBIX 3HAHUH, YMEHUI U HaBBIKOB. Kpome
TOTO, B@KHEWUIIMM STaloM HW3Y4YeHHs TUCIUIUIMHBI SIBISETCS CaMOCTOsITeNIbHas padoTa 0O0ydaroImUXcs C
MCIOJIb30BAHNUEM BCEX CPEJICTB U BO3MOKHOCTEH COBPEMEHHBIX 00pa30BATEIIbHBIX TEXHOIOTHA.

B 06bvem camocTosITeNnsHOM paboOThI IO TUCHUILIMHE BKIIIOYACTCS CIeAyIOLIee:

- U3Y4YEHUE TEOPETUUYECKUX BOIIPOCOB I10 BCEM TEMaM JUCLUILINHBL;

- IOATOTOBKA K JJAOOPATOPHBIM 3aHSATHUSM;

- IOATOTOBKA K TEKYILIEMY KOHTPOJIKO YCIIEBAEMOCTHU CTYAEHTOB;

- IOJrOTOBKA K 3a4€Ty C OLEHKOM.

3am0roM yCHemHOro OCBOCHHUS JUCHUILUIMHBI SIBISETCS 005S3aTeIbHOE IMOCEHICHHUE JIEKIMOHHBIX H
1abopaTOPHBIX 3aHATUN, TaK KaK IPOMYCK OAHOro (TeM Oojee, HECKOJbKUX) 3aHATUH MOXKET OCIIOKHUTH
OCBOEGHUE pa3/esioB Kypca. Ha mabopaTopHBIX 3aHATHIX MaTepUall, U3JI0)KCHHBIN Ha JICKIUAX, 3aKPETUIICTCS PU
BBIITOJIHEHUH 3aJJaHUM.

[Tpuctynas K U3Yy4eHHUIO TUCIUIUIHHBI, 00yJaromeMycss He0OX0IUMO B TIEPBYIO OYEPEIb O3HAKOMUTHCS
c cogepxanuem PIIJI, a Takke METOOUYECKHMMH YKa3aHUSIMU IO OPraHU3alMU CAMOCTOATEIbHOU paboThl U
MOATOTOBKU K MPAKTUYECKUM 3aHSITHSIM.

[Tpu MOATrOTOBKE K JIEKIIMOHHBIM 3aHATUSAM CTYIEHTY HEOOXOIMMO:

- O3HAKOMUTBCS C COOTBETCTBYIOIIEH TEMOW 3aHATHS;

- OCMBICJIUTh KPYT U3y4aeMbIX BOIIPOCOB U JIOTUKY UX PACCMOTPEHUS;

- U3yYUTh PEKOMEHIYEMYI0 paboydeil mMporpaMMoii TUTEPATypy MO JAHHOU TEME.

[Tpu moaroToBke K J1aOOPATOPHBIM 3aHATHUAM M B PaMKaX CaMOCTOSITEIbHON pabOTHl MO H3YyYEHUIO
JTUCIUTITUHBI 00y4YaoUMCcst HEO0X0IMMO:

- NOBTOPUTH 3aKOHCHEKTUPOBAHHBIM Ha JIEKIIMOHHOM 3aHATUU MaTepHall U JOMOJIHUTh €ro ¢ Y4eTOM
PEKOMEHIOBaHHOM 110 TaHHOM TEME JINTEPaTyphI;

- MpU CaMOCTOSITEJIbHOM HW3YyYEHUU TEOPETUYECKOW TEMBbI CJeJaTh KOHCIIEKT, HCIOJb3Ys
pekomenoBanHbie B PIIJ] ncrounuku;

- BBITIOJTHUTH J1a0OpaTOpHBIE 3aJJaHKs B paMKax U3y4yaeMOU TEMBI;

- OTBETUTh Ha KOHTPOJIbHBIE BOMPOCHI MO TeMe, Hucmnoib3ys marepuansl ®OC, nubo rpynmoBbie
WHJMBUIyaJIbHBIE 33/IaHUs], IOJrOTOBJIEHHBIE NIPENOAABATENIEM;

- IOJTOTOBUTHCS K TIPOBEPOYHON paboTe, MPeTyCMOTPEHHON B KOHTPOJIBHBIX TOUKAX;

- IOArOTOBUTHCA K IPOMEKYTOYHOM aTTECTALIUH.

HNroroM wu3ydeHus AMCHUIUIMHBI SIBJISETCS 3a4eT C OIEHKOW. 3a4eT C OLEHKOW MPOBOJIUTCS IO
pacnucanuo. dopMa TpOBEIACHHS 3aHATHUS MOXET OBbITh YCTHasl, MHUCbMEHHAs U B JJIEKTPOHHOM BHJE.
CtyzneHTsbl, HE TIPOIIEIIINE aTTECTALNIO, TODKHBI TUKBUIUPOBATH 3a/I0JDKEHHOCTh B YCTAHOBJICHHOM TOPSIIKE.

7. OueHo4HbIe MATepPHAJIbI JJsl NMPOBEACHUS] TEKYILIEero KOHTPOJISI YCIeBAeMOCTH U TNPOMEKYTOYHOM
arTTecTalMu 00y4aromMXCcs N0 JMCUUILIHHE (MOTYJII0)
7.1. IlepedeHb KOMIETEHIIMI ¢ yKa3aHUEM JTaoB UX (YOPMHUPOBAHMSI B MPOIIECCE OCBOCHUS AUCIIUIIIINHBI

Kon u HanmeHoBaHue
Ne KoHTponmpyemsle pa3aesnsl JUCHUATIIINHBL . Bun onenounoro
MHIUKATOpa KOHTPOIUPYEMOM

/1 (Moy1is) KOMITETEHIIHT cpencTaa

Hctopus  pa3BUTHA  METONOB  3alUTHI
uH(pOpMaLUH. Obecrnieuenue CBOIiCTBa
uHpOpMalLUu: KOH(HIEHIINATLHOCTH,
IIEIOCTHOCTH, JOCTYITHOCTH.
1 |Kpunrorpaduueckue METO/IbI 3aIUTHI OIlK-4.2, T1K-2.3
uHpopManuu. MeTonbl aCHMMETPUYHOTO |
CUMMETPUYHOTO mmdpoBaHus ISt
olecrnieyeHus KOH(UIEHIINAIBHOCTH
uH(popMalu. Metoabl o0ecrieueHus

YCTHBIN o1mpoc,
HAaIlMCAHUE NPOrPaMM




OECJIIOCTHOCTHU I/IH(l)OpMaI_II/II/I Ha OCHOBC

ACUMMETPUIHON KpunTorpadum.
BI/IOMeTpI/I‘-ICCKI/IC METOAbI 3alIUThI
nHbOpMAIIH.

MaremaTHuecKue OAHOCTOPOHHHUE (HYHKIIMU U
kpuntorpaduueckue xsur-gynkuuu. Mcropus
OpUMEHEHHUS  XJII-QYHKIUH.  AJTOPUTMBI
BblUMCICHUSIX — xom-¢pyHkiuil.  Kpurepuu
YCTOMYMBOCTH X3II-PYHKIUH. YCTOHYNBOCTH
K KOJUTM3USAM U K MpooOpazaM. AJTOPUTMBI
MessageDigest. Kinacc MessageDigest, moss u
MCTOJIbI

OIIK-4.2, 11K-2.3

YCTHBIN ormpoc,
HaIKMCaHHUE MPOTPaMM

HenocraTtku X3LINPOBAHUS. Kongl
ayTeHTH(UKAITIT COOOIIICHUH,
YCOBEPIICHCTBOBABIITHE X3IIUPOBAHUE.

AnroputMbel  MAC: aIroput™M reHepanuu
KJIIOYEH, aJrOpuT™M MOAMHUCH, aJITOPUTM
npoBepku. Otimune MAC or 1uudpoBbIxX
noanuceil. Kinace MAC, I'enepanus kiroueid,
BbINIOJIHEHME U nTpoBepka MAC- kona.

OIIK-4.2, TIK-2.3

YCTHBIN ormpoc,
HaIMCaHUE MPOrpaMMm

CaoticTBa 1nu(ppoBON MOAMKUCH: IETOCTHOCTD,
aBTOPCTBO, HEOTKAa3yeMOCTh  COOOIICHHUH.
CuMmMeTpuuHass ¥ acUMMETpUYHas cxema
uQpoBon HOJIITHCH. ANTOPUTMBEI,
NpUMEHSIeMbIe  JUIS  TUQPOBBIX TOIIMKUCEH:
anroput™m DSA, anroputm RSA u anroputm
SHA. IIpumepsl renepanuu kirouei. Kmaccol
reHepanuu kmouet III, kmacc uudposoii
NOJNKNCH, TPUMEHEHUE KPUNTOTrpapuuecKuu
croiikoro rereparopa [ICII.

OIIK-4.2, IIK-2.3

YCTHBIN ompoc,
HaIMCaHUE MPOrpaMm

Tunel KOJUIEKUMKA TaHHBIX: MACCUBBI, CIICKH,
MHOECTBA, TaOIHUIIbI, KAPTHI (OTOOPAKEHMUS).
AJTOPUTMBI AOCTYMA K 00bEKTaM KOJUTEKIIHIi:
0 MHJAEKCY, MO Xd3II- KOAY, IO JEpeBY.
OO6ObexTnl Komnekiui. L{udpoBble moamucu

00BEKTOB. Knace SignedObject,
MO3BOJIAIONINA  CO37aBaTh  IMOJIMHUCAHHBIC
OOBEKTHI, npeoOpa3oBaHHbBIE B

nocnenoBarenbHyo  ¢opmy. Cosnanue
ODORENKA ITUAODOREIX TOMNUCEH OOREKTOR

OITK-4.2, TIK-2.3

YCTHBIN o1poc,
HaIlMCaHUe IIporpaMm

[udpoBanre CcoOOOIMIEHUIT C  OTKPBHITHIM
kio4oM 1o anroputmy RSA. JloctouHcTBa 1
HEJIOCTaTKW aCHMMETPUYHOTO MH(pOBaHUSI.
[Ipobnema HU3KOM ckopocTu anroputMa RSA
[Mpumenernne RSA mis cozmaHusi U(POBBIX
KOHBEPTOB W JJs IU(POBAHHUS CEaHCOBBIX
kioueil. Cxe-ma muUGpPOBaHUS CEAHCOBBIX
KJIIOYel C MCIOJIb30BaHMEM METOJIOB Kilacca
Cipher. Co3nanue moTokoB B mporpamme Java
Ui A pOBaHUS.

OIlK-4.2, T1K-2.3

YCTHBIN o1mpoc,
HAaIlMCAHKUE NPOrPaMM

AJNTOPUTMBI  CUMMETPHYHOTO IMIH(POBAHUSA
DES, 3DES, AES. Anroputm Blowfish.
Anroputmbl komnanun RSA Security.

OIlK-4.2, T1K-2.3

YCTHBIN o1mpoc,
HAaIllMCAHUE NIPOrPaMM




Pexxumpbl 0J109HOTO U ppOBaHUS:
«OQJEKTPOHHAsl KHUTa», «CLEIUICHHE OJIOKOB
mumdporekcTay,  «oOpaTHas  CBSI3b IO
mMUQPPOTEKCTY» U  «oOpaTHas CBs3b IO
BbIXOY». IIpuMeHeHue BEKTOpa
UHUIMAIN3AlUA.  AJTOPUTM  JIOTOJIHEHUS
O6mokoB B OsouHoM mudpoBanuu. Kiacce
KeyGenerator, SecretKey, SecureRandom,
Cipher

Komuposanue Base-64. Koguposanue ASCII,
MIPEACTABIICHHE CHUMBOJIOB 7 OutoB, 33

g |YmpaBifIOmMX  CHMBONA,  MpPEICTAaBICHHC OIK-4.2. TIK-2.3 YCTHBIN orpoc,
samudpoBaHHbIX JaHHBIX. Dopmar Base64 ’ HaIKMCaHHUE MPOTPaMM
Ui 1peoOpa3oBaHUsl MOCIEI0BATEILHOCTH
OaliToB B hopMAaT 110 OCHOBaHMIO 64.

[IpoTokon  cornmacoBaHusi  KIIOYEH — Kak
unctpymeHnt Java Cryptography Architecture

g [wraccom KeyAgreement. ¥YcraHnoBka OIK-4.2. TTK-2.3 YCTHBII orpoc,
OJIMHAKOBOTO KPUMNTOrPahUYECKOro KITHOY JIs ’ HaNMCaHKe MPOrpaMM
HECKOJIBKUX CTOPOH 0e3 mepeadu CeKpeTHOM
uH(pOpPMaLIUU MEX]Ty CTOPOHAMH.

XpaHeHue Kiroued. XpaHWIMIIE KIOYei

10 (KeyStore). J[okymenranuss JCA, pasmen OIK-4.2. TIK-2.3 YCTHBIN orpoc,
"KeyManagement”. APl nmns pabGoter ¢ ’ HaIlMCaHUe MPorpamMm
XPAHUJIUIIEM KIHOYECH.

Crpykrypa cokeroB Windows wu kiaccel
cokeroB Java. IIpobGrnembl ©Oe3omacHOCTH .
11 |cereBbIX KOMMYyHHKANHWil. AJpeca W TIOPTHI. OIIK-4.2, [1K-2.3 YCTHBII OTpoc,
HaNKCaHue MPOrpaMM
CkaHupoBaHME  TOPTOB  JuUId  TOHMCKa
YA3BUMOCTEN KOMIBIOTEPA.
Knaccel pelitarpaMMHubIX cokeToB. Co3naHue .
12 |kamreHTOB U cepBEpOB IUIS TIEpeaavn MaKeToOB OIlK-4.2, T1K-2.3 YCTHBII Onpoc,
HaNMCaHKe MPOrpaMM
JTAHHBIX
Knaccel  motokoBbix cokeroB. Co3manue

13 |K/IMEHTOB U CEPBEPOB /Ui MEPE/AUHN MOTOKOB OITK-4.2. TIK-2.3 YCTHBIN orpoc,
TaHHBIX. MHOTOMOTOYHBIE MapaieibHbIE ’ HaNMCaHKe MPOrpaMM
CepBEPBHI.

WNnentudukanus KIMEHTOB. 3alldTa MaKeTOB

14 |MAHHBIX M HCMONB30BAaHME  METOJIOB OITK-4.2, TIK-2.3 YCTHBIN orpoc,
ACHMMETPUYHOTO 17§ CUMMETPUYHOTO HaNKCaHue MPOrpaMM
mdpoBaHus.

15 |be3omacHocTh nepenayn MOTOKOB TaHHBIX OIlK-4.2, TIK-2.3 YCTHbIH Onpoc,

HalMcaHue MPOrpaMm
W3yueHue CcTaHIapTOB, pEATU30BAHHBIX a YCTHBIN o1poc,

16 [SSL-mporokone. Co3nanue SSL KIHEHTOB u OIlK-4.2, TIK-2.3 HallMcaHUe  Iporpamw,
CEpPBEPOB. JIOKJIJT

17 HludpoBanne wu XOUIMPOBAHHE  NAHHBIX, OITK-4.2, TIK-2.3 yCTHBII OMpOC
KOHTPOJIb IOCTYIA, AETAIbHBIA ayIuT

18 |Wnas koHTakTHas paboTa OIlK-4.2, T1K-2.3

19 |3auer c OLIEHKON OIIK-4.2, TIK-2.3

7.2. TumoBkIe KOHTPOJIbHBIC 3aIaHUA WK UHBIC MaTC€pUajibl TCKYIICTO KOHTPOJIA YCIICBAEMOCTH, H€O6XOJII/IMI)Ie
JJIs1 OOCHKHU 3HaHHI>i, yMeHI/Iﬁ 1 HAaBBIKOB U (I/IJ'II/I) OIIbITa HpO(bCCCHOHaHBHOﬁ ACATCIIBHOCTH,




XapaKTEepU3YIOIINX 3Tarbl OPMUPOBAHUS KOMIIETEHIIUN B MIPOLIECCE OCBOCHHUSI TUCITUTLINHBI
TecroBble 3a7aHUs
(U1t TPOBEPKH OCBOEHUS MHIMKATOPOB JoCTHX)eHUs KommereHmuii OITK-4.2, TTK-2.3)

Jaiite onpeneneHue u 00bSICHUTE BAXKHOCTh TAKUX CBOMCTB MH(popManun?

* KondunenuuanbHOCTh

* [{esi0cTHOCTD

* JlocTyNHOCTh

Kakue cBoiicTBa cBA3aHbI ¢ ”HPOPMALMOHHOM 6€30MaCHOCTHIO?

* KondunenuuanbHOCTh

* Y1paBisieMOCTh

* HaOmromaemMocTs

* JIOCTYIIHOCTh

* [lemocTHOCTD

* HegocTynHOCTh

Q@upMa TapaHTHpPYeT 3alUTy HWHAMBUAYAJIbHBIX MJAaHHBIX CBOMX COTpyAHMKOB. Kakoil Tun
KOH(UICHIIMATLHOCTH TTOIICPKUBaeT hupma?

¢ J106pOBOJIBbHYIO KOH(DHICHIIUAILHOCTD - Privacy

* [IpunyauTEIEHYIO KOH(MUACHIIMATBHOCT - SECUrity

* Hagexuyro korduaeHmaasHocTh -reliability

* 3aKOHHYIO KOHpHIeHIHATBLHOCTD — legality

Odupma 3ampenaeT CoOTpyIHUKaM pas3riamiarh CYHUIHOCTh paboThl. Kakoi Tun KOHPUASHIHNATIHLHOCTH
nojaepkuBaetr pupma’?

* HenoakynHyro KoH(UAEHIHAIBHOCT- iNCOrrupt

* 3aKOHHYIO KOH(HICHIIMaTbHOCTE- legality

¢ J1006pOBOJIBbHYIO KOH(DHICHIIUAILHOCTD - Privacy

* [IpunyauTENEHYIO KOH(PUACHIIMATBHOCTD - SECUrity

Jlannble ObLTH M3MEHEHBI BO BpeMsi XpaHeHHs B 0aze maHHbIX. Kakoe cBoiicTBO mMH(pOpMaIu ObLIO
HapyueHo?

* KondunennuanbHOCTh

* JIoCTOBEPHOCTH

» HaGmrotaeMocTh

* JIOCTYIIHOCTh

* [lenocTHOCTH

¢ HanexxaocThb

Cepsep 0a3bl JaHHBIX MEPETPYKEH U HE MOXKET 00Cy)UBaTh KIMeHTOB. Kakoe cBolcTBO MH(DOpMaIu
HapyuieHo?

* KondunenuanbHOCTh

* JIoCTOBEPHOCTH

» HaGmrotaeMocThb

* JIOCTYIIHOCTh

* [lenocTHOCTH

¢ HanexxaocThb

AJTOPUTM CUMMETPUYHOTO MU(POBAHUS UCTIOIB3YET?

* OIH ¥ TOT K€ KJIFOY JITsl ITUPPOBAHUS U IeA()POBAHUS

* Kirou i mmmdpoBaHus 1 CAMMETPUYHBIN KITFOY JUIS Jemu(poBaHus

* JIBa pa3HbIX KiItoYa I M(poBaHus U JemupOBaAHHS

C kako¥ 11eJbI0 UCIIOIB3YETCs] BEKTOP MHUIHAIN3AIUH?

* Bekrop wHUNMAanNM3amMKA TO3BOJSIET TEHEPUPOBATh OJWHAKOBBIC KIIOUM ISl CHMMETPHUYHOTO
mudpoBaHus

* Bextop nHUIMAIH3AMY TTO3BOJISIET OTHOBPEMEHHO CMEHHTD KITFOY MM (pOBaHUs

* BexTop MHUIMATN3AINN SBISETCS BTOPHIM KIFOYOM ITHU(PPOBAHUS

* Bexrop nHNIManm3anuy n3MeHseT mmdpyemsiidi TEKCT BO n30ekaHne TIOBTOpa CUMBOJIA

Kakoii u3 anroputmoB obecriednBaeT 0oJiee BBICOKHI YpOBEHb 3allIUThI HHpOpMauu?

* DES3 -Triple DES

» AES- Advanced Encryption Standard



» DES- Data Encryption Standard

Kakumu metogamu obecrednBaroT cBoiicTBa HH(MopManun?

* KonpuaeHmaaibsHOCTh

e [IexocTHOCTD

* JlocTyNHOCTh

Kakue ucropuueckue mugppsl Bol 3naere?

* [HIudp Lle3zaps.

* [lIu¢psl mepecTaHOBKH.

* [1Indpsl NOACTAaHOBKH.

Kakoii n3 MeTo0B mmdpoBanus He MPUBOAMUT K PACHPOCTAPHEHUIO OLIMOOK MEX 1y O10KaMu?

* CBC -crieruienue 6;10K0B mMGpPOTEKCTa

* ECB-aniexktpoHHast KHUTA

» CFB-o0paTHas cBs3b 110 mudpoTeKcTy

* OFB-o0partHas cBsI3b 110 BBIBOAY

VY 10BIETBOPSET JIU KOHTPOJIbHAS CyMMa TpeOoBaHus K KpunTorpaduueckoil xem-QpyHKuuu?

* Jla. Ho TpeOyeTcst 10OaBUTHh KPUNTOTPAPHUECKYIO COIb

* Her. ®yHK1Ms KOHTPOIBHONW CYyMMBI BBIYUCIIETCS CIIMILIKOM JI0JITO

* JIa ®yHK1MA KOHTPOIBHON CYMMBI YAOBIETBOPSET BCEM TPEOOBAHUSIM Xell-() yHKLIUH.

* Her. ®yHKIMS KOHTPOJIBHOW CYMMBI- HE CTOMKHUH MpooOpa3. MOXHO HAaWTH HECKOJIBKO COOOIICHUH,
KOHTPOJIbHAsI CyMMa KOTOPBIX COBETYET JaHHOM.

Kakumu cBoiictBamu o0nanaeT xen-QpyHkuus?

* Ha3HaueHue, CBOMCTBA, aJlrOPUTMBI IAiIKECTa.

e Uem oTmnuarorcsa ganmkect 1 MAC-kon

* [TocnenoBaTenbHOCTD ICUCTBUI MPHU BRIYUCICHUU JaNKECTa

* [TocnenoBarensHOCTD eiicTBUi npu Beruucienun MAC-koaa

* [{udposas moanuce

* Haznauenue 1iudpoBbIx noamnucei

* [TocnenoBaTenbHOCTH NEHCTBUN TIPH MOTYYEHUH IHU(POBO MOIMTUCH

* Anroput™bl UG POBOI MoANHCH

Kakoe yrBep:xneHue BepHO?

* JIns1 mpenoTBpalieHus KOUTM3Hi Xen-QyHKIUs JOHKHA OBITh KaKk MUHHMYM B J[Ba pa3a OoIbIIIe, 4eM
TpeOyeTcst Isl CONPOTUBIIEHUS TPOOOpasy

* Jlnst conocraBieHus mpooOpa3y xeur-pyHKIHs Jo0HKHA ObITh KaK MUHUMYM B JIBa pas3a 0oJjblle, 4eM
TpeOyeTcst Juisl IpeA0TBpaIleHUs] KOJUTU3HH.

* JInst mpeoTBpaleHus KOJTU3Ui Xen-QyHKIIHS TOKHA ObITh BBIYMCIIEH ITYTEM JIETICHUSI TOJTUPOMOB.

* JInis mpeAoTBpalleHus KOJUTM3UH Xell-(QyHKIIUS JOJKHA ObITh BEIYHCIICHA ITyTEM JIEIIEHUS IO MOTYJIIO.

Kakue cBolicTBa aJITOPUTMOB XEIIMPOBaH UMEIOT Ba)KHOE 3HaUYEHUE?

* PazpsinHocTh Xen-pyHKkuun

* BeruncnurenbHas CI0KHOCTh aIropuT™Ma

* CeKpeTHOCTh aJITOPUTMA BBIYUCICHUS XeUI-PYHKIIMU

* OOpaTUMOCTh aNTOPUTMA BHIYMCIICHUS XeUI-(YHKINH

Korna npumensercs xem-QyHKius?

* [Ipu co3panuu mWUGPOB C OTKPHITHIM KITFOYOM.

* [Ipu co3nannu CUMMETPUYHBIX MU(POB C CEKPETHBIM KIHOYOM

* [Ipu mocTpoeHUU YHUKATBHBIX UACHTU(DUKATOPOB I JTAaHHBIX

* [Ipu BBIYUCIIEHUN KOHTPOJBHBIX CYMM JIaHHBIX(CHTHaIA) JUIsl TTOCIEAYIONIEro OOHApYKEHUsI B HUX
ommnooK

* [Ipu coxpaHeHuu naposieil B CUCTEMax 3alllUThl B BUJIE XeII-KOa.

7.3. Cucrema OLIEHUBAHHS PE3yJIbTATOB OOYYEHHS MO AUCUUIUIMHE (MOAYIIO) MPU MPOBEACHUU TEKYIIETO
KOHTPOJISI YCIIEBAEMOCTH



OLIEHKA «OTIAYHO)
(3auTeHO)

3HAHUS:
- CUCTEMaTU3UPOBaHHbIE, TTyOOKHE U MOJIHbIE 3HAHUS 110 BCEM pa3jesiaMm
JUCLUTUIMHBL, @ TAKXKE 110 OCHOBHBIM BOIIPOCAM, BBIXOISIINM 3a Mpeaesibl yueOHOM
IPOrpaMMBl;

- TOYHOE HCII0JIb30BaHHE HAYYHOH TEPMHUHOJIOTUH, CUCTEMAaTHUECKU TPAMOTHOE U
JIOTUYECKH MPaBUIHHOE U3JI0’KEHUE OTBETA Ha BOIIPOCHI;

- IOJTHOE ¥ IIyOOKO€ YCBOCHHE OCHOBHOM M JOMOJHHUTEIBHOM JTUTEPaTypHl,
PEKOMEHI0BaHHOM paboueil MporpaMMoil Mo AUCUUILTHHE (MOIYIIIO)

YMEHHUS:

- YMEET OPUEHTUPOBATHCS B TEOPHUSIX, KOHIETIIUAX U HAIIPABICHUSAX AUCHUIUINHBI 1
JaBaTh UM KPUTUYECKYIO OLIEHKY, UCIIOJIb3YsI HAYYHbIE IOCTHIKEHUS APYTUX
JTUCLUTUTMH

HaBBIKU:

- BBICOKUH YpOBEHb C(HOPMUPOBAHHOCTH 3asIBICHHBIX B paboyeil mporpamMme
KOMIIETCHIIN;

- BJIaJIeeT HAaBBIKAMU CAMOCTOSTENILHO U TBOPUYECKH PEIIATh CIOKHBIE TPOOIIEMBI U
HECTaH/IapTHBIE CUTYaIUH;

- IPUMEHSET TEOPETUIECKHUE 3HAHUS TSl BHIOOpA METOIMKY BBITTOJHEHHS 3aJJaHUA;
- FPaMOTHO 00OCHOBBIBAET X0/ PEIICHUS 33/1aY;

- 0e3ymnpevHo BiIaieeT HHCTPYMEHTAPUEM YIeOHOUM TUCIUTUIMHEI, YMCHHE €T0

3¢ (heKTUBHO UCIIONBF30BATh B TOCTAHOBKE HAYYHBIX M MPAKTUYECKUX 33]1aY;

- TBOpYECKasi CAMOCTOsITENIbHAS paboTa Ha
MPAKTUYECKUX/CEMUHAPCKUX/Ta00PATOPHBIX 3aHITUSX, AKTUBHO YUaCTBYET B
TPYIIIOBBIX 00CYKICHUSAX, BEICOKUH YPOBEHD KYJIBTYpPhI UCIIOJTHEHUS 3a1aHUH

Or1eHKa «XOpOIIo»
(3auTeHo)

3HAHUS:

- IOCTaTOYHO IOJIHBIE M CUCTEMAaTHU3NPOBAHHBIC 3HAHUS 110 AUCIUILINHE;

- YCBOEGHUE OCHOBHOM U JIOMIOJIHUTEIBHOM JIUTEPATYPhl, PEKOMEHI0BaHHOM paboueit
IPOrpaMMOil 1O AUCHUILIMHE (MOYIIIO)

YMEHUS:

- YMEET OPUEHTHPOBATHCS B OCHOBHBIX TEOPHUSX, KOHIICTIIIUSAX U HAITPABICHUIX
JUCLUIUIMHBL U 1aBaTh UM KPUTUYECKYIO OLIEHKY;

- UCTIOJIB3YeT HAYYHYIO TEPMUHOJIOTHIO, TMHTBUCTHYECKH M JIOTHYECKH MTPABHILHO
u3jaraeT OTBETHI Ha BOIIPOCHI, YMEET JejaTh 000CHOBaHHbIE BBIBOIBI;

- BJIaJIe€T MHCTPYMEHTApUEM I10 TUCIHUIUIMHE, YMEHHE €T0 UCIOIb30BaTh B
MOCTAaHOBKE U PEIIEHUH HayYHBIX U MPOQeCcCHOHANbHBIX 3a7a4

HaBBIKH:

- CaMOCTOsATEJIbHAs paboTa Ha MPAKTUYECKUX 3aHATHUSAX, YIaCTHE B IPYNIIOBBIX
00CYX/IEHUSX, BBICOKUI YPOBEHb KYIIbTYPBI UCTIOTHEHUS 3a/1aHUI;

- CPeJHUI ypOBEHb CPOPMHUPOBAHHOCTH 3asBJIEHHBIX B paboueil mporpamme
KOMIICTCHITU;

- 0e3 3aTpyJHEHUH BBIOMPACT CTAaHIAPTHYIO METOIUKY BBINOJIHEHUS 3a/1aHUi;

- 000CHOBBIBAET XO/JI PEIICHHUS 3a1a4 0e3 3aTpyIHEHHUH




Onenka 3HAHUS:

«YZOBJIETBOPUTEIBHO - TOCTaTOYHBIM MUHUMAJIbHBIA 00BEM 3HAHUI 110 AUCLHUIIINHE;

(3auTeHoO) - YCBOEHHE OCHOBHOH JINTEpaTypbl, PEKOMEHI0BaHHON pabodell mporpaMMoii;

- UCTIOJIB30BAHNE HAYYHON TEPMHUHOJIOTUHN, CTUIMCTHYECKOE U JIOTHYECKOE
U3JI0’KEHHE OTBETA Ha BOIIPOCHI, YMEHHE JIETIaTh BBIBOBI 0€3 CYIECTBEHHBIX
OIInO0K

YMEHHUS:

- YMEET OPUEHTUPOBATHCA B OCHOBHBIX TEOPUSX, KOHLEIHUAX U HAIIPABIECHUAX 110
JUCLUILJIMHE U AaBaTh UM OLICHKY;

- BJIaJICET UHCTPYMEHTApUEM yUEOHON NUCLUILIMHBI, YMEHUE €TI0 UCIIO0Ib30BaTh B
PELICHUH TUIOBBIX 3a/]a4;

- YMeeT I10J1 pyKOBOJACTBOM IIPENOAaBaTess pellaTh CTaHJapTHBIC 3a1a4u
HaBbIKH:

- paboTa 1noj pyKOBOJCTBOM IIPENOJABATENs Ha IPAKTUUECKUX 3aHATUSAX,
JIOIIyCTUMBIN YPOBEHb KYJIbTYPbl UCIIOJIHEHUS 3aJaHUI;

- IOCTaTOYHBI MUHUMAJIbHBII YPOBEHb C(HOPMUPOBAHHOCTH 3asBJICHHBIX B
paboueli mporpaMme KOMITETSHIIHH;

- HCIIBITHIBAET 3aTPYAHEHUS TP 0OOCHOBAHUH AJITOPUTMA BHIIIOJIHEHUS 3a1aHU

Orenka 3HAHUA:

«HEY/IOBJIETBOPUTENIHO» (- (parMeHTapHbIE 3HAHUSI 110 AUCLUILINHE;

(HE 3a4TEeHO) - OTKa3 OT OTBeTa (BBINOJHECHHS MUCbMEHHON pabOThI);

- 3HaHHME OT/IEJIbHBIX UCTOUHHUKOB, PEKOMEHIOBaHHbBIX paboyeil mporpaMMoi no
JTUCITUTLINHE;

YMCHUSI:

- HE yMeeT UCMOIb30BaTh HAYYHYIO TEPMHUHOJIOTHIO;

- HaJu4uue rpyObIX OmnO0K

HABBIKU:

- HU3KMH YPOBEHb KYJIBTYPBI UCIIOJTHEHUS 3a/1aHUN;

- HU3KUH YpOBEHb C(hOPMHUPOBAHHOCTH 3asBICHHBIX B paboyeil mporpamme
KOMIIETEHITHIA;

- OTCYTCTBHUE HaBBIKOB CAMOCTOSITEILHON pabOTHI;

- HE MOKET 000CHOBATh AJITOPUTM BBINIOJIHEHUS 3aJaHUI

7.4. Teopernyeckue BOMPOCHl W MPAKTUUYECKHE 3aJaHUS ISl IPOBEIACHMS MPOMEXKYTOYHOW aTTecTaluu
o0yyaromuxcs, HeoOXOAUMBbIE JUIsl OLIEHKU 3HAHUM, YMEHUI M HaBBIKOB U (WJIM) OMbITa MPO(ecCHOHATBHOM
NESTeIbHOCTH,  XapaKTepU3YIOLUX JTanbl  (OpPMHpPOBaHHUS KOMIIETEHIIMM B  Mpolecce OCBOCHHS
00pa3zoBaTeNbHON POTrPAMMBI

7.4.1. TeopeTudeckue BONPOCH Il IPOBEIEHUS IPOMEXKYTOUHOM aTTecTallui 00yJaroInXCs
1. CoiicTBa unpopmanuu. Mcropuueckue mudpel nepecTaHOBKU U MOJICTAHOBKH.

. Jlal/pKecThl: alropuTMBbl U IPUMEHEHUE.

. MAC-koz: anropuTMbl ¥ IpUMEHEHHE.

. lludpossie noanucu: anropuT™Msl U npumenenue. Kimoun 11 iu@poBbIX MOIIHCEH.

. Cummerpuunoe mudposanue. Tunsl mudpos. ['enepanus kitoyeil.

. Ocob6ennoctu ASCII-xonoB. Koguposanne Base-64. Ocobennoctu ASCII-komo0B.

. llludposanue Ha 6a3e naposns. Haznauenue.

. Ilepenaua nanupix B UDP-naketax Mex1y KIMEHTOM U CEPBEPOM.

. CkaHMpOBaHHE MOPTOB.

10. Ilepenaua nanubix B TCP-cermeHTax Mex 1y KIIMEHTOM U CEPBEPOM.

11. 3amuIneHHble COKETHI.

12. O6paboTka HucKItoYeHUH 1 nHpopmarus 00 omroKax.

13. IToroku BBO/1a-BhIBOIa. HU3KOYPOBHEBBIE TOTOKH.

14. [otoku BBOJ1a-BbIBOJIAa. BEICOKOYPOBHEBbIE TOTOKH.

15. Knaccel koyeknuii Ha java.

16. Monudukatops! private & friendly & protected & public

17. CnBUTOBBIE OTIEpallMU B java.

O 0 1IN DN b Wi




7.4.2. IIpakTryeckue 3aJaHus 1JIs1 IPOBEICHHS TPOMEKYTOUHOM aTTecTalli 00yJaroIuXcs

3amanue 1. Hanucates mporpammy mo peanmsaiuu mudpa Liezaps va Java

[enb: Hammucats mporpamMmmy Ha Java, kotopas mudpyer U pacuudpoBBIBAET TEKCT C UCIIOJIb30BAHUEM
Metoja mudpa Llesaps.

Bxonaueie nanHwule:

ITonb30BaTenbCKUI TEKCT

3HavyeHue CIBUTA IS Ipoliecca udpoBaHus/ nemnpoBaHus

BxonHble naHHble:

3amu@poBaHHBIH/pacInPOBaHHBIN TEKCT

TpebGoBanus:

[TporpaMma ToJKHA MIPEITIOKUTE MOJIB30BATEII0 BBECTH TEKCT, KOTOPBIA OH XOUYeT 3amudpoBarh Win
pacudpoBaTh.

[IporpamMmma JnoMKHA TIO3BOJISATH IMOJIB30BATEII0 BBOJWTH 3HAYCHHWE CIBUTA JUJIs  Ipoliecca
mudpoBaHus/ nemuGpoBaHuUs.

B nporpamme noykHBI OBITH ONMINY IS IIH(PPOBAHUS U TCITH(PPOBAHUS

[Tporpamma gomkHa 0TOOpaxarth 3amudpoBaHHBIN/pacin(hPOBAHHBIN TEKCT

IIpumep:

Bgenurte texer: Hello World

BBenure 3Hauenue casura: 3

[udpoBars i pacmmdposeiBats? (ILI/P): 11

3amm¢ppoBannbiii Tekct: Khoor Zruog

Beeaure Texct: Khoor Zruog

BBenure 3Hauenue casura: 3

[udpoBare wiu pacmmdposeiBath? (LLI/P): P

Pacmmdposannsiii Texct: Hello World

3ananue 2. 3agava: HamucaTths mporpammy mo co3aHuIo AaikecTa cooOmeHuii Java

Lenb: peanu3oBaTh MporpaMMmy Ha Java, KOTopasi Co3/aeT JaiKecT COOOIICHHs U3 BXOJHOIO TEKCTa,
WCTIOJIB3YS BEIOPAHHBIN aJITOPUTM X EIITHPOBAHUS.

BxonHble naHHbBIE:

ITonb30BaTENBCKUM TEKCT

BrixoaHble 1aHHBIE:

Jaiipkect cooO1IeHnst BXOHOTO TEKCTa B MIECTHAAATEpUIHOM dopmare

TpeGoBanus:

[IporpamMa JOIDKHA TPEIUIOKHUTH TOJIH30BATENIO BBECTH TEKCT, JUISI KOTOPOTO OH XOYET CO3/aTh
JalIKECT COOOIICHHUS.

[TporpaMma JT0JKHA ITO3BOJISTE ITOJTH30BATEIIO BEIOUPATH KEJIAEMBbI aTOPUTM Jal[KecTa COOOIIECHUS
U3 CIIUCKA JOCTYIHBIX aIrOPUTMOB.

[TporpamMmma m0KHA OTOOpaXkaTh JAWPKECT COOOINEHWS BXOJHOTO TEKCTa B IICCTHAIIATCPUIHOM
dopmare.

3aganue 3. Hamucars nporpammy Berurcienuss MAC-koza (message authentication code) va Java:

3anaua: [Iporpamma pacuera MAC-koxna Ha Java

[enb: peasm3oBath mporpammy Ha Java, kotopas Beraucisier MAC (ko ayTeHTH(PHUKAITAN COOOIICHIS )
U1 33JJAaHHOTO COOOIIEHNS, UCTIONB3YS YKa3aHHYIO XelI-()yHKIIHIO.

BxonHbie naHHbIe:

[Tonp3oBarenbekoe coolIIeHne

Kemaemast xom-pynknus (Hanpumep, SHA-256, MDS u 1. 11.)

BrixosnHble qaHHBIE:

MAC-xoxa 11 TaHHOTO COOOIIEHMUS

TpeboBanus:

[TporpamMa [OKHA TPENJIOKHUTH TIOJNB30BATENI0 BBECTH COOOIIEHHE, IUIsi KOTOPOTO OH XOYeT
paccuntats MAC-koz.

[Iporpamma momKHA MO3BOJIATH TMOJIH30BATEII0 BHIOMPATh HYKHYIO XeII-(QYHKIIUIO U3 CIHCKA YacTO



[Iporpamma gomxHa 0To0pa3uTh paccuntanublii MAC-koa

ITpumep:

Beeaute coobmenune: This is a test message.

JocTtynHble X31-(yHKINN:

1. SHA-256

2. MD5

Bri6epure xam-gynkiuto (1 wim 2): 1

Pacuernsiit MAC-kox: fc75f0bbd34dc05a7f6f47ch6a7a638cc8e7d1118¢9a6f9b1d08ddb7d6b9980a

3ananue 4. HanmcaTh nporpaMmy mporpaMMy BBIYHCIICHUS [H(POBO moanvcyu Ha Java

3anauva: [Iporpamma pacuera udpoBoi moanucyu Ha Java

Llens: Hamumcatp mporpamMmy Ha Java, KOTOpas BBIYHCISET IU(PPOBYIO TOIIMHCH ISl 33JaHHOTO
COOOIIECHUS, UCIIONB3YS 3aIJaHHBIN aJTOPUTM IIHU(PPOBAHUS.

BxoHble naHHbBIE:

[Tonp30BaTenbekoe cOoOIIeHNE

Kenaemsrit anroput™ mudposanus (Harpumep, RSA, DSA u . 1.)

3aKpBITHINA KITFOY [T TOIHCH

BbixoiHbIC TaHHBIE:

[ludposast mOAUCH I JAHHOTO COOOIICHHS

TpeboBanus:

[IporpamMa [OMKHA TPENJIOKHUTH TIOJB30BATENI0 BBECTH COOOIIEHHE, IUIsI KOTOPOTO OH XOYeT
paccuuTath U(GPOBYIO MOIIHKCE.

[Tporpamma 1oKHA TO3BOJISATH OJIB30BATEINIO BRIOMPATH )KEJTAeMBbIid aITOPUTM MIH(POBAHUS U3 CITUCKA
4acTO HCIOIb3YEMBIX anropuTtMoB (Hanpumep, RSA, DSA u T. 1.).

[Tporpamma momxkHa ucmoib3oBaTh Java Cryptography API (mampumep, java.security.Signature) s
BBITOJIHEHUS BBIYHUCIICHUS TIOITHCH.

[Tporpamma no1KHa 0TOOpaXKaTh PpaCCUUTAHHYIO IUPPOBYIO MOAMKUCH

[Tpumep:

Beenure coobmenue: This is a test message.

JlocTymHbIe anropuTMbl MHU(POBAHUS:

1. RSA

2. DSA

Bribepute anroputm mmdposanus (1 or 2): 1

BeenuTe private key: 1234567890abcdef

[udposas moxmuce: efcdab90987654321

3ananue 5. Hanmcatre [Iporpamma mudpoBaHus ¢ OTKPHITHIM KIFOUOM Ha Java

3anayva: [Iporpamma mugpoBaHus ¢ OTKPHITHIM KIHOYOM

[lenb: peanuzoBaTh MporpaMMmy Ha Java, KOTOpas HCIOJIb3YeT OTKPBITHIM KIFOY ISl IIH(ppPOBaHUS
COOOMICHUST M IPYTYIO MPOrpaMMy, HCIOJB3YIOIIYIO 3aKPBITHIH KIFOY IS paciu(poBKy 3amm(poBaHHOTO
COOOLICHHUS.

Bxonnbie nanHbie:

[Tonp3oBarenbekoe coolIIeHne

OTKpBITHIN KITIOY U1 HTU(PPOBaHUS

3aKpBITHIN KITFOY 7S paCIIU(PPOBKH

BrixogHble TaHHBIE:

3ammudpoBaHHOE COOOIIEHNE

PacmmdpoBannoe coobrieHmne

TpeboBanus:

[Tporpamma J0IDKHA TTPEUIOKUTH ITOJIB30BATEI0 BBECTH COOOIICHNE, KOTOPOE OH XOUET 3alIi(pOBaTh.

[Mporpamma nosmkHa ucnonb3oBaTh Java Cryptography APl (mampumep, java.security.Cipher) ans
BBITTOJTHEHUS IMU(PPOBAHUS C OTKPHITBIM KITFOUOM.

3amu@poBaHHOE COOOIIEHUE JOIKHO OBITH COXPAHEHO B (aiin

Beenute coobmenue: This is a test message.

Beenute public key: abcdef1234567890

3ammdpoBanHoe coodmieHue: qwerty0987654321



Pacmdpoannoe coobmenue: This is a test message.
3ananue 6. [IporpaMMa CUMMETPUYHOTO MU(PPOBAHUS
3amanwne 7. [Iporpamma Base-64 xoaupoBanms
3ananue 8. IIporpamma XxpaHeHUs KIOo4en

3amanwne 9. [Iporpamma mmdpoaHus Ha 6a3e maposs
3ananue 10. [IporpaMma KIHMEHTCKOTO COKETa
3aganue 11. [IporpamMmma cepBepHOTO COKETa

3anmanue 12. [Iporpamma 6€30macHOTO KIIMEHTCKOTO COKETa
3amanwue 13. [IporpamMma 6€30MacHOTO KIIMEHTCKOTO COKETa

3ananue 14. IIporpamma, BeinonHstomas SSL npoTokoi

7.4.3. IlpumMepHbIe TEMBI KypCcOBOM paboThI (TIpoeKTa) (MIPY HATUIUHN )
KypcoBsie paboThI (IPOEKTHI) YIEOHBIM IIJIAHOM HE MPETyCMOTPEHBI

7.5. Meronndeckue MaTepualisl, OIPEASIAIONINe MPOLEeTypbl OLICHUBAHUS 3HAHHUH, YMEHUH, HABBIKOB M (VIJIH)
OTIBITa IPO(PECCUOHATBHOMN IEATENFHOCTH, XapaKTepU3YIOIIUE 3Tabl (POPMHUPOBAHUS KOMITETCHIIUN
[Iponienypa mpoBeneHHS MPOMEXKYTOUHOH aTTeCTallMd M TEKYIIEro KOHTPOJS YCIIeBaeMOCTH
perylaMeHTHPYeTCS JOKAIbHBIM HOPMAaTHBHBIM aKTOM, OIIPEIEIISIONINM MOPSA0K OpraHU3alud U MPOBEICHHUS
TEKYILETO KOHTPOJIS yCIIEBAEMOCTH U IPOMEKYTOUHON aTTeCTAlMU 00YUIArOIIUXCS.
[lpouenypa oneHuBaHus (GOPMUPOBAHUS KOMIETEHIMH IPH MNPOBEJCHUU TEKYLIETO KOHTPOJIS
npuBe/AcHa B 1. 7.2.
TurnoBble KOHTPOJILHBIC 3aJaHUS HJIM MHBIE MaTepPHaIbl TEKYIIEro KOHTPOJIS IPUBECHHI B 11. 7.3.
[TpomerxyTouHas aTTecTanus 1o AUCHUILIMHE TPOBOIUTCS B (hOpME 3aUeTa ¢ OLIEHKOM.

3ader ¢ OIeHKOH TPoBOIUTCS B (hopme codece1oBaHuUs.

7.6. Kputepun onieHuBaHusi COOPMUPOBAHHOCTH KOMITETCHIIMM MPU TTPOBEACHUH MPOMEKYTOYHOM aTTECTALIUU

Kpurepun
OLICHUBAHMS

YpoBEHb OCBOCHHUSI M OLICHKA

OreHka Ornenka
«HEYJIOBIIETBOPHUTENb | «ym0oBIeTBOpUTENBH | OLIEHKA «XOPOIIO» O1eHKa «OTIUYHOY
HOY oy
«HE 3a4TCHO» «3a4TCHOY
VYpoBeHb ocBOeHHSI | YpPOBEHb OCBOEHUS | YPOBEHb OCBOEHUS YpoBeHb OCBOEHUS
KOMIIETECHITUH KOMITIETCHITUN KOMIICTECHIUH KOMIIETCHITUN
«HEIOCTATOYHBIN. «IOPOTOBBIN». «MPOABUHYTHIN. «BBICOKHI.
Kommereniiun He Kommerenmn Kommerenun Kommerenmn
c(hOpMHUPOBAHBI. c(hOpMHUPOBAHEI. chopMUpPOBaHbL.  [copmMupoBaHbl. 3HAHUS
3Hanus oTcyTcTBYIOT, |  CdopMHUpOBaHbI 3HaHus OOIIMpPHBIC, | ApTYMEHTHPOBAHHBIE,

YMEHHUS U HABBIKU HE
chopMuUpOBaHBI

0a30BbIe CTPYKTYPbI
3HAaHUU. Y MEHUs
(bparMeHTapHbl U
HOCSIT
PENPOAYKTUBHBIN
Xapakrep.
JlemoHCTpUpYyETCS
HU3KHH YPOBEHb
CaMOCTOSITEIBHOCTH
MIPAKTUYECKOIO
HaBBIKA.

CHCTEMHBIE. Y MEHHUS
HOCAT
PENpOAYKTUBHBIN
XapakTep,
MPUMEHSIOTCS K
PELIEHHUIO TUITOBBIX
3aJaHuN.
JeMoHCcTpHpyeTcs
JIOCTaTOYHBIN
YPOBEHb
CaMOCTOSITEIIBHOCTH
YCTONYUBOTO
MPAaKTUYECKOTO
HAaBBIKA.

BCECTOPOHHHUE. Y MEHHUS
YCHELIHO NMPUMEHSIOTCS
K PEIIECHUIO KaK
TUIOBBIX, TaK U
HECTaHIapTHBIX
TBOPYECKUX 3aIaHUH.
JemoHcTpupyeTcs
BBICOKHI YPOBEHb
CaMOCTOSITENIBHOCTH,
BBICOKAsI aJalTUBHOCTD
MIPaKTUYECKOTO HAaBbIKA




Ob6yuatonmiics OO6yuarommiics OOyuarommiics Ob6yuatonmiics

JIEMOHCTPUPYET: JIEMOHCTPHUPYET: JIEMOHCTPUPYET: JTEMOHCTPUPYET:
-CYILIECTBEHHbIE -3HAHHS -3HaHUE U -r1y0oKue,
po0esIbl B 3HAHUAX TEOPETUYECKOTO NOHNMAaHNE BCECTOPOHHHE U
y4eOHOro Marepuana; Marepuana; OCHOBHBIX BOIIPOCOB | apryMEHTHPOBAHHBIC
-JI0ITYCKaKTCS -HEIMOJIHBIE OTBETHI | KOHTPOJHUPYEMOIO | 3HAHHUS HPOTrPaMMHOTO
MPUHIUIAATIBHBIE Ha OCHOBHBIC o0BeMa MaTepuala;
OIIMUOKH IMPU OTBETE HA| BOIIPOCHI, OIUOKH B MIPOTPaMMHOTO -TI0JIHOE TOHUMAaHUE
OCHOBHBIE BOIPOCHI OTBETE, Marepuana; CYIIHOCTH U
ouiera, OTCyTCTBYET HEI0CTAaTOYHOC - 3HAHHSA B3aMMOCBSI3U
3HaHWE U NIOHNMAaHUE IMOHUMAaHHE TEOPETUUYECKOTO paccMaTpUBaEMBbIX
OCHOBHBIX ITOHATHH U CYIIHOCTH Marepuaia MIPOLIECCOB U SBJICHU,
KaTeropuii; H3JIaraeMBbIX -CIIOCOOHOCTE TOYHOE 3HAHNE
-HCIIOHUMAaHUE BOIIPOCOB; yCTaHaBJIUBATh U OCHOBHBIX ITIOHATHH, B
CYIIHOCTH -HEYBEpPEHHbIC U 00BICHATH CBA3b paMKax 00CyX)IaeMbIX
3HaHUA JOTIOJIHUTEIIBHBIX | HETOYHBIE OTBETHI HA | IPAKTUKHU U TEOPHH, 3aJaHUM;
BOIIPOCOB B paMKax JIOTIOTHHUTEIILHBIC BBISABJIATH -CIIOCOOHOCTh
3aJlaHui OnIera. BOITPOCHI. POTUBOPEYUS, yCTaHaBIIMBATh U
poOJIeMBI U 00BACHATH CBS3b
TEHIEHIIUN MIPaKTUKU U TEOPUH,
pPa3BUTHUS; -JIOTHYECKH
-IIPaBUJIbHBIC U IIOCJIEIOBATEIIbHEIC,
KOHKpPETHBIE, 0e3 CoJIepKaTelIbHBIE,
rpyObIX OIIKOOK, KOHKPETHBIE U
OTBETHI HA HCUYEpIbIBAIOIIUE
IIOCTaBJICHHEIC OTBETHI HA BCE 3aJaHUs
BOIIPOCHI. ouiera, a TaKXKe
JIOITOJTHUTCILHBIC

BOIIPOCKHI 5K3aMEHaTOopa.

[Tpu BbIOTHEHUU Obyuarommiicst OObyuaromuiics Obyyaromuiics
MPAKTUYECKOTO BBITIOJTHIII BBITTOTHII MPABHJILHO BBITTOJTHUI
3a/1aHus Owrera MTPAKTUIECKOE MIPAKTHIECKOE MIPAKTUIECKOE 3a]JaHUE
oOyuaromuiics 3aanue oumera ¢ 3ajaHue OumneTa ¢ ounera. [Tokazan

MIPOJICMOHCTPHPOBA | CYIIICCTBEHHBIMU HEOOIBITMH OTJIUYHBIC YMEHUS B
HEJ0CTATOYHBIH HETOYHOCTSMH. HETOYHOCTSIMHU. paMKax OCBOCHHOTO
YPOBEHb YMEHUH. Homyckarorcst [Tokazan xopomme | yuyeOHOTO MaTepuaa.
[IpakTnueckue OIIMOKHU B yMeHHs B paMKkax | Permaer mpennosxeHHbIE
3a/1aHus HE COJIEp’)KaHUHU OTBETA OCBOCHHOTO MPAKTUICCKHEC 3a/TaHus
BBITIOJTHEHBI U peleHun yueOHOro MaTepuania. 6e3 omnbok
YMCHHA OO6yyaromuiicst He MPAKTUYECKUX [IpennoxeHHbIE OTBeTHI1 Ha BCe
OTBEUAET Ha BOMPOCHI 3a/laHui. MPAKTUYECKHE JIOTIOTHUTEJIbHBIE
owtera mpu [Tpu oTBeTax Ha 3aJIaHUs PEIICHBI C BOTIPOCHI.
JIOTIOTHUTEITHHBIX JOTIOTHUTETLHBIC HEOOTBIINMH
HABOJISAIIUX BOITPOCAX BOIIPOCHI OBLIIO HETOYHOCTSIMH.
MpernoaBaTes. JIOTYIIIEHO MHOTO OTtBeTn Ha
HETOYHOCTEH. OOJIBIITUHCTBO
JTOTIOTHUTEIIbHBIX

BOIIPOCOB.




He moxer BBIOpaTh HcnbiTeiBacT bes 3arpynHeHunii
METOJIUKY 3aTPYJHEHUS 10 BBIOMpAET
BBITIOJTHEHUS 33/IaHUM. | BBIOOPY METOIUKHU CTaHJAPTHYIO
Jlomyckaet rpyObie BBITTOJTHCHUS METOJIUKY
OIIMOKY TIpH 3aJJaHMH. BBIIIOJTHCHUS
BBITIOJIHCHHH 3a7aHui, | JlomyckaeT ommoKu 3aJaHUN.

HapyLIAIOIINE JOTUKY
pelieHus 3a1ay.
JlenaeT HEKOPPEKTHBIE

MIPH BBITIOJTHEHUH
3aJlaHuM, HapyLIICHUS
JIOTUKH PEIICHUs

JlommyckaeT ommoKu
TP BBITIOJIHCHUH
3aJIaHuM, HE

BBIBOJIBI. 3a1a4. HapylIawoIue
BJIa/ICHUE He moxeT 060cHOBaTh UcnbiTeiBaeT JIOTUKY PELICHUS
HaBbIKAaMH AJITOPUTM 3aTpyIHEHUS C 3aj1a4
BBITMIOJIHEHUS 3a/1aHui. | popmynupoBanuem | Jlemaet KOppeKTHbIE
KOPPEKTHBIX BBIBOJIBI 110
BBIBOJIOB. pe3yabpTaTam
HcnbiTeiBacT peLIeHNs 3a1a4u.
3arpynHeHus npu [ OOGOCHOBBIBAET X0
000CHOBaHUU perneHus 3ana4 6e3
ajaropuTMa 3aTpyAHEHUH.
BBITIIOJTHEHUS
3aJlaHni.

IIpumenser
TEOPETUYECKUE 3HAHUS
JUTSL BEIOOpa METOMKHU
BBIIOJTHEHUS 3aJaHUH.
He nonyckaer ommnbox

MIPY BBIMOJHEHUH
3aJIaHUil.
CaMoCTOSTEIIFHO
aHaJIM3UPYyET
pe3yabTaThl
BBITTOJIHCHUS 3aJaHHH.
I'pamoTHO
00OCHOBBIBAET X0
perieHus 3aiay.

or4

oT 3

OneHka Mo JUCHUIUIMHE 3aBUCUT OT YPOBHS COPMHUPOBAHHOCTU KOMIIETECHLIUH, 3aKPEIJICHHBIX 3a
JUCLMIUIMHOM, M TpeACTaBiIsieT coO0M cpefaHee apu(pMETHUECKOe OT BBICTABICHHBIX OLEHOK I10 OTAEIbHBIM
pe3ynbrataM o0yueHus (3HAHU, YMEHHsI, BIaJCHUE HABBIKAMHU).
OrneHKa «OTIIMYHOY»/«3a4TEHOY BBICTABIISIETCS, €CITU CpeAHEe apru(PpMeTHIeCKOe HAXOJUTCS B HHTEPBae

,5 10 5,0.

OrneHKa «XOpOII0Y»/«3a4TeHO» BBICTABIISIETCS, €CIIN cpeiHee apu(METHUECKOEe HAXOUTCS B MHTEpPBAJIS

, 5 mo 4.4.

O1ieHKa «yIOBJIETBOPUTEIHHOY/ «3aUTEHO» BBICTABIISIETCS, €CIIM CPeAHEE apUPMETHIECKOE HAXOIUTCS B
uHTEpBajue ot 2,5 1o 3.,4.
OneHKa «HEYAOBIIETBOPUTEILHOY/ «HE 3aYTE€HO» BBICTABISETCSA, €CIM CpeaHee apupMeTHYEcKoe
Haxoautcs B uHTepBaiie ot 0 1o 2,4.

8. YueOHo-MeTOAMUYECKOE U MATEPUAIBLHO-TeXHUYECKOe o0ecneyeHne JUCIUIIMHBI (MOYJIs1)
8.1. [lepeueHb OCHOBHOM U TOMOTHUTEIHLHON TUTEPATYPhl, HEOOXOAMMOMN AJIsSi OCBOSHUS TUCHUTUIHMHBI (MOIYIIS)

. Konnuectso
Ne ABTOD, Ha3BaHUE, MECTO M3/IaHHS, H3/1aTE€IbCTBO, TOJ] H3/IaHHs YIeOHOH 1
n/m y4e0HO-METOIMUCSCKOM JTUTEPATYPhI DK3CMILIAPOB/IICKTD
OoHHBIIT aapec DBC
OcHoBHas JuTEpPATYPA
1 BsizoBuk H. A., [IporpammupoBanue Ha Java, Mocksa: MuTeprer- YauBepcuter| https://www.iprbooks
Nudopmannonnsix Texnonoruit (MHTYUT), At [Tu Ap Menua, 2021 hop.ru/102048.html
2 Meremuna H. T., Beraucnaurensusle cetn u 3amura nHGopmanuu, KpacHogap:| http://www.iprbooksh
FOxHBII HHCTUTYT MeHeKMenTa, 2013 0p.ru/25962.html
Huxudopos C. H., 3ammra I/IH(bS)pMauHH. 3a1111/11ueH11151e cetu, CaHkKT- http://www.iprbooksh
3 |Merepbypr:  Cankrt-IleTepOyprckuii  TOCYHApCTBCHHBIM  apXUTEKTYPHO- 0p.1u/74382.html
crpoutensHblii yHUBepcuTeT, D6C ACB, 2017 ' '
JlonmoJJHHUTEIbLHAS JJUTEPATYPA
MonaxoB B. B., f3pik mporpammupoBanus Java u cpea NetBeans, Mockaa: ) .
1 |Unrepuer-Yuusepcurer Mudpopmarmonnsix Texuonornit (MHTYUT), Aii Ilu http:/fwaww iprbooksh

Ap Menua, 2021

op.ru/102078.html




OOyuarommumecs U3 uynciaa nHBAIHI0B U Jull ¢ OB3 obecneunBaroTCs IEYaTHHIMU U (MJTH ) SJIEKTPOHHBIMH
o0pa3zoBaTeNbHBIMU pecypcaMu B (pOpMax, aAanTUPOBAHHBIX K OTPAHUYECHUSAM UX 370POBBSI.

8.2. Ilepeuenp pecypcoB MHGOPMAIMOHHO-TEIIEKOMMYHHKAIIMOHHON ceTn «HTepHeT», HEOOXOAUMBIX s
OCBOCHMS JTUCITUTUTHHBI (MOJTYIIS)

HaumenoBanue pecypca cetu «HTepHeT DIIeKTPOHHBIN ajipec pecypca
http://spec-
Knaccer 6e3omacHocTH Java zone.ru/RU/Java/Docs/7/technotes/guid
es/security/overview/jsoverview.html

8.3. Ilepeuennb coBpeMEHHBIX MPOGECCHOHATBHBIX 0a3 TaHHBIX ¥ MH()OPMAIIMOHHBIX CIIPABOYHBIX CHCTEM

HaumenoBanue DIIeKTPOHHBIN ajipec pecypca
Cucrema nucrannuonnoro ooyuenust CIIoIACY Moodle https://moodle.spbgasu.ru/
Hayunas JJICKTPOHHAsA

Hayunas snektponnas 6uommoreka eLIBRARY.RU ubmorexa eL IBRARY RU

EauHpli  DIIEKTPOHHBIN ecypc €OHO-METOIMUECKOU  JIMTEPATYPHI
a p peeype - ¥4 A PATYPE!\\\ww.spbgasu.ru

CIIoTACY

DIEeKTPOHHO0-O0MOIHOoTEUHas cucTeMa n3arenbersa "Jlans" https://e.lanbook.com/
DeKTPOHHO-0MOIMoTeuHas cucTeMa usarenabcrna "'IPRsmart" http://www.iprbookshop.ru/
DJIeKTPOHHO-OMOIMOTEeHAs! crcTeMa n3aatensersa "FOPAUT" https://www.biblio-online.ru/

8.4. llepeuenb WHGOPMALMOHHBIX TEXHOJOTHM, HCHOJIB3YEMbIX MPH OCYIIECTBICHUU OOpa30BaTEIHHOIO
mpouecca MO JUCLHUIUIMHE, BKJIIOYas IEpedYeHb JIMIEH3MOHHOIO U CBOOOJHO PpacHpoCTpaHsSIEMOro
MIPOrPaMMHOTO OOecTieueHus

Crnioco6 pacripocTpaHeHus
HaumenoBanue (JIMLIEH3MOHHOE UJIH CBOOOHO
PacIpoOCTPaHSIEMOE)

HoroBop Ne  J132009689201 ot

Microsoft Windows 10 Pro 18.12.2020r

8.5. MarepuanbHO-TeXHUUYECKOE 00€CTICUeHNUE TUCIIUTUTAHBI
Crenennsi 00 OCHAIMEHHOCTH YUY€OHBIX ayIUTOPHN M TOMENIEHHUH JIJII CAaMOCTOSITEIIbHONH PaOOThI

HaumeHnoBaHue yueOHBIX ayauTopuil u noMemienuii|  OcHalleHHOCTh 000PYI0BaHHEM U TEXHUUYECKUMHU
JUISL CAMOCTOSITENIbHON pabOoThI cpelcTBaMu OOyudeHus

YyeOHass ayauropus JUIS  TPOBEACHHS  3aHATUH
JEKIMOHHOTO THUMA, KOMIUIEKT MYJIbTUMEIUNHOTO
o0opyoBaHuUs (TIepCOHATLHBIH KOMITBIOTED,
MYJIbTUMEAUMHBIA TPOEKTOp, JKpaH, ayJuOCHCTEMA),
JIOCKa MapkepHass Oenas dMajeBasi, dKpaH, KOMIUICKT
yueOHOI Mebenu, MOAKIIUYEeHNE K KOMITBIOTEPHOM CeTH
CIIGI'ACY. Brixon B uTepHeT.

47. VYueOHble ayAMTOPUM [  IPOBEICHUS
JIEKIIMOHHBIX 3aHATHIH

Pa6oune mecra ¢ I1K (cTos1 KOMIBIOTEPHBIH, CUCTEMHBII
OJI0K, MOHHUTOp, KJaBUaTypa, MBIIIb), CTOJI pabouuii,
nojakioueHne K kommetorepHor cetu  CIIGIACY,
BBIXOJI B Internet.

47. KoMIbrOTEpHBIN KJ1acc

[Tomernienue st CaMOCTOSITEIBLHOM paObOThI (YUUTATBHBIN
3an oubnuoteku, aya. 217): [IK-23 mr., B T.4. 1 wr.- [IK
mist gup ¢ OB3  (cuctemHbIE  OIIOK, MOHHUTOP,
47. IlomenieHus 17151 CaMOCTOSITENTLHON paboThI KJIaBUaTypa, MbIlIb) C TOJKIIOUYEHHEM K CETH
«aTepHeT» U obecriedeHneM AO0CTyNa B 3JIEKTPOHHYIO
nHpopmanmonHo-06pazoBatenpHy0 cpeny CIIOGIACY.
ITO Microsoft Windows 10




YueOHast aynauTOpHsl JUIsl TPOBEACHUSA MMPAKTHUYECKHX
3aHATHM, KypCOBOI'O IPOEKTUPOBAHMs (BBIMOJIHEHUS
KypCOBBIX paboT), TPYNIOBBIX M HWHIUBUAYAIBHBIX
KOHCYJIbTAlMM, TEKYILEro KOHTPOJISA U MPOMEKYTOYHOU
arTecTanuuu — KOMILJIEKT MYJBTUMEAUNHOTO
00opy10BaHUs (mepcoHaJIbHBIN KOMIIBIOTED,
MYJbTUMEAUMHBIA TPOEKTOP, 3KPaH, ayJIn0-CUCTEMA),
JI0OCKa MapkepHasi Oeyiasi sMasieBasi, KOMIUIEKT y4eOHOM
MeOenu, TOAKIIOYEHHE K  KOMIIBIOTEPHOM  CeTH
CII6I'ACY, Beixox B MIHTEpHET.

47. VYyeOHble ayOUTOpPUM Ui TPOBENCHUS
MPAKTUYECKUX 3aHATHH, KypCOBOT'O
MPOEKTUPOBAHUS (BBIIOJHEHUSI KYpPCOBBIX DPaboT),
IPYNIIOBBIX M MHIMBUIYalIbHBIX KOHCYJIbTAlLUi,
TEKYILETr0 KOHTPOJIA U IIPOMEKYTOYHOHN aTTeCTalluu

st maBanuoB v ymi ¢ OB3 obecrieunBaroTcs crienuanbHbIe YCIOBUS ISl TIOTYy4YeHHs] 00pa3oBaHUs B
COOTBETCTBHUH C TPEOOBAHUSIMH HOPMATUBHO-TIPABOBBIX JOKYMEHTOB.
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