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1. ey 1 3a1a4M 0CBOEHUSI AMCUUIIJIMHBI (MOTYJIs1)

[IporpaMMa NMCIUIUIMHBI HampaBiieHa Ha (opMUpOBaHHE 3HAHHMM, YMEHHMI M HABBIKOB B 00JacTu
pa3pabOTKH HOBBIX U MPUMEHEHHS CYIICCTBYIOIIUX COBPEMEHHBIX METOJIOB oOecredeHus: HHGOPMAIIMOHHON
0€30MacHOCTH U 3alUTHl HH(POPMAIUY IPU PEUICHUH 3a7a4 NpoQecCHOHANbHOM nesTenbHoCcTH. COBpeMeHHbIe
METO/bI 3alTUTHl HH(POPMAIIUY TIPH peann3anud HHHOPMAITMOHHBIX TEXHOJIOTHI 0a3upyIOTCS HAa IPUMEHECHUH
COBPCMCHHBIX MAaTCMATHUYCCKUX MCTOAOB, AJITOPUTMOB MU HPOTrpaMM KOMIIBIOTCPHOI'O aHAaJIM34d, a4 TAKIKC IIPU
WCCICIOBAaHUM peaJbHBIX IIPOIECCOB U siBIeHUMM. [loaToMy OakamaBpy BaKHO YMETh pa3padaThiBaTh
OPHUI'MHAJIBHBIC AJIOPUTMbI W HOPOrpaMMHBIC CpCACTBA C HUCIIOJIB30BAHUCM COBPCMCHHBIX TEXHOJIOTHH.
[Inanupyemble pe3yibTaThl OCBOCHHS AWCIUIUIMHBI COCTOST B TNMPUOOPETEHHH KOMIIETEHIIMHA B 00JIacTH
MCTOJIb30BAHUS METOOB U CPEJICTB CUCTEMHON MHKEHEPUH JUIS TTOTYUEHHUSI, TIepelaun, XpaHSHHS, TepepaboTKu
U npeacTaBieHus nHpopManur. [Ipu 3TOM mpemonaraeTcs, 4To TEXHOJIOTUH o0ecrieueHus HHPOPMaITMOHHON
0€30MacHOCTH BKJIIOYAET KIIACCUYECKHE M HEKJIACCUYECKHE METOMbI, pealn3yeMble Ha pPa3HBIX YPOBHSIX
B3aUMOJICHCTBHUS OTKPBITBHIX CHCTEM.

Heﬂb OCBOCHUA JUCHUIIJINHBI:

dbopMHUpOBaHKWE 3HAHWW, YMEHHH W HABBIKOB Pa3pa0OTKHM W HWCIOJIB30BaHUA B NPO(ECCHOHATBLHOM
JESITEeIbHOCTH METOJOB W AJTOPUTMOB 3aIIMTHl WHGOpMAIMK TpU Tepeaaye, XpaHEeHHH, U pa3paboTke
COOTBETCTBYIOIIMX IMPOTPAMMHBIX CPEJICTB.

BaI[aLH/I OCBOCHHUA NUCHUIIJINHBI:

— OBJAJCHHE METOJAMH TEOPCTHYECKUX U OIKCIEPUMEHTAIbHBIX HCCIICAOBAHUNA B  00IacTH
MH(POPMAIIMOHHON 0€301MaCHOCTH; MOTyYeHUE 3HAHUN O COBPEMEHHBIX HH(POPMAIIMOHHO- KOMMYHUKAIIMOHHBIX
TEXHOJIOTUAX, 00 HHCTPYMEHTAJbHBIX Cpelax, O MPOrPaMMHO-TEXHHYECKUX IIarhopmax sl peIieHHs
poecCHOHANTBHBIX 33/1a4;

— obpeTeHune CrocoOHOCTH pa3padaThiBaTh TPEOOBAHUS U MPOCKTUPOBATH IIPOrPAMMHOE OOeCIIeYeHuE,
peayiM3yroniee  METOJAbI  3alMTHl  WH(POPMAIMK, YMEHHS OOOCHOBBIBAaTHh  BBIOOp  COBPEMECHHBIX
UHPOPMAIIMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJIOTHH 3aIluThl HH(OpMANWU, pa3padaThiBaTh OPHUTHHAIbHBIC
IporpaMMHLBIC CPCACTBA AJIA PpCIICHUA HpO(l)eCCI/IOHaJH)HI)IX 3a4a4,

— OBJIQJICHHME METOJaMU MPAKTUYECKOTrO0 TMPHUMEHCHHS METOJAOB H CPEICTB  OOeCIecueHHs
MH(POPMAIIMOHHON 0€30MacHOCTH NMPH MPOSKTHPOBAHUN MH(POPMALMOHHBIX CHUCTEM; NMPHOOPETCHNE HABBIKOB
pa3pabOTKKU OPUTHHAIBHBIX TPOTPAMMHBIX CPEICTB IS PEHICHUs PO(ECCUOHANBHBIX 33/1a4.

— IIOHHUMATh, paSpa6aTI)IBaTI) U apryMCHTUPOBAHO IMPUMCHATH METO/bI oOecrieueHns OEeJI0CTHOCTH,
KOAMDUTEHTTHATRHOCTH U TOCTVITHOCTU TAHHKIX R WHOODMATTMOHHRIX CUCTEMAX.

2. IlepedyeHb NJIAHMPYEMBIX Pe3yJabTATOB O0y4YeHHS] MO NUCHHUILVIMHE (MOYJI0), COOTHECEHHBIX €
HHIMKATOPAMHU A0CTHKEHHUs KOMIIeTeHIN

Kon u HanmeHnoBaHMe Koxa u HaumeHoBaHue [Inanupyemsble pe3ynbTaThl 00yYEHUS 10
KOMIIETEHIINH MHIMKATOpa JOCTHKEHUS JMCLUIUIMHE, 00eCTIeUunBaloIINe JOCTHKEHHE
KOMITETEHIINHT IUTaHUPYEMBbIX pe3ynbTaToB ocBoeHust OIIOI]




OIIK-2 Crioco0eH moHruMaTh

TIPUHITATIBI paboThI
COBpPEMEHHBIX
nH(pOPMaITMOHHBIX
TEXHOJIOTHI u
MPOrPaMMHBIX CPEICTB, B

TOM 4YHCJIC OTCUYCCTBCHHOI'O

OIIK-2.4 OcymiecTBasieT BBIOOD
HPOTPaMMHBIX CPEICTB

3HaeT
HeoOxomumbele  TpeboBanuss kK [IO m
MH()OPMAIIMOHHBIM TEXHOJOTHUSM JIJIsl PEIICHUS
IMOCTaBJIEHHBIX 3a71a4 B BOTIPOCAx
nH(pOpMaMOHHONW 0€30MacHOCTH | 3aIlHuTa
uHdopmauu

ymeet

IIPOU3BO/ICTBA, " IPUMEHATh HMCHONB30BaTh pasnuuHoe 10 mo
UCIIONIB30BaTh  HMX  IIpH 3amuTe uHQOpManmMM ¥ HMHGOPMALMOHHON
pelieHnn 3aaq 0€30IMacHOCTH;
npodeccHoHaIbHON HaXOJUTh ci1adble MecTa B 3amure Web-pecypcea
JeSATeIbHOCTH
BJIajieeT
omnpeAenath  (aabCUPUKAUU  JAHHBIX U
IpefoTBpaliaTh  IMOJy4YeHHE  HE3aKOHHOTO
nocTymna Kk Web-pecypey
OIIK-3 Cnocoben pemats|OIIK-3.1 OcyectBisieT BbIOOp|3HAET
CTaH/IapTHBIC 3a71a4M |MH(OPMAIMOHHBIX PECYPCOB B|OCHOBHBIC TEPMHHBI u HOHSTHS
npodeCCHOHATBLHON COOTBETCTBHH C IIOCTABJICHHOM |MH(POPMAIIMOHHO-KOMMYHHUKAIIHOHHBIX
NEATeNIPHOCTH Ha OCHOBE|3amaueii c IPUMEHEHHEM | TEXHOJIOTHIA;
MH(OPMAIMOHHOM u|uHpOPMALIMOHHO- OCHOBHBIE  TpeOoBaHUS  HH(DOPMAITMOHHOU
oubnmorpaduyeckoit KOMMYHUKAIIHOHHBIX 0€30MacHOCTH OpraHU3alNY;
KyJIbTyphl C TNPUMEHEHHEM|TEXHOJOTMH W C  YYETOM|MHCTPYMEHTHI CO3JAaHUS CHUCTEM  3allUThHI
UH()OPMAIIMOHHO- OCHOBHBIX TpeboBanuii [uHGOpManny;
KOMMYHHUKAI[HOHHBIX UHPOPMAIIMOHHOM BUABI Yrpo3 HMH(OPMAIMOHHBIM CHCTEMaM H
TEXHOJOTUH H C y4eToM|0e30MmacHOCTH MeToasl  obecriedyeHus:  MHGPOPMAIOHHOM
OCHOBHBIX TpeOOBaHMIA 0€301acHOCTH;
UHPOPMAIIMOHHON COBPEMEHHBIE ITOAX0bI K IOCTPOSHHUIO CHCTEM
0e30macHOCTH 3alUThl MHPOPMAIMM W KPUTEPHU OIICHKHU

3aLIUIEHHOCTH HH(POPMAITMOHHON Cpeibl
ymeer

pemarb CTaHJapTHBIE 3aJjauu
poheCCHOHATTLHON JIEITETLHOCTH Ha OCHOBE
UHPOpPMALMOHHOM M OGubnHorpaduueckon
KYJIBTYpBI c IPUMEHEHUEM
UH(POPMALIMOHHO-KOMMYHUKAIIUOHHBIX
TEXHOJIOTHI

OCYLIECTBIISATh  OLEHKY 3allUIIEHHOCTH U

obecrnieueHuss HHGHOPMAITMOHHON 0€30MaCHOCTH
UH(GOPMAIIMOHHBIX CPEJIBI;
BEISIBIISITH YTPO3BI
6e30macHOCTH u
OpTaHU3aIMOHHO-TEXHUIECKUE
o 3amute uHpopmanuu B UC
BJajieeT

HaBbIKAMHU TIOMCKA, WCIOJIb30BaHUS U aHAN3a
AJIEKTPOHHBIX MH()OPMAIIMOHHBIX PECYPCOB Ha
OCHOBE nH(pOPMAIIMOHHOMN u
O6ubamorpaduueckoil KynbTypsbl;

HaBbIKaMU pPabOTBl CO CPEICTBAMHU 3alIUTHI
nHpopManuu.

MH(pOPMaMOHHON
000CHOBBIBATH
MEPOTIPHUATHS




3. Yka3aHue MecTa IUCHUILIMHBI (MOAYJIs1) B CTPYKTYpPe 00pa30BaTeIbHON MPOrpaMMbl
Hannas pucuuruinHa (Moaynib) BKItoueHa B biok «/lucummiubel, moaynum» b1.0.23 ocHoBHOM
npodeccuoHaibHONW oOpazoBarenbHor mporpammbl 09.03.02 MHpOpManMOHHBIE CHCTEMBI U TEXHOJOTHU H

OTHOCHUTCS K 00s13aTe€JIbHON YacTH y4eOHOro IJIaHa.

No

/o

[IpenmecTByronme QUCHUIITUHBI

KOI[ N HAMMCHOBAHUC MHAUKATOpa
JOCTHXXCHHA KOMIICTCHIIMH

1 [IIpakTukyMm 1O MpOrpaMMHUPOBAHUIO

OIIK-6.1, OIIK-6.2, OIIK-3.2

2 |lIpakTHKyM IO IPOrpaMMHUPOBAHUIO

OIIK-6.1, OIIK-6.2, OIIK-3.2

[TpakTHKyM 10 MPOrpaMMHUPOBAHUIO
3HATh:

- 06H_II/IC IIPHUHIUIIEI IIOCTPOCHUA BBIYHUCINTCIIBHBIX aJITOPUTMOB;,

YMETB:

- IPOBOJIUTH Pa3pabOTKy U aHAJIU3 AJITOPUTMOB HA OCHOBE COBPEMEHHOI'0 MaTEMATHYECKOI'0 aniapara;
- IPOrPaMMHUPOBATh AITOPUTM, UCIIOJIb3Ys CPEACTBA SA3bIKa BBICOKOT'O YPOBHS;

BJIAJCTh:

- METOAAMHU MPAKTUIECKOTO MCIIOJIb30BAHMSI COBPEMEHHBIX KOMITBIOTEPOB ISl 00paboTKH HH(pOpMaIim
Y OCHOBAMU YMCJIEHHBIX METOJ0B PELICHUs HHKCHEPHBIX 3a/1a4.

Ne Konx n HanMeHOBaHME HHIMKATOpa
[Tocnenyromue IUCHUIIIMHBL
n/n JOCTHKEHUS KOMIIETEHIIUN
1 [(IIporpammupoBanue nis MuTepuer I1K-1.2, I1IK-1.4
2 |IIporpammupoBanue ans MHTEpHET I1IK-1.2, IIK-1.4

4. O0beM AUCHMILIMHBI (MOAYJIS) B 3a4YE€THBIX €JIMHHUIIAX C YKA3aHHEM KOJHYECTBA aAKaJeMH4YeCKHX
YacoB, BbIJI€JIEHHBIX HA KOHTAKTHYI0 PadoTy oO0ydaloumiuxcs ¢ npemnogaBaresieM (10 BHIAAM Y4eOHBIX
3aHATHH) U HA CAMOCTOATEJIbHYI0 padoTy o0y4yaroumuxcs

Cemectp
W3 Hux yacel Ha
Bun yuebHOH paboTh Beero MPaKTHIECKYIO
4acoB 5
TIOATOTOBKY
KonTakTHas padora 48 48
Jlexnmonnsie 3anstus (Jlek) 16 0 16
[paxTuueckue 3ausTus (I1p) 32 0 32
HNuas kouTakTHas padoTa, B TOM YHcjIe: 1,05 1,05
KOHCYJIBTAIIMU TI0 KYpCOBOH paboTe (TIPOeKTy), 04 0.4
KOHTpoJIbHBIM padotam (PI'P) ' !
KOHTaKTHas paboTa Ha aTTecTanuio (crava 3avera,
3adeTa ¢ OIEHKOH; 3aIINTa KypCOBOW pabOThI 0,4 0,4
(mpoekTa); cmaya KOHTPOIBHEIX padot (PI'P))
KOHTaKTHas paboTa Ha aTTECTAIHIO B CECCUIO 0.95 0.95
(KOHCYNBTAIUS TIEpeT PK3aMEHOM U C/laya dK3aMeHa) ' '
Yacbl Ha KOHTPOJIb 8,75 8,75
CamocrositeibHas padora (CP) 50,2 50,2
O0masi TPy10eMKOCTh IUCHUILIUHBI (MOIYJISA)
yacel:| 108 108
3aYeTHbIE ¢TUHHUILI: 3 3

5. Copepxkanne AUCHMILVIMHBI (MOAYJIsI), CTPYKTYPHPOBaHHOEe IO pasjenaMm (TeMaM) € yKa3aHHeM
OTBCACHHOI'0 HA HUX KOJINYECTBA aKaJEMHUYIECCKHUX YaCcoB 1 BU10B yqeﬁm)lx 3aHATHH

5.1. TemaTHueckuii MjaaH JUCHUILUIUHBI (MOYJIS)




Pa3I[eJ'IBI JHUCIUITTTHNHBI

Cemectp

Konrakrthas pabora (1o yueOHbIM

3aHATHAM), Yac.

JICKIINU

113

JIP

BCErO

U3 HUX Ha
MIPaKTH-
YECKYIO
HOAro-

TOBKY

BCECTO

U3 HUX Ha
MIPaKTH-
YECKYI0
HOAro-

TOBKY

BCETO

U3 HUX Ha
MIPaKTH-
YECKYI0
HOAro-

TOBKY

CP

Bcero,
qac.

Kon
WHIUKATOP
a
JTOCTHKEHH
i
KOMIIETEHI]
347}

1 paznen. Uctopus
UH(POPMALIMOHHOM
0€30I1aCHOCTH U 3aILUThI
uHpopManun

1.1.

Hcropus
3aIUThI
OobecrieueHue
uHpopmanuu:
KOH(UICHIIMAILHOCTH,
LIEJIOCTHOCTH, JIOCTYITHOCTH.
Kpunrorpadgudeckue  METOJBI
3ammThl MHOpMaIuu. MeTosl
ACUMMETPUIHOTO 5
CUMMETPUYHOTO  IIU(GPOBAHUS
JUISt obecrieueHust
KOH(pHICHIIMAIBHOCTH
UHpOpPMaLIUH.
obecneyeHus LIEJIOCTHOCTH
uHpOpMaLUN Ha OCHOBE
ACUMMETPUYHON KpUNTOrpadum.
buomerpuueckue METObI
3a1UThl HH(HOPMALIUH.

pa3BUTUS  METOJIOB
uHdopMaIuu.
CBOMCTBA

Metonabl

0,5

4,5

OIIK-3.1,
OIIK-2.4

2 pazzen. Xsu-QpyHKINH.
JlaimkecTsl COOOIeHUH

2.1.

Maremarnueckue
OIHOCTOPOHHUE  (PYHKIHH H
KpunTorpaduueckue X3~
dbyakuuu. Mctopus npuMmeHeHus
X3MI-()YHKITUH. ANTOPUTMBI
BBIYHCIICHUSIX X3  -(YHKIIHH.
Kpurepuun YCTOWYMBOCTHU
XdMI-PYHKIUH. Y CTOMYUBOCTD K
KOJUTM3USIM W K TpooOpaszam.
AJTOPUTMBI MessageDigest.
Knacc MessageDigest, mons u
METO/IbI.

0,5

3,2

5,7

OIIK-3.1,
OIIK-2.4

3 paznen. MAC-konpl,
AMHUTOBCTaBKH COOOIIEHUIT




3.1

Henocratku XJOILIUPOBAHHUS.
Komer ayTeHTH(PUKAIINH
COOOIIIECHUIA,
YCOBEPIIIEHCTBOBABIINE
XDIIMPOBAHHUE. Anroput™Mbl
MAC: anropuT™M TreHepaiuu
KIIIOYEH, aIrOpPUTM  IIOJIIUCH,
anroput™M mnposepku. OTiauyue
MAC oT 1mupoBBIX MOIMHUCEH.
Kiace MAC, I'enepanus
KITIOYeid, BBITNIOJTHEHHE u
nnorenka MAC-kona

OIIK-3.1,
OIIK-2.4

4 paznen. [{udpossie moamucu
COOOIIIEHU I

4.1.

CgoiicTBa 1HM(POBOH IMOIIUCH:
1[E€JIOCTHOCTb, aBTOPCTBO,
HEOTKa3yeMOCTh  COOOLICHHIA.
CummerpuuHas u
aCUMMETpUYHAS cxema
udpoBoi IMOITHCH.
ANTOPUTMBI, IPUMEHSIEMbIE IS
U(POBBIX MOIKCEH: aTOPUTM
DSA, amroputm RSA u
airoputm  SHA.  TIpumepst
reHepanuu  kimoueil.  Kumaccsr
renepanuu kmrovet LI, kimace
uppoBoi MOJINUCH,
IPUMCHCHUE

KpUNTOrpauueckuu CTOMKOTro

rewmenartana TTICTT

OIIK-3.1,
OIIK-2.4

5 paznen. Ludpossie moanucu
00BEKTOB

5.1.

Tuner  KoMJIEeKIUMM  JAHHBIX:
MacCHBBI, CIHCKH, MHOXECTBA,
TaOJIUIIBI, KAPTHI (OTOOpasKeHUS).
ANTOpPUTMBI JOCTYTIA K 00bEKTaM
KOJUIEKLIMH: 1O HHIEKCY, IO
X3II-KOoAYy, 1o epeBy. OOBEKThI
kosekuid. Lludpossie noanucu
oonekToB. Kitacc SignedObject,
MO3BOJIIOIINN CO37aBaTh
MOJITMCaHHbIE 00BEKTHI,
npeoOpa3oBaHHbIE B
MIOCJIE0BATEIBHYIO dopmy.
Co3nanune )51 IIPOBEpPKa
U(POBBIX MOANUCEH 00BEKTOB

OIIK-3.1,
OIIK-2.4

6 paznen. Hludposanue c
OTKPBITHIM KITIOYOM




6.1.

HIudppoBanue cooOmeHnit ¢
OTKPBITHIM KITIOYOM o
anroputmy RSA. JloctonHCcTBa 1
HEJIOCTaTKA  ACHMMETPUYHOTO
mmdpoanus. [Ipobiiema HU3KOM
ckopoctn  anmroputMa  RSA
[Mpumenenne RSA s coznanus
IUQPPOBBIX KOHBEPTOB W IS
mmdpoBanus CEaHCOBBIX
kmoueid. Cxe-ma mmdpoBaHUs
CEaHCOBBIX KJIIOYEH c
UCTIOJIb30BaHUEM METO/IOB
kinacca  Cipher. Cosznanue
MIOTOKOB B Iporpamme Java Juist
mudpoBaHus.

OIIK-3.1,
OIIK-2.4

7 paznen. CuMMeTpUUHOE
mudpoBaHue

7.1.

AJTOpPUTMBI CUMMETPUYHOTO
mmposanus DES, 3DES, AES.
Asroputm Blowfish.
Anroputmbl  kommanuu  RSA
Security. PexuMmbl  GJIOYHOTO
mmdpoBaHus: «QJIEKTPOHHAs
KHHUTa», «clLerjieHne OJOKOB
mmdpoTrekcTay, «odpaTHas CBsI3b
o mudpoTeKkcTy» U «obOpaTHas
CBSI3b 1O BbIXOAy».llpumenenue
BEKTOpa WHUIUATA3AIAH.
AJNTOPUTM JIOTIOJTHEHHS OJIOKOB B
6mouyHOM mMdpoBaHuu. Kiaccel
KeyGenerator, SecretKey,
SecureRandom, Cipher.

OIIK-3.1,
OIIK-2.4

8 pasznen. Koguposanwue Base- 64

8.1.

KomupoBanue Base-64.
KoaupoBanue ASCII,
MPEJICTABIICHHEe  CHMBOJIOB 7
OUTOB, 33 YIPABJIAIOLIUX
CUMBOJIA, MIPEJICTABIICHHE
3amu(poBaHHBIX JTAHHBIX.
®dopmar Base64 TUTSt
npeoOpazoBaHus
MOCIIeI0BaTEeIbHOCTH OalTOB B
dhopmaT 1o ocHOBaHMIO 64

OIIK-3.1,
OIIK-2.4

9 paznen. CoracoBaHue KiIo4Yen




9.1

[Iporokon COTIJIaCOBaHUsA
KJIIIOYEH KaKk HMHCTPYMEHT Java
Cryptography Architecture
KJIACCOM KeyAgreement.
YcraHoBka OJIMHAKOBOT'O
KpUNTOrpauuecKoro K4 Jyis
HECKOJIBKUX CTOPOH 0e3
nepenadu CEKPETHOMI
UH(POPMALIUU MEXTYy CTOPOHAMHU.

OIIK-3.1,
OIIK-2.4

10.

10 pazaen. XpaneHnue Kirouen

10.1.

XpaHeHue Kio4de. XpaHWInIle
KITIO4en (KeyStore).
Hoxymentamuss  JCA, paszgen
"KeyManagement". APl s
paboThI C XPaHIIUIIEM KITIOUEH.

OIIK-3.1,
OIIK-2.4

11.

11 pazpaen. COKeThI Il CETEBBIX
KOMMYHUKaIWN

11.1.

Crpykrypa cokeroB Windows u
KJIACChl COKETOB Java.
[TpoGaembr 0€301acCHOCTH
CETEBBIX KOMMYHHKAITUH.
Anpeca v moptbl. CKaHUPOBaHUE
MIOPTOB JIS TOMCKA YSI3BUMOCTEH
KOMIIBIOTEpA.

OIIK-3.1,
OIIK-2.4

12.

12 paznen. CokeTsl 1st
nepeayy MakeToB JaHHbIX.

12.1.

Knaccer JnefTarpaMMHBIX
cokeToB. Co3gaHue KIMEHTOB U
CEpBEPOB ISl TIepeaun MaKeTOB
JIAHHBIX

OIIK-3.1,
OIIK-2.4

13.

13 paznen. CokeTsl st
nepeauy MOTOKOB JTaHHBIX

13.1.

Knaccel ITOTOKOBEIX  COKETOB.
Co31aHne KIMEHTOB M CEPBEPOB
AJig nepe€aadyr MOTOKOB JaHHBIX.
MHOronoToYHbIC TapaieIbHbIE
CEepBEPBHI.

OIIK-3.1,
OIIK-2.4

14.

14 paznen. bezonacHocTh
nepeaadn MakCToOB JaHHBIX

14.1.

Nnentudukanus KJINEHTOB.
3ammTa  NakeToB JAaHHBIX U
HCITOJIE30BaHIE METOJIOB
aCHUMMETPUYHOTO u
CUMMETPUYHOrO MU pOBaHUSL.

OIIK-3.1,
OIIK-2.4

15.

15 pasznen. bezonacHocTh
nepeaavr MOTOKOB JaHHBIX

15.1.

besonacHocTh nepenadu
IIOTOKOB JaHHBIX

OIIK-3.1,
OIlK-2.4




16.

16 paznen. bezonacHble COKETHI

1 SSL-poTOKOJI

16.1.

Nzyuenue
peanu30BaHHbBIX a
IIPOTOKOJIE.
KJINEHTOB U CEPBEPOB.

CTaH/IapTOB,

Co3nanue

SSL-
SSL

OIIK-3.1,

111 onk-2.4

17.

17 paznen. 3amura uaGopmanmm

B 0a3ax JTaHHBIX

17.1.

[MIudpoBanre U XIIIUPOBAHHE
nocryma,| 5 1 2 3 6

JaHHBIX, KOHTPOJIb
JIETAIbHBIA ayIUT

OIIK-3.1,
OIIK-2.4

18.

18 paznen. Has kKoHTaKTHAst

pabora

18.1.

WNnas xoHTakTHas paborta

OIIK-3.1,
OIIK-2.4

19.

19 pazgen. Kontposb

19.1.

3adeT ¢ OIEHKOH

OIIK-3.1,
OIIK-2.4

5.1. Jlekuumu

No
pas3n

HaumenoBanue paznena
U TEMEI JICKIUHU

HanmenoBanue u KpaTKOC COACPIKAHUC J'IGKL[I/Iﬁ

HcTopus pa3BuTHs
METOJIOB 3aIUThI
nHpopMaIuu.
ObecnieueHue cBoiicTBa
nH(pOpMaIuu:
KOH(PHUACHIIMAIIBHOCTH,
LIEJIOCTHOCTH,
JIOCTYITHOCTH.
Kpunrorpaduueckue
METO/IbI 3aILIUTHI
uHpopmanuu. Meto/ sl
ACUMMETPUYHOTO U
CUMMETPUYHOTO
muppoBaHus AJs
o0ecrieueHus
KOH(pHICHIIMAIbHOCTH
uHpopmanuu. Meto/ s
obecrnieyeHus
LIEJIOCTHOCTHU
nH(pOpMalLIUK HAa OCHOBE
aCUMMETPUYHOU
Kpunrtorpaduu.
buomerpuueckue
METO/IbI 3aIIUTHI
uHpopMaIuu.

OO0ecrieueHue cBoicTBa MHGOPMAITUU: KOHDUICHIINATEHOCTH, IIETIOCTHOCTH,
JIOCTYITHOCTH.

Kpunrorpadpuueckne  Meronsl  3ammthl  wHQOpManmuu.  MeToabl
ACHMMETPUYHOTO W CHUMMETPHYHOTO IIM(PPOBAHUSA Ui OOeCreueHUs
KOH(pHISHIIMATBHOCTH HH(popMarmu. MeToapl oOecredeHus] HeIOCTHOCTH
UHpOpPMAIIUK Ha OCHOBE aCUHMMETPUYHOH Kkpuntorpaduu. buomerpudeckue
METO/IBI 3aIUTHl HHPOPMAIIH.

Maremaruueckue
OJIHOCTOPOHHHUE
GYHKIUH 1
KpunTorpaduueckue
xoum-QyHkiun. Uctopus
MIPUMEHEHHUS X311~

(DYHKIUH.

MaremaTHuecKkue OJHOCTOPOHHHE (PYHKIMM M KpunTorpapuyeckue XsIi-
(GyHKIIH.

Hcropuss mnpuMeHeHHs XdII-QYHKIMHA. AJNTOPUTMBI BBIYMCICHUSAX XOIII-
¢byuknuii. Kputepum ycTOMUMBOCTH X3UI-QYHKIMHA. YCTOMYUMBOCTH K
KOJUTM3UsIM M K 1pooOpasaMm. Anroputmbl  MessageDigest.  Kiace
MessageDigest, moJist 1 METO/IBI.




ANropuT™MbI
BBIYUCIICHHSIX XOIII-
¢bynkuunii. Kputepun
YCTOMYUBOCTH XOIII-
GyHKIMH. Y CTOWYHUBOCTD
K KOJUTH3HSIM U K
npooOpazamM. AJITOpUTMBI
MessageDigest. Kiacc
MessageDigest, moms u

METOJIBI.
Henocratku HenocraTku x31mmpoBaHus.
xammpoBanus. Koael  |Koasl ayreHTHGMKAIIMKM COOOIIECHH, YCOBEPIIEHCTBOBABILNE X3UIMPOBAHUE.
ayTeHTU(UKaUU AnroputMbl MAC: anropuT™M reHepaluu KIOuYed, ajaropuTM IOJIHUCH,
COOOIICHUH, anroput™ npoepku. Otianurie MAC ot nudposeix noanuceit. Kinmacc MAC,
ycoBeplleHcTBOBaBLIMe (['eHepanus Kitode, BoinoaHeHue u nposepka MAC-kona
X3IIUPOBAHHUE.
Anroputmbel MAC:

ITOPUTM I'€Hepanuuu
KJIFOYEH, aJITOPUTM
MOAMKCH, AITOPUTM
nposepku. OTiinune
MAC ot nudpoBbIx

noanucei. Kimacc MAC,

['enepanus kirouen,

BBITIOJIHEHHE U TTPOBEPKA
MAC-xona

CaoiicTBa 1TuppoBOM
HOJIUCH: LIEJIOCTHOCTD,
aBTOPCTBO,
HEOTKa3yeMOCTh
coOOIIeHUH.
CummeTrpuyHas u
acCUMMETpUYHAas cXeMa
M (ppoBOI MOAMKCH.
ANTOpUTMBI,
MIPUMEHSIEMBIE JITSI
UG POBBIX MOANHUCEH:
anroput™ DSA,
anroput™ RSA u
anroput™m SHA.
[Tpumeps! renepanuu
xirouen. Kiracebr
reHepauuu kiarouen LI,
KJacc 1udpoBoit
HOJIHCH, TPUMEHEHNE
KpUnTorpaguueckuu

CTOMKOT0 reHeparopa
[ICTT

CpoiicTBa 1u(poBOil MOAMMCHU: LEIOCTHOCTh, aBTOPCTBO, HEOTKA3yeMOCTb
COOOIICHUH.

CummerpuuHas U aCUMMETpUYHAas cxeMa HU(POBOM MOANHCH. AJITOPUTMBI,
npuMeHsieMble 11 UG poBbIX moxanuceii: anroputM DSA, anroputv RSA n
anroput™ SHA. Ilpumeps! reneparun kiodeid. Kiaccesl renepanun kiroueit
HI1, xknacc undposoii noanucH, NPUMEHEHNE KpUNTOrpaUuecKuu CTOUKOTro
re"epatopa [ICIIL.

Tune! xoyuIeKIuit
JTAHHBIX: MaCCHBBI,
CIIUCKH, MHOYKECTBA,
TaOJINLIBI, KApThI
(oToOpaskeHus).
ANTOpUTMBI 10CTyMA K

TwuIbl KOJIEKINI JaHHBIX: MaCCUBBI, CIIMCKH, MHOYKECTBA, TAOJIHIIBI, KAPThHI
(oToOpaxkeHus).

AJITOPUTMBI TOCTYIA K 00bEKTaM KOJUICKIIMIA: [0 UHICKCY, IO XAII-KOIY, 1O
nepeBy. OOwekTsl Kosutekiuid. I{udposeie mommucu o6bexToB. Kiacc
SignedObject, mosBosstromMii  co31aBaTh  MOANMMCAHHBIE  OOBEKTHI,

npeoOpa3oBaHHbIC B ITOCIIEN0BaTENbHYIO (popMy. Co3aaHme 1 IpoBepKa




00BEKTaM KOJIIEKIIUH: TIO
UHJCKCY, TI0 X1~ KOy,
o niepeBy. OOBEKTHI
koJutekuuid. [{udposbie
MOJIITUCH OOBHEKTOB.
Knace SignedObject,
MO3BOJISIFOILMI CO3/1aBaTh
MOJMUCaHHbIe O0BEKTHI,
peoOpa3OBaHHEIC B
MOCJIeI0BATEIbHYIO
dbopmy. Co3nanue u
poBepka UG POBHIX
MoAnuceit 00bEKTOB

U POBBIX MOAMUCEH 0OBEKTOB.

HIudposanue
COOOILIEHUH C OTKPBITHIM
KITIOYOM I10 aJITOPUTMY
RSA. JlocTouHcTBa 1
HEJIOCTATKU
ACUMMETPUIHOTO
mudppoBanus. [Ipodaema
HU3KOM CKOPOCTH
anroputma RSA
[Tpumenenne RSA st
co3aHus nU(POBBIX
KOHBEPTOB U IS
i poBaHUs CEaHCOBBIX
Kkioueit. Cxe -Ma
¢ poBaHUs CEaHCOBBIX
KJIFOYEH ¢
HCIIOJIb30BaHUEM
mertooB Kiacca Cipher.
Co3anue NoTOKOB B
nporpamme Java s

udpoBanue coOOOMECHHI C OTKPBITHIM KIIIOUOM T0 anroputMmy RSA.
JIOCTOMHCTBa M HEIOCTATKH acCHUMMETpUYHOro mudposanus. [Ipobiema
HU3KoM ckopoctr anmroputMa RSA Tlpumenenme RSA st co3panus
U(POBBIX KOHBEPTOB M ISl IIU(POBAaHHS CEAHCOBBIX Kioded. Cxe-ma
M (poBaHUs CEAHCOBBIX KIIFOUCH ¢ MCIIOIb30BaHUEM MeTo10B Kiacca Cipher.
Co3nanue MOTOKOB B porpamme Java Juis mudpoBaHus.

mudpoBaHus.

Anroputmbl cummerpuanoro mudposanus DES, 3DES, AES.
AJNTOPUTMBI Aunroput™m  Blowfish.  Anropurmer kommanuun RSA  Security. Pexumbr
CUMMETPHYHOTO 0709HOTO MM(POBAHUS: «IJIEKTPOHHAS KHHUra», «cCIerie-Hue OJI0KOB

mmdposanus DES,
3DES, AES. Anroputm
Blowfish. Anroputmsr
kommanuu RSA Security.
Pexxumpr 65109HOTO
mudpoBaHus:
«OIEKTPOHHAsI KHUTA,
«cuernyeHue 0JI0KOB
mudpoTrexcTay,
«obpatHas CBs3b 1O
mHu(poTeKCTY» U
«obpatHas CBs3b 1O
BbIXoy».IIpumenenune
BEKTOpa MHUIIUATN3AIUH.
AJTOPUTM JOTIOHEHUS

mppPOTEKCTa», «0OpaTHAs CBSA3b MO MU(PPOTEKCTY» U «0OpaTHas CBA3b MO
BBIXO-1y». [IprMeHeHrne BeKTOpa MHUIHAIU3ANNN. AJTOPUTM JOTOJTHCHUS
o6moxoB B Onmounom mmmdpoBanun. Kmaccer KeyGenerator, SecretKey,
SecureRandom, Cipher.




0JIOKOB B 0JI0YHOM
muppoBanuu. Knaccer
KeyGenerator,
SecretKey,
SecureRandom, Cipher.

KomupoBanue Base-64.
Komuposanue ASCII,
IIPEJICTaBICHHUE
CHMBOJIOB 7 OMTOB, 33
VIPABIISAIONIUX CUMBOJIA,
MIPEJICTaBICHUE
3amuPOBAHHBIX
nanabix. @opmar Base64
JUISL TPeOOpa3OBaHUS
MIOCJICA0BATEILHOCTH
OaiiToB B hopmar 1o
OCHOBaHMIO 64.

KonupoBanue Base-64.

Komuposanue ASCII, npencraBnenre cuMBoJIOB 7 OUTOB, 33 yIpaBIIsSIOLINX
CHMBOJIa, TpEJCTaBIeHUe 3amudpoBaHHbIX naHHBIX. @opmar Base64 s
npeoOpa3oBaHus MOCIE0BATENILHOCTH 0aHTOB B hopMaT O OCHOBAHUIO 64.

IIporokoa coriiacoBanus
KJIF04el KaK MHCTPYMEHT
Java Cryptography
Architecture kaccom
KeyAgreement.
VYcTraHoBKa OAMHAKOBOTO
KpUnTorpaguueckoro
KJIIOY JUIS HECKOJIbKUX
CTOpoH 0e3 mepeayn
CeKpeTHO! MH(pOpMaLuu
MEXJly CTOPOHAMH.

ITpoTokon cormacoBaHus Kiarodeld kak uHCTpyMeHT Java Cryptography
Architecture.
Knaccom KeyAgreement. YcraHoBka OJUHAKOBOTO KpUITOTpaduuecKoro
KITFOY JIJIS1 HECKOJIBKUX CTOPOH 0€3 mepeauu CeKpeTHOH nHpopMaIu MeX Ty
CTOPOHAMHU.
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XpaHeHUe KIIIOYEH.
XpaHunuuie KIdyen
(KeyStore).
HoxymenTarus JCA,
pazznen
"KeyManagement"”. API
Ui paboThI €
XPaHWUJIHIIEM KJIFOYEH.

XpaHeHUe KIIIOUEH.

[Mporokosn cornmacoBaHus Kiwo4el kak HHCTpyMeHT Java Cryptography
Architecture.  Kmaccom  KeyAgreement.  YcrtaHoBKa  OJAMHAKOBOTO
KPHUITOrpapuyYeckoro K4 JJIi HECKOJbKMX CTOPOH 0e3 mepenadu
CEKpEeTHOW MH(OpMALINU MEX/y CTOPOHAMH.

11

CTpyKTypa COKETOB
Windows u kiaccel
coketoB Java. [Ipobnemsl
0E30IMaCHOCTH CETEBBIX
KOMMYHUKaIui. Aapeca
1 iopThl. CKaHUPOBaAHHE
MTOPTOB JIJIS TIOUCKA
YS3BUMOCTEU
KOMITBIOTEpA.

Crpyktypa cokeroB WindoOws u Ki1acchl COKETOB Java.
[IpoGneMbl 0€30MaCHOCTH CETEeBBIX KOMMYHUKAIUWA. AJpeca W TMOPTHL
CxaHnpoBaHuE OPTOB IS IIONCKA YA3BUMOCTEN KOMITBIOTEDA.

12

Kitaccel neirarpaMMHBIX
cokeToB. Co3maHue
KITUEHTOB U CEPBEPOB

Knaccel neiitarpaMMHBIX COKETOB.
Co3nanue KIMEHTOB U CEPBEPOB IS MepeAaun MaKeTOB JAHHBIX.




JUTsl TIepe/layyl TTaKeTOB
MAaHHBIX

Kitaccel TOTOKOBBIX
cokeToB. Co3ganue
KJIUEHTOB U CEPBEPOB ISt

Kiacchl MOTOKOBEIX COKETOB.
CO3Z[aHI/Ie KIIMCHTOB M CCPBCPOB JId IHIepeaadur IIOTOKOB HJaHHBIX.
MHOronoTo4YHbIE napaaiciibHBIC CEPBECPHI.

13 nepeaadu MoTOKOB
JAHHBIX.
MHOronoTo4HbIe
napajuieIbHbIC CEPBEPHI.
Venndunkanms W nenTudukanms KIMSHTOB.
KJTHeHTOB, 3amuTa 3amuTa MakeTOB JAaHHBIX M HCIOJIB30BAHHWE METOAOB ACHMMETPUYHOTO M
HaKeToB JaHHEX 1 |CHMMETPHHIHOTO mmmdpoBaHus.
14 |wucnonb30BaHUE METOJIOB
ACUMMETPUYHOTO U
CUMMETPUYHOTO
U PPOBaHUS.
be3omacHOCTh nepeayn MOTOKOB JTaHHBIX.
15 besonacHocTs nepenaun |ObecneueHne 6€30MacHOCTH NEpeaadu MOTOKOB JaHHBIX B IPOBOJIHBIX U B
MMOTOKOB JJAHHBIX OecripoBoHBIX ceTsx. [lIndpoBanue TaHHBIX ¢ HCIIOJIB30BAHUEM OJIOYHBIX H
MOTOKOBBIX MIH(POB.
Wzyuenne crannapros, |be3zomacHsie SSL coketsl cepepa
peanu3oBaHHbIX a SSL- |M3yuenue cranmaptoB, peanu3zoBaHHBIX a SSL-mportokone. Cozmanue SSL
16 | mporokose. Co3ganue |KIMSHTOB U CEPBEPOB.
SSL kineHToB u
CEPBEPOB.
[Indposanue u [IudpoBaHre W XAIIUPOBAHHE IAHHBIX, KOHTPOJb JOCTYIA, JETAIbHBIN
17 X3IIMPOBaHUEC JaHHBIX, |AYAMT.

KOHTpPOJIb JOCTYIIA,
JeTaIbHBIA aAyAUT

3ammra 6a3 NaHHBIX, MH(POBAHUE U XAUIMPOBAHUE, KOHTPOJb JOCTYyIA,
JIeTaIbHBIA ay/IHT.

5.2. IlpakTudeckue 3aHATHS

No
pasn

Haumenosanue pasnena
U TEMBI IPAKTUYECKUX
3aHATUU

HanmenoBanwne u COACPIKAHNUEC NPAKTHUICCKUX 3aHATHH

Uctopus pa3Butus
METOJIOB 3aIIHTHI
UHpOpMaLUH.
Obecnieuenue cBoiicTBa
uHpOpMaInu:
KOH(PHUICHIIMAIIBHOCTH,
[[EJIOCTHOCTH,
JIOCTYITHOCTH.
Kpunrorpaduueckue
METO/TbI 3aIIUTHI
uHpopmanuu. Metoasl
ACUMMETPUIHOTO U
CUMMETPUYIHOTO
muppoBaHus s
obecrieueHus
KOH(PHUACHITMATBHOCTH
uHpopmanuu. Metoasl
obecrnieueHus
[[ETOCTHOCTH

Hamnmcanwue, oTnanka u BelmogHeHue mporpammsl mudpa Lezaps.
Hanucanue 1 BpINIOJIHEHUE TTPOTPAMMBI.




uHpOpMalUU Ha OCHOBE
aCUMMETPUYHOHU
KpUNTorpaduu.
buomerpuyeckue
METO/BI 3aIIUTHI
uHpopmanuu.

MaremaTuueckue
OJIHOCTOPOHHUE
GYHKIIUY
Kpunrorpaduueckue
xom-QyHkiun. Uctopus
MPUMEHEHHUS XD11-
GyHKIUH. ATTOPATMEBL
BBIUMCIICHUSIX XDIII-
¢yukuuil. Kpurepun
YCTOWYHBOCTH X3III-
GyHKIMNA. Y CTONYMBOCTD
K KOJUTM3HSIM U K
npooOpazamM. AJITOPUTMBI
MessageDigest. Kiacc
MessageDigest, mosist u
METO/IBI.

Hanucanue, oTy1agka u BBIIIOJIHEHUE IIPOTPaMMBbI JalIKECTOB.
Hamnucanve u BpIIIOJIHEHUE IPOrPAMMBIL.

Henocratkn
x3mmpoBanus. Kojsl
ayTeHTU(UKaIUN
COOOIIEHMH,
YCOBEpIIIEHCTBOBABIIINE
X3IIUPOBAHHUE.
Anroputmel MAC:
JITOPUTM T€HEpaluH
KIIFOUEH, alITOPUTM
MIOAINCH, AITOPUTM
npoBepku. OTinune
MAC ot unpoBbIx
noamucer. Kitacc MAC,
I'enepanus kiaroyen,
BBITNIOJTHEHHE U ITPOBEPKA
MAC-kona

Hammcanme, oTiamka MAC-k010B,
HMHUTOBCTABOK COOOIICHUI

Hamnncanue u BpIIIOJIHEHNE IPOTrPAMMBIL.

u BBIITOJIHEHHUEC ImporpaMMaI

CsoiicTBa U poBoit
MOJIHCH: IIEJIOCTHOCTB,
aBTOPCTBO,
HEOTKa3yeMOCTb
COOOIIIEHU.
CummerpuyHas u
ACHMMETpPUYHAS CXeMa
U (pPOBON MOIMUCH.
ANTOPUTMBI,
PUMEHSIEMBIE JUIS
U(POBBIX MOMTUCEH:
anroput™m DSA,
anroput™ RSA u
anroput™m SHA.

Hanucanuwe, oriaaka W BBINOJHEHUE MPOrpaMMbl IUGPOBON MOAMHUCU
COOOIIIeHNI
Hanucanue 1 BEIOTHEHHUE TPOTPAMMBEIL.




IIpumepsl renepanuun
xirouen. Kitacerr
reHepauuu kiarouen LI,
KJiacc 1udposoit
MOAMKCH, TIPUMEHEHUE
KpunTorpaduueckuu
CTOMKOTIO TreHepaTopa
[ICIL.

Tune! KoJUIEKINI
JAHHBIX: MACCHBBHI,
CIIUCKHU, MHOXECTBA,
TaOIUIBI, KAPThI
(oToOpaxkeHus).
AJNropuTMBI 10CTYIA K
00BEKTaM KOJIIEKIUHN: IO
UHJICKCY, TI0 X3III- KOy,
o nepeBy. OOBEKThI
kosuteknmid. [{udpoBeie
MOJIMUCU OOBEKTOB.
Knacc SignedObject,
MO3BOJISIFOIINI CO37aBaTh
MOIMTMCAaHHBIC O0BEKTHI,
peoOpa3oBaHHbIC B
MOCJIEIOBATEIBHYIO
dopmy. Coznanue u
poBepKa MUPPOBBIX
noAmnuceit 00bEKTOB

Hanwcanue, oTiagka W BBINOJHEHHE MPOrpaMMbl HU(POBOM MOAMKHCH
00BEKTOB
Hamnvcanue 1 BBIIOJIHEHHE TPOrPAMMBI.

HIudposanue
COOOILIEHUH C OTKPBITHIM
KIIIOYOM T10 aJITOPUTMY
RSA. [locTouHcTBa H
HE/I0CTaTKU
ACHMMETPUYHOTO
mmdposanus. [Ipobiema
HHU3KOW CKOPOCTH
anroput™Ma RSA
[Tpumenenne RSA st
cO3/1aHusl LU(POBBIX
KOHBEPTOB U JIJIS
mr(pPOBaHUS CEAHCOBBIX
Kirouen. Cxe -Ma
M (poBaHUs CEaHCOBBIX
KJIFOYEH C
UCTIOJIb30BaHUEM
meto0B Kinacca Cipher.
Coznianue noToKoB B
nporpamme Java s

Hanmcanue, otnanka u BEIIOTHEHUE IPOTPaMMBI IHU(POBAHUS COOOIIEHHIA C
OTKPBITBIM KJIFOUOM 110 anroputMy RSA
Hanmcanue u BBIOTHEHHE TPOTPAMMBEI.

mudpoBaHus.
ANropuTMbI Hanucanue, oTiagka ¥ BBIIOJHEHUWE IPOrpaMMbl  CUMMETPUYHOIO
CUMMETPUYIHOI'O I_HI/I(l)pOBaHI/IS[ DES, SDES, AES.

mmdposanus DES,
3DES, AES. Anroputm
Blowfish. Anroputmsl

CryaeHThl NMUIIYT, OTJIAKUBAIOT U BHIMOJIHSIOT IPOTPaMMBI 110 TEME 3aHSATHS,
YKa3aHHOM B pazneine «TeMa TUCIUTIITUHBD.




kommanuu RSA Security.
Pexumbl 61104HOTO
mudpoBaHus:
«OQJIEKTPOHHAs! KHUTA,
«cueruieHue 0JI0KOB
mUGPOTEKCTaY,
«obpartHasi CBs3b 110
HUPPOTEKCTY» U
«obpaTHas CBs3b 110
BbIXOY». IIpuMeHeHue
BEKTOpa MHULIMATH3AIIH.
AJITOPUTM JOMOJIHEHUS
0JI0KOB B OJIOYHOM
mmdposanuu. Kinaccor
KeyGenerator,
SecretKey,
SecureRandom, Cipher.

KomupoBanue Base-64.
Komuposanue ASCII,
IPEJICTaBICHHE
CHUMBOJIOB 7 OMTOB, 33
YIPABJISIONIMX CHMBOJIA,
MIPEJICTaBICHHE
3ammnQpoOBaHHBIX
naHHbIX. @opmar Base64
VTS IPe00pa3OBaHUS
[IOCIEA0BATEILHOCTH
OaifToB B (hopmar o
OCHOBaHMIO 64,

Hammcanue, oTnagka W BBINIOJIHEHHE MPOTPaMMbl  KOJUPOBAHUS 10
ocHoOBaHuio 64

CTyaeHTHI UIIYT, OTJIAKUBAIOT U BHIMIOJHSIOT IPOTPAMMBI 110 TEME 3aHSATHS,
yKa3aHHOU B pazzene «Tema AUCIUTUTMHBIY.

IIporokon coriiacoBanus
KITFOYEi KaK HHCTPYMEHT
Java Cryptography
Architecture kmaccom
KeyAgreement.
VYcTaHoBKa OAMHAKOBOTO
KpUNTOrpadguueckoro
KITFOY /17151 HECKOJIBKHUX
CTOpOH 0€3 mepeaaun
CeKpeTHO! MH(pOpMaLuu
MEXy CTOPOHAMH.

HaHI/ICaHI/Ie, OTJIalKa U BBITIOJIHCHUEC TPOTPAMMBI COTJIACOBAHUSA KJII04en
CTy,lIeHTI)I IMUIITYT, OTJIAXXUBAIOT U BBIMIOJHAIOT IPOTpaMMBI 11O TEMC 3aHATUA,
YKa3aHHOﬁ B pa3aciie «Tema JUCHHUITIINHBI».
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XpaHeHNe KIIFOUEH.
XpaHunuuie Kiaoyen
(KeyStore).
HoxymenTtarus JCA,
pazzen
"KeyManagement". API
JUTs1 paOOTHI C
XPAHWIHILIEM KIIIOUEH.

HaHI/IcaHI/Ie, OTJIaAKA U BBIIIOJIHCHHUC HpOl’”paMMIﬂ corjitaCoBaHUuiA Knmqeﬁ
CTyaeHThI NMUIIYT, OTJIAKUBAIOT U BHIMOJIHSIOT IPOTPAMMBI 110 TEME 3aHSATHS,
yYKa3aHHOMU B pazneine «TeMa TuCIUIIITUHBD.




CTpyKTypa COKETOB
Windows u kiaccel
coketoB Java. [TpoGiemsr
0€30MMacCHOCTH CETEBBIX

Hanucanue, otnagka v BITOJHEHUE IPOIPAMMBI CETEBOTO B3aUMOIEHCTBUSA
CTyaeHThl MUIIYT, OTJIAKUBAIOT U BBIIIOIHSIOT IPOTrPAMMBI 10 TEME 3aHATHUA,
yKa3aHHOU B paznene «TeMa quCuuniInHb.

11 | kommyHuKanui. Aapeca
1 nopThl. CKaHMpOBaHUE
MOPTOB JIJIs IOMCKA
YSI3BUMOCTEN
KOMIIBIOTEpA.
. Hanucanwue, otnaaka v BHIIIOJHEHUE POTPaMMBbl e TarpaMMHBIX COKETOB
Knaccsl geiitarpaMMHBIX
CTyneHTHI UITYT, OTJIAKUBAIOT U BBITIOJIHSAIOT MIPOTPAMMBI 110 TEME 3aHSTHS,
cokeToB. Co3nianue .
yKa3zaHHOM B paznene «Tema qUCHUILTUHBD.
12 |kIMEeHTOB M cepBEPOB IS
nepeiayn MaKkeToB
JAHHBIX
Hamucanue, oT/1agka u BBITOJIHEHHE TIPOTPAMMBI IIOTOKOBBIX COKETOB.
Kraccpl moToKoBBIX
CTyneHThl MUIIYT, OTJIAKUBAIOT U BBITIOJIHAIOT IIPOTPAMMBI 110 TEME 3aHSTHS,
cokeToB. Co3nianue .
YKa3aHHOH B pasnene «Tema quCIUIUINHBD.
KIIMEHTOB U CEPBEPOB IS
13 nepeiayn IOTOKOB
JAHHBIX.
MHoOronoTo4Hsie
napajuiebHbIE CEPBEPHI.
VenTndukans Hanucanwue, oTnaaka v BHIIOTHEHUE POTPaMMbl UACHTU(DUKAINS KIMEHTOB.
CTyIeHTHI MUIIYT, OTJIAKUBAIOT U BBITIOJHSIOT IPOTPAMMBI IO TEME 3aHSATHS,
KJIMEHTOB. 3aIuTa .
yKa3aHHOMH B paznene «Tema qUCIUITUHBD.
MaKeTOB JIAHHBIX U
14 | ucnonb30BaHUE METOJIOB
ACUMMETPUIHOTO U
CUMMETPUYIHOTO
I ppPOBaHUSI.
Hanucanwe, oTnagka W BBINOJTHEHHE MPOTPAMMBI obecrnieueHus
15 BesomacHOCTh nepegayn |0€30IMaCHOCTH IIOTOKOB JAaHHBIX
MMOTOKOB JIAHHBIX CTyneHThI MUIIYT, OTJIAKUBAIOT U BBITIOJIHSAIOT MIPOTPaMMBI 110 TeME 3aHSTHS,
yKa3aHHOU B paszzene «Tema JUuCIUIIMHBD.
Wzyuenwne cranmaptoB, |Hammcanue, oTianka v BEITIOJTHEHHE TporpaMMbl SSL-cepBepa
peann3oBaHHbIX a SSL- |CTyneHThI MUITYT, OTJIAKUBAIOT U BBITIOJIHSAIOT MIPOTPaMMBI 110 TeMe 3aHATHS,
16 | mporokoise. Co3nanue |yka3zaHHOM B pa3jeie «TeMa JUCIHUILTUHBD.
SSL kireHToB u
CEpBEPOB.
[Iudposanue u Hanucanwe, oTiajgka W BBINOJHCHHWE IPOTPAMMBI COCIUHEHUS ¢ 0a3oit
17 XOIIUPOBAHUE JAHHBIX, |AAHHBIX.

KOHTPOJIb JOCTYTIA,
JIETAJIbHBIA ayJUT

CTYHGHTI)I IMUIIYT, OTJIAXXKUBAIOT U BBIIIOJIHAIOT IMTPOrpaMMBI IO TEME 3aHATHA,
YKaSaHHOﬁ B pa3aciic «Tema JUCHUITIIUHBI».

5.3. CamocrositenpHas paboTta o

OyJaromuxcs

Ne | HaumenoBanwue paznena .
e I ——————— CopepxaHre caMOCTOSITENBHON pabOThHI
VcTopus pasBuTHS HcTous pa3BUTHS METOJIOB 3aIIUTHI HH(POPMAILIUH.
. METO/OB 3allUTHI W3ydeHne NEKIMOHHOTO Marepuana. M3ydeHue UCTOYHUKOB JIMTEPATYpHI,

uH(pOpMaLIUH.
O0ecrieueHue cBoiicTBa

cTaTel, MHTEPHET-PECYPCOB




nHpopmanuu:
KOH(UICHIINATLHOCTH,
LEJIOCTHOCTH,
JOCTYITHOCTH.
Kpunrorpaduueckue
METO/IbI 3aIIUTHI
uH(popManuu. Meroabl
ACUMMETPUYIHOTO U
CUMMETPUYHOTO
mmdpoBaHus A7
obecrniedeHus
KOH(UICHIIMATEHOCTH
uH(popManuu. Meroabl
obecrieyeHus
LEIOCTHOCTH
uHpOpMaUU Ha OCHOBE
aCUMMETPUYHON
KpUNTOrpaduu.
buomerpuyeckue
METO/TbI 3aIIUTHI
uHpopmanuu.

Martematuueckue
OJTHOCTOPOHHUE
GYHKIMH |
Kpunrorpaduueckue
x3m-¢pyHKIuu. Mcropus
MPUMEHCHUS XOIII-
GbyHKIUH. ATTOPUTMBI
BBIYMCIICHHSIX XOIII-
¢byukuuii. Kpurepun
YCTOMYUBOCTH X3III-
GyHKIUNA. Y CTONYHBOCTD
K KOJUTM3HSIM H K
npooOpazamM. AJITOPUTMBI
MessageDigest. Knacc
MessageDigest, mosst u
METO/BI.

MaremaTnueckue OAHOCTOPOHHHME (DYHKIMM M KpUOTOrpapHUuecKUe XdIii-
GbyHKIHN.

N3yuenune nekunoHHoro Matepuana. IloaroroBka k ynaboparopHoit pabore.
N3yueHne nCTOYHUKOB JIUTEPATYPHI, CTATEN, HHTEPHET-PECYPCOB.

Henocratku
xammposanus. Koasl
ayTeHTU(UKALUU
COOOIIIECHUIA,
YCOBEpIIIEHCTBOBABIIINE
X3IIHUPOBAHHUE.
Anroputmel MAC:
AITOPUTM T€HEepaluu
KJIIOUEH, aJITOPUTM
MOJTHUCH, AJITOPUTM
nposepku. OTinune
MAC ot uucpoBbix
noamuceit. Kimacc MAC,
I'enepanus kimouei,
BBITIOJTHEHUE U

Pa6ora c nureparypoit
N3yuenne nekunoHHoro Matepuana. IloaroroBka k nabopatopHoit pabore.
N3yueHne nCTOYHMKOB JIUTEPATYPHI, CTATEN, HHTEPHET-PECYPCOB




npoBepka MAC-kona.

CoiicTBa 1dpoBoit
MOJIMUCH: IIEJIOCTHOCTb,
aBTOPCTBO,
HEOTKa3yeMOCTh
COOOIICHUH.
CuMMeTpHuyHas u
aCHMMETpPUYHAS CXeMa
1 (GpOBOM MOJIHUCH.
ANTOpUTMBI,
MIPUMEHSIEMbIE JIJIS
UG POBBIX MOANUCEH:
anroputm DSA,
anroput™ RSA u
anroputm SHA.
IIpumepsl renepanuun
kioue. Kitaceor
reHepauuu kiarouen LI,
Kiacc 1udpoBoit
TIOJIITUCH, IPUMCHCHHE
KpunTorpaduueckuu

CTOMKOTrO TreHepaTopa
[ICTL

PaGora c nureparypoit
N3yuenune neknuonHoro marepuaina. [loaroroBka k yrabopatopHoit padore.
N3yuyeHne NCTOYHUKOB JIUTEPATYPBI, CTATEN, HHTEPHET-PECYPCOB.

Twumrsl KoJuIeKIni
JTAHHBIX: MacCHUBBI,
CIIUCKHU, MHOXKECTBA,
Ta0JINLIbI, KapThI
(oToOpaxkeHus).
ANropuTMBI 10CTYyMA K
00BEKTaM KOJIIEKIMIA: 1O
UHJEKCY, 0 X31I- KONy,
o fiepeBy. OOBEKTHI
kosutekuuid. [{udposie
HOJMHUCH OOBEKTOB.
Knacc SignedObject,
MO3BOJIAIOIINI CO3/1aBaTh
TIOJIIIMCaHHBIE OOBEKTHI,
peoOpa3oBaHHBIE B
MOCJIEI0BATEIbHYIO
dbopmy. Coznanue u
IpoBepKa HU(POBHIX
nojnucei 00bEKTOB

Pabora ¢ nurepatypoit
W3yuenne nekunoHHoro Matepuana. IloaroroBka k ynabopatopHoi pabore.
N3yuyeHne nCTOYHUKOB JIUTEPATYPHI, CTATEN, HHTEPHET-PECYPCOB.

udposanue
COOOIIEHUH C OTKPBITHIM
KITIOYOM TI0 aJITOPUTMY
RSA. [locronHcTBa 1
HE/IOCTAaTKU
ACUMMETPUYHOTO
mdposanus. [Ipobnema
HU3KOW CKOPOCTH
anroputma RSA
[Tpumenenue RSA st
CO3JIaHMS

Pa6ora c nuteparypoit
N3yuenne nekunoHHoro Matepuana. IloaroroBka k j1abopatopHoil paboTe.
N3yueHne nCTOYHUKOB JIUTEPATYPHI, CTATEN, HHTEPHET-PECYPCOB.




U(POBBIX KOHBEPTOB U
JU1s T POBAHUS
CEaHCOBBIX Kitouen. Cxe
-Ma mudpoBaHus
CEaHCOBBIX KIIIOYEH €
UCTIOJIb30BaHUEM
merooB Kiacca Cipher.
Co3aHue MOTOKOB B
nporpamme Java ais

mudpoBanus DES,
3DES, AES. Anroputm
Blowfish. Anropurmsr
kommnanuu RSA Security.
Pexumbl 61104HOTO
mmdpoBaHus:
«OIEKTPOHHAs KHUTA,
«cuernseHue 0JI0KOB
mUGPOTEKCTaY,
«obpartHas CBs3b 1O
UPPOTEKCTY» U
«obpartHas CBs3b 1O
BbIXOAY».[Ipumenenue

BCKTOpAa MHUIHUAJINU3ALNH.

AJ'Il“OpPITM JOIIOJIHCHUA
0JIOKOB B 0JI0YHOM
muppoBanuu. Knaccer
KeyGenerator,
SecretKey,

SecureRandom, Cipher.

mubpoBaHUsL.
Pabota c nmutepatypoii
AJIrOPHTMBI Nzydenne neknuonHoro marepuana. [loaroroBka k nmaboparopHoil paboTe.
CHUMMCTPUIHOTO N3yueHnre NCTOYHUKOB JTUTEPATYPHI, CTATEH, HHTEPHET-PECYPCOB.

Komuposanue ASCII,
MpeJICTaBICHNE
CHUMBOJIOB 7 OMTOB, 33

IpeCTaBICHUE
3aM(ppOBaHHbBIX

U1 IpeoOpa30BaHus

6aiiToB B hopmaT 1o
OCHOBaHUIO 64.

Koauposanue Base-64.

YIIpaBJIAKOIINX CUMBOJIA,

nanabx. @opmar Base64

MIOCJICA0BATCIBbHOCTHU

PaGora c nureparypoit

Java Cryptography

9 .
Architecture xiraccom

KeyAgreement.

IIpoTokoi cornacoBanus
KJIFOYEW KaK MHCTPYMEHT

PaGora c nureparypoit

YcTraHoBKa OIMHAKOBOTO

Nzyuenune nexnmonHoro marepuana. [loaroroBka k y1abopatopHoit pabore.
N3ydyeHne NCTOYHUKOB JIUTEPATYPhI, CTaTel, MHTEPHET-PECYPCOB.

N3yuenne neknmonHoro marepuana. [loaroroBka k yraboparopHoit padorte.
W3ydyeHne NCTOYHUKOB JIUTEPATYPhI, CTaTEH, HHTEPHET-PECYPCOB.




KpUNTOTpapuIecKoro
KJIFOY OJI1 HECKOJIBKUX
CTOpOH 0€3 mepeaaun
CeKpeTHON MH(pOpMaLIuU
MEXy CTOPOHAMH.

XpaHeHne KIIIOYEH.
XpaHWIHIIE KITOUeH

Pabota ¢ nurepatypoit
W3yuenue jnekuuoHHOro Marepuaia. [loarotoBka k jgabopaTtopHoil pabore.

(KeyStore). N3ydyeHne NCTOYHUKOB JIUTEPATYPhl, CTATEH, HHTEPHET-PECYPCOB.
10 Hoxymentarus JCA,
paszznen
"KeyManagement". API
T paboTHI C
XPaHWIHILEM KITIOYei.
Pabota c nmuteparypoii
Crpykrypa cOKeTOB  |M3yueHHe JEKIIMOHHOrO Marepuaia. I1oAroToBka K J1abopaTopHOii pabore.
Windows u xmaccel  [M3y4eHne MCTOYHMKOB JIMTEPATYPBI, CTATEH, HHTEPHET-PECYPCOB.
cokeroB Java. ITpoGiembr
0€30MaCHOCTH CETEBBIX
11 | kommyHuKanui. Agpeca
1 nopThl. CKaHMpOBaHUE
MOPTOB JJIsl IOUCKA
YA3BUMOCTEN
KOMIIBIOTEpA.
Kiaccel neiitarpaMMHbIX Pabora ¢ murepatypoii N
Nzydenne neknuonHoro marepuaina. [loaroroBka k mabopartopHoi pabore.
coxeros. Cospanne N3ydyeHne nCTOYHUKOB JIUTEPATYPbI, CTaTEH, HHTEPHET-PECYPCOB
12 [kIMeHTOB M cepBEPOB IS yi PaTypPL, ’ p peCypeos.
nepe/iaun MakeToB
TAHHBIX
K PaGora c nureparypoit
JIaCChI TOTOKOBBIX .
Nzyuenune neknmonHoro marepuana. [loaroroBka k y1abopatopHoil padore.
coketoB. Co3znanue .
W3ydyeHne NCTOYHUKOB JIUTEPATYPhI, CTaTel, MHTEPHET-PECYPCOB.
KITUEHTOB U CEPBEPOB ISt
13 nepeIayn MOTOKOB
JTAHHBIX.
MHoronoto4Hsie
napauieNbHbIE CEPBEPHI.

WnenTuduxarus Pabota ¢ nutepatypoit §
KIMEHTOB. 3aImTa N3yuenune NEKIMOHHOTO MaTepuana. HOI{l:OTOBKa K JabopaTopHO# paborTe.
[AKeTOB JAHHBIX 1 N3ydyeHne NCTOYHUKOB JIUTEPATYPbI, CTaTel, MHTEPHET-PECYPCOB.

14 | ucnonb30BaHUE METOIOB
ACUMMETPUYIHOTO U
CUMMETPUYIHOTO
mppoBaHUSL.
PaGora c nureparypoit
15 besomacHoCTE nepenatn N3yuenne neknmonHoro marepuana. [loaroroBka k yrabopatopHoit padorte.
TOTOKOB JaHHEIX W3ydyeHne NCTOYHUKOB JIUTEPATYPhl, CTaTel, HHTEPHET-PECYPCOB.
Wzyuenue crannaptos, |[logroroBka nokmnana
peam3oBaHHbBIX a SSL- |M3ydeHune JieknumoHHOr0 Matepuaia. [loaroroBka k JrabopaTopHOW padorte.
16 | nporokoine. Coznanue |M3ydeHue HCTOUHMKOB JIUTEPATYPHI, CTATEH, HHTEPHET-PECYPCOB.

SSL kJIUeHTOB U
CEPBEPOB.




17

[udposanue u
XAIIMPOBAHUE JAHHBIX,
KOHTPOJIb JOCTYTIA,
JIETAJIbHBIA ayUT

PaGora c nureparypoit
N3yuenune neknuonHoro martepuaina. [loaroroBka k yrabopatopHoit padorte.

CryneHTsl M3y4arOT MCTOYHMKHM JINTEPATYpbl, CTaTbU, MHTEPHET-PECYPCHI,
COCTAaBJISIOT OTYETHI.




6. MeTonuyeckue MaTepuaJbl JAJIs1 CAMOCTOATEbHOI padoThl 00yYAKIIMXCS M0 AUCHUIIMHE (MOIYJII0)

[IporpamMmmoil AUCHUIUIMHBI IPEAYCMOTPEHO MPOBEACHUE JICKIIMOHHBIX 3aHSITHI, HA KOTOPBIX JAeTCs
OCHOBHOM CHCTEMaTHU3WPOBAHHBIN MaTepuasl, U JIaOOpaTOPHBIX 3aHITUN, MPEANOJIAralolIUX 3aKperuieHue
M3YYCHHOTO MaTepuaia U (JOpMUPOBAHHE Y O0yUaAIONUXCsl HEOOXOAMMBIX 3HAHHUH, YMEHUI 1 HaBBIKOB. Kpome
TOTO, B@KHEWUIIMM STaloM HW3Y4YeHHs TUCIUIUIMHBI SIBISETCS CaMOCTOsITeNIbHas padoTa 0O0ydaroImUXcs C
MCIIOJIb30BAaHUEM BCEX CPEJICTB U BO3MOKHOCTEH COBPEMEHHBIX 00pa30BaTEIIbHBIX TEXHOIOTHA.

B 06bvem camocTosITeNnsHOM paboOThI IO TUCHUILIMHE BKIIIOYACTCS CIeAyIOLIee:

- U3Y4YEHUE TEOPETUUECKUX BOIIPOCOB I10 BCEM TEMaM JIUCLUILIUHBL;

- IOATOTOBKA K JJAOOPATOPHBIM 3aHSATHUSM;

- IOATOTOBKA K TEKYILIEMY KOHTPOJIKO YCIIEBAEMOCTH CTYJICHTOB;

- IOJrOTOBKA K 3a4€Ty C OLEHKOM.

3a0roM yCHemHOro OCBOCHUS JHCIUIUIMHBI SIBISETCS 005S3aTeIbHOE TOCEHICHHE JICKIIMOHHBIX U
1abopaTOPHBIX 3aHATUN, TaK KaK IPOMYCK OAHOro (TeM Oojee, HECKOJbKUX) 3aHATUH MOXKET OCIIOKHUTH
OCBOEGHUE pa3esioB Kypca. Ha mabopaTopHBIX 3aHATHSAX MaTepUaIL, H3JI0KCHHBIN Ha JICKIUAX, 3aKPEIUISICTCS TIPU
BBIITOJIHEHUH 3aJJaHUM.

[Tpuctynas K U3Yy4CHHUIO TUCIUIUTHHEI, 00yJaronieMycsi HEOOXOUMO B TIEPBYIO OUEPElb 03HAKOMUTHCS
c cogepxanuem PIIJI, a Takke METOOUYECKHMMH YKa3aHHUSIMH [0 OPraHU3allid CaMOCTOSITENIHON paboThI U
MOATOTOBKU K MPAKTUYECKUM 3aHSITHSIM.

[Tpu MOATrOTOBKE K JIEKIIMOHHBIM 3aHATUSAM CTYIEHTY HEOOXOIMMO:

- 0O3HAKOMUTBCS C COOTBETCTBYIOIIEH TEMOM 3aHATHS;

- OCMBICJIUTh KPYT U3y4aeMbIX BOIIPOCOB U JIOTUKY UX PACCMOTPEHUS;

- U3YYUTh PEKOMEHIyeMYI0 paboydeil mporpaMMoii TuTepaTypy 1o JaHHOU TeMe.

[Tpu moaroToBke K J1aOOPATOPHBIM 3aHATHUAM M B PaMKaX CaMOCTOSITEIbHON pabOTHl MO H3YyYEHUIO
JTUCIUILTAHBI 00yJarOIUMCsT HEOOXO0TUMO:

- NOBTOPUTH 3aKOHCHEKTUPOBAHHBIM Ha JIEKIIMOHHOM 3aHATUU MaTepHall U JOMOJIHUTh €ro ¢ Y4eTOM
PEKOMEHI0BaHHOM 110 TaHHOW TEME JINTEPATYPHI;

- MpU CaMOCTOSITEJIbHOM HW3YyYEHUU TEOPETUYECKOW TEMBbI CJeJaTh KOHCIIEKT, HCIOJb3Ys
pekomenoBanHbie B PI1J] ncrounukuy;

- BBITIOJTHUTH J1a0OpaTOpHBIE 3aJJaHKs B paMKax U3y4yaeMOU TEMBI;

- OTBETUTh Ha KOHTPOJIbHBIE BOMPOCHI MO TeMe, Hcmnoib3ysd matepuanbsl ®OC, mubdo rpymnmnoBbie
WHJMBUIyaJIbHBIE 33/IaHUs], IOJrOTOBJIEHHBIE NIPENOAABATENIEM;

- IOJTOTOBUTHCS K TIPOBEPOYHON paboTe, MPEeIyCMOTPEHHON B KOHTPOJIBHBIX TOUKAX;

- IOArOTOBUTHCA K IPOMEKYTOYHOM aTTECTALIUH.

Wtorom nzydeHust AUCIUTUIMHBI SBJISIETCS 3a4€T C OLIEHKOM. 3a4eT MPOBOAMUTCS MO pacnucaHuio. @opma
MIPOBEJICHUS 3aHITHUSI MOXKET OBITh YCTHas, MUChbMEHHAs M B dJEKTPOHHOM Buje. CTydeHTHI, HE MPOIIEIIIne
aTTECTALNIO, TOJKHBI JINKBUIUPOBATh 3a10JKEHHOCTh B YCTAHOBJIEHHOM IOPSJIKE.

7. OueHoYHbIe MATEPHUAJIbI sl NMPOBEACHUS] TEKYILIEero KOHTPOJSI YCHEeBAEMOCTH H NPOMEKYTOYHOM
aTTecTalMu 00y4aomMXCs N0 JMCUUILIHHE (MOTYJII0)
7.1. IlepeyeHb KOMIETEHIMI ¢ yKa3aHUEM 3TaIloOB UX (YOPMHUPOBAHMS B IPOILIECCE OCBOEHUS AUCIMITIINHBI

Konx n HanmeHoBaHue
Ne KoHTponmpyemsie pa3aesnsl JUCHUATIIINHBL . Bun onenounoro
MHJUKATOpa KOHTPOIUPYEMOM

/1 (Momy1s) KOMITETEHIIT cpencTaa

Uctopus  pa3BuUTHS  METOJIOB  3aIlUThI

UHpOpMaLIUH. Obecneuenue CBOICTBa

uH(pOopMaIuu: KOH(UIEHIINATBHOCTH,

LIEJIOCTHOCTH, JIOCTYITHOCTH.

Kpunrorpaduueckue METOJIbI 3aIUThI YCTHBIN o1mpoc,

1 OIIK-3.1, OIIK-2.4

uHpopManuu. MeTonbl aCUMMETPUYHOTO U HalMcaHue MporpaMm
CUMMETPUYHOTO g poBaHus TUIs

obecrieueHus KOH(UIEHIINATbHOCTH

uH(pOpMaLUH. Meronsl olecrnieueHus

OECJIIOCTHOCTHU I/IH(I)OpMaL[I/II/I Ha OCHOBC




ACUMMETPUIHON Kpunrtorpadum.
bromerpuyeckue METOJIBI 3aLUTHI
nHGOPMAIAH.

MaremaTHuecKkue OIHOCTOPOHHHE (QYHKIIMU U
kpuntorpaduueckue xsur-gynkuuu. Mcropus
OpUMEHEHHUS  XJII-QYHKIUH.  AJTOPUTMBI
BblUMCICHUSIX  xowm-GpyHkiuil.  Kpurepuu
YCTOMYMBOCTH X3II-PYHKIUH. YCTOHYNBOCTH
K KOJUIM3USAM U K NpooOpazaM. AJTOPUTMBI
MessageDigest. Kinacc MessageDigest, moss u
MCTOJIbI

OIIK-3.1, OIIK-2.4

YCTHBIN o1poc,
HaIMCaHKUe IPOrpaMM

Henocratku X3UIUPOBAHUS. Kongr
ayTeHTU(UKAINH COOOIIEeHUH,
YCOBEPIIICHCTBOBABIIINE XJIIMPOBAHHUE.

Anroputmbl  MAC: anroputm reHepauuu
KJIIOYel, aJIropuT™M MOJIHUCH, aJITOPUTM
npoBepku. Otmuune MAC oT 1udpoBbIX
noanuceir. Kimacc MAC, I'enepanusa kirouei,
BbINOJIHEHHE U ipoBepka MAC- kona.

OIIK-3.1, OIIK-2.4

YCTHBIN o1poc,
HaIMCaHKUe IPOrPaMM

CaoticTBa 1n(ppoBON MOAMKUCH: IIETOCTHOCTD,
aBTOPCTBO, HEOTKAa3yeMOCTh  COOOIICHHUH.
CuMmMeTpuuHass ¥ acUMMETpUYHas cxema
uQpoBon HOJIITHCH. ANTOPUTMBEI,
NpUMEHSIeMbIe  JUIS  TUQPOBBIX TOIIMKUCEH:
anroput™m DSA, anroputm RSA u anroputm
SHA. IIpumepsl renepanuu kirouei. Kmaccol
reHepanuu kmouet III, kmacc uudposoii
HOJIIKCH, TPUMEHEHUE KPUITOTpapUUeCKUU
croiikoro rereparopa [ICII.

OIIK-3.1, OIIK-2.4

YCTHBIN OIIpoc,
HaIKCaHue MporpamMmm

Tunel KOJUIEKUMK TaHHBIX: MACCUBBI, CIICKH,
MHOECTBA, TaOIHUIIbI, KAPTHI (OTOOPAKEHMUS).
AJTOPUTMBI JOCTYTA K 00bEKTaM KOJUICKITHH:
0 MHJAEKCY, MO Xd3II- KOAY, IO JEpeBY.
OO0bexTsl Komnekiuit. L{udpoBble moamucu

00BEKTOB. Knace SignedObject,
MO3BOJIAIONINN  CO37aBaTh  IMOJIHMCAHHbIC
OOBEKTHI, peoOpa3oBaHHbBIE B

nocnenoBarenbHyto  ¢opmy. CosnaHue
nhorenka MUANORKIX NOANUCEN 0OREKTOR

OIIK-3.1, OIIK-2.4

YCTHBIN o1poc,
HaIlMCaHUe IporpaMm

HIudppoBanre cooOOLIEHUH C  OTKPBITHIM
KirogoM 1o anroputMmy RSA. JloctonHcTBa M
HEJIOCTaTKU aCHMMETPUYHOro IMH(poBaHUs.
[TpoGitema HU3KOH ckopocTH anroputmMa RSA
[Tpumenenne RSA s co3nanust nudpoBbIX
KOHBEPTOB W /ISl IMU(PPOBAHHUS CEAHCOBBIX
kmoueld. Cxe-ma ImM(pPOBaHUS CEAHCOBBIX
KJIIOYel ¢ WCIOJIb30BaHUEM METOJIOB Kilacca
Cipher. Co3nanue oToKoB B mporpamme Java
JUTs UG POBAHMUS.

OIIK-3.1, OIIK-2.4

YCTHBIN o1poc,
HaIlMCaHUE IIPOrpaMMm

AJNTOPUTMBI  CUMMETPHYHOTO IIHU(POBAHUS
DES, 3DES, AES. Anroputm Blowfish.
Anroputmel  kommanumn  RSA  Security.
Pexxumbl 65109HOTO TIM(PPOBAHMUS:

OIIK-3.1, OIIK-2.4

YCTHBIN o1mpoc,
HAaIllMCAHUE NIPOrPaMM




(OIEKTPOHHAs KHUTA», «CLEIUICHHE OJIOKOB
muppPOTeKCTa»,  «oOpaTHas  CBsA3b IO
mudpoTeKCcTy» U «oOpaTHas CBA3b 110
BeIXOTy».[IpiMeHeHune BEKTOpa
UHUIUMAIN3AIUA.  AJTOPUTM  JIOTIOJTHECHHUS
0siokoB B OsoyHoM muppoBanuu. Kiaccer
KeyGenerator, SecretKey, SecureRandom,
Cipher,

Komuposanue Base-64. Koguposanue ASCII,
npeCTaBiIeHUe CUMBOJIOB 7 ©OutoB, 33
VIPAaBISAIONMX ~ CHMBOJIA,  IPEACTaBICHUE
3amu@poBaHHbIX JTaHHbIX. Popmar Base64
Ui ipeoOpa3oBaHUs  IOCJICI0BATEIIBHOCTH
0aiiToB B hopMaT 10 OCHOBAHMIO 64.

OIIK-3.1, OIIK-2.4

YCTHBIN ormpoc,
HaIKMCaHUE MPOrPaMM

[IpoTokon  cornmacoBaHust  KIIOYEH — Kak
uHctpymeHt Java Cryptography Architecture
KJIACCOM KeyAgreement. VYcranoBka
OJIMHAKOBOT'O KPUIITOrPahUIeCKOTro KITFOY ISt
HECKOJIBKUX CTOPOH 0e€3 mepeadu CeKpeTHOM
UH(POPMALIUU MEXTy CTOPOHAMHU.

OIIK-3.1, OIIK-2.4

YCTHBIN o1poc,
HalMCaHKue POrpaMm

10

XpaHeHue Kiroued. XpaHWIMIIE KIOYei
(KeyStore). J[okymenranuss JCA, pasmen
"KeyManagement”. APl nmns pabGoter ¢
XPAHUJIUIIEM KIHOYEH.

OIIK-3.1, OIIK-2.4

YCTHBIN o1poc,
HalMCaHue IPOrpaMMm

11

Crpykrypa cokeroB Windows wu kiaccel
cokeroB Java. IIpobnembl Oe30macHOCTH
CETEeBBIX KOMMYHHUKALHWi. AJpeca W TOPTHIL.
CkaHupoBaHHE€  IIOPTOB IS ITOMCKA
VS3BHUMOCTEH KOMITBIOTEPA.

OIIK-3.1, OIIK-2.4

YCTHBIN OIIpoc,
HaIKCaHUE MPOrpamMm

12

Kunaccel geiirarpamMubix coketoB. Coznanue
KJIMEHTOB U CEPBEPOB I IEpelayd MaKeTOB
JAHHBIX

OIIK-3.1, OIIK-2.4

YCTHBIA ompoc,
HaIMCaHUe NPOrpaMM

13

Knaccel MOTOKOBBIX  COKETOB. CO3I[3.HI/IC
KIIMCHTOB U CCPBCPOB IJId MEPCaadn IMOTOKOB
JaHHBIX. MHOronoTOYHbIE napaJjiyiCJIbHBIC
CCPBEDHI.

OIIK-3.1, OIIK-2.4

YCTHBIN o1poc,
HaIlMCaHUe IIporpaMm

14

Nnentudukanus KIMEHTOB. 3alluTa MaKeTOB
JaHHBIX Hu HCIIOJIL30BaHUE METOJIOB
ACUMMETPUYHOTO H CUMMETPUYHOTO
mrdPOBaHUSL.

OIIK-3.1, OIIK-2.4

YCTHBIA ompoc,
HaIMCaHKWe MPOrpaMm

15

besomacHoCTh nepeaadr mMOTOKOB JaHHBIX

OIIK-3.1, OTIK-2.4

YCTHBIN o1poc,
HAaIlMCAHKUE IPOrPaAMM

16

W3ydenue craHmapToB, pealiM30BaHHBIX a
SSL-niporokone. Co3manne SSL KIMEHTOB |
CEPBEPOB.

OITK-3.1, OTIK-2.4

YCTHBIN o1poc,
HallMCaHUE  MPOIrPaMM,
JOKJIaJ

17

HludppoBanre u  XIUIMPOBAHUE
KOHTPOJIb IOCTYIA, IETAIbHBIA aYIUT

JaHHBbIX,

OIIK-3.1, OIIK-2.4

YCTHBIH OIIPOC

18

Wnas xonTakTHas pabora

OIIK-3.1, OIIK-2.4

19

3a4eT ¢ OLEHKON

OIIK-3.1, OTTK-2.4

7.2. TUMoOBbIe KOHTPOJIbHbIE 3aJIJaHHsI UM WHBIE MaTepHajIbl TEKYIIETO0 KOHTPOJIS YCIIeBAeMOCTH, HEOOXOTUMbIE
JUIS OIICHKU 3HAHUI, YMEHHI 1 HaBBIKOB U (MJIN) OIBITA MPO(ecCHOHATbHOMN NeSTENbHOCTH, XapaKTePU3YIOIINUX
sTansl HopMUPOBAHMS KOMIETEHIIUH B MTPOIIECCE OCBOCHUS AUCIUTIINHBI



TecToBbIC 3aMaHUs
(U1t TPOBEPKH OCBOCHUS MHAMKATOPOB JocThxkeHus komnerennuii OITK-2.4, OTTK-3.1)

JatiTe onpeneneHue U 00BICHUTE BAKHOCTh TAKUX CBOMCTB MH(popmarun?

* KonduneHmaibHOCTh

* [lenmocTHOCTH

* JIOCTYIIHOCTh

Kaxkue cBoricTBa cBsi3aHbl C HHGOPMAIIMOHHON 0€301acHOCTHIO?

* KorduneHmaibHOCTh

* YpaBisaeMoCTh

* HabnmrogaemocThb

* JlocTyNHOCTh

* [{esiocTHOCTD

* HenocTynHoCTh

dupma TapaHTUPYET 3allUTy WHAUBUIYAJIBbHBIX JaHHBIX CBOMX COTpyAHUKOB. Kakoil Tun
KOH(UIEHIMATBHOCTH MOAepKUuBaeT pupma?

* J100pOBOIIbHYIO KOH(PHICHIIMAILHOCTD - Privacy

* [IpuHYAUTENBEHYIO KOH(PUACHIIMATBHOCTD - SECUrity

» Hanexxnyro konduaenmanpaocts -reliability

* 3aKOHHYIO KOH(pHICHIIHATHLHOCTD — legality

dupma 3ampemaeT COTpyIHUKAM pas3rialiaTh CYIHOCTH pa0oThl. Kakoi THI KOHQUICHIHATEHOCTH
noaaepxxuBaetr pupma?

* HenoaxynHyro KoH(UACHIHAIBHOCTE- INCOrrupt

* 3aKOHHYIO KOH(pHICHIIHATbHOCTE- legality

* J100pOBOIbHYIO KOH(PHICHIIMAILHOCTD - Privacy

* [IpuHYAUTENTBEHYIO KOH(PUACHIIMATBHOCTD - SECUrity

JlanHple ObUTM M3MEHEHBI BO BpeMs XpaHEeHHs B 0aze mgaHHbIX. Kakoe cBOICTBO WMH(pOpMAIuu OBLIO
HapyuieHo?

* KorduneHmmaibHOCTh

* JIOCTOBEPHOCTH

* HaGnronaemocThb

* JIOCTYIIHOCTH

* [lennocTHOCTD

e HanexxHocTh

CepBep 0a3bl TaHHBIX MIEPETPYKEH U HE MOXKET 00CY»KMBaTh KIMeHTOB. Kakoe cBoicTBO MHpOpMaIuu
HapyuieHo?

* KonduaeHunaaibsHOCTh

* JIOCTOBEPHOCTH

* HaGnronaemocThb

* JIOCTYIIHOCTH

* [{ennocTHOCTD

e HanexxHocTh

AJTOPUTM CUMMETPUYHOTO IU(POBAHUS UCHIOIB3YET?

* OZIMH ¥ TOT K€ KITtoY 171 mudpoBaHus u aemudpoBaHus

» Kimtou it mmudpoBaHus 1 CHMMETPUIHBIA KITFOY IS TSI (PPOBAHUS

* JIBa pa3HBIX K04 IS IUPPOBaHUS U AT POBAHUS

C KaKko# 1EeIbI0 UCITOIB3YETCS BEKTOP MHUIMATIU3aun?

* BekTop WHULMANW3AIMU TO3BOJSET TEHEpUPOBaTh OJMHAKOBBIE KIIOYU JUISI CUMMETPUYHOIO
mugppoBaHus

* BexTop MHUIMATN3AUN TTO3BOJISIET OJTHOBPEMEHHO CMEHUTH KITF0U MU (DPOBAHHUS

* BekTop mHUIIMATN3aIUN SBISIETCS] BTOPBIM KITFOUOM IIH(PPOBAHUS

* BexTop mHUIMANTKN3aUN U3MEHSET MU(PPYyeMbIi TEKCT BO M30exkaHe MOBTOPA CHMBOJIA

Kakoii u3 anroputMoB obecrnieunBaeT 060siee BHICOKUI YPOBEHb 3alUThl HH(GOpMaIun?

* DES3 -Triple DES

» AES- Advanced Encryption Standard
e NES- Nata Fnervntinn Standard



Kaknmu metogamu oOecrieunBarOT CBOMCTBA HH(MOpMAITUN?

* KonduneHmaibHOCTh

* [lemocTHOCTD

* JIOCTYIIHOCTH

Kaxkue ncropuueckue mudpsr Ber 3naere?

* [lIudp Le3aps.

¢ [lIudps! nepecTaHOBKU.

* [lIncps! mOACTaHOBKH.

Kakoii u3 MeTo10B mudpoBaHus HE MIPUBOJIUT K PACIIPOCTAPHEHUIO OIIHMOOK MEXy O10kamu?

* CBC -cueruienue 6;10k0B mudporekcra

* ECB-anexTpoHHast KHATA

* CFB-o6patnas cBsi3b 0 MHUPOTEKCTY

* OFB-00patHast CBsI3b 1O BBIBOY

Y 10BIETBOPSET TU KOHTPOJIbHAS CyMMa TpeOOBaHuUs K KpunTorpadguyeckoi xenr-yHKuun?

* Jla. Ho TpeGyeTcst 106aBUTh KPUNTOTPAPUIECKYIO COJIb

* Hetr. ®yHKIMA KOHTPOIBHOM CYMMBI BBIYMCIIIETCS CIUILIKOM JIOJITO

* Jla ®yHK1IMA KOHTPOIBHON CYMMBI YAOBIETBOPSET BCEM TPEOOBAHUSIM Xell-()yHKIIUU.

* Het. ®yHKINS KOHTPOJIBHOW CyMMBI- HE CTOWKHI TpooOpa3. MOKHO HAUTH HECKOJILKO COOOIICHHUI,
KOHTPOJIbHAsI CyMMa KOTOPBIX COBETYET JaHHOM.

Kakumu cBolicTBaMu o0namaeT xeni-Qyakmus?

* Haznauenue, cBOMCTBA, aITOPUTMBI JAaiiKecTa.

* Yem otnuuarores nampxect 1 MAC-kon

* [TocnenoBaTenbHOCTH IEHCTBUI MPU BBIYUCICHUN JaiKecTa

* [locnenoBaTenbHOCTD NieicTBUM 1py Bbrurciiennn MAC-koaa

* [{ludposas noanuce

* Ha3nauenue g poBbIx noamnuceit

* [TocnenoBaTenbHOCTH IEHCTBHUI MPU MOTYyYeHUH HU(PPOBOI MOANKCH

* Anroput™mbl UGPOBOI oAnucH

Kakoe yTBepkaenue BepHO?

* JIns1 mpenoTBpalieHys KOUM3ui Xxem-QyHKIus JOHKHA ObITh KAK MUHUMYM B J[Ba pa3a 0oJiblIe, YeM
TpeOyeTcst Ui CONPOTUBIIEHUS IPOOOpazy

* Jlyist comocTaBiieHust TpooOpaszy Xeur-QyHKIHs J0JKHA ObITh KAK MUHUMYM B JIBa pa3a OoJIbIlle, 4eM
TpeOyeTcst Ul peJoTBpaIlleH s KOJUTU3UH.

* JInst mpenoTBpallieHus KOJTU3UN Xel-(pyHKIMS TOJIKHA ObITh BHIYMCIIEH ITYTEM JIEJI€HUSI TOJIMPOMOB.

* Jlns mpeaoTBpallieHus KOJUTH3UH Xen-(hyHKITUS JOKHA ObITh BEIYHUCIICHA ITyTeM JIEIICHUS TI0 MOTYJIIO.

Kakwue cBoiicTBa aJlrOPUTMOB XEIIMPOBAHS UMEIOT Ba)KHOE 3HaUeHUe?

* PazpsimHOCTh Xenr-pyHKIun

* BriuncnurenbHast CI0)KHOCTD aroOpUTMa

* CeKpeTHOCTh aITOPUTMA BHIYUCICHUS XelI-QYHKIINH

* O0OpaTUMOCTh aJITOPUTMA BHIYUCIIECHUS XEUI-(PYHKIIMH

Korna npumensiercs xem-QyHKus?

* [Ipu co3mannu mUppPOB C OTKPHITHIM KITFOYOM.

* [Ipu co31aHUN CHMMETPUYHBIX IU(PPOB C CEKPETHBIM KIIHOUOM

* [Ipu mocTpoeHNH YHUKATBHBIX HIACHTU(UKATOPOB IS TaHHBIX

* [Ipu BBIYMCIIEHUH KOHTPOJBHBIX CYMM JAHHBIX(CHTHANA) JUIsI TIOCTEAYIONIEr0o OOHAPYKEHHSI B HUX
OImuO0K

* [Ipu coxpaneHuH naposieil B CUCTeMax 3allUThl B BHJIE XEII-KOAA.

7.3. Cucrema OLIEHHBAaHUS PE3YyJlbTATOB OOYYEHHS MO JAUCHUUIUIMHE (MOAYNIO) MPH MPOBEACHUM TEKYILIETO
KOHTPOJISl YCIIEBAEMOCTHU



OLIEHKA «OTIAYHO)
(3auTeHO)

3HAHUS:
- CUCTEMaTU3UPOBaHHbIE, TTyOOKHE U MOJIHbIE 3HAHUS 110 BCEM pa3jesiaMm
JUCLUTUIMHBL, @ TAKXKE 110 OCHOBHBIM BOIIPOCAM, BBIXOISIINM 3a Mpeaesibl yueOHOM
IPOrpaMMBl;

- TOYHOE HMCII0JIb30BaHNE HAYYHON TEPMHUHOJIOTUH, CUCTEMAaTHUECKU TPAMOTHOE H
JIOTUYECKH MPaBUIbHOE U3JI0KEHUE OTBETa Ha BOIIPOCHI;

- IOJTHOE ¥ IIyOOKO€ YCBOCHHE OCHOBHOM M JOMOJHHUTEIBHOM JTUTEPaTypHl,
PEKOMEHI0BaHHOM paboueil MporpaMMoil Mo AUCUUILTHHE (MOIYIIIO)

YMEHHUS:

- YMEET OPUEHTUPOBATHCS B TEOPHUSX, KOHIEIIMUAX U HAIPABICHUAX JUCUUIUINHBI 1
JaBaTh UM KPUTUYECKYIO OLIEHKY, UCII0JIb3Yys HAyUHbIE JOCTUKEHUS APYTUX
JTUCLUTUTMH

HaBBIKU:

- BBICOKUH YpOBEHb C(HOPMUPOBAHHOCTH 3asIBICHHBIX B paboyeil mporpamMme
KOMIIETCHIIN;

- BJIaJIeeT HAaBBIKAMU CAMOCTOSTENILHO U TBOPUYECKH PEIIaTh CIOXKHBIE MPOOIEMBI U
HECTaH/IapTHBIE CUTYaIUH;

- IPUMEHSET TEOPETUIECKHUE 3HAHUS [T BEIOOpA METOIUKHM BBITOTHEHUS 331aHUH;
- FPaMOTHO 00OCHOBBIBAET X0/ PEIICHUS 33/1aY;

- 0e3ymnpevHo BiIaieeT HHCTPYMEHTAPUEM YIeOHOUM TUCIUTUIMHEI, YMCHHE €T0

3¢ (peKTUBHO UCIONIF30BATH B MOCTAHOBKE HAYYHBIX U MPAKTUYECKUX 3a/1a4;

- TBOpYECKasi CAMOCTOsITENIbHAS paboTa Ha
MPAKTUYECKUX/CEMUHAPCKUX/Ta00PATOPHBIX 3aHITUSX, AKTUBHO YUaCTBYET B
TPYIIIOBBIX 00CYKICHUSAX, BEICOKUH YPOBEHD KYJIBTYpPhI UCIIOJTHEHUS 3a1aHUH

Or1eHKa «XOpOIIo»
(3auTeHo)

3HAHUS:

- IOCTaTOYHO IOJIHBIE M CUCTEMAaTHU3NPOBAHHBIC 3HAHUS 110 AUCIUILINHE;

- YCBOEGHHUE OCHOBHOM U JIONOJHUTEIBHOM JIUTEPATYPbl, PEKOMEHIOBAaHHOM paboueit
IPOrpaMMOil 1O AUCHUILIMHE (MOYIIIO)

YMEHUS:

- YMEET OPUEHTHPOBATHCS B OCHOBHBIX TEOPHUSX, KOHIICTIIIUSAX U HAITPABICHUIX
JUCLUIUIMHBL U 1aBaTh UM KPUTUYECKYIO OLIEHKY;

- UCTIOJIB3YyeT HAYYHYI0 TEPMUHOJIOTHIO, TMHTBUCTUYECKH U JIOTUIECKH TIPAaBUIIHHO
u3jaraeT OTBETHI Ha BOIIPOCHI, YMEET JejaTh 000CHOBaHHbIE BBIBOIBI;

- BJIaJIe€T MHCTPYMEHTApUEM I10 TUCIHUIUIMHE, YMEHHE €T0 UCIOIb30BaTh B
MOCTAaHOBKE U PEIICHUH HayYHBIX U NPOQPEeCcCCHOHATbHBIX 3a7a4

HaBBIKH:

- CaMOCTOATENIbHAs paboTa Ha MPAKTUYECKUX 3aHATHUSAX, YIaCTHE B IPYIIOBBIX
00CYX/IEHUSX, BBICOKUI YPOBEHb KYIIbTYPBI UCTIOTHEHUS 3a/1aHUI;

- CPeJHUI ypOBEHb CPOPMHUPOBAHHOCTH 3asBJIEHHBIX B paboueil mporpamme
KOMIIETEHITHH

- 0e3 3aTpyJHEHUH BBIOMPACT CTAaHIAPTHYIO METOIUKY BBINOJIHEHUS 3a/1aHUi;

- 000CHOBBIBAET XO/JI PEIICHUs 33134 0e3 3aTpyIHEHHUHA




Onenka 3HAHUS:

«YZOBJIETBOPUTEIBHO - TOCTaTOYHBIM MUHUMAJIbHBIA 00BEM 3HAHUI 110 AUCLHUIIINHE;

(3auTeHoO) - YCBOEHHE OCHOBHOM JINTEPATYpPhl, PEKOMEHA0BAaHHON pabodel mporpaMMoii;

- UCTIOJIb30BAHNE HAYYHON TEPMUHOJIOTUH, CTUINCTUYECKOE U JJOTUYECKOE
U3JI0’KEHHE OTBETA Ha BOIIPOCHI, YMEHHE JIETIaTh BBIBOBI 0€3 CYIECTBEHHBIX
OIInO0K

YMEHHUS:

- YMEET OPUEHTUPOBATHCA B OCHOBHBIX TEOPUSX, KOHLEIHUAX U HAIIPABIECHUAX 110
JUCLUUILJIMHE U AaBaTh UM OLICHKY;

- BJIaJICET UHCTPYMEHTapUeM y4eOHON AUCLIUIIIIMHBI, YMEHUE €T0 UCII0NIb30BaTh B
PELICHUH TUIOBBIX 3a/]a4;

- YMeeT I10J1 pyKOBOJACTBOM IIPENOAaBaTess pellaTh CTaHJapTHBIC 3a1a4u
HaBbIKH:

- paboTa 1oj pyKOBOJCTBOM IIPENOJaBATENs HA IPAKTUUECKUX 3aHATUSAX,
JIOIIyCTUMBIN YPOBEHb KYJIbTYPbl UCIIOJIHEHUS 3aJaHUI;

- IOCTaTOYHBI MUHUMAJIbHBIN YPOBEHb C(OPMUPOBAHHOCTH 3asBJICHHBIX B
paboueli mporpaMme KOMITETSHIIHH;

- HCIIBITHIBAET 3aTPYAHEHUS TP 0OOCHOBAHUH AJITOPUTMA BHIIIOJIHEHUS 3a1aHU

Orenka 3HAHUA:

«HEY/IOBJIETBOPUTENIHO» (- (parMeHTapHbIE 3HAHUSI 110 AUCLUILINHE;

(HE 3a4TEHO) - OTKa3 OT OTBeTa (BBINOJHECHUS MMCbMEHHON paboThI);

- 3HaHHME OT/IEJIbHBIX UCTOUHHUKOB, PEKOMEHIOBaHHbBIX paboyeil mporpaMMoi no
JTUCITUTLINHE;

YMCHUSI:

- HE yMeeT UCMOIb30BaTh HAYYHYIO TEPMHUHOJIOTHIO;

- HaJM4uue rpyObIX OmnO0oK

HABBIKU:

- HU3KMH YPOBEHb KYJIBTYPBI UCIIOJTHEHUS 3a/1aHUN;

- HU3KUH YpOBEHb C(hOPMHUPOBAHHOCTH 3asBICHHBIX B paboueil mporpamme
KOMIIETEHITHIA;

- OTCYTCTBHUE HaBBIKOB CAMOCTOSITEILHON pabOTHI;

- HE MOKET 000CHOBATh AJITOPUTM BBINIOJIHEHUS 3aJaHUI

7.4. Teopernyeckue BOMPOCHl W MPAKTUYECKHE 3aJaHUS JJIs IPOBEICHHS IPOMEXKYTOUHOW aTTecTaluu
o0yyaromuxcs, HeoOXOAUMBbIE JUIsl OLIEHKU 3HAHUM, YMEHUI M HaBBIKOB U (WJIM) OMbITa MPO(ecCHOHATBHOM
NESTeIbHOCTH,  XapaKTepU3YIOLUX JTanbl  (OpPMHUpPOBAHMS KOMIETEHIMM B  Mpolecce OCBOCHMS
00pa3zoBaTeNbHON POTrPAMMBI

7.4.1. TeopeTudeckre BONPOCHI ISl MPOBEICHHS MPOMEKYTOUHOM aTTecTali 00yJaroInuxcst
1. CoiicTBa unpopmanuu. Mcropuueckue mudpel nepecTaHOBKU U MOJICTAHOBKH.

. Jlal/pKecThl: alropuTMBbl U IPUMEHEHUE.

. MAC-koz: anropuTMbl B IPAMEHEHHE.

. lludpossie noanucu: anropuT™Msl U npumenenue. Kimoun 11 iu@poBbIX MOIIHCEH.

. Cummerpuunoe mudposanue. Tunsl mudpos. ['enepanus kitoyeil.

. Ocob6ennoctu ASCII-xonoB. Koguposanne Base-64. Ocobennoctu ASCII-komo0B.

. llluposanue Ha 6a3e naponsa. Haznauenue.

. Ilepenaua nanupix B UDP-naketax Mex1y KIMEHTOM U CEPBEPOM.

. CkaHMpOBaHUE MOPTOB.

10. Ilepenaua nanubix B TCP-cermeHTax Mex 1y KIIMEHTOM U CEPBEPOM.

11. 3amuIneHHble COKETHI.

12. O6paboTka HucKItoYeHUH 1 nHpopmarus 00 omroKax.

13. IToroku BBO1a-BhIBOIa. HU3KOYpOBHEBBIE TOTOKH.

14. [otoku BBOJ1a-BbIBOJIAa. BEICOKOYPOBHEBbIE TOTOKH.

15. Knaccel KoJeKnuii Ha java.

16. Monudukatops! private & friendly & protected & public

17. CnBUTOBBIE OTIEpallMU B java.

O 0 1IN DN b Wi




7.4.2. IlpakTryeckue 3aJjaHus Ui IPOBEICHUS TPOMEKYTOUHOM aTTeCTAlluN 00YJaIOIINXCS

3amanue 1. Hanucates mporpammy mo peanmsaiuu mudpa Liezaps va Java

[enb: Hammucats mporpamMmmy Ha Java, kotopas mudpyer U pacuudpoBBIBAET TEKCT C UCIIOJIb30BAHUEM
Metoja mudpa Llesaps.

Bxonaueie nanHwule:

ITonb30BaTenbCKUI TEKCT

3HavyeHue cIBUTA IS Ipoliecca mudpoBaHust/ 1emudpoBaHus

BxonHble naHHble:

3amm@poBaHHBIH/pacInPPOBAHHBIA TEKCT

TpebGoBanus:

[TporpaMma ToJKHA MIPEITIOKUTE MOJIB30BATEII0 BBECTH TEKCT, KOTOPBIA OH XOUYeT 3amudpoBarh Win
pacudpoBaTh.

[IporpamMmma moiKHA TIO3BOJISATH IOJIB30BATEIIO0 BBOJUTH 3HAYCHHWE CHBHra JUisg Iporiecca
mudpoBaHus/ nemuGpoBaHuUs.

B nporpamme noyKHBI OBITH ONMIWY TS IIH(PPOBAHUS U JEIIH(PPOBAHUS

[Tporpamma gomkHa 0TOOpaxarth 3amudpoBaHHBIN/pacin(hPOBAHHBIN TEKCT

IIpumep:

Bgenurte texer: Hello World

BBenure 3Hauenue casura: 3

[udpoBare i pacmmdposeiBath? (ILI/P): 11

3amm¢ppoBannbiii Tekct: Khoor Zruog

Beeaure Texct: Khoor Zruog

BBenure 3nauenue casura: 3

[udpoBare wiu pacmmdposeiBath? (LLI/P): P

Pacmmdposannsiii Texct: Hello World

3ananue 2. 3agava: HamucaTts mporpammy o co3JIaHUIO JaiKecTa cooOIeHuii Java

[lenb: peanu3oBaTh MporpaMMmy Ha Java, KOTopas CO3/aeT JalIKecT COOOIIeHHs U3 BXOAHOIO TEKCTa,
WCTIOJIB3YS BEIOPAHHBIN aJITOPUTM X EIITHPOBAHUS.

BxonHble naHHbBIE:

ITonb30BaTENBCKUM TEKCT

BrixoaHble 1aHHBIE:

Jaiipkect cooO1IeHnst BXOHOTO TEKCTa B MIECTHAAATEpUIHOM dopmare

TpeGoBanus:

[IporpaMMa JODKHA TMPEIUIOKHUTH TOJIH30BATENIO BBECTH TEKCT, JUISI KOTOPOTO OH XOYET CO3aTh
JalIKECT COOOIICHHUS.

[TporpaMma JT0JKHA ITO3BOJISTE ITOJTH30BATEIIO BEIOUPATH KEJIAEMBbI aTOPUTM Jal[KecTa COOOIIECHUS
U3 CIIUCKA JOCTYIHBIX aIrOPUTMOB.

[TporpamMmma moKHA OTOOpaXkaTh JAWPKECT COOOIIECHUS BXOJHOTO TEKCTa B IIECTHAAIATCPUIHOM
dopmare.

3aganue 3. Hamucars nporpamMmy Berurcienuss MAC-koza (message authentication code) va Java:

3anaua: [Iporpamma pacuera MAC-koxna Ha Java

[enb: peasm3oBath mporpammy Ha Java, kotopas Beraucisier MAC (ko ayTeHTH(DUKAITAN COOOIICHHS )
IS 33JJAaHHOTO COOOIIECHNS, UCTIONB3YS YKa3aHHYIO Xell-(yHKIIUIO.

BxonHbie naHHbIe:

[Tonp3oBarenbekoe coolIIeHne

Kemaemast xom-pynknus (Hanpumep, SHA-256, MDS u 1. 11.)

BrixosnHble qaHHBIE:

MAC-xoxa 11 TaHHOTO COOOIIEHMUS

TpeboBanus:

[TporpamMa [OKHA TPENJIOKHUTH TIOJNB30BATENI0 BBECTH COOOIIEHHE, IUIsi KOTOPOTO OH XOYeT
paccuntats MAC-koz.

[Iporpamma momKHA MO3BOJIATH TMOJIH30BATEII0 BHIOMPATh HYKHYIO XeII-(QYHKIIUIO U3 CIHCKA YacTO



[Iporpamma gomxHa 0To0pa3uTh paccuntanablii MAC-koa

ITpumep:

Beeaute coobmenune: This is a test message.

JocTynHble X31-(yHKINN:

1. SHA-256

2. MD5

Bri6epure xam-gynkiuto (1 wim 2): 1

Pacuernsiit MAC-kox: fc75f0bbd34dc05a7f6f47ch6a7a638cc8e7d1118¢9a6f9b1d08ddb7d6b9980a

3ananue 4. HanmcaTh nporpaMmy mporpaMMy BBIYHCIICHUS [H(POBO moanvcyu Ha Java

3anmauva: [Iporpamma pacuera udpoBoit moanucy Ha Java

Llens: Hamumcatp mporpamMmy Ha Java, KOTOpas BBIYHCISET IU(PPOBYIO TOIIMHCH ISl 33JaHHOTO
COOOIICHNUS, UCTIONB3YSI 3aIaHHBIN aJITOPUTM IIU(PPOBAHHMSL.

BxoHble naHHbBIE:

[Tonp30BaTenbekoe cOoOIIeHNE

Kenaemsrit anroput™ mudposanus (Harpumep, RSA, DSA u . 1.)

3aKpBITHINA KITFOY [T TOIHCH

BbixoiHbIC TaHHBIE:

[ludposast mOAUCH I JAHHOTO COOOIICHHS

TpeboBanus:

[Iporpamma [OKHA TPENJIOKHUTH TIOJIB30BATENI0 BBECTH COOOIICHWE, IS KOTOPOrO OH XO4YeT
paccuuTath U(GPOBYIO MOIIHKCE.

[Tporpamma 10KHA MTO3BOJISTH OIB30BATENIO BEIOMPATH )KETAEMBbIi arOpUTM MIM(POBAHUS U3 CITUCKA
4acTO HCIOIb3YEMBIX anropuTtMoB (Hanpumep, RSA, DSA u T. 1.).

[Tporpamma momxkHa ucmosib3oBaTh Java Cryptography API (mampumep, java.security.Signature) s
BBITOJIHEHUS BBIYHUCIICHUS TIOITHCH.

[Tporpamma nomKHa 0TOOpaXaTh paCCUUTAHHYIO LIM(PPOBYIO MOANKCH

[Tpumep:

Beenure coobmenue: This is a test message.

JlocTymHbIe anropuTMbl MHU(POBAHUS:

1. RSA

2. DSA

Bribepute anroputm mmdpoanus (1 or 2): 1

BeenuTe private key: 1234567890abcdef

[udposas moxmuce: efcdab90987654321

3ananue 5.Hanucary [Iporpamma mmdpoBaHus ¢ OTKPHITHIM KIIOYOM Ha Java

3anayva: [Iporpamma mugpoBaHus ¢ OTKPHITHIM KIHOYOM

[lenb: peanuzoBaTh MporpaMMmy Ha Java, KOTOpas HCIOJIb3yeT OTKPBITHIM KItou sl ¢ pOBaHUS
COOOMICHUST M JIPYTYIO MPOTpaMMy, HCIOJB3YIOIIYIO 3aKPBITBIH KIIFOY JUIS paciim(poBKHU 3amu(ppoBaHHOTO
COOOLICHHUS.

Bxonnbie nanHbie:

[Tonp3oBarenbekoe coolIIeHne

OTKpBITHIN KITIOY U1 HTU(PPOBaHUS

3aKpBITHIN KITFOY 7S paCIIU(PPOBKH

BrixogHble TaHHBIE:

3ammudpoBaHHOE COOOIIEHNE

PacmmdpoBannoe coobrieHmne

TpeboBanus:

[TporpamMma 10IKHA IPEUIOKUTH MTOJIE30BATEI0 BBECTH COOOIICHUE, KOTOPOE OH X0UeT 3am(ppoBaTh.

[Mporpamma nosmkHa ucnonb3oBaTh Java Cryptography APl (mampumep, java.security.Cipher) ans
BBITTOJTHEHUS IMU(PPOBAHHS C OTKPBITBIM KITFOYOM.

3amu@poBaHHOE COOOIIEHUE JOIKHO OBITH COXPAHEHO B (aiin

Beeaute coobmenue: This is a test message.

Beenute public key: abcdef1234567890

3ammdpoBanHoe coodmieHue: qwerty0987654321



Pacmudpoannoe coobmenue: This is a test message.
3ananue 6. [IporpaMMa CUMMETPUYHOTO MU(PPOBAHUS
3amanwne 7. [Iporpamma Base-64 xoaupoBanms
3ananue 8. IIporpamma xpaHeHUs KiIro4en

3amanwne 9. [Iporpamma mmdpoaHus Ha 6a3e maposs
3ananue 10. [IporpaMma KIHMEHTCKOTO COKETa
3aganue 11. [IporpamMmma cepBepHOTO COKETa

3anmanue 12. [Iporpamma 6€30macHOTO KIIMEHTCKOTO COKETa
3amanwue 13. [IporpamMma 6€30MacHOTO KIIMEHTCKOTO COKETa

3ananue 14. IIporpamma, BeinonHstomas SSL npoTokoi

7.4.3. IlpumMepHbIe TEMBI KypCcOBOM paboThI (TIpoeKTa) (MIPY HATUIUHN )
KypcoBsie paboThI (IpOEKTHI) y4EOHBIM IJIAHOM HE TIPETYCMOTPEHBI

7.5. Metonndeckue MaTepralsl, ONPEACIIAIONINE MPOLEeTyphl OLICHUBAHUS 3HAHUM, YMEHUH, HABBIKOB H (WJIN)
OTIBITa IPO(PECCUOHATBHOMN IEATENFHOCTH, XapaKTepU3YIOIIUE 3Tabl (POPMHUPOBAHUS KOMITETCHIIUN
[Iponienypa mpoBeneHHs MPOMEXKYTOUHOH AaTTeCTallMd M TEKYIIEro KOHTPOJS YCIEeBAaeMOCTH
perilaMeHTHPYeTCS JOKAIBHBIM HOPMAaTHBHBIM aKTOM, OTPEICIISIOIINM MOPSI0K OPraHU3alliHi U IPOBEICHUS
TEKYILETO KOHTPOJIS yCIIEBAEMOCTH U IPOMEKYTOUHON aTTeCTAlMU 00YUIArOIIUXCS.
[lpouenypa oneHuBaHus (OPMUPOBAHMS KOMIETEHIMH TIPH TPOBEACHHH TEKYIIEro KOHTPOJIS
npuBe/AcHa B 1. 7.2.
TuroBble KOHTPOJILHBIC 33JJaHUS MM MHBIE MaTePHUAIbl TEKYIIEro KOHTPOJIS IPUBEICHHI B I1. 7.3.
[TpomerxyTouHas aTTecTanus 1o AUCHUILIMHE TPOBOIUTCS B (hOpME 3aUeTa ¢ OLIEHKOM.
3ayet npoBOIUTCS B (hopMe cobece1oBaHMsL.

7.6. Kputepun onieHuBaHusi COOPMUPOBAHHOCTH KOMITETCHIIMM MPU TTPOBEACHUH MPOMEKYTOYHOM aTTECTALIUU

Kpurepun
OLICHUBAHMS

YpoBEHb OCBOCHHUSI M OLICHKA

OreHka Ornenka
«HEYJIOBIIETBOPHUTENb | «ym0oBIeTBOpUTENBH | OLIEHKA «XOPOIIO» O1eHKa «OTIUYHOY
HOY oy
«HE 3a4TCHO» «3a4TCHOY
VYpoBeHb ocBOeHHSI | YpPOBEHb OCBOEHUS | YPOBEHb OCBOEHUS YpoBeHb OCBOEHUS
KOMIIETECHITUH KOMITIETCHITUN KOMIICTECHIUH KOMIIETCHITUN
«HEIOCTATOYHBIN. «IOPOTOBBIN». «MPOABUHYTHIN. «BBICOKHI.
Kommereniiun He Kommerenmn Kommerenun Kommerenmn
c(hOpMHUPOBAHBI. c(hOpMHUPOBAHEI. chopMUpPOBaHbL.  [copmMupoBaHbl. 3HAHUS
3Hanus oTcyTcTBYIOT, |  CdopMHUpOBaHbI 3HaHus OOIIMpPHBIC, | ApTYMEHTHPOBAHHBIE,

YMEHHUS U HABBIKU HE
chopMuUpOBaHBI

0a30BbIe CTPYKTYPbI
3HaHUU. YMEHUs
(bparMeHTapHbl U
HOCSIT
PENPOAYKTUBHBIN
Xapakrep.
JlemoHCTpUpYyETCS
HU3KHH YPOBEHb
CaMOCTOSITEIBHOCTH
MIPAKTUYECKOIO
HaBBIKA.

CHCTEMHBIE. Y MEHHUS
HOCAT
PENpOAYKTUBHBIN
XapakTep,
MPUMEHSIOTCS K
PELIEHHUIO TUITOBBIX
3aJaHuN.
JeMoHCcTpHpyeTcs
JIOCTaTOYHBIN
YPOBEHb
CaMOCTOSITEIIBHOCTH
YCTOMYUBOTO
MPAaKTUYECKOTO
HAaBBIKA.

BCECTOPOHHHUE. Y MEHHUS
YCHELHO MPUMEHSIOTCS
K PEIIECHUIO KaK
TUIOBBIX, TaK U
HECTaHIapTHBIX
TBOPYECKUX 3aIaHUH.
JemoHcTpupyeTcs
BBICOKHI YPOBEHb
CaMOCTOSITENIBHOCTH,
BBICOKAsI aJalTUBHOCTD
MIPaKTUYECKOTO HAaBbIKA




Ob6yuatonmiics OO6yuarommiics OOyuarommiics Ob6yuatonmiics

JIEMOHCTPUPYET: JIEMOHCTPHUPYET: JIEMOHCTPUPYET: JTEMOHCTPUPYET:
-CYILIECTBEHHbIE -3HAHHS -3HaHUE U -r1y0oKue,
po0esIbl B 3HAHUAX TEOPETUYECKOTO NOHNMAaHNE BCECTOPOHHHE U
y4eOHOro Marepuana; Marepuana; OCHOBHBIX BOIIPOCOB | apryMEHTHPOBAHHBIC
-JI0ITYCKaKTCS -HEIMOJIHBIE OTBETHI | KOHTPOJHUPYEMOIO | 3HAHHUS HPOTrPaMMHOIO
MPUHIUIAATIBHBIE Ha OCHOBHBIC o0BeMa MaTepuala;
OIIMUOKH IMPU OTBETE HA| BOIIPOCHI, OIUOKH B MIPOTPaMMHOTO -TI0JIHOE TOHUMAaHUE
OCHOBHBIE BOIPOCHI OTBETE, Marepuana; CYIIHOCTH U
ouiera, OTCyTCTBYET HEI0CTAaTOYHOC - 3HAHHSA B3aMMOCBSI3U
3HaHWE U NIOHNMAaHUE IMOHUMAaHHE TEOPETUUYECKOTO paccMaTpUBaEMBbIX
OCHOBHBIX ITOHATHH U CYIIHOCTH Marepuaia MIPOLIECCOB U SBJICHU,
KaTeropuii; H3JIaraeMbIX -CIIOCOOHOCTE TOYHOE 3HAHNE
-HCIIOHUMAaHUE BOIIPOCOB; yCTaHaBJIUBATh U OCHOBHBIX ITIOHATHH, B
CYIIHOCTH -HEYBEpPEHHbIC U 00BACHATH CBS3b paMKax 00CyX)IaeMbIX
3HaHUA JOTIOJIHUTEIIBHBIX | HETOYHBIE OTBETHI HA | IPAKTUKHU U TEOPHH, 3aJaHUM;
BOIIPOCOB B paMKax JIOTIOTHHUTEIILHBIC BBISABJIATH -CIIOCOOHOCTbD
3aJlaHui OnIera. BOITPOCHI. POTUBOPEYUS, yCTaHaBIIMBATh U
poOJIeMBI U 00BACHATH CBS3b
TEHIEHIIUN MIPaKTUKU U TEOPUH,
pPa3BUTHUS; -JIOTHYECKH
-IIPaBUJIbHBIC U IIOCJIEIOBATEIIbHEIC,
KOHKpPETHBIE, 0e3 CoJIepKaTelIbHBIC,
rpyObIX OIIKOOK, KOHKPETHBIE U
OTBETHI HA HCUYEpIbIBAIOIIUE
IIOCTaBJICHHEIC OTBETHI HA BCE 3aJaHUs
BOIIPOCHI. ouiera, a TaKXKe
JIOITOJTHUTCILHBIC

BOIIPOCKHI 5K3aMEHaTOopa.

[Tpu BbIOTHEHUU Obyuarommiicst OObyuaromuiics Obyyaromuiics
MPAKTUYECKOTO BBITIOJTHIII BBITTOTHII MPABHJILHO BBITTOJTHUI
3a/1aHus Owrera MTPAKTUIECKOE MIPAKTHIECKOE MIPAKTUIECKOE 3a]JaHUE
oOyuaromuiics 3aanue oumera ¢ 3ajaHue OumneTa ¢ ounera. [Tokazan

MIPOJICMOHCTPHPOBA | CYIIICCTBEHHBIMU HEOOIBITMH OTJIUYHBIC YMEHUS B
HEJ0CTATOYHBIH HETOYHOCTSMH. HETOYHOCTSIMHU. paMKax OCBOCHHOTO
YPOBEHb YMEHUH. Homyckarorcst [Tokazan xopomme | yuyeOHOTO MaTepuaa.
[IpakTnueckue OIIMOKHU B yMeHHs B paMkax | Permaer mpennosxeHHbIE
3a/1aHus HE COJIEp’)KaHUHU OTBETA OCBOCHHOTO MPAKTUICCKHEC 3a/TaHus
BBITIOJTHEHBI U peleHun yueOHOro MaTepuania. 6e3 omnbok
YMCHHA OO6yyaromuiicst He MPAKTUYECKUX [IpennoxeHHbIE OTBeTHI1 Ha BCe
OTBEUAET Ha BOMPOCHI 3a/laHui. MPAKTUYECKHE JIOTIOTHUTEJIbHBIE
owtera mpu [Tpu oTBeTax Ha 3aJIaHUs PEIICHBI C BOTIPOCHI.
JIOTIOTHUTEITHHBIX JOTIOTHUTETLHBIC HEOOTBIINMH
HABOJISAIIUX BOITPOCAX BOIIPOCHI OBLIIO HETOYHOCTSIMH.
MpernoaBaTes. JIOTYIIIEHO MHOTO OTtBeTn Ha
HETOYHOCTEH. OOJIBIITUHCTBO
JTOTIOTHUTEIIbHBIX

BOIIPOCOB.




He moxer BBIOpaTh HcnbiTeiBacT bes 3arpynHeHunii IIpumenser
METOJIUKY 3aTpyJHEHUS 110 BbIOMpaeT TEOPETUYECKUE 3HAHUS
BBITIOJIHEHUS 3aJIJaHUM. | BBIOOPY METOIUKU CTaHJAPTHYIO U1l BBIOOpa METOUKHU
JlonyckaeT rpyOble BBITIOJTHEHUS METOJIUKY BBITIOJTHCHMS 3a1aHUN.
OLIMOKH IpH 3aJlaHUMN. BBIIIOJTHEHHS He nonyckaer ommnbox
BBINOJIHEHUHU 3aJaHuH, | Jlomyckaer ommoOku 3aJaHuM. IIPY BBIIIOJIHEHUU
HapyLIAIOIIKeE JIOTUKY | TpH BeINOAHEHUH | JlomyckaeT ommoKu 3aJIaHUM.
peleHus 3a1a4. 3alaHul, HApYLIEHNs | IIPY BBIIOJIHEHUHU CamocTosTenbHO
Jlenaet HEKOPPEKTHBIE| JIOTUKH PEILECHUs 3aJlaHull, HE aHAJIN3UPYET
BBIBOJIBL. 3a/1a4. Hapyllarlue pe3yabTaThl
BIIQZICHUE He moxeT 060cHOBaTh HcneiTeiBaeTt JIOTHKY PEIICHUs | BBIIIOJIHECHHUA 3aJaHUM.
HaBbIKaMU AITOPUTM 3aTPyIAHEHUS C 3a1a4 I'pamoTHO
BBINOJIHEHU 3alaHuil. | popmynupoBanueM | JlenaeT KOppeKTHbIE |  0OOCHOBBIBAET XO[
KOPPEKTHBIX BBIBO/IBI 110 peuieHus 3anay.
BBIBOJIOB. pe3yJibTaTamMm
HcnbiTeiBacT peLIeHNs 3a1a4u.
3arpynHeHus npu | OGOCHOBBIBAET X0/
000CHOBaHUU perneHus 3ana4 6e3
anropurMa 3aTpyJHEHU.
BBIIIOJIHEHUS
3aJlaHNM.

OneHKa MO JUCHMIUIMHE 3aBHUCHUT OT YPOBHS C(OPMHUPOBAHHOCTH KOMIIETEHIIMH, 3aKpEIJICHHBIX 3a
JTUCHUTUIMHON, U TIPEACTABIISIET CO00M cpeaHee apu(PMETHYECKOEe OT BBICTABICHHBIX OIIEHOK MO OTAEIbHBIM
pesyibTaTaM oOy4eHHS (3HAHUS, YMEHUS, BJIaJCHUC HAaBbIKAMU).

OreHKa «OTIMYHOY/ «3a4TCHO» BBICTABIISIETCS, €CITU CpeHee apu(PMETHIECKOe HAXOAUTCS B HHTEPBAJIC
ot 4,5 o 5,0.

OreHKa «XOPOIIOY»/«3a4TEHOY» BBICTABIISETCS, €CJIM CpeHee apu(PMETHIECKOe HAXOAUTCS B HHTEPBAIC
ot 3,5 no 4,4.

O1ieHKa «yIO0BJIETBOPUTEIHHOY/ «3aUTEHOY» BBICTABIISICTCS, €CIIU CpeIHEE apu(PMETHIECKOE HAXOIUTCS B
uHTEepBajue ot 2,5 1o 3.,4.

OneHKa «HEYAOBIIETBOPUTEILHOY/ «HE 3aYTE€HO» BBICTABISETCSA, €CIM CpeaHee apupMeTHYEcKoe
Haxoautcs B uHTepBaiie ot 0 1o 2,4.

8. YueOHO-MeTOAMYECKOe M MAaTePUATBbHO-TEXHNYeCKoe o0ecneyeHue JUCIUTLIMHBI (MOTYJIs1)
8.1. IlepeueHb OCHOBHOM M JJOTIOJIHUTEIBHOM JTUTEPATYpPhl, HEOOXOIUMOMN /17151 OCBOSHUS TUCIMILUIMHBI (MOIYIIS)

KomnuectBo
IK3EMILIIPOB/INEKTP
OoHHBIIT aapec DBC

Ne ABTOp, Ha3BaHUeE, MECTO U3JAHUs, U3/1aTENILCTBO, IO/l U3JJaHNs y4eOHOU 1
n/m y4e0HO-METOINYECKON JTUTEPATyphl

OcHOBHAS JJUTEPATYPA

1 BsizoBuk H. A., [IporpammupoBanue Ha Java, Mocksa: MuTeprer- YauBepcuter| https://www.iprbooks
Nudopmannonnsix Texnonoruit (MHTYUT), At [Tu Ap Menua, 2021 hop.ru/102048.html

Hukugopos C. H., 3amwmra wundopmanuu. 3ammuiieHHble ceTd, CaHKT-
2 |llerepOypr:  Cankrt-lIletepOyprckuii  rOCYAapCTBEHHBIH  apXHTEKTYypHO-
crponTenbHBIN YHUBepcuTeT, ObC ACB, 2017

Hukugopos C. H., 3ammra wundpopmamuu, Cankr-IlerepOypr: CaHkT-
3 |I[letepOyprckuii TOCYAapCTBEHHBIH apXUTEKTYPHO-CTPOUTEIBHBIH YHUBEPCUTET,
9BbC ACB, 2015

JlonmoJJHHUTEJIbLHAS JUTEPATYPA

http://www.iprbooksh
op.ru/74382.html

http://www.iprbooksh
op.ru/74365.html

MonaxoB B. B., f3bik mporpammupoBanus Java u cpexa NetBeans, Mocksa:
1 |Uutepuer-Yuusepcurer Unpopmanmonnsix Texuonoruit (MHTYUT), Aii Ilu
Ap Menua, 2021

https://www.iprbooks
hop.ru/102078.html




OOyuarommumecs U3 ynciaa nHBATHI0B U Juil ¢ OB3 obecreunBaroTCsl IEYaTHHIMU U (UJTH ) SJIEKTPOHHBIMH
00pa3oBaTeNbHBIMU peCypcaMu B (JOpMax, aJanTUPOBAHHBIX K OTPAHUYCHUSM HX 37J0POBBSI.

8.2. Ilepeuenp pecypcoB MHGOPMAIMOHHO-TEIIEKOMMYHHKAIIMOHHON ceTn «HTepHeT», HEOOXOAUMBIX s
OCBOCHMS JTUCITUTUTHHBI (MOJTYIIS)

HaumenoBanue pecypca cetu «HTepHeT DIIeKTPOHHBIN ajipec pecypca
http://spec-
Knaccer 6e3omacHocTH Java zone.ru/RU/Java/Docs/7/technotes/guid
es/security/overview/jsoverview.html

8.3. [lepeuennb coBpeMEHHBIX MPOGECCHOHATBHBIX 0a3 MTaHHBIX ¥ MH()OPMAIIMOHHBIX CIIPABOYHBIX CUCTEM

HaumenoBanue DJIeKTPOHHBII azpec pecypca
DJIeKTPOHHO-OHO IO T Has crcTeMa m3narenserea "FOPAUT" https://www.biblio-online.ru/
DeKTpOHHO0-0MOnMoTeYHas cucreMa usnarenascrsa ""IPRsmart” http://www.iprbookshop.ru/
DIeKTPOHHO-O0MOIHOoTEeUHas cucTeMa n3arenbersa "Jlans" https://e.lanbook.com/
Enuuelii  9J€KTPOHHBIA  pecypc  ydeOHO-METOIUYECKON  JIMTEpaTyphl
CLIGCACY www.spbgasu.ru
Hayunas 3JIEKTPOHHAs

H .

ayyHas 35eKkTpoHHas 6ubauoreka eLIBRARY.RU submorexa eL IBRARY RU
Cucrema aucranionnoro ooyuenus CITI6GI'ACY Moodle https://moodle.spbgasu.ru/

8.4. IlepeueHr HMH(POPMALMOHHBIX TEXHOJOTHH, HCHOIB3YEMBIX MPH OCYIIECTBIEHUU O0Opa30BaTEIHHOIO
mpouecca MO JUCLHUIUIMHE, BKJIOYas IMEpedYeHb JIMLIEH3MOHHOIO U CBOOOJHO pacnpoCTpPaHsSEMOro
MIPOrPaMMHOTO OOecTieueHus

Crnioco6 pacripocTpaHeHus
HaumenoBanue (JIMLIEH3MOHHOE UJIH CBOOOHO
PacIpoOCTPaHSIEMOE)

HoroBop Ne  J132009689201 ot

Microsoft Windows 10 Pro 18.12.2020r

8.5. MarepuanbHO-TeXHUUYECKOE 00€CTIeUeHNUE TUCITUTIITUHBI
Crenennsi 00 OCHAIMEHHOCTH YUY€OHBIX ayIUTOPHN M TOMENIEHHUH JIJII CAaMOCTOSITEIIbHONH PaOOThI

HaunmenoBanue yueOHBIX ayauTopuil u noMemienuii|  OcHalleHHOCTh 000PYI0BAaHHEM U TEXHUUYECKUMHU
JUISL CAMOCTOSITENIbHON pabOoThI cpelcTBaMu OOyudeHus

YyeOHass ayauropus JUIS  TPOBEACHHS  3aHATUH
JEKIMOHHOTO THUMA, KOMIUIEKT MYIbTUMEAUMHOTO
o0opyoBaHuUs (TIepCOHATLHBIH KOMITBIOTED,
MYJIbTUMEAUMHBIA TPOEKTOp, JKpaH, ayJuOCHCTEMA),
JIOCKa MapkepHass Oenas dMajeBasi, dKpaH, KOMIUICKT
yueOHOI Mebenu, MOAKIIUYEeHNE K KOMITBIOTEPHOM CeTH
CIIGI'ACY. Brixon B uTepHeT.

47. VYyeOHble ayAMTOPUM IS  IPOBEIACHUS
JIEKIIMOHHBIX 3aHATHIH

Pa6oune mecra ¢ I1K (cTos1 KOMIBIOTEPHBIH, CUCTEMHBII
OJI0K, MOHHUTOp, KJaBUaTypa, MBIIIb), CTOJI pabouuii,
nojakioueHne K kommetorepHor cetu  CIIGIACY,
BBIXOJI B Internet.

47. KoMIbrOTEpHBIN KJ1acc

[Tomernienue st CaMOCTOSITEIBLHOM paObOThI (YUUTATBHBIN
3an Oubnuoteku, aya. 217): [IK-23 mr., B T.4. 1 wr.- [IK
mist gup ¢ OB3  (cuctemHbIE  OIIOK, MOHHUTOP,
47. IlomenieHus 17151 CaMOCTOSITENTLHON paboThI KJIaBUaTypa, MbIlIb) C TOJKIIOUYEHHEM K CETH
«aTepHeT» M obecredeHrneM J0CTyNa B 3JIEKTPOHHYIO
nHpopmanmonHo-06pazoBatenpHy0 cpeny CIIOGIACY.
ITO Microsoft Windows 10




47. Y4eOHblE ayAWTOpPHH 1S TPOBEIACHUS
MPAKTUYECKUX 3aHATUH, KypCOBOTO
MPOSKTUPOBAHMSI (BBITIOJHEHUSI KYpPCOBBIX padoT),
IPYNNOBBIX M WHAWBHUIYAIbHBIX KOHCYJbTAIlUH,
TEKYILEro KOHTPOJISI U MPOMEKYTOYHOM aTTeCTalluu

VuebHasg ayauTopus Uil IPOBEAEHUS NPAKTUYECKUX
3aHATHH, KypCOBOTO TPOEKTUPOBAHMS (BBIMOJIHEHUS
KypCOBBIX paboT), TpPYyNNOBBIX M HHIUBUAYAJIbHBIX
KOHCYJIBTALIMH, TEKYILEr0 KOHTPOJISA U MPOMEKYTOYHON
aTTecTaluu — KOMIUIEKT MYJIBTUMEAUMNHOTIO
000pyOBaHUs (mepcoHanbHBIN KOMIIBIOTED,
MYJIbTUMEAUMHBIM IPOEKTOP, 3KpaH, ayJIUOCHUCTEMA),
JI0OCKa MapKepHas Oeias SMajeBas, KOMIUIEKT y4eOHOU
MeOeny, MNOJAKIIYEHHE K  KOMIIBIOTEPHOM  ceTH

CII6I'ACY, Bbixoa B MHTEpHET.

I[J'ISI HWHBAJIMAO0B U JIHII C OB3 obecneunBaroTCI CIICHHAJIBHBIC YCIIOBUA OJIA IMOJTYYCHHUSA O6pa3OBaHI/IH B
COOTBCTCTBHHU C Tpe6OBaHI/I$IMI/I HOPMAaTUBHO-IIPABOBBIX JOKYMCHTOB.
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