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1. Henau n 321241 0CBOEHUS IMCUMILTAHBI (MOIYJIs1)

1. I3yunTh neicTBYIOME HOPMATHBHO-TIPABOBBIC IOKYMEHTHI B 00IACTH 3aIUTHI
MH(GOPMALIMOHHBIX AKTUBOB MPEANPHUSATHS U MEPCOHATBHBIX TAHHBIX.

2. [Monyuutps 6a30BbIe 3HAHUS B 00JIACTH 3aIIUTHI JAHHBIX B HHPOPMAIIMOHHBIX CUCTEMAX.

3. [lomyunTh NEpBUYHBIE HABBIKU IO UCIOJB30BAHUIO CIIEIUAIU3UPOBAHHOTO TPOIrPAMMHOTO
oOecrnieueHus /Ui 3aluThl HHOOPMALIMOHHBIX aKTUBOB U pellieHus! IpodecCHOHaIbHBIX 33/1a4 B 001acTH
9KOHOMMYECKOI 0e30MacHOCTH.

1. 3y4yeHne uCTOYHUKOB yrpo3 HH(OpMaLIMOHHON Oe30macHoCTH. MecTo pUCKOB
nH(}OPMaLIMOHHON 6€30M1aCHOCTH B CTPYKTYpe PUCKOB OM3Heca.
2. U3yyenue TpeOOBaHUI CTaHJAPTOB U HOPMATUBHBIX IOKYMEHTOB B 001aCTU HH()OPMALIMOHHON

0€30I1aCHOCTH.

3. M3y4yeHue 0CHOBHBIX BUJIOB cUcTeM MH(GOPMAIIMOHHON 0€30MaCHOCTH U CIOCOO0B 3alUTHI.

4. 3HaKOMCTBO C BO3MO>KHOCTSIMH HCIIOJIb30BAHMSI IPOTPAMMHBIX MTPOTYKTOB HHPOPMAIIIOHHOM
0€30MacCHOCTH sl PEIICHUS 3a/1a4 SKOHOMHYECKOH 0€3011acCHOCTH.

5. Uzyuenue ¢pynknuonana DLP-cucrem.

6. [Tomyuenue HaBBIKOB Hcmoyib3oBanus DLP-cuctem mst perenus 3anad nHGOpMAIIMOHHOM 1
YKOHOMUYECKOW 0€30IacHOCTH.

7. 3ydeHre opraHu3aliOHHBIX aCIICKTOB MH(POPMAIMOHHOM 0€30IMacHOCTH.

8. 3HAaKOMCTBO C CUCTEMaMH 3aIUTHI JIEKTPOHHOTO JOKYMEHTO000pOTA.

2. [lepeyeHb MJIAHUPYEMBIX Pe3yJIbTATOB 00y4eHHsI M0 AU CHUIINHE (MOAYJII0), COOTHECEHHBIX €
HHIUKATOPAMHM IOCTHKEHUS KOMIIeTeHIUH

Ko n HaumeHoBanue
KOMIIETEHIIUUA

Ko 1 HaumenoBanue
WHAUKATOPA JOCTHIKEHUS
KOMIIETEHIIUUA

[Tmanupyemble pe3yabTaTbl 00ydIeHUs 110
JTHUCLUILINHE, 00eCTIeYnBalOIINe JOCTHKCHNE
IUTAaHUPYEMBbIX pe3ynbTaToB ocBoeHust OITOI1

ITK-3 Criocoben
IIPOBOIUTH
SKOHOMHUYECKHUI aHaIn3
EeATEIbHOCTH
OpTraHu3aIuu

I1K-3.1 IIpoBoguT co6op u
00paboOTKy JaHHBIX JIJIst
IIPOBEJICHUS PACUCTOB
SKOHOMHYECKHX IOKa3aTeleH
OpraHu3aIuu

3HaeT

3aKoHOJATEIPHYI0O M HOPMAaTHBHYIO 0a3zy B
obmactn  obOecrnieueHuss ~ MHGOPMAITMOHHON
0e30MacHOCTM UM COONIOJIEHUS  peKHUMa
CEKPETHOCTH.

CocTaB 3aTpat Ha BHEAPEHUE U IKCILTyaTaIUIO
MH(OPMALIMOHHBIX CHUCTEM, BKIIFOYAs CUCTEMBI
nH(}OPMaIMOHHON 0€30MacHOCTH.
Bosmoxunoctu DLP-cuctem no:

- coopy "umdpoBoro ciema" HCIOIb30BAHUS
pabodero BpeMeHH COTPYTHUKAMU;

- cOopy HaHHBIX O HApPYIIEHUSX MOIUTUKU
KOH(MUIEHIIMATFHOCTH OpraHM3aIiy  (3aluTa
UH(OPMALIMOHHBIX aKTUBOB);

- cOOpy JaHHBIX 00 OTKIIOHEHMSIX B pealiu3aluu
TEKYIINX OM3HEC-TIPOIECCOB OPTaHU3AIIIH.
ymeer

- ycTaHaBIMBaTh napameTpsl DLP-cucTemsr;

- cobpaTh 1 KIaccupUIUPOBaTh UHHOPMAIIUIO
0 KpUTHYECKMX WH(GOPMAIMOHHBIX aKTUBAX W
MeCTaX MX XpPaHEHUSI.

BJajieeT

- HaBBIKOM TIOCTPOCHUS (DUIBTPOB U OTYECTOB
DLP-cucremsr.




I1K-3 Cnocoben
MPOBOIUTH
SKOHOMUYECKUU aHaAJIN3
JIeITENLHOCTH
OpraHu3aIu

[1K-3.2 OcymecTisieT pacuer
HYKOHOMUYECKHUX MMOKa3aTeseu
Pe3yJIbTATOB JIEATEIHHOCTH
OpTraHu3aIuu

3HaeT

- METOIbI pacuera 9KOHOMHYECKOM
3¢ (hekTHBHOCTH WH(MOPMAIMOHHBIX CHCTEM H
cucTeM HH(GOPMAIMOHHON 0€30aCHOCTH;

- CTIOCOOBI KOHTPOJIS peanuzanuu
OW3HEC-TIPOLIECCOB B OpraHuM3aluu U
COOTBETCTBYIOIIME TOKA3ATEIH.

yMmeet

- paccUMTBIBaTh  TEKYIIYIO  CTOMMOCTH
BJIQJICHUS CUCTEMOU 0€30MacHOCTH;

- pacCUMTHIBATH IMOKA3aTeIH 3KOHOMUYECKOU
3pPEKTUBHOCTH HHBECTUIIMOHHOTO IPOEKTA
BHEJIPCHHUSI ~ CHCTEMbl  WH(POPMAIMOHHOM
0€301MacHOCTH.

BJajieeT

- HaBBIKOM pacyeTa 3aTpar Ha IpuoOpeTeHue u
OKCIUTyaTallii0 CUCTEMbl WH(POPMAIIMOHHOM
(3KOHOMHYECKOI ) 6€30T1aCHOCTH;

- HaBBIKOM WCIIOJIb30BaHUS  FOPHINYECKU
3HaYMMO# WH(pOpPMAIIMK, COJCPKAIICHCsT B
MacCMBax  Y4Ye€TOB, C LEJIbI0  BEICHHS
poeCCUOHATILHOM JeSITEIbHOCTH.

ITK-3 CriocobeH
IIPOBOIUTH
SKOHOMHUYECKHUI aHaIn3
JIEATEIBHOCTH
OpraHHu3aIuu

I1K-3.3 [IpoBOIUT OLIEHKY
MoKa3arejieil 5JKOHOMUYECKOM
0€30MacCHOCTH OpraHU3alNH B
COOTBETCTBHUM C MOCTABJICHHOMN
3aJauen

3HaeT

- KPUTEPHH OLICHKH CHUCTEMBI
HH(OPMAMOHHON 0€30IIaCHOCTH OpPTraHU3alHH
o POCCHUICKUM u MEXTYHApOIHBIM
CTaHaapTam;

- aKTyaJbHbIE PHUCKH HH(DOPMAIIMOHHOU
0C30ITaCHOCTH.

yMeeT

- BBISIBJISITH PUCKH HapyIIeHUs
OM3HEC-TIPOIIECCOB, KOPHMOPATUBHOW ATHKH,
KOPPYIIIMOHHBIX W JPYTMX HapymIeHUH ¢
ucnoib3oBanreM DLP-cucrem;

- JleJaTh  BBIBOJABI O  PE3yJbTaTUBHOCTH
OpraHU3aIlMOHHBIX MeEp TI0 OO0ECIeYCHUIO

0e3omacHOCTH (MHpOPMAIIMOHHOM,
AKOHOMHUYECKOH ).

BJajieeT

- HaBBIKOM BBIOOpA CHCTEMBI
MH(POPMALIMOHHOM 0e3onacHoCcTH u3
HCCKOJIBKHUX aQJIbTCPHATUB 110 PE3yIbTaTaM
pacuera IoKa3aTesen 3¢ (EeKTUBHOCTH

WHBECTHIIMOHHOTO TIPOEKTa W (W) TEeKyIen
CTOMMOCTH BIIAJICHUSI.




I1K-3 Cnocoben
MPOBOIUTH
SKOHOMUYECKUU aHaAJIN3
JIeITENLHOCTH
OpraHu3aIu

I1K-3.4 CocTaBisgeT OTUET IO
pe3yiibTaTaM SKOHOMHYECKOTO
aHajan3a AeITeIbHOCTH
OpraHu3aIu

3HaeT

- CTPYKTypy OTYeTa MO pe3yyibTaTaM ayjauTa
nH(MOPMAIMOHHOK 0€30MaCHOCTH;

- KPUTEPUHU OIPEACICHUS YPOBHS 3PEIOCTH
OpraHmW3all B 00JacTH HWH(DOPMAIMOHHOM
0€30I1aCHOCTH.

yMmeeT

- aHaJU3MpOBaTh W BBIOMpATh aJCKBATHHIC
MOJACIH  HMH(POPMALMOHHON  0E30IacHOCTH,
IUTAHUPOBATh WX peanu3aluio Ha 0ase
TpeOOBaHUI K COBPEMEHHOMY YPOBHIO 3aIIHTHI
TallHbl W WH()OPMAIIMOHHOW OE30MacHOCTH,
COOJTIOZICHHUIO PEKUMA CEKPETHOCTH

- JIenaTh BBIBOJABI O HAJIUYHUHA (OTCYTCTBHIM)
MOJIO3PUTEIBLHBIX  JICHCTBUH, TEpEMEIICHUS
JIOKYMEHTOB 110 TaHHbIM DLP-cucremsi.
BJIajieeT

- HABBIKOM aHAJIM3a MPOILIECCOB OPraHU3aluu C
LENbI0  BBISBICHHS  BO3MOXHOW  yTpaThl
PECYpPCOB OpraHU3alIMH;

- HaBBIKOM IIPOBEJCHHUS  PACCCIOBAHUS
WHIMIEHTa Ha OcHOBe naHHbIX DLP-cucTemsl.




T1K-3 Crnocoben [1K-3.5 CocraBuser

MPOBOJIUTH PEKOMEHJALINH T10 YIYUIIIEHUIO
SKOHOMUYECKUU aHaAJIN3 SKOHOMUYECKHX MMOKa3aTeseit
JIeITeILHOCTH OpraHu3aluu

OpraHu3auu

3HaeT
- OCHOBHBIC MEpbl, HAalpaBJICHHBIC Ha
obecrnieueHue uH(POPMAITMOHHON
0e30MacHOCTH, coOroieHne pexxuMa
CCKPETHOCTH  HA  pa3JIMYHBIX  YPOBHSIX
NEeSATETbHOCTH - oopmIATh
COOTBETCTBYIOILIYIO  JOKYMCHTAI[MIO IS
obecrnieueHus (YHKITNOHUPOBAHHUS

MH()OPMAIIMOHHBIX MACCUBOB;

- TEOPETHYECKHE OCHOBBI MO YIPABICHUIO
OTIepPAIIMOHHBIMY PHCKAMH,

- HA3HAYCHUE OCHOBHBIX KIACCOB CHCTEM
nH(}OpMaAITMOHHOM OE30aCHOCTH.

ymeeT

- pa3pabatbIBaTh pPEKOMEH1aITuu o
YCTPaHEHUIO  OIMMOOK B  JICATENBHOCTH,
CBSI3aHHBIX c UHPOPMAIMOHHON
0€301acHOCTBIO, 00ECIICUCHUEM COOIIOICHUS
peKUMa CEKPETHOCTH;

- 00OCHOBaHHO BBIOMpPATh W PEKOMEHIOBAThH
UCIIOJIb30BaHHE CHCTEM 0e301acHOCTH
ompenenenHoro Hasnauenusi (SIEM, DLP,
cucTeMbl Kpunrorpadudeckoir 3amuthl, IRP,
Ip.), HWCXOAS W3  BBISBJICHHBIX  PHUCKOB
uHbOpMaITMOHHON (?KOHOMHYECKOM )
0€301acHOCTH.

BJajieeT

- HaBBIKOM  HCIOJb30BaHUS  OTYETOB
DLP-cuctemMbl 1O y4YeTy HCIIOJIb30BAHHS
pabouero BpPEMEHU s pa3paboTKu
peIOKEHU I 1o ONITUMM3AINH
OHM3HEC-TIPOIIECCOB;

- HaBBIKOM OpraHu3aIuu oOyueHus
COTPYIHUKOB BOMpocaM HH(POpPMAIMOHHOM
0e30IMacHOCTH;

- HaBBIKOM pa3paboTKu MOJIUTUKU
UH(POPMALIMOHHON 06€30IaCHOCTH.

3. Yka3anue MecTa JUCUMILIMHBI (MOAYJIs) B CTPYKTYpe 00pa3oBaTe/ibHOM IPOrpaMMbl

Jannast tucuuiuiiHa (MOoAysb) BKiItoueHa B biok «lucuumnunel, Monynn» b1.B.03 ocHoBHOM
npodeccuoHaibHON 00pa3zoBarenbHOM mporpammel 38.05.01 DxoHoMHUeckast 6€30MacCHOCTh M OTHOCHUTCS K
yacTu, (GopMUPYEMOI ydaCTHUKaMH 00pa30BaTeIbHBIX OTHOLIEHUH yueOHOro MjaHa.

Ne e UICCTBVIOMNE T CIUALIHEL Kona n HamMeHOBaHWE HHIUKATOPA
/T et YIOUIHE AHctHl JIOCTHKCHUST KOMITETEHIIUN
. IK-1.1, TIK-1.2, 1IK-1.3, TIK-2.1,
1 |[Opranuzanus cucTeMbl SJKOHOMUYECKOW 0€30MacHOCTH K-2.2
2 |vug VYK-1.1, YK-1.2, YK-1.6, OIIK-7.1,
H(pOpMaIMOHHBIE TEXHOJIOTUU OIK-7.2, OIK-7.3
3 Crenmanu3upoBaHHOE MTPOrpaMMHOE O0ecrieueHne IMK-1.1, TIK-2.1, TIK(LT)-1.1, TTK(LT)

SKOHOMMYECKOH 0€30IaCHOCTH

-1.2




I'paxxnanckoe mpaso

3HATHh HOPMBI MPaBa ¥ HOPMBI IPOPECCUOHATHLHONM ATUKH, HCKITIOYAIOIINE HETIPABOMEPHOE
HCIIOJIb30BaHNE pabOTOAaTENEM CIICIIUATM3UPOBAHHBIX CUCTEM MH()OPMAIIMOHHON O€30MacHOCTH

OpraHI/IBaHI/IH CHCTEMBI DKOHOMHYECKOH 0€30I1aCHOCTH

YMEET IIPOBECTU aHAIN3 KOMIIJIEKCHOHM CHCTEMBI SKOHOMHYECKOI 0€30I1aCHOCTH OpraHu3anuu

[udposas 5kOHOMHUKA U 0€301TACHOCTh

YMEET BBISIBJISATh BHYTPEHHHUE U BHELIHUE YIPO3bl U PUCKH C LIEJIBIO UX MIPEAYIPEKICHUSA,

JOKAJIM3aLHUH WK HEUTpATIU3ALUU

OKoHOMHUYECKas 0€30I1aCHOCTh

3HACT OCHOBBI OpraHn3aliii CHCTCMbI 0e30macHOCTH XO3HﬁCTBy10H1€FO CY6"beKTa

NubopmannoHHbIe TEXHOIOTUN

BJIAJICCT HABBIKOM IIOMCKA HH(DOPMAIMOHHBIX PECYpPCcOB, cOopa u 00paboTKK HH(POpMAIIUK O

npoOJEMHON CUTYyallUH

Cnenuanu3upoBaHHOE MPOTPAaMMHOE 00eCIIeYeHUE SKOHOMUYECKOM 0€30I1acHOCTH
3HACT TCOPCTUUCCKUC OCHOBBI OpraHU3allii MOHUTOPUHI'A ACATCIIBHOCTHU IICPCOHAJIa Opradu3anuu ¢

nomorrsio DLP-cucrem

3HACT Ha3HAYCHUC KpI/IHTOFpadJI/I‘-IGCKI/IX CpC€ACTB 3allMThl 1 IIOHUMACT HGO6XOIII/IMOCTI)
HCIIOJIb30BaHUA MCXAaHU3MOB 3allIMTEI IIPHU pa3pa60TKe TCXHOJIOTHYCCKUX KapT SJICKTPOHHOI'O

JTOKYMEHTO000pOTa
Ne Konx n HauMeHOBaHME HHIUKATOPA
[Tocnenyrouye qUCHUIIINHBIL
/11 JIOCTH>KCHHST KOMIIETEHIIUU

1 [TpakTrka Mo S5KOHOMHUYECKON U HH()OPMAITMOHHOM
6e3onacHoctu. Yacts 1

VK-9.1, YK-9.2, YK-9.3, YK-10.1,
VK-10.2, YK-10.3, YK-10.4, VK-
10.5, IK-1.1, TIK-1.2, TIK-1.3, TTK-
2.1, TIK-2.2, TTIK-2.3, TIK-2.4, TIK-
3.1, TIK-3.2, TTK-3.3, TTK-3.4, TIK-
3.5, TIK-4.1, [IK-4.2, TTK-4.3, TIK-
4.4, TIK-4.5, TIK-5.1, TIK-5.2, TIK-
5.3, TTK-5.4, TIK(IL)-1.1, TIK(1)-1.2

2 |KonkypeHTHas pa3Bejaka

[K-2.1, I1K-2.2, T1K-2.3, TIK-2.4

3 [TpakTrka Mo S5KOHOMHUYECKON U WH()OPMAITMOHHON
6e3onacHoctu. YacTs 2

VK-9.1, YK-9.2, YK-9.3, YK-10.1,
VK-10.2, YK-10.3, YK-10.4, VK-
10.5, TIK-1.1, TIK-1.2, TIK-1.3, TTK-
2.1, TIK-2.2, TIK-2.3, TIK-2.4, TIK-
3.1, TIK-3.2, TTK-3.3, TTK-3.4, TIK-
3.5, TIK-4.1, [TK-4.2, TTK-4.3, TIK-
4.4, TIK-4.5, TIK-5.1, TIK-5.2, TIK-
5.3, ITK-5.4, TIK(L)-1.1, TIK(1)-1.2




4 |IIpenaurmomMHasi IpaKkTUKA

VK-1.1, VK-1.2, YK-1.3, YK-1.4,
VK-1.5, VK-1.6, YK-2.1, YK-2.2,
VK-2.3, VK-2.4, YK-2.5, VK-3.1,
VK-3.2, VK-3.3, YK-3.4, VK-4.1,
VK-4.2, VK-4.3, YK-4.4, VK-6.1,
VK-6.2, YK-6.3, YK-7.1, YK-7.2,
VK-7.3, YK-7.4, YK-8.1, YK-8.2,
VK-8.3, YK-8.4, YK-9.1, YK-9.2,
VK-9.3, YK-10.1, VK-10.2, YK-10.3,
VK-10.4, YK-10.5, VK-11.1, YK-
11.2, VK-11.3, TIK-1.1, TIK-1.2, TIK-
1.3, IK-2.1, IK-2.2, TIK-2.3, TIK-
2.4, TIK-3.1, TIK-3.2, TIK-3.3, TIK-
3.4, TIK-3.5, TIK-4.1, [IK-4.2, TIK-
4.3, TIK-4.4, TIK-4.5, TIK-5.1, TIK-
5.2, TIK-5.3, TIK-5.4, TIK(L)-1.1, TIK
(1)-1.2

5 | Ynpasienue npoeKkTamMu U 6€301acHOCTh OM3HEC-TIPOIIECCOB

IK-3.1, I1K-3.2, T1K-3.3, T1K-3.4,
[1K-3.5, [1K-4.1, 11K-4.2, TIK-4.3,
[1K-4.4, 11K-4.5

[ToaroToBka K mporeaype 3aluThl U 3alUTa BBITYCKHON
KBAJTM(HUKALIMOHHON paboThI

VK-1.1, VK-1.2, YK-1.3, VK-1.4,
VK-1.5, VK-1.6, YK-2.1, VK-2.2,
VK-2.3, VK-2.4, YK-2.5, VK-3.1,
VK-3.2, VK-3.3, YK-3.4, VK-4.1,
VK-4.2, VK-4.3, YK-4.4, VK-6.1,
VK-6.2, VK-6.3, YK-7.1, VK-7.2,
VK-7.3, VK-7.4, YK-8.1, VK-8.2,
VK-8.3, VK-8.4, YK-9.1, VK-9.2,
VK-9.3, VK-10.1, YK-10.2, YK-10.3,
YK-10.4, YK-10.5, VK-11.1, YK-
11.2, YK-11.3, OIK-1.1, OIK-1.2,
OIIK-1.3, OITK-1.4, OITK-2.1, OITK-
2.2, OIK-2.3, OIIK-3.1, OIK-3.2,
OIIK-4.1, OITK-4.2, OITK-4.3, OITK-
5.1, OITK-5.2, OITK-6.1, OITK-6.2,
OIIK-7.1, OIIK-7.2, OIIK-7.3, [IK-
1.1, TIK-1.2, TIK-1.3, TIK-2.1, TIK-
2.2, IK-2.3, [IK-2.4, TTK-3.1, TIK-
3.2, TIK-3.3, [1K-3.4, [1K-3.5, [IK-
4.1, TIK-4.2, TIK-4.3, TIK-4.4, TIK-
4.5, TIK-5.1, [IK-5.2, TTIK-5.3, TIK-
5.4, TIK(1D)-1.1, TIK(LT)-1.2, YK-5.1,
VK-5.2, YK-5.3, YK-5.4, YK-5.5,
VK-5.6

4. O0beM QUCHUNIMHBI (MOAYJISA) B 324€THBIX €IMHUIAX C YKA3aHUEM KOJMYeCTBA aKaJeMU4eCKHUX
4acoB, BbIIEJIEHHBIX HA KOHTAKTHYIO pa0oTy o0yuyauuxcs ¢ npenojaasareseM (1o BUAaM y4yeOHbIX

3aHATHIA) M HA CAMOCTOSAATEJIbHYI0 Pa0oTy 00yUYaromuxcst




W3 HuX yackl Ha

Kypc

Bun yueOHOU paboThI Beero MPaKTHYECKYIO
Hacos NOATOTOBKY 2 3

KoHTakTHas padora 36 12 24
Jleximonnsie 3ansatus (JIek) 12 0 4 8
IIpaktuueckue 3ausatus (I[p) 24 24 8 16
WHas koHTaKTHasi paboTa, B TOM YHCJIE: 15 1,5
KOHCYJIBTAllMH 10 KYPCOBOH paboTe (IIPOoeKTy), 1 1
KOHTPOJBHBIM padotam (PI'P)
KOHTaKTHas pab0Ta Ha aTTeCTaIMIO (C1aJa 3a4era,
3a4eTa C OIEHKOI; 3almTa KypCcoBOil paboThI 0,25 0,25
(npoekTa); cnaya KOHTpOJIbHBIX padot (PI'P))
KOHTaKTHas padoTa Ha aTTECTALMIO B CECCHUIO 0.25 0.25
(KoHCYIBbTaNHSA TIepe YK3aMEHOM H clradya ' '
Yacpl HA KOHTPOJIb 16,75 4 12,75
CamocTositeabHas padora (CP) 305,75 92 213,75
O61masi Tpy10eMKOCTh AUCHUIIIIMHBI (MO1YJIs1)

yacel: [ 360 108 252

3a4YeTHbIE eTHHHIIBI: 10 3 7




5. Copep:kanne IUCHUIIMHBI (MOAYJIfA), CTPYKTYPUPOBAHHOE MO pa3iesiaM (TeMaM) ¢ YKa3aHueM

OTBECJICHHOI'0 HA HUX KOJINYECTBA aKaACMHU4Y€CKUX YaCOB U BU/10B y‘lCﬁHLIX 3aHATHH

5.1. Tematuueckuit maH AUCUMIUIAHBI (MOJTYJIS)

KonTakTHast padoTa (110 yueOHBIM

3aHATHSIM), Yac. Kox
UHIUKATOP
a
No Pa3nensl qUCIUININHEL é KA I3 Jp CP Beero, JOCTIDKEHU
M H3 HUX U3 HUX H3 HUX Hac. a
3Ha 3ﬂa 3Ha KOMIICTCHI]
BCETO fpaKTH- BCETO TpaKTH- BCETO TpaKTH- nn
YECKYIO YECKYI0 YECKYIO
oaro- noaro- oaro-
TOBKY TOBKY TOBKY
1. |1 pa3nen. besonacHocTh B
u(poBoO SIKOHOMHUKE U
nH(pOpMaTMOHHOE
3aKOHO/IaTEIILCTBO
IK-3.1,
HNudopmarius. IK-3.2,
1.1 HNudopmanronHoe paBo 2 1 2 2 23 26 IK-3.3,
' I1K-3.4,
I1K-3.5
[IpaBoBBIE pEeKUMBI JOCTYHA K I1K-3.3,
1.2. |uadopmanuu. besomacHocts B | 2 1 2 2 23 26 T1IK-3.4,
u(ppoBOI IKOHOMHKE I1K-3.5
2 |2 pa3nen. IIpaBoBoe
peryJIupoBaHKe B
nHpopManmoHHoe cdepe
beszonacHocTh 1 IK-3.1,
PEryJIMpOBaHUE ANEKTPOHHOTO [1K-3.2,
2.1. | nokymMeHT0000pOTa U 211 2 2 23 26 I1K-3.3,
MacCOBOT'O PacIPOCTPAHEHUS [K-3.4,
uH(popManun [1K-3.5
HNudopmanmonnas TIK-3.3,
2.2. |6e3omacHocTs PD Ha 2 1 2 2 23 26 T1IK-3.4,
HallMOHAJIBbHOM YPOBHE [1IK-3.5
3. |3 pa3aen. Kontpoins
IK-3.1,
I1K-3.2,
3.1. [3auér 2 4 I1K-3.3,
I1K-3.4,
I1K-3.5
4. |4 paszngen. TeopeTnueckue
OCHOBBI YIIPaBIICHUS
nH(OPMALIMOHHON
0€30macHOCThIO OM3HECa
IK-3.1,
WNudopmanus u OuzHec. [1K-3.2,
4.1. | UadopmarmoHHas 3 1 2 2 27 30 TIK-3.3,
0€e30I1acCHOCTh T1K-3.4,
I1K-3.5
VYnpasnenue HHPOPMAITMOHHOMN IK-3.3,
4.2 0e30macHOCThIO OM3HECa 311 2 2 23 26 IK-3.5




5. |5 pazmen. Obmas
XapaKTEPUCTHUKA CUCTEM U
CPEJICTB 0OeCIICUCHUS
nH(OPMATMOHHOU
0e30IMacHOCTH
O030p OCHOBHBIX CPEICTB
oOecrieueHus [1K-3.3,
>1. nH(pOpMaAITMOHHOM 15 271 305 [1K-3.5
0e30IacHOCTH
JIOKyMEHTaJIbHOE 00CCIICUCHHE K-3.3
5.2. | uHpOpMALIMOHHOM 0,5 26 28,5 HK-3l 5’
0e30IMacHOCTH '
6. |6 pazmen. Konrpons
I1K-3.1,
I1K-3.2,
6.1. | 3auér 4 [1K-3.3,
I1K-3.4,
I1K-3.5
7. |7 pa3nen.
Crnennanu3upoBaHHbIC
CUCTEMBI HH(POPMAITMOHHON
0e30IMacHOCTH
Kpunrorpadus kak ocHoBa 317
7.1. | 3aUTHI JAHHBIX IIPU XPAaHCHUHU 1 5’ 34,75 | IIK-3.3
U Tiepeade 1o KaHajiaM CBSI3H
I1K-3.1,
I1K-3.2,
79 CucTeMBbl 3alIUThl JaHHBIX OT 1 26 29 K-3.3
" | yreuex HK-3. 4’
I1IK-3.5
8. 8 paznen. MOHUTOPHHAT
WHIIUJICHTOB WH()OPMAITMOHHOU
6e3omacHocTH. O11eHKa
CUCTEMBI HH(POPMAITMOHHON
0€30MacHOCTH OpraHU3aIuu
I1K-3.1,
CranmapTel HHPOPMAITMOHHOMN TIK-3.2,
8.1. Aap OpMatno 1 27 | 30 | MK-3.3,
0e30IMacCHOCTH K-3.4
I1K-3.5
Pabora ¢ nHIMAEHTAMUI IK-3.1
nH(OPMALIMOHHON HK-3.2,
82, 6e3onacHoctu. [Inmardpopma 1 26 29 MK-3.3
pearupoBaHUs Ha UHITUICHTHI IK-3.4
(IRP). Security Operational HK-3. 5’
Center (SOC) '
9. |9 paznen. Has koHTaKkTHas

pabora




I1K-3.1,
[1K-3.2,
9.1. | nas xonTakTHas pabora 3 1,25 | TIK-3.3,
[1K-3.4,
IK-3.5
10. |10 paznen. KonTpoib
[1K-3.1,
10.1 [K-3.2,
DK3aMeH 3 9 [1K-3.3,
[1K-3.4,
[1K-3.5
5.1. Jlekuu
No | HaumenoBanue paszaena o
. HaumeHnoBanue 1 kpaTKoe coiepKaHue JEKIUN
pasn Y T€MBI JIEKIU I
Cucrema nHGOPMAIIMOHHOTO MpaBa
Uupopmarus. [Tonstue nndopmanuu. Buas undopmanuu. FOpunnyecku 3Ha4nMbIe
1 UupopMalmonHoe cBoiictBa unpopmanuu. Mudopmaimonnoe odmiectBo. OKuHaBCKas
IIpaBo. xapTus riodaabHOro nHMopMaoHHOro obiecTBa. EquHoe
uH(pOpMalMOHHOE TPOCTpaHcTBO. Cuctema nH(HOPMaLMOHHOTO MTPpaBa.
HNudopmarnus. HudopmaninoHHbIe TPaBOOTHOIICHUS
1 Nudopmanmonnoe CyOBbeKTbl 1 00BEKTHI, COAEpKaHUE HHPOPMAITMOHHBIX TPABOOTHOIICHHMA
paso.
[TpaBoBBIE OCHOBBI 3aIUTHI KOH(OUICHIIHATBHBIX JaHHBIX
JlokyMeHTUpOBaHHasl U HeIOKyMeHTUpoBaHHast uHdopmanus. [lonstue u
I[IpaBoBbIe peXXUMbl | BUIBI JOKYMEHTOB. HocuTen 10KyMEHTHPOBaHHOH HHPOPMALUH.
, |noctymak uHbopMaruy. | LOKYMEHTBI Ha OyMaXHBIX HOCUTEISX. [IOHSTHE HIIEKTPOHHOTO
BezonacHocTh B JOKYMEHTA. DJIEKTPOHHAs NOJANUCH U €€ BUbI. [[pUHIMIBI U yclI0BUA
1M pPOBOIT SKOHOMHKe | MCTIOJIB30BaHUS JJIEKTPOHHOM noanucu. [IpaBoBoii pexuM HHOpMALuH,
pa3meriaemoii B cetu «HTepHeT». 3aKOHOJATENHCTBO B 0OJIACTH 3AIIUTHI
MEPCOHAIIBHBIX TAHHBIX
WHupopmarinoHHasi cocTaBIIsitoIIas 5KOHOMHUYECKOI 0€3011acHOCTHU B
YCJIOBHSX IUPPOBON IKOHOMUKU
11paBoBEIe pexHMBL [Tporpamma «{udposas s3xonHomuka B P®y. [lonstue undposoit
o |AOCTYHAK uH(popMaLmy. skoHOMUKH. Llenu nudpoBoit 5KOHOMHUKHU. Y CIIOBUS peaTn3aiuu
Ee3OH§CHOCTB B nporpammbl «{udposas sxonomuka B P®y». Hanpasnenus pa3Butus
1H(ppoBoit SkOHOMHKE nndposoit s3xkoHoMuKU. MH(pOpMalmonHas 6e30nacHOCTh [UGPOBOIMA
SKOHOMUKH
[TpaBoBBIE OCHOBBI 3JIEKTPOHHOT'O JOKYMEHTO000pOTa
JlokyMeHTUpOBaHHas U HeTIOKyMeHTHUpoBaHHas uHpopmanus. [ToHstre u
Be30nacHocTb U BUJIBI JOKYMEHTOB. HocuTenu JoKyMeHTHPOBaHHOM HH(OPMALIUH.
peryiMpoBaHue JlokyMeHTBI Ha OyMaXXHBIX HOCUTENSX. [[oHsATHE 2TIEKTPOHHOTO
3JIEKTPOHHOTO JOKYMEHTA. DJIEKTPOHHAs MOJANUCH U €€ BUBI. [[pUHIUIIBI U yCIIOBUS
3 JOKYMEHT0060poTa i | UCIIONB30BAHHS DJICKTPOHHOM IOJIITHCH.
MaCCOBOTO Opranuzanuu JOKyMEHT0000pOTa B OpraHax rocyAapCTBEHHOU BIACTH H
PACIPOCTPAHEHNUS MECTHOTO camoynpaniieHus. [IpaBuna genonpousBoAcTBa U
MHPOPMALIHH nokymeHToobopora. [IpaBa Ha MaTepuaIbHBIe HOCUTEIH, COIEPIKAIIUE
JTOKYMEHTHUPOBaHHYIO HHpopMmaluio. [lopsaok xpaHneHus u
MCTIONIb30BaHUs JOKYMEHTUPOBAHHOM MH(OPMAILIUK B COCTaBE apXUBOB.
Be3omnacHocThb 1 [TpaBoBoe perynupoBaHue B cepe MaccoBoi HH(MOpMAIIUU
PeryJIMpOBaHIe OO01mmas xapakTepuCcTHKa MPABOBOTO PEXUMa MAaCcCOBOM MH(MOpMAIIUK.
3 3JIEKTPOHHOTO [TonsiTrie 1 BUIBI CPeNICTB MaccoBoi nHpopmaruu. CBo001a MaccoBOM
JIOKyMEHTO000pOTA H undopmanuu. llensypa maccoBoit undopmanuu. [lonstue
MACCOBOTL'O 310ynoTpebiieHus cBoO0A0M MaccoBoil HHpOPMAIHH.




pacrpocTpaHeHUS
uHpopMauu

CyOBbeKThl TPaBOOTHOIICHH B MaccoBor nH(popmaruu. OCOOEHHOCTH
MPABOBOTO CTaTyca HHPOPMAIIMOHHOTO areHTcTBa. [IpaBoBOl cTaTyc
yupeauTens cpeacTBa maccoBoit nndopmanmu. [IpaBoBoii craryc
rinaBHOro penakropa. IIpaBoBoii craryc xxypHanucra. [IpaBoBoi cratyc
3apy0eKHOT0 KOPPECMOHICHTA. AKKPEAUTALIUS KYPHAITUCTA

HNupopmarnmonHas
6e3omacHoCcTE PO Ha
HAI[MOHAJILHOM YPOBHE

OOGecneyeHue HaIMOHAIBHBIX HHTEpecoB PD B obmactu
nH(pOpMaIMOHHOM 0€301MacHOCTH

HudopmarnnonHasi 6e30MacHOCTh KaK COIUAIBHOE SIBJICHHUE.
CootHomienre nHGOPMaIMOHHON 0€30MaCHOCTH C IPYTUMH BHIaMU
6e3omacHocTu. besonacnocts nnopmanuu. 3ammrta UHGOPMALIUK U
BUJIBI CPEJICTB 3alIUThl HHGopManuu. MHpopmalonHoe opyKue.
Nudopmanmonnas BolHa.

[TonsiTue nHOpmMaImoHHOM 6e30MmacHOCTH AeTel. ['ocynapcTBEHHBII
HaA30p B cdepe 3aluThl AeTei OT HHpopMauu, TPUYUHSIONIEH Bpe/] UX
3I0POBBIO U (WJIH) Pa3BUTHIO.

[Tonsitue nadopmarmonHoit 6e3onacHoctu PO. HanmoHanbHbIe HHTEPECHI
P® B undopmarnmonHoii cdepe u ux odecrnevyeHue. Yrpossl
uH(popmannoHHo 6e3onacHoctd PO u ux uctounuku. [IpaBoBbie MeTOIbI
obecnieuenus nnpopmannonHoii 6ezomacuoctu PO. Cucrema
obecrieueHuss ”HGOpMAIIMOHHOK Oe3omacHocTH PD.

MexyHapoIHOE COTPYAHHUECTBO B 00JIACTH 0OecTeueHUs
nH(pOpMaIMOHHOM 0€30MMacHOCTH.

Nudopmarmonnas
6e3omacHocTh PO Ha
HAI[MOHAJILHOM YPOBHE

OTBETCTBEHHOCTH 3a MPaBOHAPYIICHHs B MHGOPMAIIMOHHOH chepe
[ToHsiTHE M BUIBI OTBETCTBEHHOCTH 32 MTPABOHAPYIIICHHS B
nH(pOpMaIMOHHOM cdepe.

YTo5I0BHast OTBETCTBEHHOCTb 3a MPECTYIUICHUSI B MH(POPMAIMOHHOU
chepe.

AJIMHHUCTPATHUBHO-TIPABOBAsi OTBETCTBEHHOCTD 33 IPABOHAPYIICHUS B
nH(pOpMaIMOHHOM cdepe.

['pakiaHCKO-TIpaBOBasi OTBETCTBEHHOCTH 32 MPABOHAPYILICHUS B
UH(pOPMaLMOHHOI cdepe.

Nupopmanus u 6usHec.
WnpopmanronHas
0€30MacHOCTb

Nudopmanirmonnas cymHocTs Ou3Heca

Ocob6ennoctu ynpasienus. adopmarmonnas cymnHocTs Ou3Heca.
TpeboBanus k nHpopmaruu. KauectBo nadopmannu u 3¢p¢peKTHBHOCTh
ynpasieHus. OnpeaeneHue HHPopMaIMoHHOM Oe3onacHocTH. CBA3b
MaTepHaIbHBIX U MHPOPMAITMOHHBIX MpoiieccoB. CTPyKTypa
MH(POPMAIMOHHBIX TIOTOKOB KoMITaHuu. JIokanpHass HopMaTuBHas 0a3a
KOMIIaHUH 110 UTHPOPMAIIMOHHOM 0€3011acCHOCTH

Nupopmanus u 6usHec.

Pucku nndopmanronHoi 6e30macHOCTH

NudopmanuonHas Pucku nndopmarmonHoit 0€30MacHOCTH B CTPYKTYpE PUCKOB OM3HEcCA.
6e30MacCHOCTD Bo3spacraromias cioxHOCTh HHHOPMAITMOHHBIX CUCTEM M TEXHOJIOTHI
Mogenb obecniedeHuss HHHOPMAITMOHHOM 0€30ITaCHOCTH OpraHU3aAINH
[TonsTHs pucka, yrpo3sl, yiiep0a u ys3BUMOCTH. PacnipenencHue
pPeCypcoB OpraHM3aIiyu B YCIOBUAX pUCKa. PUCK-OpUEeHTUPOBAHHBIN
moaXo/ K o0ecreuyeHno HHPOPMAIIMOHHON O€30IaCHOCTH.
Ynpasienue . Nnentudukanys puckoB. 3aBUCUMOCTh KaueCTBa OIIEHKH PUCKOB U
HH(pOPMAITMOHHOM

0€30IaCHOCTRIO Ou3HECa

uaeHTUGUKAIIH COOBITHI HHPOPMAIIMOHHOM 0€30TACHOCTH OT CTETICHU
JOKYMEHTHPOBAHHOCTH MH()OPMAIIMOHHBIX MPOIIECCOB KOMITAHHH.
Haxornenne 3nanuit no puckam. Mogens lemunra-Illyxapra. Mozaens
obecrieueHrss THPOPMAIIMOHHOH Oe3onacHoCcTH Onu3Heca. TpeboBaHuUs K
MoJ1eTi MH(POPMAIIMOHHOM 0€30MacHOCTH

VYnpasnenue
nH(OPMALIMOHHON
0€30MacHOCThIO

ApXHUTEKTypa yrnpaBieHUs] HHPOPMAIIMOHHON 0€301aCHOCTHIO
NpEennpUATUL
Mozenu HenpepbIBHOTO COBEPILIEHCTBOBAHUS U MTPOLIECCHOTO MOIX0AA.




ousHeca

['uOkue MoeN MEHEKMEHTA U MEXKTyHAPOIHBIE CTAaHAAPTHI.

Dranbl CO3JaHUs CHCTEMbI MEHEDKMEHTa WH(OPMAIMOHHON
oe3onacHoctu npeanpusatus (CMUB). Onpenenenue 001acTu ACHCTBUS
CMWUB. OnpeneneHre MOJUTUKH YIIPaBICHUS HHPOPMAIIOHHOM
0e3omacHOCThIO. OmpesieNieHne METOI0B OIIEHKU pUCKa HH(POPMAIIHOHHOM
Oe3omacHocTH. UHBeHTapu3anus (UIeHTH(PUKAINS) PUCKOB.
Wnentudukanus akTHBOB HHPOpMAIIMOHHOM Oe30macHOCTH. OlLleHKa U
Kiaccudukanus puckos. [1oaxobl K orieHKe pruckoB. BeiOop cpencts
MPOTUBOICUCTBUS PUCKaM HHPOPMAITMOHHON 0€301aCHOCTH.
Ornpenernenue 1enen u CpeicTB KOHTPOIIS 3a puckaMu. [IoHATHS KOHTPOJIs
U 3a1UTHON Mepbl. OLleHKa OCTaTOYHBIX PUCKOB M COTJIACOBAHUE C
PYKOBOJCTBOM

0O0630p OCHOBHBIX
CpeACTB 00eCTICUCHHS

TexHUYECKHE CPECTBA 3AIIUTHI CETEBON HHPPACTPYKTYPHI
XapakTepucTuKa yrpo3 HeIOCPEICTBEHHOTO JJOCTYIA B ONIEPAlMOHHYIO
cpeny. XapakTepUCTUKA YTPO3, PEAIU3yEeMbIX C UCIIOJIb30BaHUEM

8 HH(bOpMﬂI.[PIOHHOﬁ IIPOTOKOJIOB MCIKCCTCBOI'O B3aHMOI[CﬁCTBHﬂ. CereBble YI'PO3HhI,
6e30MaCHOCTH YSI3BUMOCTH M aTaKH, CBS3aHHBIC C IKCILTyaTalluel MEKCETEBbIX SKPAHOB.
Bnusinue yrpos Ha 6usHec. [Ipumepsr
O0630p OCHOBHBIX AHTHBUPYCHOE MPOrPaMMHOE 00ECTICUCHHE
8 cpencTs obecrniedenus | Yrpo3sl. Bo3MOXKHOCTH U (DYyHKIIMM COBPEMEHHOTO AaHTUBUPYCHOT'O
WH(OPMAITMOHHOU porpaMMHOro obecrnieuenus. Bausaue yrpo3 Ha 6usnec. [Ipumepst
0e30MmacHOCTH
JIOKyMEHTaJIbHOE [Tonutrka nHGOPMAIMOHHOM 6€30ITaCHOCTH
9 obecrneucHue Conepkanne nokymenTa "l[lonutrka nHGOPMAIIMOHHON O€3011acHOCTH" U
uHGOPMALIMOHHOM B3aUMOCBSI3aHHBIX JJOKYMEHTOB
0e301acHOCTH
B03MOXHOCTH COBPEMEHHBIX KPUIITOIPA(PUIECKUX CHCTEM B 00ECIICUCHUN
Kpunrorpagus kax | gesorachoctu JTAHHBIX
OCHOBA 3ALNTBL AAHHBIX | Cperempr mudpoanms. OCHOBBI O10KYCHH-TEXHOIOTHH 1 €¢
11 TP XpaHCHIH 1 MCIIONIb30BaHUE /TSl 00ECTIeUeHHs [IETOCTHOCTH M IOCTYITHOCTH JaHHBIX.
Tiepeaiate Ho KaHalaM | ypxrmu coBpeMeHHBIX KpUNTOrpadudecknx cucteM. besomacHocTh
CBASH 3JIEKTPOHHOTO JOKYMEHTO000pOTA
Ha3nauenue u QpyHKIMM cUCTEM 3allUThl JaHHBIX OT yTeuek (DLP-
CUCTEM)
[TpuMepsl, TPUYUHBI U TIOCTSACTBHS YTCUKH KOH(DHICHITUATBHBIX JaHHBIX
12 CHCTeMBI SaIUTHI opranuszanuu. @ynkiuu DLP-cuctem. O630p prinka DLP-cuctem B PO.
AQHHBIX OT yTCUCK Kpurepuu Bei6opa DLP-cuctemsl. Cocta 3aTpaT Ha BHEAPEHHE U
skcruryaTauio DLP-cucremsl. McTounuku skoHOMUYeckoro 3ddexra ot
BHenpeHus DLP-cuctemsl
TpebGoBaHMsI MEXAYHAPOTHBIX M POCCUUCKHUX CTaHIAPTOB
CraHgapThl nH(pOpMaIMOHHOM 0€30MMacHOCTH
13 MH(OPMAIOHHO Cranmaptel banka Poccun. PCI DSS. OcoGeHHOCTH OLIEHKH CHCTEMBI
6e30MaCHOCTH nH(GOPMaIMOHHON 0€30MacCHOCTH OopraHu3anu. Mopaens yrpo3. Mojenb
HAPYIIUTEIS
Pa6ora c mamMnenTamu | PearupoBanue Ha MHIUAEHTHI HHGOPMAITMOHHON 0€30MacHOCTH
WH()OPMAITMOHHON OcobenHocTH pUCKOB HH(DOPMAIIMOHHOM Oe30macHOCTH. Moenb
0e30MacHOCTH. yIpaBJIeHUs] puckamMu nH(pOpMaIIMOHHOM Oe3omacHocTu. Incident
14 [Tnardopma Responce Platform. Security Operational Center

pearupoBaHus Ha
uHimaeHTH (IRP).
Security Operational
Center (SOC)




5.2. IlpakTuyeckue 3aHsATUS

HaumenoBanue pazuena

p{:ggﬂ U TEMBI IPAKTHYECKHX HanmeHnoBanue u cofiep:kanne NpakTHUeCKUX 3aHATUI
3aHSTUN
Wudopmarnins kak npaBoBasi KaTeropus
Hndopmartus. Bunbr uadopmaruu (o6cyxaenue, onpoc). OCHOBBI TEOpHH HH(POPMAIIHH.
1 Hndopmannontoe OcHOBHBIE OJXO/IbI K OMPECIICHUIO MOHATHS «MHGOPMAIUSY.
paBo.
[Tpenmert, MeToAbI M cucTeMa HHPOPMAIIMOHHOTO MpaBa
Omnpenenenue noHATHs «MHGOPMaAIMOHHOE MpaBoy». [IpeameT u MeTo bl
Hndopmarys. uH(popManmoHHoro npasa. [IpoGiemaruka oTrpaHYeHUS
1 Hndopmarontoe MH(OPMALIMOHHOTO IIPaBa OT CMEXHBIX OTpaciiel mpasa.
TIpaBo. OcHoOBHBIE OJXO/IbI K OIPEICIICHUIO IPUHIUIIOB HH(OPMALIMOHHOTO
npaBa
HudopmaninoHHbIe TPABOOTHOIICHHUS
NHbopManusL. [TonsiTre, mpu3HAKU ¥ BUIbI HHPOPMAIIMOHHBIX TPABOOTHOIICHHH.
1 NHbopManHoHHOE OcHoOBHBIE OJXO/IbI K OMPEENICHNI0 00beKTOB HH(GOPMAITHOHHBIX
TpaBo. npaBooTHoIeHHH. CyObeKThl U cofiepaHne HH(POPMAIIMOHHBIX
MIPaBOOTHOLIECHUI
[TpaBoBbIE pexUMBI JOCTYIA K UH(POpMALHH
OcHoBHbIe TH(GOPMAITMOHHBIE NTPaBa U CBOOOIbI, OCHOBAHUS UX
orpanunueHus. [IpaBo Ha noctyn k uHpopmaruu. [ToHsTre U BUIBI
MPABOBBIX PEKUMOB CBOOOAHOTO JOCTYIA K HH()OPMALIUH.
Wudopmarnius, Kk KOTOPOil He MOKET ObITh OrpaHUYeH JocTyn. MaccoBas
[IpaBOBBIC PEXKHMBI uHpopmanus. MckimrountensHbie mpaBa. O0IIECTBEHHOE TOCTOSHUE.
, |noctynax uHpopManyy. | [IOHATHE U BUIBI IPABOBBIX PEKUMOB OTPAHUYCHHOTO JIOCTYIIA K
Be3omnacHocTs B uHpopmanuu. CosepkaHne KOHCTUTYIIHOHHOTO MpaBa Ha
1HbpOoBoit SKOHOMHKe | HEIPHKOCHOBEHHOCTh YaCTHOM JKU3HH, JIMYHYIO H CEMCHHYIO TaiiHy.
TaliHa 1 ee pa3HOBUAHOCTH. I 'OCynapCTBEHHAs TaliHA: IOHATHE U
0COOEHHOCTH MPaBOBOTO pexnma. KoMMepueckas TaiiHa: TOHATHE U
0COOEHHOCTH TIPaBOBOTrO pexkuma. Ciry>xkeOHast TaifHa: TTOHSITHE U BUJIBL.
OcoOeHHOCTH TPABOBOI'0 peKMMa HOCUTENEeH nHpopMaluy,
cocrasistoned TaiiHy. [IpaBoBOl peXUM NEPCOHAIBHBIX JaHHBIX
bezonacHocTh 1 be3onacHOCTh TOKYMEHTHPOBAHHON HH(POPMAIHH
peryiaupoBaHue JlokyMeHTUpOBaHHas U HeTIOKyMeHTHpoBaHHas uHpopmanus. [ToHsTre u
3JIEKTPOHHOTO BUJIBI TOKYMeHTOB. HocuTenu JoKyMeHTHPOBaHHOM HH(OPMALIUH.
3 noKyMeHToo0opora u | JIoKyMeHTBI Ha OyMaXHBIX HOocHTeNsAX. [IoHATHE 2IEKTPOHHOTO
MacCOBOIO JIOKYMEHTA. DJIEKTPOHHAs MOANUCH U €€ BUABL. [[pMHIUIIBI U yCIOBHS
pacnpocTpaHeHus UCIIOJIb30BAHUS AJIEKTPOHHOU MOAMKCH.
uHpOpMaLun
PerynupoBanue nadopmaiiuu, HaxXoAsIIEUCs] B OTKPBITOM JIOCTYTIE
OO0mias XxapakKTepUCTUKA U TIEPCTIEKTUBBI Pa3BUTHS MPABOBOTO
peryiaupoBanus B cepe UCIOIb30BaHuUs HH(DOPMAITMOHHO-
BesomacHoCTh 1 TEJIEKOMMYHUKAIIUOHHBIX CETEH.
peryanpoBaHue [TonsiTHst «caliT» M «cTpaHUIla caiita» B ceTu «MHTEepHETY. [loHATHE 1
3JIEKTPOHHOTO BUJIbI TJOMEHHBIX uMeH. [IpaBoBoii pesxuM nHGOpMAIIUH, pa3MeNaeMoi B
3 JIOKyMeHToo0OopoTa u | CETH «MuaTepuer». [IpaBoBOii cTaTyc Biajenbla caiTta B CETU
MAacCCOBOTO «uTepuer». [IpaBoBoii cTaTyc npoBanaepa XOCTUHTA.
pactpocTpaHeHUs VYcnoBust orpaHnyeHus Joctyna K caiitam B cetu «MHTepHeT». Enunbrit
HH(MOPMAIHH peecTp JOMEHHBIX UMEH, yKa3aTellel CTpaHull CaluToB B ceTu «IHTEpHET»
U CETEBBIX aJIPECOB, MO3BOJSIONIUX UACHTH(PHUIIMPOBATH CAUTHI B CETH
«HTepHeTY, coaepxalire nHHOPMAIIMIO, PACIPOCTPAHEHHE KOTOPOIL B
P® 3anpeeno
4 UndopmarnronHas [IpaBoBbIE OCHOBBI ITU(PPOBOI IKOHOMUKH B PO




oe3omacHocTh PD Ha
HAIMOHAJILHOM YPOBHE

[Tporpamma «l{udposas s3xonomuka B POy. [lonstre uudposoit
skoHOMUKH. Llenn 1mudpoBoit SKOHOMHUKH. Y CIIOBUS peaTu3aliu
nporpammel «lludposas skonomrka B POy. Hanpasienwus pazButus
U(PPOBON IKOHOMUKH

OTBETCTBCHHOCTH 3a IIPABOHAPYIICHUS B HH(DOPMAIMOHHOM cepe
[ToHsiTHE M BUJIBI OTBETCTBEHHOCTH 3a MPABOHAPYIIICHHS B
uH(MOPMAIMOHHOH cdepe.

I/IH(l)OpMaHI/IOHHaH YromnoBHas OTBETCTBEHHOCTE 3a OpCCTYIJICHUA B I’IH(bOpMaI.[HOHHOﬁ
4 6esomacHocTs PO Ha | cbepe.
HAIL[MOHAIBHOM ypOBHE | AIMHHHCTPATHBHO-IPABOBAsi OTBECTCTBEHHOCTD 32 [IPABOHAPYILICHHS B
uH(MOPMAIMOHHOH cdepe.
['paxxnancko-mipaBoBasi OTBETCTBEHHOCTH 3a MPABOHAPYIICHUS B
UH(POPMALIMOHHOM cepe
Wudopmarnivs kak HEOOXOAUMOE YCIIOBHE CYIECTBOBAHUS OPraHU3aluN
Uudopmarms 1 6usHec. | YIpaBieHrne MHOOPMALMOHHBIMH IOTOKAMH OPraHU3allMi KaK OCHOBA
6 I/IH(l)OpMaHI/IOHHaH SKOHOMHYECKOM 0€30IaCHOCTH.
6e30MacHOCTh KauectBo nnpopmanuu u 3pGEeKTUBHOCTD YIIPABICHUS: TTOJIOKUATEITHHBIC
Y OTPHULIATEIILHBIE IPUMEPHI
HH(bOpMaHI/IH U OM3HEC. Puckn HH(I)OpMaHHOHHOfI 0e30macHOCTH
6 NHpopMannoHnas AHanm3 ¥ OlleHKa pUCKOB MH(GOPMAIIMOHHON O€301aCHOCTH: TIPUMEPHI,
0e301acHOCTh 3a/laHus
B3anMocBs3b pucKkoB HH(DOpMAITMOHHOM 0€301MacHOCTH ¢ (PMHAHCOBBIMU
Hndopmanus 1 busmec. PUCKaMH ¥ pUCKaMH KaJIpOBOM 0€301MacHOCTH
6 Nudopmarontas Hcnonb30BaHMEe HHCTPYMEHTOB HH(GOPMAIIMOHHON O€301TaCHOCTH IS
GesonacHocTs BBISIBJICHUS (PMHAHCOBBIX PUCKOB U PUCKOB KaJPOBOI 0€30MacHOCTH
VYrpasieHue nHHOPMAITMOHHONW 0€301TaCHOCTHI0 OPTaHU3aIuN
OpranuzanvoHHas CTpyKTypa HH()OPMALIMOHHOW OE30MMaCHOCTH.
VipasieHue Pacnipenenenre moaHoMounid 1 00513aHHOCTEN MEX Ty TTOIpa3ieICHUSIMH
7 MH(OPMAIMOHHOI OpraHHU3aIy 10 o0ecreueHn o nHHOpMalMOHHON 6e30macHoCcTH. MecTo
6e30MacHOCThIO Ou3Heca | ATHPOPMAIIMOHHOM 0€30MaCHOCTH B CTPYKTYpPE MOApa3ieIeHHH,
OTBEUAIOIIUX 32 KOMILJIEKCHYIO 0€30MacHOCTh OpTaHu3alui. YTpaBiIcHHUE
pucKkaMu HHGOPMAITMOHHOM 0€30MacHOCTH
0O0630p OCHOBHBIX Opranu3zanus U CpeACcTBa 3alUThl CETH MPEITPUATHUS
8 cpencTs obecreuenrs | BuIbI 1 0COOEHHOCTH TEXHUUECKUX CPEJICTB 3aALUTHI CETH: IIPUMEDBI,
MH(OPMALIMOHHON Keicel. OOCyX/IeHUEe, TECThI
0e30MmacHOCTH
3anaun 6€30MacHOCTH MH(POPMAIIMOHHBIX aKTHBOB, pPEIIacMble C
O630p OCHOBHEIX MOMOIIbIO0 aHTUBUPYCHOTO MPOTPAMMHOT0 00ECTICUECHH S
8 CpeACTB o6ecnequUHs[ OyHKIIUU, 00111ast XapaKTEPUCTUKA, TPOU3BOAUTENIN aHTUBHPYCHOTO
HH(OPMALHOHHOH nporpaMMHoro ooecneuenus. Peinok P®. Kpurepuu Beidopa
GesomacnocTn CIENUATU3UPOBAHHOTO ITPOTPAMMHOTO 00ecTIeueHUs
JIoKyMeHTanpHOe JlokanpHass HOpMaTHBHO-TIPaBOBast 06a3a Mo HHPOPMAITUOHHOM
oOecrieucHue 0€30MmacHOCTH OpraHU3aIluN
9 MH(OPMAIUOHHOI Conepxanne u cTpykrypa "llonmutuku nHbOpMaAITMOHHONW O0€301acHOCTH".
6e30MaCHOCTH OO6cyxneHue mpuMmepa. 3aaHusl B rpynmnax. 3amura 3a1aHuii
Cuctembl 6€30MTaCHOCTH JIEKTPOHHOTO JOKYMEHTO000pOoTa
Kpunrorpagus xak | gosyommoctu Kkpuntorpaduueckux cucreM. McnonaszoBanue
OCHOBA 3AlUTBL AAHHBIX |y ymtorpadun mist 3aIUThl JAHHBIX TIPH Nepeaade o KaHaJIaM CBS3H U
1 TIpY XpaHCHIH 1 npu XpaneHuu. HauBHTyallbHBIC 3a/1aHUsI Ha TIOJyYeHne YMEHUN 1
Tiepeniae Mo kaHalaM | 4ryaGoTKy HABBIKOB HCIIONB30BAHMS KPUMTOrPAaQHUECKUX CPEJICTB
CBA3H 3QIATHI
Kpurrorpadus Kak Kpuntorpadus xax OIHa U3 KIIOUEBLIX TEXHOJIOTHI OJOKUYeitH
11 TexHonorHst OJIOKYEHH - MPUHIIMITEI B MEXaHU3MbI paboThl. Bo3MokHOCTH

OCHOBA 3alllUThI




JAaHHBIX IIPHU XpaHCHUU
" repeaadc 1o KaHajiam
CBs3U

HUCIIOJIB30BaHUA JJIA 3allIUThI JaHHBIX

CucreMsl 3aIUThI

Hcnonb3oBanue cucrem 3allIUTBI JaHHBIX OT YTCUCK AJI CHUIKCHUA PUCKOB
MH(OPMAIIMOHHON U IKOHOMUYECKON O€30IMaCHOCTH

12 JIAHHBIX OT yTedeK OcBoenue padotsl ¢ DLP-cucTemoii: GyHKIIMN, TapaMETPhl, OTYETHI.
Brmonaenue 3aganui
Pemenue 3a1a4 5KOHOMUYECKOH 0€30I1aCHOCTH C MCIIOJIL30BAHUEM CHCTEM
MOHHUTOPHHIa HHPOPMAITMOHHBIX TOTOKOB U IIPOTHBOJICHCTBUS yTEUKAM
JTAHHBIX
Buibl 1 0COOEHHOCTH CUCTEM IPOTUBOACHCTBUS yTCUKaM JaHHBIX.
12 CHCTEMBI SAIUMTBL | 357194y yyera MCTIOTB30BAHHS PAGOTETO BPEMEHH H KOHTPOb
AQHHBIX OT yTCHCK COOTBETCTBYIOIIMX PUCKOB KaJPOBOI 0€30MaCHOCTH; MPOAYKTHBHOCTh
HCII0JIb30BaHMs padouero BpeMEHH COTPYIHHUKAMU; PEIICHUE KEHCOB
MOIIICHHUYECTBA, HEIICJICBOTO MCIOJIb30BaHMUS COTPYIHHKAMHU PECYPCOB
OpraHH3aIlyH, Jp.
KiroueBsie TpeboBaHus CTaHAAPTOB MHPOPMALIMOHHOM 0€301MacHOCTH
Crannaptsi . banka Poccun
13 HH(OPMALHOHHOH Cucrema noxymenToB banka Poccuu o nHbopManmoHHON 0€301MacHOCTH.
GesonacHocTn Coneprxanue U cTpykTypa. OCHOBHBIE TPEOOBAHHS
Mesx1yHapOIHbIC CTAHIAPTHI K COTPYIHUYSCTBO B 00JIACTH
CraHzapThl nH(pOpPMaIMOHHOM 6€30IMacHOCTH
13 MH(OPMAIHOHHOI PCI DSS. MexyHapoHbIe OpraHU3alliy B 00J1aCTH HHPOPMAIIMOHHOMN
0€e30IMacHOCTH 0e30macHOCTH. Y4JacTue U COTPYAHHUYCCTBO pOCCI/If/'ICKI/IX
TOCY/IapCTBEHHBIX 1 KOMMEPUYECKHUX CTPYKTYpP
Pa6ota c uanuaentamu | CucreMa pearupoBaHus Ha MHIUICHTH HHGOPMAIIMOHHON 0€301acCHOCTH
UHPOPMALMOHHOM OpraHu3aloOHHas U TEXHUYECKasi COCTABIISIONIAs CHCTEM MOHUTOPUHTA U
0€e30MMacHOCTH. pearupoBaHHs Ha UHITUICHTHI
14 [Tnardopma
pearupoBaHus Ha
unimaeHTs (IRP).
Security Operational
Center (SOC)
Pabota ¢ mHIMIEHTAMH | AYTCOPCHHT YCIYT HHGOPMAIIMOHHONW 0€301aCHOCTH
MH(pOPMaAITMOHHOM CocraB 3aTpar Ha COOCTBEHHYIO CUCTEMY HH(POPMAIIMOHHON
0e30IMacHOCTH. 0€301acCHOCTH, MPEUMYIIIECTBA U HEAOCTATKH.
14 [Tnardpopma CocraB 3aTpar Ha ayTCOpCUHTa HHGOPMAIITMOHHON O€30MaCHOCTH.

pearupoBaHus Ha
unimaeHTs (IRP).
Security Operational
Center (SOC)

HpeI/IMyH_ICCTBa N HCJOCTAaTKHU

5.3. CamocTosTenpHas pabota 00ydaromuxcs

Ne | HanmeHoBanue pazaena .
ConeprkaHne caMOCTOSTEIHFHON paboThI
pa3q| AMCLMIIIMHBI U TEMbI
WNndpopmarnus. WubopmanoHHbIe TPaBOOTHOIICHHS
1 NudopMamonsoe IToaroroBka Kk npakTudeckoMy 3aHATHIO 1o TeMe. [loaroroska noknana
IpaBo.
[Iporpamma "ludposas s3xoHOMuka PO"
IIpaBoBbIE pEKUMBI " "
[IpoekTs! nporpammsl "Ludposas sxoHomuka". Conep:kaHue nNporpaMmmbl
JI0CTyMa K HHGOpMaIuu. . o
2 nH(popManoHHON 6e3omacHocTH KU poBoii IKOHOMUKH. [loAroToBKa K

BbesomacHocTh B
1M (POBON YKOHOMHUKE

MPAKTUYCCKUM 3aHATUAM. IIOATOTOBKA JOKJIAJ0B




[IpaBoBBIE pEKUMBI
JOCTYTIa K HH(pOPMAIIHH.

[TpaBOBBIC OCHOBBI 3aIUTHI KOH(MUICHIINATBHBIX JaHHBIX
ITpaBOBBIC OCHOBBI 3alTUTHI KOH(MUACHIIMAIBHBIX JaHHBIX. [ToAroToBKa K

2 NPaKTUYCCKUM 3aHATHSM, TIOJIrOTOBKA JOKJIAI0B
bezonacHocTh B
U(GPOBOI FIKOHOMHKE
Bbe3onacHocTh 1 HpaBOBbIe OCHOBEI 3JICKTPOHHOI'O I[OKyMeHT0060pOTa
pEryIMpoBaHue DNeKTPOHHAS MOMUCH. ANTOPUTMBI (D POBaHUS, OCOOCHHOCTH,
SIIEKTPOHHOTO MPAKTUKA UCTIOIB30BAHUS KPUNTOTPAPUISCKUX CUCTEM
3 JIOKYMEHTOO000pOTa 1
MaccoOBOTO
pacrpocTpaHeHHS
uHpopmanuu
besonacHocTh 1 [TpaBoBOEC perynupoBanue B chepe MaccoBoi HH(MOpMaIUU
peryianupoBaHue C60op unopMaIu u3 OTKPBHITEIX HCTOYHUKOB. CriocoObI coopa,
JIEKTPOHHOTO MIPABOBBIE OCHOBBI UCTIOJIL30BaHUS HH(OPMAITUN
3 JIOKyMEHTO000pOoTa U
MaccOBOTO
pacmpocTpaHeHus
uH(popMaluu
AKTyalbHbIE HOPMaTHBHbBIC IOKYMEHTBI B 00JIACTH KHOEpOE30MacHOCTH
Hudopmanontas Konuemnius HarimoHanbHO# Oe3omacHocTH. CTpyKTypa pucKoB. Pucku
4 GesonacHocTs PO Ha WH(POPMALIMOHHOM OE30MIaCHOCTH HA HALIMOHAIBHOM YpOBHE. TeHICHIIHH,
HAIMOHATILHOM YPOBHC | 11600681 IpoTHBOCHCTBHS
OTBETCTBEHHOCTh 32 HAPYILIECHHUS B 00JaCTH 3aIIUThI KOH(PHICHIIMATbHBIX
Nudopmarmonnas JaHHBIX
4 6e3omnacHocTs P ra | OTBETCTBEHHOCTH 3a pasUIallICHUE TAHHBIX, COCTABIISIONIMX
HAIIMOHAIBHOM YpOBHE |TOCYIAPCTBEHHYIO TaliHy, KOMMEPYECKYIO TaiiHy. OTBETCTBEHHOCTH 32
HapYIICHUE 3aKOHA O MEePCOHAIBHBIX JIAHHBIX
Nubopmarus 1 6usHec. | Y IPABICHUE PUCKAMU UH(YOPMAIMOHHON O€30MaCHOCTH
6 Nupopmannonnas [ToaroToBKa K MPaKTUYECKUM 3aHSATHSM IO TeMe. BhIMoHeHue 3a1aHmid,
0e30MaCHOCTD MOJITOTOBKA K TECTUPOBAHUIO
Nudopmanus u 6usnec. |Pucku, cBa3aHHbIe ¢ HHGOPMALMOHHBIMU aKTHBaMH OpPraHU3aluH
6 NupopmanronHas [ToAroToBKA K MPAKTUYECCKUM 3aHSATHSIM, TOATOTOBKA K TECTUPOBAHUIO
0e30MacHOCTh
Pacrnipenenenue o6s13anHOCTEHN IO 00€CTIEYEHNIO MHPOPMAIIMOHHOM
YHpasienye . 0€30MacHOCTH OpraHu3alun
! HH(OPMALHOHHOM [ToaroToBKa K MPAKTUICCKUM 3aHSATHSIM, MIOATOTOBKA JIOKIIAJIOB,
GesonacHocTbio busHeca MOJITOTOBKA K TECTUPOBAHUIO
0O0630p OCHOBHBIX AHTUBHPYCHOE MPOTrpaMMHOE o0ecrieueHne: GyHKIUU, IPUMEPHI
3 CpeJICTB 0OeCIIeYeHusT | MCIIOIb30BaHMs
uHGOPMAIIHOHHO [ToaroToBka K MPaKTUYECKUM 3aHSATHSM, TTOJITOTOBKA JIOKJIAJI0B
0e30MmacHOCTH
JlokyMeHTaJIbHOE [Tonmutrka nHDOpMaAITMOHHOM 0€301TaCHOCTH
9 obecrieyeHue [ToaroToBKa K MPaKTHISCKUM 3aHATHAM, IIOATOTOBKA JIOKJIAI0B
nH(OPMAIIMOHHOU
0e30MacHOCTH
JlokymeHTanpHOE Opranu3anys 00y4eHus COTPYAHUKOB B 001aCTH HH(POPMAIIMOHHOK
obecrieyeHne 0€30MacHOCTH
9 uHGOPMAIIMOHHO [ToaroToBka K MPaKTUYECKUM 3aHATHSIM U BBIOJHCHHUE 3aaHUN
0e30MmacHOCTH
Kpurrorpadus kax | DIOKYeHH
11 | ocroBa sauurst nanmbix [ToaroroBka K MPaKTUYECKUM 3aHSATHSAM, TOATOTOBKA JTOKIA/I0B

IIpY XPaHEHUH U
nepeaaye 1o KaHajaam




CBA3U

Kpunrorpadus xak
OCHOBA 3aIUTHI TAHHBIX

CucTeMBbl AIEKTPOHHOTO JOKYMEHTO000pOoTa
W3y4eHne BO3MOKHOCTEH CHCTEM IIEKTPOHHOTO JOKYMEHTO000pOTa TI0

11 [P XpaHCHUHU U JOKYMEHTAIuu npoun3Boauteseil. [loAroToBka K mpakTUYECKUM 3aHSATUSIM
nepeaave mo KaHajiam
CBSI3H
Kpunrorpadus xkak | Micropus pa3BuTust KpUITOrpaMueCKUX CUCTEM
OCHOBA 3al[UTHI JAHHBIX | TOJATOTOBKA K MPAKTUYCCKUM 3aHSATHUSIM, IIOATOTOBKA JTOKJIAI0B
11 MIPU XpaHCHUH U
nepeaave mo KaHajiam
CBSI3H
CuHcTeMbl IPOTUBOACHCTBHS YTEUKAM JaHHBIX
12 CucTeMbl 3aIUThI [ToaroToBKa K MPaKTHYECCKUM 3aHSATHSIM, BBIIIOJHEHUE 3aIaHHM,
AGHHBIX OT yTCHCK MOJIFOTOBKA K TECTUPOBAHHUIO
CTaHzapThI CranmapThl HHPOPMAIIMOHHOKN 0€301aCHOCTH
13 MH(OPMALUOHHO CopepxaHue cTaHAApTOB HHPOPMAITMOHHOM Oe3onacHocTH. [loaroToBka K
6e30M1aCHOCTH MPAKTUYCCKUM 3aHITHSIM U TECTUPOBAHUIO
Pa6ora ¢ uHIMIeHTaMHu | YTIPaBJICHUE UHITUICHTaMU HH(GOPMAIMOHHOHN 0€301acHOCTH
uH(OPMALIMOHHOM BrlinosHeHue 3a1aHuii, TOATOTOBKA K MPAKTHYECKUM 3aHITHAM U
0e301acHOCTH. TECTUPOBAHUIO
14 [TnaTdopma

pe€arupoBaHuA Ha
unimaeHTs (IRP).
Security Operational
Center (SOC)




6. MeToauveckne MaTepHAJIbI JJIs1 CAMOCTOATEILHON PadoThl 00y4YAIOIIMXCS 1O AUCIHUIIIHHE
(Moay110)
CaMOCTOﬂTCHBHYIO p3.60Ty HCOGXO,Z[I/IMO BBIIIOJIHATE 110 BCEM pa3aciaM IporpaMmMbl JUCHUIIIMHEBL B

dopme:

- U3YYCHUS PEKOMEHIYeMO OCHOBHOM U JIOMOJIHUTEJIBHOMN JIUTEpaTypHhl;
- CaMOCTOSTEIbHBIX 3aHATHH 110 IMOA00PY U aHATIU3Y JIMTEPATYPHBIX HCTOYHUKOB;

- BBIMTOJHEHUIO MOJIYYEHHBIX Ha MMPAKTUUECKUX 3aHATUSIX 3a/IaHWH, BKIIIOYAs 3aaHUs IPOECKTHOM
paboThI;
- MIOMCKa UCTOYHUKOB, cOOpa M aHaIN3a JaHHBIX, PACYCTOB, HAITMCAHHS TEKCTa KYPCOBOM paOOTEHI.
N3yuenune kypca oCyIecTBIsETCA B (hopMe ydacThs B JICKITMOHHBIX M MPAKTHYCCKUX 3aHATHSIX,
MOJArOTOBKU M HAITUCAHHS KyPCOBOM pabOThI, CAMOCTOSTEIIBHOM ITOATOTOBKH.
Ha aynutopHbIX 3aHATHSAX 00y4arOIIMEecs 3HAKOMSTCS ¢ TEOPETUKO-METO0JIOTHYECKUMHA OCHOBaMU
JUCHHUIIINHBI, COBPEMEHHBIMU ITpo0IeMaMu, TOHATHAMU. OCBOSHHUE OCHOBHBIX ITOHATHH TpeOyeTcs Ha
YPOBHE BO3MO>KHOCTH UX MPUMEHEHHUS B IUCKYCCHUSIX HA MTPAKTUUECKUX 3aHSTUSX, TIPH MTOJITOTOBKE
KYPCOBOM paOOThI, BBINOJHECHUH ITPOCKTHBIX 3aIaHHH M IMOATOTOBKE K KPYIJIOMY CTOJIY.

[IpopaboTka n3ydaeMoro Marepuaia mpoBOAUTCS HA MPAKTHUECKHUX 3aHSATHUIX, B XOJI€ KOTOPHIX
oOyyJaromuecs moApoOHO aHATU3UPYIOT OCHOBHBIE KOMIIOHEHTHI H3y4aeMoi TeMbl. B hopme nokiana nim
Jasora ¢ IperojaBarejieM paccMaTpUBAaIOT Hau0oJIee CJI0KHBIE U TITYOOKHE 3aKOHOMEPHOCTH H
MEXaHU3MbI, 00CYKIAFOT TOCJICIHNE MyOIUKAIIMH 110 U3y4aeMbIM IIpodieMam.
B teuenune cemectpa oOydaroniuecs moJiy4aroT IPaKTHYECKUE HABBIKU UCIIOJIb30BAHUS CHCTEMBI
MOHUTOPHUHTA PAOOTHI COTPYTHUKOB.
Hrtorom nzyueHnus Kypca sBisieTcs yCIeIIHas cadya 3a4eTa U SK3aMeHa.

7. O1leHOYHBIEe MATEPHAJIBI /Il IPOBe/IeHUsI TEKYIIero KOHTPOJISA YCIIeBaeMOCTH M ITPOMEKYTOYHOM
arrecTauMu 00y4aroIMXCcs M0 JUCHUILINHE (MO1YJIIO)
7.1. IlepeyeHb KOMIIETEHIIMI C YKa3aHUEM ITaroB MX (JOPMHUPOBAHUS B TIPOLIECCE OCBOCHUS TUCIUILIIMHBI

Ko u HaumeHnoBaunue

No KoHTpospyembie pa3iesbl TUCIUILTAHBI HHMKATOPa KOHTPONHPYeMOii Bun onenouHOT0
/1 (Momyms) cpencTaa
KOMITETCHIIH
1 | Mngopmanms. Mdopmarmonroe mpaso IK-3.1, T11K-3.2, T1K-3.3, [1K- | YcTHBI onpoc, TECTHI,
PMATUHA. pMatt Pago. 3.4, I1IK-3.5 JOKJIAbI
[TpaBoBBIE pEKUMBI JOCTYIA K Ve THAL OIDOC. TECThL
2 |undopmanuu. bezonacHocTs B MG POBOI [1K-3.3, IIK-3.4, [IK-3.5 poc, ’
JTOKJTAJTBI
YKOHOMUKE
besonacrocTs u perynuposanme ITK-3.1, T1K-3.2, IT1K-3.3, [IK- | YcTHBII onpoc, TECTHI,
3 | 2MEeKTPOHHOTO JOKYMEHTO000pOTa U
3.4, I1IK-3.5 JOKJIaJIbI
MacCOBOT'0 paclpoCcTpaHeHHs HHpOopMarwm
4 HNudopmanmonnas 6e3onacHocTs PO Ha TK-3.3, [TK-3.4, [IK-3.5 Y CTHBIN ONIPOC, TECTHI,
HaIlMOHAJILHOM YPOBHE JTOKJIA b
. MK-3.1, [K-3.2, TIK-3.3, TK- E‘fﬁg}‘;ﬂ i
3.4, TIK-3.5 POMEXYT
aTTeCTAI[UU
6 HNudopmanus u 6uznec. MHGopManmoHHas ITK-3.1, TIK-3.2, T1K-3.3, I1IK- | YCcTHBII onpoc, TECTHI,
0e30IMacHOCTh 3.4,1IK-3.5 3aJ]aHus, TOKIaabl
7 VYnpaiaenue nHOOPMAITMOHHOM T1K-3.3, [IK-3.5 Y CTHBIH OIpoc, TECTHI,
0€30IMacHOCTRIO OM3HEca 3ajaHus, TOKJIaIbl
3 00630p OCHOBHBIX CPEICTB obecrieueHus T1K-3.3, TIK-3.5 Y cTHBIN Onpoc, TECTHI,
nH(pOpMaIMOHHOM 06€30MacHOCTH 3aJIaHMsI, IOKJIA]IbI
9 HOKYMeHTaHBHOGuO6eC1'[e'-IeHI/Ie T1K-3.3, TIK-3.5 Y CTHBIN OMPOC, TECTHI,
nH(pOpMaIMOHHOM 06€30MacCHOCTH 3aJIaHMsI, IOKJIA]IbI
10 |3ausr ITK-3.1, TIK-3.2, T1K-3.3, TIK- [ Bompocsr

3.4, I1K-3.5

MIPOMEKYTOUHOMN




aTTecTanuu

Kpunrorpadus kak 0CHOBa 3aIUTHI TaHHBIX

VY CTHBIN Onpoc, TECTHI,

11 |mpu XpaHeHuHU U niepeaaye no KaHajaam ITK-3.3
3a/laHus
CBSI3U
12 | CrcreMbl 3aMMTE TAHHLX OT VTeUeK IMK-3.1, T1K-3.2, T[T1K-3.3, [IK- | YcTHBII onpoc, TECTHI,
it a T 3.4, IIK-3.5 3a1aHusd
CrangapThl HHPOPMALTMOHHOM IK-3.1, I1K-3.2, [1K-3.3, TIK- .
13 0€e30IaCHOCTH 3.4, I1IK-3.5 Y CTHBII ONpOC, TECTBI
PaGora ¢ uHIMIeHTaMU HHPOPMAITIOHHOM
14 6e3onacHoctH. [lnardopma pearnpoBanus IMK-3.1, I1K-3.2, T[T1K-3.3, [IK- | YcTHBII onpoc, TECTHI,
na uniaents! (IRP). Security Operational 3.4,11K-3.5 3aJaHHs
Center (SOC)
ITK-3.1, TIK-3.2, T1K-3.3, T1K- | KypcoBas pabora.
15 |Wnas xonTakTHas pabora 3.4, TIK-3.5 VerHas samTa
Bomnpocsr
16 | Pxsanen ITK-3.1, I1K-3.2, [1K-3.3, TIK- | npoMexyTouHOM

3.4, IIK-3.5

aTTecTauu (YCTHBIN
0npoc)

7.2. TunoBble KOHTPOJIbHBIE 3a/1aHUS UM UHBIE MaTePHAIIbI TEKYIIIETO KOHTPOJISl yCIIEeBAEMOCTH,
HEOOXOUMBIE 1JIs OLICHKH 3HAHUI, YMEHHI U HAaBBIKOB U (MJIH) OTbITa MPO(PECCUOHAIBHOMN JAEeITeIHbHOCTH,
XapaKTEPU3YIOIIUX ATAIbl (POPMUPOBAHUS KOMIIETEHIIUN B MIPOLIECCE OCBOCHUS TUCIUTIIMHBI

['pynmoBsie TBOpUeCKUE 3aAaHus (TIPOSKTHI) JJIs TPOBEPKU CHOPMUPOBAHHOCTH UHIUKATOPOB
npoctkenust komnerennuii [1K-3.1, T1K-3.2, T1K-3.3, T1K-3.4, I1K-3.5.
OneHnBAIOTCS 3HAHUS, YMEHUS, HABBIKH I10 pa3enam Kypca 1-6.
1. Pa3zpaboTka NOJUTUKH HHPOPMALIMOHHON 0€30MacHOCTH.

2. Unentudukanus u ydeT HHHOPMAITMOHHBIX aKTHBOB.

3. lenepanus «kapTh» MpoIeccoB 00padboTKH nepcoHambHbIX JaHHbIX (I[11H).

4. Unentudukaiys nHGOPMAITHOHHBIX CUCTEM nepcoHanbHbIX HaHHbIX (MCIIIH).
5. Pa3paboTka opraHu3aimOHHBIX MEp I10 3aIIUTE IEPCOHAIBHBIX JaHHBIX.
6. Pa3zpaboTka mporpaMMbl TOBBIIIEHUS] OCBEIOMIEHHOCTH COTPYIHHUKOB B O0JIACTH 3aIUTHI
MEPCOHAIIbHBIX IAHHBIX.

Kpyrusriit cron

(mepevyeHb JUCKYCCHOHHBIX TEM KPYTJIOro CTOJIa JJis MPOBEPKU C(HOPMUPOBAHHOCTH UHIUKATOPOB
noctmkenus komnerennui [1K-3.1, TIK-3.2, TIK-3.3, I1K-3.4, [1K-3.5)
OneHuBaroTCs 3HaHUS, YMEHUS, HaBBIKU 10 pas3aeny 1.

Pazpnen 1:

1. CpaBHEHHE MEXIYHAPOAHBIX M HAITMOHAJIIBHOTO 3aKOHOB B 00JIACTH 3aIIUTHI MEPCOHATBHBIX
JNAHHEIX.

I'pynnoBoe (MHAMBUAYANTBHOE IO BEIOOPY CTYAEHTA) TBOPUECKOE 3a/laHue IJIsl IPOBEPKHU
c(OpPMHUPOBAHHOCTH HHIUKATOPOB JOCTIXeHUs kommneTeHmui [1K-3.1, ITK-3.2, TIK-3.3, [1K-3.4, [1K-3.5.
OrneHnBalOTCS 3HAHMS, YMEHHSI, HABBIKH 110 pa3jieiaM Kypca 1-6.

BapuanT 1

Bl pykoBouTenb npeanpusTUs. Bam He00X0AMMO OpraHU30BaTh MpoIecc GOPMUPOBAHUS
«[lepeuns cBeneHU KOHPUACHIIMATHHOTO XapakTepay. Caenaiite onvucanue OusHec-mpoiecca.

BapuanT 2

BrI PYKOBOJMUTECIIb IPCAIIPUATHUA. Bam HCO6XOI[I/IMO OpraHnu30BaTb KOH(I)I/IIICHLII/IaJ'IBHOC
JACJIOIIPOU3BOJACTBO. CI[CJ'I&ﬁTC OIIMCAaHHC 6H3HCC-1'Ip0LICCC&.

Bapuanr 3

Bbl pykoBoauTENb NPEANPUATHSA. BaM HEOOXOAMMO OPraHU30BaTh 3alIUTY B OTHOIICHHUN
JOKyMeHTOnoTokoB. CrenaiiTe onucanue OU3Hec-IpoIecca.

Bapuanr 4




Brl pykoBouTeNnb npeAnpustys. Bam He00X0AMMO OPraHU30BaTh TEXHOJIOTHYECKYIO CHCTEMY
00paboTKu KOHGUACHIIUATHHBIX TOKYyMEHTOB. ClenaiiTe onvucanue Ou3Hec-mpoiecca.

TectoBble 3a71aHUs

(IpuMepBI TECTOBBIX 3aJaHUi IJIs IIPOBEPKH CPOPMHUPOBAHHOCTH HHAMKATOPOB JTOCTHIKECHUS
xkomnerenmmii [1K-3.1, T1K-3.2, I1K-3.3, T1K-3.4, T1K-3.5)

OneHuBarOTCs 3HAHUS 0 pa3zaenam Kypca 1-6.

1. bezonacHocThk nH(pOpMaIu (B COOTBETCTBHH ¢ PykoBoaAImUM TOKyMEHTOM "3ariura ot
HECaHKIIMOHUPOBAHHOIO JOCTYyMa K UHpopManuu TepMHUHBI U onpeieneHus’) — 3To:

a) COCTOsIHUE 3alIUIEHHOCTH HH(pOpMaluu, 00padaThIBa€MOil cpeICTBAMH BHIYHCIUTENIb-HOM
TEXHHUKHU WJIM aBTOMAaTU3UPOBAHHON CUCTEMBbI, OT BHYTPEHHHUX WJIM BHEUIHHUX yIpoO3;

b) cucrema ynpapieHus 3amuToi nHGopmanuu;

C) MOCAeA0BATEIbHOCTD JEHCTBUM T10 3alTUTE OT yrpo3?

2. Kakoii ToKyMeHT siBJsieTcsi 0a30BBIM B CHCTEME JIOKAJTbHOM JOKYMEHTAIIUU KOMITAHUH T10
UH(GOPMAIIMOHHON 0E30MaCHOCTH:

) MoJINTUKA NH(DOPMAIIMOHHOW OE30ITaCHOCTH;

b) mpaBuiia pasaeneHus 10cTyna;

C) peraaMeHT MOHUTOPUHIa HHIIUACHTOB Oe30macHocTu?

3. K kakoMy THITY pUCKOB OTHOCSTCSI PUCKH HH(DOPMAIIMOHHOW OE30TIaCHOCTH I10
kinaccudukanuu ba3zeabckoro KOMUTETa MO0 0AHKOBCKOMY HAI30PY:

a) CTpaTeru4eCKuii;

a) oneparmoOHHbIN;

b) nukBuaHOCTH;

C) pbIHOYHBIN?

4. Kakoe 13 nepeuncaeHHbIX TEHCTBUH SBISETCS MEPBBIM ATAIOM Pa3pabOTKU CHCTEMBI
uH(MOPMAIIMOHHON 0€30MaCHOCTH MPEANPUATHS:

a) BEIOODP CPE/ICTB 3AIUTHI;

b) npentudukarys coobITHIF HHOOPMATMOHHON OE30MACHOCTH;

C) MOHUTOPHUHT COOBITHI HH(OPMALIMOHHON Oe30macHoCTH?

5. DLP cucremsl npeaHa3zHavyeHbl IS

a) BBISBJIICHUS U TIPEIOTBPAIICHUS YTEUYEK JaHHbBIX;

b) BbISIBNICHUS M IPEIOTBPAIICHUS 3apaKEeHHS BUPYCAMH;
C) BBISIBJICHUS U NPEAOTBPAILIEHUS CETEBBIX aTak?

6. JIByxdakTtopHas ayTeHTU(UKAIHS TOApa3yMeBaeT UCIOIb30BAHUE JIBYX U3 CIEAYIOIINX
Croco00B UACHTU(PHUKAIIUY TOIb30BaTeNs (YKaKUTE HEMPABUIBHBIA OTBET):

a) OTP;

b) mapossb;

C) cMapT-KapTa;

d) [T1H;

€) OTIIEYATOK Majblia;

f) KOHTPOJIB TOKYMEHTA, YOCTOBEPSIOIIETO JINYHOCTD.

7. COBOKYITHOCTh MPaBUJI, OMPEIEISIFOIINX PAa3pEIIeHHs] U 3alpPEThl JOCTYTA K
nH(GOPMAIIMOHHBIM pecypcaM — 3TO:

a) YpOBEHb IOJTHOMOYHH CyOBEKTa JOCTYIIA;

b) npaBuna pazaeneHus 10CTymna;

C) MOJIeTTh 3alIUTHl TH(GOPMAIIMOHHBIX PECYPCOB?

8. BO3MOXHOCTh BOBHMKHOBEHHUS yIiepOa B pe3ybTaTe HapyIlIeHUsT HHOOPMAITHOHHON



0e3011acCHOCTH — 3TO:
a) ySI3BUMOCTb;
b) araxka;
C) puck?

9. Kakoe cBOMCTBO 3alUIIICHHON HH(POPMAIMK ObLIO HAPYIIICHO, €CIIA BbI BUIUTE
IPHOIM3UTEIIBHO CICAYIOMUN TEKCT OIIMOKH «CEPBHUC BPEMEHHO HEe paboTaeT, 00paTUTECh . . .»:

a) IEeJIOCTHOCTb;

b) moctymnHOCTS;

C) KOHPUIECHITNATBLHOCTD;

d) aBTopcTBO MOKYMEHTA?

10. Lensro pemepanbHOro 3aK0Ha O IEPCOHAIBHBIX JIAHHBIX SIBJISCTCS:

- oOecrieueHue 3alIUThI IPaB U CBOOOT YeTIOBEKa U TpakKJaHIHA IPU 00pabOTKE ero
NEPpCOHAJIbHBIX JAaHHBIX, B TOM YHMCJIC 3alllMThI ITpaB HAa HCIIPUKOCHOBCHHOCTD JaCTHOU KU3HHU, JTUIHYIO U
CEMEUHYIO TalHY;

- oOecrieueHue 3alIuThI MPaB ¥ CBOOOT YeIIOBEKA U TpakJaHUHA PU 00pabOTKe ero
NNEepCOHAJIbHBIX JaHHBIX.

11. [lepcoHanbHBIMU JAHHBIMH, COTJIACHO 3aKOHY O MEPCOHATBHBIX JAHHBIX, SBIISIOTCS:

- moOast HHpOpMAIHs, OTHOCSIIASLCS K IPSIMO WJIM KOCBEHHO ONPE/ICIICHHOMY WIITH
onpeaenseMomMy (hU3NIeCKOMY JHIY (CYOBEKTY MEPCOHATBHBIX JTaHHBIX );

- moOast HHpOpPMAIHs, OTHOCSIIASLCS K IPSIMO WJIM KOCBEHHO ONPE/ICIICHHOMY WITH
onpeaeasieMomMy (pU3HUEeCKOMY JIMIY (CyOBEKTY IepCOHABHBIX JaHHBIX ), 32 HCKII0UCHUEM HHMOpMaIun
OTKPBITOTO JocTyma (00ImeI0CTYITHBIC HH()OPMAIIMOHHBIC PECYPCHI).

12. TpancrpanuuHas nepeaada NepcoHaNbHBIX TaHHBIX — 3TO:

- Iepeiaya MepcoOHaIbHBIX JaHHBIX HA TEPPUTOPUIO HHOCTPAHHOTO TOCYAAPCTBA OPTaHy
BJIACTU MHOCTPAHHOTO FOCYAapCTBA, HMHOCTPAHHOMY (DPM3HUECKOMY JIHUILY WM HHOCTPAHHOMY
IOPUANYECKOMY JIHILY;

- Iepejaya NepCoHaNbHBIX JaHHBIX HA TEPPUTOPHUIO HHOCTPAHHOTO FOCYJapCTBa OpraHy
BJIACTU MHOCTPAHHOI'O TOCYJAapCTBa WJIM MHOCTPAHHOMY IOPUINYECKOMY JIUILY;

- Iepejiavya NepCoHaIbHBIX JAHHBIX Ha TEPPUTOPHUIO0 HHOCTPAHHOT'O TOCYapCTBA OpraHy
BJIACTU MHOCTPAHHOI'O TOCYJapCTBa.

13. JlocTynHOCTb JaHHBIX — 3TO:

- COCTOSIHHE JAHHBIX, TP KOTOPOM OHHU MOTYT ObITh OECIPENSITCTBEHHO HCIOIb30BaHbI
JH00BIM COTPYIHUKOM OpTraHU3allly;

- COCTOSIHHE JAHHBIX, TP KOTOPOM OHHU MOTYT OBbITh OECIPENSITCTBEHHO HCIOIb30BaHbI
JH00BIM COTPYIHUKOM OpPTraHU3allii, UMEIOIIMM COOTBETCTBYIOIIEE MTPaBO JOCTYIIA;

- OTCYTCTBHUE OIIMOOK B JJAHHBIX.

14. Vs13BUMOCTh HHPOPMAIIMOHHOM CHCTEMBI WM IPOrPAMMHOI0 IIPOAYKTAa — 3TO:
- c1aboe MecTo;

- HayaBIllas Peain30BhIBATHCS aTaKa,

- XapaKTepUCTUKA YPOBHS 0€30MacHOCTH HH()OPMAIIMOHHON CUCTEMBI.

15. Hanimume npoiiecca ynpaBiaeHUs yAI3BUMOCTSIMH, BKIIFOYAsl YIPABJICHHUE )KU3HEHHBIM [IUKJIOM
nporpamMMHoOro odecrnieueHus, patch management, pentesting sisisiercs:

- HeOOXOIUMBIM, HO HEJTOCTATOYHBIM YCJIOBUEM o0OecrieueHns 0€30IMacHOCTH MEePCOHATBHBIX
JTAHHBIX;

- HEOOXOIUMBIM U TOCTaTOYHBIM YCIIOBHEM OOeCTieueHHsl O€30IMaCHOCTH MEePCOHATBHBIX
JTaHHBIX;

- HE SBISETCS HEOOXOAUMBIM U IOCTATOYHBIM YCIOBHEM oOecrieueHust 0€30MacHOCTH
MEPCOHANBHBIX TAHHBIX.



16. Hem3amenHOCTh MH(MOpMAIIUU B TIPOIECCE €€ TIepelaun WIH XPAHSHUS — JTO:
- LEJIOCTHOCTb;

- KOH(pHIEHITUATBHOCTH;

- ayTeHTHYHOCTb.

17. ®enepanbHbiii 3akoH «O MEpCOHATBHBIX JAHHBIX) MPHUHSIT:
- 27 nrons 2006 roxa;

- 27 nrona 2003 rona;

- 19 masg 2010 rona.

[Ipoekt «IlocTpoenue koHIENIMHA HHGOOPMALIMOHHON OE30MIaCHOCTH MPEATIPUATHS

(s mpoBepKU c(hOPMUPOBAHHOCTH MHIUKATOPOB JocTkeHus komnerenuil [1K-3.1, [TK-3.2, TIK-
3.3, TIK-3.4, TIK-3.5)

OneHuBaroTCs 3HaHUS, YMEHUS 0 pa3zeniaM Kypca 3-6.

1. Llens paboTh

3HAKOMCTBO C OCHOBHBIMHU MPHUHIIUIIAMU TTOCTpoeHus koHueniuu b npeanpusrus, ¢ yuerom
0CcOOeHHOCTEH ero HHPOPMALIMOHHON HH(PACTPYKTYPHI.

2. Kpatkue TeopeTnueckue cBeIeHUS

Jlo Havana co3aHus CUCTeM MH(DOPMAIIMOHHOW OE30ITACHOCTH Psifl OTEYSCTBEHHBIX HOPMATHBHBIX
nokymeHnToB (TOCT P MCO/MDK 15408 TOCT P MCO/M3BK 27000 TOCT P MCO/M3K 17799) u
MexayHapoaHbix ctanaapToB (ISO 27001/17799) npsiMo TpeOyroT pa3padOTKH OCHOBOIIOJIATAIOIINX
nokymeHToB — Konneniuu u [lomutuku nadopmarnonnon 6e3onacuoctd. Eciu Konnenmust Ub B 00mux
yeprax onpenesier, YTO HeoOXoauMo caenaTh s 3alluThl HHGopMaluu, To [TonuTrka AeTalIu3upyeT
nonoxkeHust Konnenuwn, u roBoput KAK, kakumu cpeacTBaMu U CrIocoOaMu OHU JIOJDKHBI OBIThH
pealn30BaHbI.

Konuenmus nabpopmMaimoHHOW 6€301MaCHOCTH UCTIONB3YeTCs TS

* IPUHATHS 00OCHOBAHHBIX YIIPABIICHYCCKUX PEIICHUN IO pa3paboTKe Mep 3aluThI
uH(pOpMAIINH;

* BBIPA0OOTKH KOMIUIEKCA OPTraHU3aIMOHHO-TEXHUYCCKUX U TEXHOJIOTUICCKUX MEPOIIPUSITHH 110
BBISIBJICHUIO YIPO3 HHGOPMAIIMOHHON O€30MaCHOCTH U MPEJOTBPAIICHUIO IMTOCTIEACTBUN UX peaTn3allii;
* KOOPAWHAIIMY ACATEIHHOCTHU MOAPA3ACIICHUM 110 CO3AaHUI0, PA3BUTHIO U DKCIUTyaTalluN
WH()OPMAIMOHHON CUCTEMBI C COOJTI0/IEHnEeM TpeboBaHuM obecrieueHns 0€301acHOCTH HH(MOpMaIUK;

* 1, HaKOHeIl, /Il GOPMHUPOBAHUS U PEATU3AINH €TUHOMN TOJUTUKH B 00JIaCTH 00ecredeHust
MH(}OpPMallMOHHON 0€3011aCHOCTH.

3. 3amanue

PazpabotaTe kKoHIIENIINIO HHGOPMAIIMOHHON O€30MaCHOCTH KOMIIAHUH, COJIEPKAIILYIO CIIETYIOIINE
OCHOBHBIE pa3Jiesbl (TPUBEJEH MPUMEPHBIN TIJIaH, B KOTOPHIH B Ciiydae HEOOXOAUMOCTH MOTYT OBITh
BHECEHBI U3MEHEHUS).

1. O6mmue nosoXKeHus

Haznauenne Konnenmuu no obecnedeHnto nHGOpMaIMOHHON 0€301MacHOCTH.

1.2. llenu cuctembl HHPOPMAITMOHHON 0€30MaCHOCTH

1.3. 3amauu cucteMbl HHGOPMAITMOHHONW O€30MaCHOCTH.

2. IlpoGnemuas cutyanus B chepe nHGOPMAITMOHHONW 0€30MacCHOCTH

2.1. O6bexTh HHGOPMAIIMOHHON O€30MaCHOCTH.

2.2. OnpeneneHue BEpOSATHOTO HAPYIIUTEIIS.

2.3. Onucanue ocobeHHocTel (mpodus) Kax 0¥ U3 rpynn BEpOSTHBIX HAPYIIUTENIEH.

2.4. OcHOBHBIE BBl YTP03 HHPOpMaAIMOHHOH Oe3onacHocTH [Ipennpustus.

» Knaccudukaruu yrpos.

* OCHOBHBIE HETIpETHAMEPEHHBIE HCKYCCTBEHHBIE YTPO3HI.

* OCHOBHBIE TIpEAHAMEPEHHBIC UCKYCCTBEHHBIC YTPO3HI.

2.5. Obmiecratuctudeckas HHPOPMAIHUS 0 UCKYCCTBEHHBIM HApyIIEHUSIM UH(HOPMAIMOHHON
0€30IMaCHOCTH.

2.6. O1ieHKa MOTEHITMAIBHOTO yIiepOa OT peanu3anuu yrpo3sl (cM. [Ipaktuueckyro padoty Ne 1).

3. Mexanu3mbl obecnieueHus nHpopMannoHHon 6e3omacuoctu  [Ipeanpustus



3.1. [IpuHIMIBL, YCIOBUS U TPEOOBAHUS K OPTaHU3AINH U (YHKIIMOHUPOBAHUIO CHCTEMBI
uH(GOPMAIIMOHHON 0€30MIaCHOCTH.

3.2. OcHOBHBIC HANIPABIICHUS MTOJUTUKHU B chepe nHHOPMAIIMOHHON OE30IMaCHOCTH.

3.3. IlmarupoBaHKEe MEPONPHUATHI MO0 00CCIICUCHHIO HH(OPMAIITMOHHONW 0€3011aCHOCTH
[Ipennpusitus.

3.4. Kputepuu ¥ nmoka3areiad HHGOpMaIMOHHON 0e3onacHoCTH [Ipennpusrus.

4. MeponpusTus 10 peaau3anuu Mep nHpopmanmonHoi 6e3omacHoctu Ipeanpustus

4.1. OpraHu3aloHHOE 00CeCIIeUeHHE HH(POPMAIIMOHHON O€30I1aCHOCTH.

* 3a/1a4u OPTaHU3AMMOHHOTO 00ecTIeYeHISI HHPOPMAIIMOHHOW 0€30IacHOCTH.

* [Togpasnenenus, 3aHSTHIE B 00CCIIEUeHUN HHPOPMAITMOHHON 0€30ITaCHOCTH.

* B3aumoselicTBre nopa3aesieHui, 3aHATHIX B 00eCTIeYeHUN HHPOPMAITOHHOM
0e301acHOCTH.

4.2. Texanueckoe obecnieueHrne nHGopMamoHHo# 6e3onacHoctu [Ipenmpusitus.

*  OO01mue MonaoKEeHuUs.

+ 3ammra nHGOPMAIIMOHHBIX PECYPCOB OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA.

» CpencTBa KOMIUIEKCHOH 3aIIUTHI OT MOTEHIIUAIBHBIX YTPO3.

» O0ecnieueHre KayecTBa B cucTeMe 0e30MacHOCTH.

* [IpuHIIMTIIBL OpraHU3aIK padoT 0OCITY)KHBAIOIIETO ITePCOHAA.

4.3. [IpaBoBoe obecneucHre HHMHOPMAIMOHHOM Oe3omacHoCTH IIpeanpusTus.

* [IpaBoBOE OOecCIIeUCHHE IOPUANICCKUX OTHOIICHUH ¢ paboTHUKaMu [IpenmpusiTus .

* [IpaBoBOE 0OecreueHre IOPUINUECKUX OTHOIIEHUH ¢ mapTHepamu [Ipennpusitust.

* [IpaBoBOE OOecreyeHre MPUMEHEHHSI SJIEKTPOHHOM HU(POBON MOIMUCH.

4.4. OuenuBanue 3¢ (HEKTUBHOCTU CHCTEMbI HHPOpPMAIMOHHOM Oe3onacHocTH [Ipeanpusrus.

5. Ilporpamma co3nanus cuctembl HHGoOpMalmoHHOH 6e3omnacHoctu [Ipennpusatus

StaffCop

(3amanue uig MpoBepku c(HOPMUPOBAHHOCTH HABBIKOB MO UHIUKATOPY JOCTHIKEHUS KOMIIETEHLIUN
[1K-3.4)

2.1. 3menenue pacnucanus. OTYETHI MO y4eTy pabouero BpeMeHH.

2.1.1. Cnenatp otuet "KoMOMHMpOBaHHBIN 0TUeT", MeHIO "Y4eT pabodyero BpeMeHHU.

2.1.2. Cnenatpb pa3BepHYTHIM OTYET MO OJHOMY U3 MOJIb30BATENEH (JeBask KHOMKA MBI HA UMEHU
KOMIIBIOTEPA).

3aduKkcupoBaTh MPOIYKTUBHOCT WM HEMPOAYKTUBHOCTH PA0OTHI B KAKOM-JIHOO MPUIOKESHUH WUITH
Ha caiite.

2.1.3. VI3MeHUTh KaTeropuio MpOAyKTUBHOCTH NPUII0KeHUs uiun caita (Ouibtpsl - [loauTuku -
[TonmuTuky TPOAYKTUBHOCTH - KATETOPUU MPUIIOKEHUI UITH KaTErOpUU BeO-PecypCcoB).

2.1.4. ITposiBUTH aKTUBHOCTH B MPUIIOKEHHUH / BeO-pecypce, o KOTOPOoMY ObLIa M3MEHEHA KaTeropus
MPOAYKTUBHOCTH (HOBasi KATErOpHs MPOAYKTUBHOCTH MPUMEHSETCS TOIBKO JUISI HOBBIX COOBITUH).

2.1.5. Cnenatp otuet "KoMOMHMpOBaHHBIN 0TueT", MeHIO "Y4eT pabouero BpeMeHH, yOeIUBIIUCH B
M3MEHEHUHU KaTeropu3aliii akTHBHOCTH C MPOIYKTUBHON Ha HEMPOAYKTUBHYIO WM HA000POT.

2.1.6. Coznats pabouee pacnucanue (AamuH - Pabodee pacnircanue).

2.1.7. HazHaunTth cozgaHHOe pabouee paclrcaHue KOMIBIOTEPY, 3a KOTOpbIM Brl paboTaere (AamuH
- Haznauenue pacnucanmus).

2.1.8. Cnenatp otuet "KoMOMHMpOBaHHBIN 0TUeT", MeHIO "Y4eT pabodero BpeMeHH, yOeIUBIIUCH B
M3MEHEHUU NTapaMeTPOB PACIUCAHUS.

B oryer:

- OTYET /10 U3BMEHEHUS KATerOpUU MPOAYKTUBHOCTH U PACIIUCAHUS;

- OTYET MOCJe U3BMEHEHUS KaTerOpUu NMPOAYKTUBHOCTH;

- OTYET MOCJIe U3MEHEHUS PACTIMCAHMUS.

TeMBI JOKITag0B

(s mpoBepkU c(hOPMUPOBAHHOCTH UHIUKATOPOB aocTrxkeHus kommerennuil [1K-3.1, I[TK-3.2, TIK-
3.3, TIK-3.4, TIK-3.5)



OueHuBaroTCs 3HaHUS, YMEHUS 110 pazjienam Kypea 1-4.

1. Mndopmanus kak mpaBoBasi KATETOPHsl: MOHATHE M OCHOBHBIC KPUTEPUU KIacCUDUKAIHIH.

2. [IpaBoBbIe peKUMBI HH(DOPMALIMH: TTIOHSITHE U BUIBL.

3. [IpaBOBBIE peKUMBI OTPAHIHYEHHOTO IOCTYIA K MHGOPMAITUU: TIOHATHE U 001Iast
XapaKTEepPUCTHKA.

4. Taitna 1 ee pa3HOBUIHOCTH.

5. [NonsiTrie ¥ BUIBI KOHPUICHIMATBLHOW HH()OPMALIHH.

6. I'ocynapcTBeHHas TalHa.

7. Ilpu3Haku CBEAEHUN, COCTABIISIIOIINX FOCYIAPCTBEHHYIO TallHY.

8. I'pud CEKPETHOCTH: MOHATHE U TTOPSIIOK HCIIOJIb30BAHMS.

9. [IpaBoBO# pekUM HOCUTENEH CBEICHUN, COCTABIISIIOLIUX TOCYIaPCTBEHHYIO TalHY.

10. lomyck K rocy1apCTBEHHOU TalHe.

11. doctyn K CBEIEHUSIM, COCTABIISIOIIMM I'OCYIapCTBEHHYIO TaliHY.

12. OcHOBaHMS U TIOPSAOK OTHECEHHS CBEJICHUH K ITOCYIapCTBEHHON TaifHE.

13. OcHoBaHuUs 1 OPSJOK PACCEKPEUMBAHUS CBEICHUM, COCTABIISIFOLIUX TOCYIaPCTBEHHYIO
TaiiHy.

14. Kommepueckas TaiiHa.

15. OcobeHHOCTH TIPaBOBOI OXpaHbl KOH(DHUICHITUAITEHOCTH HH(DOPMAIIMH B paMKaX TPYIOBBIX
OTHOUIEHHUM.

16. bankoBckas TaifHa.

17. Cny>xeOHas TaifHa.

18. AgBokaTrckas TanHa.

19. Aynutopckas TalHa.

20. BpaueOnas TaiiHa.

21. MeauuuHcKas TalHa.

22. Hanorosas TaiiHa.

23. HorapuasibHas TaifHa.

24. TaliHa CBsI3U.

25. Taitna coBelanus cyjaeu.

26. Taitna coBelllanus MPUCSHKHBIX 3aceaTeseH.

27. TaliHa cTpaxOBaHHSI.

28. Taiina ycbiHOBIIEHUS (YIOUEPEHHUS).

29. IlpaBoBoii pexuM UHCaWepCKON HH(MOpMaLIUK.

30. IIpaBOBOI1 peKUM JaHHBIX MPEABAPUTEIBHOTO PACCIIEIOBAHMS.

31. IIpaBOBOI1 pe’KUM CBEIEHHI O TOCYAAPCTBEHHOM PErUCTPALIMK AKTOB I'PaXKTAHCKOTO
COCTOSIHHSI.

32. IIpaBOBOI1 peKUM CBEICHUI O 3aIUIIAEMOM JIUIIE.

33. IIpu3Haku CBEAEHUMN, COCTABIIAIONINX TallHY 3aBEIIaHMUs.

34. Tlpu3Haky cBeIeHUH, COCTABNISIOMNX MPOhECCHOHATBHYIO TallHY JOMOapI0B.

35. TIpaBoBOif peXkUM CBEJIEHUH O CYITHOCTH U300pETEHUSI.

36. OcOOEHHOCTH MPABOBOTO PEXKMMa CBEJICHUHN, COCTABIAIONINX CEKPETHOE U300pETEHNUE.

37. IIpaBoBO# peXUM CBEACHUM O CYIITHOCTH TOJIE3HOM MOJIEIIH.

38. IIpaBoBOIi pekUM CBEJIEHUH O CYITHOCTH MPOMBINIIIEHHOTO 00pasiia.

39. OcoOGeHHOCTH MPABOBOTO PEXKMMa CBEJICHUH, COCTABIISIFOIINX CEKPET MPOU3BOJICTBA (HOY-
xay).

40. OcoGeHHOCTH TIPABOBOTO PEKUMa CBEICHUH, COCTABIISIFOIIMX CEKPET MPOU3BOICTBA (HOY-
xay).

41. OcoGeHHOCTH TIPABOBOTO PEXKUMa CBEICHUH, COCTABIISIFOIINX CIIY>KEOHBIH CEKPET
MIPOU3BOJICTBA (HOY-Xay).

42. OTBETCTBEHHOCTh 32 HAapYylLIEHUE 3aK0HOIaTenbcTBa Poccuiickoit denepaiuu o
rOCyJIapCTBEHHOM TalHE.

43. OTBETCTBEHHOCTH 3a HapyllIeHue 3aKoHoaarenbcTBa Poccuiickoit deneparuu o
KOMMEpPYECKOU TalHe.

44. OTBETCTBEHHOCTH 3a pa3riallleHrue CBEACHUH, COCTABISIONMX 0aHKOBCKYIO TaliHY.

45. IIpaBoBOil pexxrM MaccoBOM HH(OPMALIHH.

46. Cpencta MaccoBOM MH(OpPMAITH: TTOHSATHE U BUIBI.



47. OcoOeHHOCTH TIPABOBOTO CTaTyca MH(POPMAIIMOHHOTO areHTCTBA.

48. IIpaBoBoii cTaTyC yUpeaUTeNs CpeCTBA MACCOBOM HH(OPMAIIHH.

49. [IpaBoBOI1 CTaTyC INIABHOTO PEIaKTOpa.

50. IIpaBoBoii cTaTyC XKypHAIUCTA.

51. IIpaBoBOIi cTaTyc 3apyOeKHOI'0 KOPPECIIOH/ICHTA.

52. OTBETCTBEHHOCTH 32 HapyIIEHUE 3aKOHOIATEIhCTBA O CPEACTBAX MACCOBOW MH(MOPMAITUH.

53. IIpaBOBOI1 peKUM MEPCOHAIBHBIX JTAHHBIX.

54. YcnoBust 00pabOTKH MEPCOHATBHBIX IAHHBIX.

55. buomerpuyeckue nepcoHaabHbIC JaHHbIC.

56. [IpaBa cyObeKTa MEPCOHAIBHBIX JIAHHBIX.

57. OTBETCTBEHHOCTH 3a HapyIIeHUE 3aKoHo iaTeNbcTBa Poccuiickoit denepannu o
MEPCOHAIIbHBIX JIAHHBIX.

58. IIpaBoBOIi cTaTyc OMOJIMOTEKH.

59. OcoOEeHHOCTH MPABOBOIO PeKMMa OMOIUOTCUHBIX (POHJIOB.

60. ApXUB: IOHATHE W BUIBI.

61. ApXUBHBIIN TOKYMEHT: MTOHSATUE U BUJIBI.

62. [IpaBoBBIE peXUMBI 1OCTYNA K ApPXUBHBIM JIOKYMEHTAM.

63. OCcoOCHHOCTH MPABOBOI'0 PETYIMPOBAHMS MCIIOJIb30BaHUs ceTH «MHTepHET».

64. [IpaBoBoii cTaTyc Biajenbiia caiita B cetn "UaTepHET".

65. I[IpaBoBoii cTaTyc MpoBaifiepa XOCTUHTA.

66. [lonstue napOopManoHHOM O6e3onacHocTH Poccuiickoit denepamnum.

67. Cucrema obecnieueHust nHopMamoHHou 6e3onacHoctu Poccuiickoit denepanum.

68. I'ocypapcTBeHHBII HaA30p B cdepe 3aluThl JeTei 0T UHpOpMaIK, TPUIUHSIONIEH Bpe UX
3I0POBBIO U (MJIM) PA3BUTHIO.

69. YronoBHas OTBETCTBEHHOCTH 3a MPECTYIUICHUS B HH()OPMALIMOHHOH cdepe.

70. AIMUHUCTPAaTUBHO-TIPABOBAsi OTBETCTBEHHOCTH 32 MPABOHAPYIIEHUSI B MHGOPMAITMOHHOMN
chepe.

71. KauecTBo yripaBieHus HH()OPMAIMOHHBIMU aKTUBAMHU KaK CYIIECTBEHHBIN QakTop
obecrieueHus MpUOBLTLHOCTH OM3HEca.

72. Mecto uHpopMaIoHHOM 0€30MaCHOCTH B MepapXUU PUCKOB OU3Heca.

73. Bnusinre kauecTBa HH(GOPMAIIUU HA PE3yIbTaThl Pa0OTHI IPEAIPUITUS U KAYECTBO €r0
aIMUHUCTPUPOBAHMUS.

74. Ponb BBICIIIETO PYKOBOJICTBA KOMIIAHUH B 00OeCcTIeueHUH HHPOPMAITMOHHON 0€301acHOCTH.
CBs13b CUCTEMBI MEHEKMEHTa HH(POPMAIIMOHHOM OE30MaCHOCTH ¢ CUCTEMON MEHEIXKMEHTa KOMITaHHH.

75. Pons MOHUTOpUHTA B 0OecTiedeHNH HHPOPMAIIMOHHOM 0€30MacHOCTH.

Tembl JOKIaI0B

(s mpoBepku c(hOPMUPOBAHHOCTH UHIUKATOPOB AocTrxkeHus komnerenmuil [1K-3.1, I[TK-3.2, TIK-
3.3, T1K-3.4, TIK-3.5)

OreHuBarOTCs 3HaAHUS, YMEHHS TI0 pa3ziesaM Kypea 5, 6.

76. Ilponienypa npoBeeHUS ayAUTa HA COOTBETCTBUE PETYIISITOPHBIM TPeOOBaHUIM B 00J1aCTH
3aIUTHl IEPCOHATIBHBIX JTAHHBIX.

77. Tllonsitue u xknaccudukaims nHPOPMAITMOHHBIX CUCTEM MTEPCOHANIBHBIX JIAHHBIX.

78. luBeHTapuzanus nHGOPMAIIMOHHBIX PECYPCOB.

79. O030p cucteM 3aUThl THHOPMAITMOHHBIX aKTHBOB.

80. CrucreMsl 3aIIUTHI TAHHBIX OT yTEUYEK.

81. Cpenctra 3amuThl KOHGUIECHITUATBHBIX JAHHBIX OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA TPH
nepeaayde u XpaHeHUH.

82. OGe3nuuMBaHKie JaHHBIX: IPUYUHBI U CTIOCOOBI.

83. BrisiBneHne akTyaabHBIX YTPo3 0€30MacHOCTH KOH(MUIECHITNATBHBIX JaHHBIX.

84. MeTo/TbI OLIEHKH YKOHOMHYECKOM 11e51eCO00Pa3HOCTH BHEIPEHUS CPEICTB 3aIUTHI JAHHBIX.

85. Kanans! yreuku KOHQUACHIIMAIBHBIX JAHHBIX: aHATN3 COBPEMEHHOM CUTYaITUH.

86. Opranu3anusi CUCTEMBbI 3aIIUThl JAHHBIX HA MIPEANPUATHH.

87. Pa3paboTtka TpeboBaHUl K cUCTeMe HH(DOPMAIIMOHHOM 0€30MacCHOCTH.

88. Cocras 3arpat Ha pa3paboTKy (IpHOOPETECHUE) M BHEAPESHHUE CUCTEMBI 3allIUTHI JIAHHBIX.



7.3. CucteMa OLIeHUBAHUS PE3YJIbTATOB O0YUYEHHUS 110 AUCHUIIIMHE (MOIYJIIO) IIPH MPOBEIECHUN TEKYLIETO

KOHTPOJISI YCTIEBaEMOCTH

OrneHka
«OTIUYHOY (32YTEHO)

3HAHUS:

- CHCTEMaTH3WPOBAHHEIC, TIIYOOKHE U TIOJHBIC 3HAHUS IO BCEM pas3zeiiaM
JUCHUIUIUHBI, @ TAK)KE [0 OCHOBHBIM BOITPOCAM, BBIXO/ISIIIIUM 32 TIPEIEIIbI
y4eOHOU MPOrpaMMBEI;

- TOYHOE€ UCTIOJIb30BAHNE HAYYHOU TEPMUHOIOTUHU, CUCTEMATUYECKU IPAMOTHOE
Y JIOTUYECKU MPABUIILHOE U3JI0KEHHE OTBETA HA BOIIPOCHI;

- MIOJTHOE ¥ TITYOOKOE YCBOSGHHE OCHOBHOM U JOTIOJIHUTEIBHOM JINTEPATYPHI,
PEKOMEHIOBaHHOM paboYeii mporpaMMou 110 JUCIUIUIMHE (MOIYJIIO)

YMEHUS:

- YM€ET OPUEHTHPOBATHCS B TEOPUSX, KOHIICTIUAX U HAPABICHUSIX
JUCHUIUIUHBI U 1aBaTh UM KPUTHYECKYIO OLICHKY, UCTIOJIb3Ysl HAyUYHbIE
JOCTHKEHUSI IPYTUX AUCLUIUIUH

HaBbBIKH:

- BBICOKUH YPOBEHb C(HOPMHPOBAHHOCTH 3asBJICHHBIX B pa0o4eii mporpamme
KOMIICTCHITH;

- BJIaJIe€T HAaBBIKAMH CAMOCTOSTEILHO U TBOPUYECKU PEIIATh CIOKHBIC
MPOOJIEMBI ¥ HECTAaHAAPTHBIC CUTYAIUH;

- MPUMEHSIET TEOPETUUCCKUE 3HAHUS I BHIOOpa METOAMKHU BHITIOJIHEHHS
3aJIaHU;

- TPaMOTHO 0OOCHOBBIBAET X0 PEIICHHS 33/1aY;

- 0e3ynpeyHo Ba/IeeT HHCTPYMEHTApUEM YICOHOH TUCIUTUTHHEI, YMEHHE €T0
3¢ (HEeKTHBHO UCTIOIB30BATh B IOCTAHOBKE HAYYHBIX M IMPAKTUYCCKHUX 33]1aY;

- TBOpYECKas CaMOCTOsITeIbHAsl paboTa Ha
MIPAKTUICCKHIX/CEMUHAPCKUX/TA00PATOPHBIX 3aHITHUSX, AKTHBHO YUACTBYET B
TPYIIIOBBIX 0OCYXKIEHUSAX, BEBICOKHI YPOBEHB KYJIbTYpPhI UCTIOJIHEHUS 3aJaHUI

Ouenka
«XOpOII0» (3aYTEHO)

3HaHUS:

- JIOCTATOYHO MOJIHBIE U CUCTEMATU3UPOBAHHBIE 3HAHUS 110 JUCLUIUINHE;

- YCBOEHHE OCHOBHOW M JTOTIOJHUTEIBHOM JINTEPATyphl, PEKOMEHI0BAHHON
paboueii mporpaMMoil Mo AUCHUILIUHE (MOAYIIIO)

YMEHHUS:

- YME€ET OPUEHTUPOBATHCS B OCHOBHBIX TEOPHUSX, KOHIENIUAX U HAIIPABICHUAX
JTUCHUIUIMHBI U JaBaTh UM KPUTUYECKYIO OIICHKY;

- HCTOJIb3YyEeT HAY4YHYI0 TEPMUHOJIOTHIO, TUHIBUCTUYECKU U JIOTUYECKH
MPaBWJIbHO U3J1araeT OTBETHI HA BONIPOCHI, YMEET JielaTh 000CHOBaHHbIE
BBIBO/IbI;

- BJIaJICET MHCTPYMEHTAPHUEM I10 JUCLUIIIMHE, YMEHHE €r0 UCIO0Jb30BaTh B
MIOCTAaHOBKE U PEILIEHUU HAYYHbIX U IPO(ECCHOHATIBHBIX 3a7a4

HaBBIKU:

- caMocCTosATeNbHas paboTa Ha MPAKTUYECKUX 3aHATUAX, YUaCTHUE B TPYNIIOBBIX
00CYKIE€HUSX, BBICOKHH YpPOBEHb KYJIbTYpPbl HCTIOJIHEHUS 3a/IaHUM;

- CpeIHU ypOBEHb CPOPMUPOBAHHOCTH 3asIBIIEHHBIX B paboueli mporpamme
KOMITCTEHITU;

- 0e3 3aTpyaHEeHUH BBIOUpPAET CTAHIAPTHYIO METOJIMKY BBIITOJIHEHU S 3a/1aHUI;
- 000CHOBBIBAET XOJ] pelIeHUs 3a/1a4 0e3 3aTpyIHEHUI




Ouenka
«YIAOBIETBOPUTEIHHO
(3aureHo)

3HaHUS:

- JOCTATOYHBIA MUHUMAJIbHEIA 00BEM 3HAHUH 110 JUCLHUIIINHE,

- YCBOEHHE OCHOBHOM JINTEPATyphl, PEKOMEHAOBaHHON pabodell mporpaMmMoii;

- HCNOJb30BaHUE HAYYHON TEPMHUHOJIOTUH, CTUIMCTHYECKOE U JIOTHYECKOE
U3JI0’KEHUE OTBETA Ha BOIIPOCHI, YMEHHE JIEJIaTh BBIBOJIbI 0€3 CYIIECTBEHHBIX
o1nO0K

YMEHHUS:

- YM€ET OPUEHTUPOBATHCS B OCHOBHBIX TEOPUSX, KOHLIENIUAX U HAIIPABICHUAX
10 JUCLMIUIMHE U JaBAaTh UM OLEHKY;

- BJIaZIeeT MHCTPYMEHTapyueM y4yeOHON AUCHUILIMHBI, YMEHUE €0 UCII0JIb30BAaTh
B PEIICHUH TUIOBBIX 33]1a4;

- YMEET II0J] pyKOBOJACTBOM MPENOJABaTENs PellaTh CTaHIapTHBIE 3a1a4n
HaBbIKU:

- paboTa moj; pyKOBOJCTBOM IPENO/IaBaTeNsl Ha MPAKTUUYECKUX 3aHATHUSAX,
JOMYCTUMBIN YPOBEHb KYJbTYpPbl UCITOJIHEHUS 33/IaHUN;

- IOCTaTOYHbII MUHUMAaJILHBIA YPOBEHb C(HOPMUPOBAHHOCTHU 3aIBJIICHHBIX B
paboueii mporpaMmme KOMITETCHIIHIH;

- HCIIBITHIBACT 3aTPYAHECHUS TP OOOCHOBAHUH aJITOPUTMA BHITIOJTHEHUS 3aaHHA

Ouenka
«HEYIIOBIICTBOPUTEIHHO
(HE 3a4TEHO)

3HAHUS:

- (pparmeHTapHbIe 3HAHUSA MO TUCIUILUINHE;

- OTKa3 OT OTBeTAa (BBIMOJIHEHUS TUCHbMEHHON pabOThI);

- 3HaHHE OT/AETbHBIX HCTOYHUKOB, PEKOMEHIOBAaHHBIX paboyeil mporpaMmoi 1o
JTUCIUILINHE;

YMEHHS:

- He yME€eT UCIOIb30BaTh HAYYHYIO TEPMHUHOJIOTHIO;

- HAJIMYHe TPyOBIX OMHUOOK

HaBBIKU:

- HU3KUH YPOBEHb KYJIbTYPhl UCIIONHEHUS 3aJaHHIA;

- HU3KUH YpOBEeHb C(hOPMHUPOBAHHOCTH 3asBICHHBIX B paboueil mporpamme
KOMIICTEHIIHIA;

- OTCYTCTBHUE HaBBIKOB CAMOCTOSITEIHHON PaOOTHI;

- He MOKeT 00OCHOBAThH AITOPUTM BBINIOTHEHUS 33 JaHUIN

7.4. TeopeTnueckue BOIPOCH! U MPAKTUYECKUE 3a/IaHUsI 1JIs TPOBEACHUS IPOMEKYTOUHOM aTTecTaluu
o0OyJaronuxcsi, HeOOX0IMMBbIE JUIS OIICHKU 3HAHUHM, YMEHHUI 1 HaBBIKOB U (WJIH) OMBITA MPOPECCHOHATBHON
NESTENIbHOCTH, XapaKTePU3YIOIIUX 3TaIbl JOPMUPOBAHUS KOMIIETEHIIUN B TPOIIECCE OCBOCHHUS
00pa3oBaTenbHOMN MPOrpaMMbl

7.4.1. TeopeTudeckre BOIPOCHI AJIsl MPOBEICHHS TPOMEKYTOUHOM aTTeCTallMi 00yJYaroInuXCs
[IpumepHBIii nepeueHb BOMPOCOB 110 paznenam 1, 2 (cemectpl M3ydeHus JUCHUIIIMHBI)

03O U KW —

. [Ipeamet u MeTo 161 HHGOPMAIITMOHHOTO TPaBa.

. [IpuntIMIIBI HTHGOPMAIIMOHHOTO TIpaBa.

. Cucrema 1 UICTOYHUKH HHGOPMAIIMOHHOTO TTPaBa.

. NUudopmanust kak rmpaBoBasi KaTeTOpHs: MTOHSATHE U OCHOBHBIC KPUTEPUH KITACCU(DUKAITUH.
. UudopmaninoHHbie mMpaBOOTHOIICHUS: TIOHSITHE, PU3HAKA U BUIBI.

. Coneprxanne HHGOPMAITMOHHBIX MPABOOTHOIIICHUM.

. [lonsiTHE ¥ BUIIBI TOKYMEHTOB.

. Hopmbl nHpOpManimoHHoTo mpaBa u uX JIEHCTBHE B MPOCTPAHCTBE U BO BPEMEHH.

9. IIpaBoBble pexuMbl HHOOPMALIUU: TOHSITHE U BUIBL.
10. IlpaBoBbIe peXKUMBI OTPAHUYEHHOTO JOCTYTA K UH(QOpPMAILIMK: TOHATHE U 0011as

XapaKTepUCTHKA.

11. TaitHa 1 ee pa3HOBUIHOCTH.

12. Cpenctsa 3amuThl HHOOPMAITUH.

13. TousTHe U BUIBI KOHDHUICHITUATBHON HHPOPMAIIHH.

14. 'ocynapcTBeHHas TalHa.

15. Ilpu3Haku cBeieHUM, COCTABIIAIOUIMX TOCYIAPCTBEHHYIO TAHY.




16.
17.
18.
19.
20.
21.

CreneHu CeKpeTHOCTU CBEICHUM, COCTABIISIONINX TOCYIAPCTBEHHYIO TalHY.

I'pud cexpeTHOCTHU: TOHATHE U TIOPSIOK UCIIOIb30BAHHUS.

[IpaBoBO# pEKUM HOCUTEIIEH CBEAEHUM, COCTABIISIIOIINX I'OCYIAPCTBEHHYIO TalHY.
JlonyCk K TOCyJapCTBEHHOM TalHE.

JlocTyn K cBEAEHUAM, COCTABJISIOIIMM FOCY/IapCTBEHHYIO TAHY.

OcHoBaHUs U MOPSAOK OTHECEHHSI CBEACHUHN K TOCY/IapCTBEHHOM TaifHe.

22. OcHOBaHHUS U MIOPSJIOK PACCEKPEUUBAHUS CBEJICHUM, COCTABIISIIOLIUX TOCYIaPCTBEHHYIO
TaiiHy.

23. Kommepueckas TaitHa.

24. Tlpu3Haku CBeACHUM, COCTABIISIIONINX KOMMEPUYECKYIO TalHY.

25. I'pud «KomMmepueckast TaliHa»: MMOHATHE U MOPSIOK UCTIOTH30BAHUSI.

26. CeneHus1, KOTOPbIE HE MOTYT COCTaBIISATh KOMMEPUYECKYIO TalHY.

27. llonatue pasriameHus nH(HOPMAaIUU, COCTABISIONICH KOMMEPYECKYIO TaliHy.

28. OcobGeHHOCTH TPABOBOM OXpaHbl KOH(DHUICHITUATBHOCTH HH(POPMAIIK B paMKaX TPYIOBBIX
OTHOUIEHHUM.

29. bankoBckas TaitHa.

30. IIpu3Haku cBeIeHUH, COCTABIISIFOIINX OAHKOBCKYIO TalHY.

31. CnyxeOHas TaiiHa.

32. AnBokarckas TaifHa.

33. AyauTopckas TalHa.

34. Bpauebnas TaiiHa.

35. Menunuuackas Taiiga.

36. Hanorosas Ttaiina.

37. HorapuanbHas TaifHa.

38. TaiiHa cBs3u.

39. Taiina coBenianus Cyaei.

40. Taitna coBelllaHus IPUCSHKHBIX 3aceaTeseH.

41. Taitna cTpaxoBaHUsl.

42. Talina ychIHOBJIEHUS (yIOUCPEHHUS ).

43. [IpaBoBO# peXUM MHCAHIEPCKONW HHPOPMAIIUH.

44. I1paBoBOM pEKUM JTAHHBIX MPEIBAPUTEIBLHOTO PaCCICAOBAHUS.

45. IIpaBoBO# peKUM CBEACHUI O rOCYJapCTBEHHOM PETUCTPAIIMU aKTOB I'PaKJaHCKOIO
COCTOSIHHUSL.

46. [IpaBoBO# peKUM CBEACHUH O 3allIMILIAEMOM JIMIIE.

47. Ilpu3Haku CBEIEHU, COCTABIISIIOLIUX TalHY 3aBEIIaHUS.

48. Ilpu3HaKu CBEICHUM, COCTABISAIONINX MPO(eCcCHOHANBHYIO TallHy TOMOapI0B.

49. TIpaBoBOi1 pexXUM CBEICHUN O CYIIIHOCTH U300pETEHUSI.

50. OcobeHHOCTH MPABOBOTO PEXKHUMA CBEJECHHI, COCTABIAIONINX CEKPETHOE U300peTEHHE.

51. IIpaBoBO# peXUM CBEICHUIN O CYIIIHOCTH TOJIE3HOH MOJIEIH.

52. IIpaBOBOIi peKUM CBEIEHHI O CYIITHOCTH MPOMBIIIUIEHHOTO 00pasiia.

53. OcoOGeHHOCTH MPABOBOTO PEKUMA CBEJICHHI, COCTABISIONINX CEKPET MPOU3BOCTBA (HOY-
xay).

54. IloHsiTHE 3JIEKTPOHHOTO JOKYMEHTA.

55. DneKTpoHHAas MOAMKUCH U €€ BUJIBI.

56. OTBETCTBEHHOCTH 32 HapylLIEHUE 3aKOHOaTeNbCcTBA Poccuiickoii denepaiuu o

rOCyJIapCTBEHHOM TalHE.

57.

OTBETCTBEHHOCTH 32 HapymcHUC 3aKOHOAaTCIbCTBA Poccuiickoit (I)enepam/m 0

KOMMEPYECKOU TaiHe.

58.

OTBETCTBEHHOCTH 32 HCIIPCAOCTABJICHUC OpraHaM FOCYHapCTBCHHOﬁ BJIaCTH U OpraHaM

MCCTHOI'O CaMOYIIPaBJICHUA I/IH(I)OpMaLII/II/I, COCTaBJISIOIIEH KOMMCPUYCCKYIO TaI>'IHy.

59.
60.
61.
62.
63.
64.

OTBETCTBEHHOCTH 3a pas3rialleHHe CBEICHUH, COCTABIISIIOINX OaHKOBCKYIO TalfHY.
[IpaBoBOii pexxuM MaccoBOi HHGOPMAITUH.

[TonsiTre MaccoBo HH(GOPMAIIUH.

[len3ypa maccoBoit nHMOpMAIUH.

CpenctBa MaccoBoi HH(GOpMaLIUU: TTOHATHE U BUJBIL.

Oco0eHHoCcTH PABOBOI'0O CTaTyca MHPOPMAIIMOHHOTO areHTCTBA.



65.
66.
67.
68.
69.
70.
71.
72.
73.
74.
75.
76.
77.
78.
79.

[IpaBoBO#i cTaTyC yupeauTels CpeicTBa MacCOBOM MH(GOpMAITUH.

[IpaBoBO#1 CTAaTyC IJIABHOT'O PEJAKTOPA.

[IpaBoBO# CcTaTyC KypHAIUCTA.

[TpaBoBoii cTaTyc 3apyOeKHOTO KOPPECTIOHICHTA.

AKKpenuTauus KypHaaucTa.

[TonsTre 30ynoTpedieHns cBOOOI0N MAacCOBOW MH(POPMAITUH.
OTBETCTBEHHOCTH 32 HAPYIICHHUE 3aKOHOAATEIBCTBA O CPECTBAX MACCOBOM MH(OPMAIIUH.
IIpaBoBOI1 peXKUM NEPCOHAIBHBIX JJAHHBIX.

[TonsiTHE 00PaOOTKH MEPCOHATBHBIX TAHHBIX.

[TpuHIHIBI 00PaOOTKH MEPCOHATBHBIX TAHHBIX.

YcnoBus 06paboTKH IEPCOHAIBHBIX JaHHBIX.

buomerpuueckue nepcoHanbHbIC JaHHBIE.

[IpaBa cyObekTa nepcoHaIbHbBIX JaHHBIX.

O0s13aHHOCTH OoIepaTopa Mpu cOOpe MePCOHAIBHBIX JTAHHBIX.
OTBETCTBEHHOCTH 32 HapylIEeHUE 3aK0oHOJaTenbcTBa Poccuiickoit denepaiuu o

NEepCOHAJIbHBIX JaHHBIX.
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[TpaBoBoii cTaryc OMOTMOTEKH.

OCO00EHHOCTH MPABOBOI0 PEKMMa OMOIUOTCUHBIX (DOHJIOB.

ApXUB: TIOHSITUE U BUIBI.

ApPXUBHBIN JOKYMEHT: IOHSATHE U BU/IBI.

[IpaBoBBIE pEKUMBI JOCTYIIA K ADXUBHBIM JIOKYMEHTAM.

Oco0eHHOCTH TPABOBOTO PETYIUPOBAHUS UCIIONB30BaHUs ceTH «HTepHeT».

[Tonsitue caiita B cetu "MHTepHeTt".

[TonsiTue crpanuiibl caiita B cetu "MHTepHeT".

[loHsiTHE TOMEHHOTO UMEHHU.

[IpaBoBoii cTaTyc Biajenblia caiita B cetu "MaTepHer".

IIpaBoBOi#1 cTaTyc mpoBailfiepa XOCTUHTA.

[Tonstue nudopmanmonHoi 6e3omacHoctu Poccutickori denepammm.

HanmonansHbie nHTEpechl Poccuiickoit denepanun B HHGOPMAIIMOHHOK cdepe.

Bupl yrpo3 undopmarmonHoi 6e3onacuHoctu Poccuiickoit denepanum.

[TpaBoBbie MeTOBI 0OecnieueHus nHpopmanonHoii 6e3omacHocT Poccuiickoit deneparuu.
Cucrema obecnieueHust nHopMaImoHHou 6e3omacHocTr Poccutickoit denepammu.
[TonsTre nndopmaoHHON OE30MaCHOCTH JIETEH.

INocynapcTBeHHBIN HaI30p B cepe 3aluThl AeTell 0T HHGOPMaLUU, MPUIUHSIONIEH Bpea UX

3I0pPOBBIO U (MIIN) Pa3BUTHIO.

chepe.
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3amuTa HHGOPMAIUH KaK MPaBOBas KATETOPHSI.
VYT070BHas OTBETCTBEHHOCTH 32 IPECTYIICHUS B HH(POPMAIIMOHHOM cdepe.

100. ATMUHUCTpPAaTUBHO-TIPABOBAsi OTBETCTBEHHOCTD 3a MPABOHAPYIICHUS B HHPOPMAIIIOHHOM

[IpumepHBIii nepedeHb BONPOCOB M0 pasnenam 3, 4 (ceMecTp 2 U3yuyeHus: AUCIUILIIUHBI)

1. buznec u undopmanus. Uupopmanmonnas cynmHocTs Ou3Heca.

2. Puck-opHeHTHPOBAHHBIN MOAX0/ K 00ecreueHno HHPOPMAIIMOHHOM O0e30nmacHOCTH OH3Heca.
3. Haznauenue u o6mas xapakrepuctuka DLP-cuctem.

4. Haznauenue n obmas xapakrepuctuka SIEM-cucrem.

5. Hasnauenwue u o6miast xapakrepuctrka Threat Intelligence.

6. Cuctembl I poBaHUs Kak CPEACTBO 0OECIIEUCHHUS 3aIIUTHI OT HECAHKIIMOHUPOBAHHOTO
JIOCTyTa MPU XPaHEHUHU U Tiepejaue JaHHbIX.

7. DnexTpoHHO-TIUBpoBas moamuch. ObecreueHne 1EeT0CTHOCTH U TTOATBEPKICHUS aBTOP-CTBA.
8. Anroput™M GopMUPOBaHUS U MPOBEPKH dIEKTPOHHON HH(POBOM MOANKCH Ha IPUMEPE
cuctemsl PGP.

9. KommiekcHbIN moxo/ K obecrneueHnio nHOPMAITMOHHON O€30MTaCHOCTH.

10.

be3omacHOCTh Kak CHCI_II/I(I)I/I‘-IGCKB.}I COBOKYITHOCTb YCHOBI/II>'I ACATCIIBHOCTH.



11. OcuoBHeble nonoxenus crangapra banka Poccun CTO/PC BP UBBC.

12. OcHoBHbIe nonoxkeHus cranaapra PCI DSS.

13. Opranusaius cucTeMbl 0€30MaCHOCTH U CYOBEKThI 00ecTieueHus: Oe30MacHOCTH
TPEIITPHUSITHSL.

14. OcHOBHBIE BUIBI YIpo3 Oe30macHOCTH. OOCTOATENbCTBA, CIIOCOOBI M CYOBEKTHI UX
pea3aluu.

15. Opranusaiusi MOHUTOPUHTA HH(DOPMATMOHHON OE30TTaCHOCTH.

16. bezonacHOCTh MOOMIIBHBIX MPHIIOKCHHIA.

17. Ocobennoctu obecnieueHust 6€30MaCHOCTH 00JIAYHBIX CEPBUCOB.

18. Mozenb HenmpephIBHOTO COBEPIIICHCTBOBAHUS WH()OPMAIIMOHHON OE30MaCHOCTH.

19. Peanu3zanus nporeccHoro moaxoaa K o0ecrneueHrno HHPOPMAaIMOHHON 0€3011aCHOCTH.

20. Xapakrepuctuka cucteMbl ctanaaproB CMUB.

21. Dransl pa3pabOTKU CHCTEMbI MEHEPKMEHTa HH(OPMAITMOHHON 0€3011aCHOCTH.

22. CTpyKTypa 9YacTHBIX MEHE)KMEHTOB HH(POPMAIIMOHHOH 0€301acHOCTH.

23. B3auMOCBsI3b MEHE)KMEHTA HHIIUJACHTOB U MOHUTOPUHTA HH()OPMAIIMOHHOW 0€301TaCHOCTH.

24. OcHoBHbIe nIoNI0keHUs1 MeToaosoruu ITIL.

25. Crenugukanus mporeccoB KoMiiekca JokymeHTos crangapra COBIT.

26. DxoHomuueckas 3 (HEKTHBHOCTh BHEAPEHUS CPEICTB OOeCIieueHUsT MHPOPMAITMOHHON
0€30MacHOCTH.

27. SOC. Ilonstue. Haznauenue. OOImas xapakTepruCcTHKA.

28. Hukn lemunra-1llyxapra B ynpasneHiun nHGOPMAITMOHHON 0€30aCHOCTHIO.

29. Cucrema puCKOB MPEINPHUITHS U MECTO PUCKOB HHPOPMAIIMOHHOM 0€30IaCHOCTH B IaHHOM
CUCTEME.

30. IlonsTHE TMPOIIECCOB U MPOEKTOB MPUMEHUTENHFHO K HHPOPMAIIMOHHOM 0€301acHOCTH.

31. Ilogpa3nenenus, ydacTBYIOIIHE B peanu3anuu GpyHKund nHOpMallmOHHON 6€30MacHOCTH U
UX B3aUMO/ICHCTBHE.

32. Opranuzaius B3auMOICUCTBUSA Moipa3/iesieHnii H(POPMAITMOHHBIX TEXHOJIOTUNA U
nH(pOpMaIMOHHOM 0€30ITacHOCTH.

33. AnanTuBHbIE TEXHOJIOTHH YIpaBieHUsI NHGOPMAIIMOHHOM 0€30MacHOCThIO.

34. IlpyyrHBI MOTUBALIUK COTPYTHUKOB MPEINPUITUS K HAPYLIICHUIO HHPOPMAITUOHHOMN
0€30MacHOCTH.

35. MoTuBaius COTpyIHUKOB NPEINPUATHS K aKTUBHOMY Y4acTHIO B pa3paboTke u
MOJIEPXKAHUIO AKCIUTyaTallui Mep HHPOPMAIIMOHHOW 0€30IacHOCTH.

36. BnusiHre KOpnopaTUBHON KyJIbTYpbl HA MOTHBAIUIO COTPYIHUKOB B 00J1aCcTH
nH(GOPMaIMOHHON 0€30MaCHOCTH.

37. Ilponiecc 0TOOpa MPETEHIEHTOB Ha JOHKHOCTH O(pUIIepOB HH(OPMAIIMOHHON OE30MTaCHOCTH.

38. TpeboBanus k oduriepaM HHHOPMAITMOHHON OE30MIaCHOCTH.

39. Opranuzaiust 00y4eHHUs! COTPYAHUKOB KOMITAHUU IO HHPOPMAITMOHHOM 0€30MacHOCTH.

40. B3aumozeiicTBrie KOMIIAHUU C PETYIUPYIOIIUMU OpraHaMH 10 HHPOPMAIIMOHHOM
0€30MacHOCTH.

41. IlpoextupoBanue SOC.

42. MOHUTOPUHT COOBITHI HH(DOPMALIMOHHO OE30MTaCHOCTH.

43. Opranusanus paboThl ¢ UHIUAECHTAMH HH()OPMAaIIMOHHON O€30MacCHOCTH.

44. AyrcopcuHT HH(M)OPMAITMOHHOM 0€30ITacCHOCTH.

45. Pacuer 3arpar Ha BHeapenue SOC.

46. Texymue TeHASHIINN U IEPCTIEKTUBBI PA3BUTHUS CUCTEM obecriedeHrsi HH(pOpMaIMOHHOM
0€30IMaCHOCTH.

47. IlpodeccruoHanbHbIe COOOIIECTBA B 001acTH HH(GOPMAIIMOHHON 0€30MaCHOCTHU:
XapaKTePUCTUKA, (PYHKIIHH.

48. O630p Hanbosnee 3HAYNMBIX B PO koMITaHuii, OKa3bIBAIOIINX YCIYTH B 00JIACTH
uH(HOPMAIMOHHON 0€30MaCHOCTH.

49. AHanu3 CTaTUCTHKY 0 HauboJee aKTyalbHBIM YIpo3aM HH(GOPMAIMOHHON O€30MacCHOCTH.

50. Haubomnee 3Ha4nMble XaKepCKHE MPECTYMHBIE TPYMIUPOBKU: XapaKTEPUCTHKA ACATEIHLHOCTH,
MPUMEPBI HHITUICHTOB.

51. Ilpumeps! BeepHbIX aTak Ha HHPOPMAIIMOHHBIE PECYPCHI.

52. Ilpumeps! 1eNeBbIX aTak Ha HTHPOPMAIIMOHHBIE PECYPCHI.



53. MexayHapoJIHO€ COTPYAHHUYECTBO B 00JIaCTH HH(POPMAIIMOHHON O€30IaCHOCTH.

54. OcobeHHOCTH (PMHAHCOBBIX OpraHU3aIuil Mpu o0ecrieueHny HHHOPMAITMOHHON
0€30MacHOCTH.

55. OcoOEHHOCTH 3aIHUTH 00BEKTOB KPUTHIECKOW HH(OPMALIMOHHON UHPPACTPYKTYPHI.

56. OCOOCHHOCTH 3aIIUTHI TOCYAAPCTBEHHBIX U MYHUITUTIAIBHBIX MTPEATIPUSITHIH.

57. TpeboBaHus Kk cpecTBaM KpunTorpaduueckoit 3ammTsl HHPOPMAIIHH.

58. MadopmarmonHas 6e30MmacHOCTh KakK ()aKTOp MOBBIIICHUS ONEePaMOHHON 3 (HEKTUBHOCTH
KOMIIaHUH.

59. PerynupoBanue nH()OPMAIMOHHOM 0€3011aCHOCTH — 0030p HOPMATUBHO-IIPABOBOM 0a3bl.

60. Mecto nHpOpMAIIMOHHOW 0€30ITaCHOCTH B TpoIieccax MU(PPOBU3ALNUN TTPEITPUATHIA.

[IpuMepHBIi TepedeHb BOIIPOCOB 110 pazzaeiaM S, 6 (cemecTp 3 u3ydeHUs TUCITUTIIIUHBI)

1. ®yHKIIMH onepaTopa NEPCOHAIBHBIX JaHHbBIX.

2. OTBETCTBEHHOCTD 3a HapyILIEHHs B 001acTU MHPOPMAIIMOHHOM 0e30MacHOCTH

3. YcnoBus 00paboTKH NepCOHANBHBIX JAHHBIX (COTIACHO 3aKOHY O MEPCOHATBHBIX JaHHBIX).

4. CocTaB BHYTPEHHUX JOKYMEHTOB KOMIIAHUH 10 OPTaHU3ALMU 3alIUThl KOH(GUACHIUATbHBIX
JTAHHBIX.

5. OcobenHocTr 00pabOTKH MEPCOHANBHBIX JAHHBIX YBOJEHHBIX PAOOTHUKOB.

6. OcobenHocTr 00pabOTKU MEPCOHAIBHBIX JaHHBIX COMCKATENeH Ha 3aMEIICHUE BaKaHTHBIX
MOJDKHOCTEMN.

7. N30BITOYHOCTH 0OOPaOOTKHU MEPCOHATBHBIX TaHHBIX.

8. Ha3znaueHue u xapakTepucTUKa MOJEIHU yrpo3.

9. Pacuer 3arpaT Ha BHEJJPEHUE U UCIOIb30BAHUE CUCTEMBI 3ALUTHI JAHHbIX.

10. HanpaBneHus cokpalieHus 3aTpaT Ha CO3JaHUE CUCTEMBI 3alUThl JAHHBIX.

11. OcobeHHOCTH 3aIUTHI JAHHBIX OT YTEYECK.

12. MeTroauka BeIOOpa Mep 110 o0ecreueHn0 0€30IMacHOCTH JaHHBIX.

13. Xapakrepuctuka BUAOB YyIpo3 0€30M1aCHOCTH JaHHBIX.

14. Knaccudukamus cpeacTs 3alTdThl JaHHBIX.

15. O6s13aHHOCTH OomepaTopa Mmpu 00padOTKE MEPCOHATBHBIX JTaHHBIX.

16. Mepsl obecrieuenust 0e30macHoO 00pabOTKU JaHHBIX.

17. YBenomienne 06 00pabOTKe MepCOHATBHBIX JaHHBIX.

18. [IpaBa cyOBEKTOB MEPCOHATBHBIX JaHHBIX.

19. Cornacue cyObekTa NepCOHAIbHBIX JaHHBIX Ha 00pabOTKY NMEPCOHAIbHBIX JaHHBIX.

20. CrienmanbHble KaTETOPUU MTEPCOHANBHBIX JaHHBIX.

21. XapakTepucTuka OMOMETPHUECKUX MEPCOHATBHBIX JaHHBIX.

22. IlpuHnunel 00paboTKU KOH(UIEHIINAIBHBIX JaHHbIX.

23. TpeboBanus K 00Y4EHUIO COTPYAHUKOB B 00JIACTH 3aIUTHI IEPCOHAIBHBIX JTAHHBIX.

24, Ilukn JleMuHTa B OpraHU3aIliy 3alIATHl IIEPCOHATLHBIX JTAHHBIX.

25. aTerpanusi CHCTEMBI 3aIlUThI TEPCOHATBHBIX JAHHBIX B CHCTEMY HH()OPMAIIMOHHOM
0€30MacHOCTH KOMITaHUH.

26. Hoxymentsl @®CTOK B 0651aCTH 3aIUTHI IEPCOHATBHBIX IaHHBIX.

27. Ilpoepku PockoMHa30pa B 00J1aCTH 3alIUTHI TaHHBIX.

28. YmpaBneHue uHIUIEHTaMU HH)OPMAIITMOHHOM 0€3011acHOCTH.

29. bank gaHHBIX yrpo3 HHOOPMAITMOHHOM 0€301TaCHOCTH NIEPCOHATBHBIX JaHHBIX.

30. TTonutuka 06pabOTKH MEPCOHATBHBIX TAHHBIX — COJEPKaHUE TOKYMEHTA.

31. Monens yrpo3 nHpopmamoHHOM 0€301MaCHOCTH — COJIEP’KaHUE TOKYMEHTA.

32. Meroanueckue ykazanusi PockoMHaa30pa o 3amure NepcoHaIbHBIX JaHHBIX (115
CyOBEKTOB IEPCOHABHBIX TAHHBIX).

33. KondmukT TpeboBaHU# 3aKOHOIATEIHCTBA 10 3AIUTE TIEPCOHATBHBIX JaHHBIX U
UCIIOJIb30BaHUsI CUCTEM MOHUTOPHHIA PabOTHI COTPYAHHUKOB.

34. Ilonoxenuss Koncrurynuu PO, cBsA3aHHBIE € 3aIIUTON TEPCOHABHBIX TAHHBIX.

35. OcuoBHeble nonoxenuss GDPR.

36. CriocoObl HE3aKOHHOTO UCMOJIb30BAaHUS MEPCOHABHBIX TaHHBIX. [Ipumepsl.

37. KubepOy/InHT: XapaKTEepUCTUKA, TPUMEPBHI.

38. VICTOYHMKY yTeUeK MePCOHATbHBIX JTaHHBIX.

39. Vcropust pa3BUTHS 3aKOHOAATETBHON 0a3bl 3alIUThI MEPCOHATBHBIX JaHHBIX B PD.



40. 3apyOexHOE 3aKOHOIATEILCTBO 110 3alTUTE IEPCOHATBHBIX JJaHHBIX.

41. Konsenmus Cosera EBporibl 0 3amuTe (pU3NUIECKHUX JIUIl TPH aBTOMATH3UPOBAHHOM
00paboTKe epCOHANBHBIX JaHHBIX.

42. Onpepaenenre nepcoHanbHbIX AaHHBIX: 152 @3, Tpynosoit Koxekc, GDPR, nap.

43. NoxymenTsl [IpaButenbcrBa PO B 0061acTH 3aIUTHI IEPCOHAIBHBIX JTAHHBIX.

44, O0e3MMYMBaHKE IIEPCOHAIBHBIX JJAHHBIX — ITOHATHE, TPeOOBAaHUS 3aKOHOIaTCILCTBA,
METO/Ibl 00€3TMUYUBaAHUSI.

45. XapakTepucTrKa pbIHKA EPCOHANBHBIX JAHHBIX: YYACTHUKH, LIEJIA IPUOOpETEHUS
MEPCOHAIIbHBIX IAHHBIX.

46. Ilpumepsl yTeuek epcoHaabHBIX JaHHBIX B PD.

47. Ilpumepsl yTeuek nepcoHaIbHBIX JaHHBIX 3a mpeaenamu PO.

48. TpancrpanuyHas repeaayda NepcoHAIbHBIX JaHHBIX.

49. OcobeHHOCTH 00pPabOTKH MEPCOHABHBIX JAHHBIX B TOCY/IAPCTBEHHBIX M MYHHUIIHITATEHBIX
CHUCTEMax MEPCOHAIBHBIX JAHHBIX.

50. buomerpuyeckure nepcoHalbHbIE JaHHBIE.

51. XapakTepucTuKa MpaBOBbIX (HOPMATUBHBIX ), OPraHU3ALMOHHBIX U TEXHUYECKUX MEP
3aIUThl KOH(UIEHIINATBHBIX JaHHBIX. [IpuMeps.

52. YpOBHM 3alTUIIICHHOCTH MTEPCOHAIBHBIX JTAHHBIX.

53. O06s13aHHOCTH OnepaTopa Mo YCTPAHCHHUIO HAPYIIEHUH 3aKOHOIaTebCTBA, JOMYIICHHBIX MTPU
00paboTKe ePCOHANBHBIX JaHHBIX (CTaThs 21 rinaBel 4 ®3-152).

54. O0sA3aHHOCTH JIMLA, OTBETCTBEHHOTO 3a OpraHU3al1i0 00pabOTKH NEPCOHANIbHBIX JaHHbBIX.

55. T'ocynapcTBeHHBIN KOHTPOJIb U HAA30P B 00IACTH 3alIUTHI IEPCOHANBHBIX JTaHHBIX.

56. OTBETCTBEHHOCTD, ITPELyCMOTPEHHAA 32 HapYLICHHE 3aKOHOJATeNILCTBA B 00JIACTH 3alUTHI
MEPCOHABHBIX JaHHbBIX.

57. PockoMHaa30p — II€JIH, 3a/1a4H, (YHKIIHH.

58. 3naueHue nepcoHana KOMIaHUH KaK CyObeKTa yrpo3 6€30MacHOCTH MePCOHATbHBIX TAHHBIX.

7.4.2. IlpakTuyeckue 3afaHus AJ1s IPOBEICHHSI IPOMEKYTOUHON aTTecTalMy 00yJyaroIuxcs

[IpakTiueckue 3a1anus AJis MPOBEACHUS MPOMEKYTOUHON aTTECTAllUK Pa3MEILIEHBI 110 aJIpecy:
<ajpec OyzeT ykasaH 1ocie co3maHus kypca moodle>

[IpuMepsl IpakTUYECKUX 3aJaHUI

1. Pa3zpaboTath cxemy OM3Hec-TIpoliecca ypaBieHus! HHIIMIEHTaMU HHPOPMaIlMOHHOM
0€30MacHOCTH JUIsl IpeANnpusATUs. B onrcanuu 3aganusi IPUBECTH XapaKTEPUCTUKY NMPEATIPUSATHUS: BUL
JeSITeNIbHOCTH, MaclITad, reorpaguueckasi pacpeeIeHHOCTb MOApa3IeIeHU, oApa3AeseHus,
Y4acTBYIOUIME B YIPABJICHUN UHIUIEHTaMHU.

2. IIpoieMOHCTPUPOBATH TOCIIEIOBATEILHOCTD AeCTBUI B nHTepdetice StaffCop mo co3nanuio
¢bunbTpa A IoKUCKa COOBITHH, CBA3aHHBIX C OMPEAEIEHHBIM JOKYMEHTOM. OTrpaHUYUTh NIEPUOJT BpEMEHH
(o maram), KaHaJbl Iepeayl UHPOPMAaIIIH.

3. Co3marh MHTEIUIEKTYaIbHYIO KapTy B cepBuce Miro mo teme "YrpapieHue onepanioOHHBIMH
puckamn".

4. Co3liaTh MHTEIUICKTYaJIbHYIO KapTy B cepBuce Miro mo kiaccudukanuu yrpo3 nHGOPMAIHOHHOM
6e3omacHOCTH. B onucannu 3aaHus NpUBECTH XapaKTEPUCTUKY MPEATIPHATHS.

5. OnpenenuTh ypOBEHb 3aAIIUIIEHHOCTH U TPeOOBaHUS K 3aIuTe I BbIOpaHHoro Bamu
npeanpusTus. B onucanuu 3aaHus NpUBECTH XapaKTEPUCTUKY MPEATIPUATHS.

7.4.3. IlpumepHble TEMBI KypcoBOi paboThI (MpoekTa) (Ipyu HaJIUYUN)

Tembl KypcoBoii paboThI

1. Unentudukarus 1 ayTeHTHPHUKAIS TOTb30BaTeNe, He SBISIOMIUXCS COTPYAHUKAMU
OpraHu3aIu.

2. YmpaBiieHue AOCTYIOM K KOH(GUACHIIUATHHBIM JaHHBIM.

3. HopmaTuBHO-TIpaBOBBIE OCHOBBI 3AIIUTHI IEPCOHANIbHBIX IaHHBIX B PO.

4. IIporokos EBponeiickoro corosa o 3aluTe NepCOHaNbHbIX JaHHBIX.

5. 3akononarensctBo CIIIA 1mo 3amuTe nepcoHanbHbIX JaHHBIX.

6. Mcnons3oBanne OIOKYEHH /I 3alIUThl KOH(UICHIIMATBHBIX TaHHBIX.

7. Yupagnenue nnpopmarmoHHo# 6e3omacHocThio Ha 6aze ISO/IEC 27001.



8. Mepsl 3amuThl uHGpopmaiuu coraacuo 1ISO/IEC 27002,

9. I[NonuTnka nHGOPMAITMOHHOM 0€30MAaCHOCTH KaK KIIFOUYCBOM JTOKAIbHBI HOPMATUBHBIN aKT
MO 3alIUTE TAHHBIX.

10. Opranu3anus 3aluThl IEPCOHATBHBIX TaHHBIX HA MPEANPUSITHH.

11. JlanHbIe KaK OCHOBHOM pecypc HU(POBOM YKOHOMHUKH.

12. Tonutuka Facebook (apyroii conuanbHO# ceTH M0 BHIOOPY CTYIEHTA) B 00JACTH 3aIUThI
MEPCOHAIIbHBIX IAHHBIX.
AHanu3 MUPOBOM UHAYCTPUU TOPTOBIIM MEPCOHATBHBIMH JIAHHBIMHU.
VYipaBiaeHue UHIUASHTaMU HHOOPMAIMOHHOM 0€30I1aCHOCTH.
Hasnauenue u pynkuuu DLP-cucrem.

Ananu3z poccuiickoro peiika DLP-cucrem.

XapakTepucTiKa OCHOBHBIX YTpo3 HHpopMamoHHo# 6e3onacHocty B 2020 romy.
CriocoOb1 00€3TMYMBaHUS TIEPCOHATBHBIX JTaHHBIX.

Bpoxkeps! nannbix - Data Brokers (Acxiom, Equifax, CoreLogic, ap.).
XapakTepucThKa IeUCTBYIOMNX B PO XakepCKUX rpylnIupoBOK.
XapakTepucTuKa UHAYCTPUH 3aLUTHI JaHHbIX B POD.

MOIIEHHUYECTBO C ANEKTPOHHOM MOJIUCHIO B PO.

Cynebnas mpakTUKa 10 MPECTYIJICHUSM, CBI3aHHBIM C KOMITPOMETAINEH
KOH(UICHIIMATHHBIX JTAHHBIX.

24. TlocnencTBus peanu3anui pUCKOB HH(GOPMAIMOHHONW 0€30IacHOCTH IS IPEAITPUSTHS.

25. [locnencTBusi KOMIPOMETAIIUU TIEPCOHATIBHBIX JIAHHBIX JIJIS TPaXXIaHUHA.

26. Pexomenaanuu ais rpakJjaHuHa 10 3aLIUTE NePCOHANbHBIX JaHHBIX.

27. Hudposoit mpoduiib rpakaannaa PD.

28. Lludposbie rocyaapcTBEHHBIE CEPBHUCHI (HA IpUMeEpe JIF000H CTpaHBbI IO BHIOOPY
oOyyJaromierocs).

29. Enunas cucrema 6momerpuueckoi uaeHtudukanuu B PO.

30. JlokanbpHast HOpMaTUBHAs 0a3a MpeanpusITUs B 001acTH obecrieueHus: 6e30MacHOCTH
MEPCOHAIBHBIX JJaHHBIX (COCTaB U CTPYKTYpa JOKYMEHTOB).

13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.

7.5. Metoauyeckne MaTepuasl, ONpeIeSOIne MPOLeaypsl OLICHUBAHNS 3HAHUN, YMEHHM, HABBIKOB U
(urv) ombITa IPOQPECCHOHANBHOMN NEATETFHOCTH, XapaKTePU3YIOIIHe dTarbl (OPMHUPOBAHUS KOMITETCHIIUH
[Ipouenypa npoBeeHNs MPOMEKYTOUHOM aTTeCTAllUU U TEKYIIEr0 KOHTPOJIsS YCIIEBAEMOCTH
perIaMeHTHPYETCS JIOKAIbHBIM HOPMATUBHBIM aKTOM, OIPEIEIISIONINM MOPSA0K OPTaHU3aIH U
IPOBEJCHUS TEKYLIEr0 KOHTPOJISL YCIIEBAEMOCTH U TPOMEXYTOUHOM aTTecTallui 00y4YarouXcsl.
[Iponeypa oreHnBanust GOPMHUPOBAHUST KOMIIETEHIINN TIPU TIPOBEICHUH TEKYIIETO KOHTPOJIIS
npuBeseHa B 1. 7.2.
TurmoBsie KOHTPOJIBHBIE 3aJaHUS WJIM UHBIE MaTEPUANTbl TEKYIIEro KOHTPOJIS TPUBEICHBI B I1. 7.3.
[TpomexxyTouHas arTecTaius o JMCHUILTHHE TPOBOAUTCA B popme 3aueta (4, 5 cem.) u sk3ameHa (6

ceM.).

3auer IMPOBOAUTCH B q)opMe KOMITBIOTCPHOI'O0 TCCTUPOBAHUA HA IMTOCICAHEM NIPAKTHUYCCKOM 3aHATUHA

cemecTpa.

DK3aMeH MPOBOAUTCS B yCTHOMU (hopme.

7.6. Kpurepuu onieHuBaHus chOPMUPOBAHHOCTH KOMIIETSHIIMN MTPH MIPOBEICHUHU MPOMEKYTOTHON

aTTeCTAlUU
YpoBeHb OCBOEHHUS U OLIEHKA
Kpurepun OueHka OueHka
«HEYIOBJICTBOPHUTEIb | «yAOBIETBOPUTENbH | OLIEHKa «XOPOLIO» OlLleHKa «OTIIMYHO
OLICHUBAHUS
HO» o»
«HE 3a4TEHO» «3aYTEHOY




VYpoBeHb ocBoeHUsI | YPOBEHb OCBOCHHS | YPOBEHb OCBOCHUS YpoBeHb OCBOCHUS
KOMIIETCHITHH KOMIIETCHITNH KOMIIETCHITNH KOMIIETCHITHH
«HEIOCTATOYHBIN». «IIOPOTOBBIIN». «IPOABUHYTBIN. «BBICOKHI».
Kommerenun He Kommerenmmn Kommerenmmn Kommnerenun
c(hOpMHUPOBAHBI. c(hOpMHUPOBAHBI. c(hOopMHUPOBAHBI. c(hOpMHUPOBAHBI.
3Hanusg orcyrcTByIoT, [ CdhopmMupoBaHbI 3HaHUs OOMIMPHBIE, 3HaHus
YMEHHUsSI U HaBBIKU HE | 6a30BbIE€ CTPYKTYPHI | CHCTEMHbBIC. YMEHHUS | apryMEeHTHPOBAaHHBIE,
chopMHUPOBAHBI 3HAHUNA. Y MEHUS HOCSIT BCECTOPOHHHUE. Y MEHHUS
(dbparMeHTapHbI U PEenpOAYKTUBHBII YCIICIITHO
HOCSIT Xapakrep, MPUMEHSIFOTCS K
PENpOAYKTUBHBII IPUMEHSIOTCS K PEIICHUIO KaK
Xapakrep. PEILICHUIO TUTTOBBIX TUTIOBBIX, TaK U
HemoHcTpupyercs 3aJlaHuM. HECTaHJapTHBIX
HU3KHUI YPOBEHb JleMoHCTpHpYyeTCS | TBOPUECKHX 3aJaHHIA.
CaMOCTOSITENIbHOCTH JIOCTATOYHBIH JlemoHcTpupyercs
MPAKTUYECKOTO YpOBEHb BBICOKHI YPOBEHb
HaBBIKA. CaMOCTOSITENIFHOCTH | CaMOCTOSATEIbHOCTH,
YCTOHYHBOTO BBICOKAsl aJallTHBHOCTh
MPAKTUYECKOTO | MPAaKTUYECKOTO HaBbIKA
HABBIKA.

OO0yuaromuiicst OOyuaromuiics OO6yuaromuiics OO6yuarommiics
JIEMOHCTPHPYET: JIEMOHCTPHUPYET: JIEMOHCTPHUPYET: JEMOHCTPHUPYET:
-CYIICCTBCHHBIE -3HAHUS -3HAHUE U -r1y0oKwue,

POOEITBI B 3HAHUSX TEOPETUIECKOTO MTOHMMAaHHE BCECTOPOHHHE U
y4eOHOro MaTepuana; MaTtepuaia; OCHOBHBIX BOIIPOCOB | apryMEHTHPOBAHHBIE

-IOTTYCKAIOTCS -HETIOJTHBIC OTBETHI | KOHTPOJIMPYEMOTO | 3HAHUS MPOrPaMMHOTO

MPUHIMITHATIEHBIC HA OCHOBHBIC obbema MaTepuana;
OITMOKY TIPU OTBETE | BOIIPOCHI, OIIIUOKH B MIPOTPaMMHOTO -TI0JTHOE TIOHUMAaHUE
Ha OCHOBHBIC OTBETE, MaTrepuania; CYIIIHOCTH U
BOIIPOCHI OMIIETA, HEJIOCTaTOYHOE - 3SHAHHUS B3aMMOCBSI3H
OTCYTCTBYET 3HAHUE U MMOHWMAaHUE TEOPETUIECKOTO paccMaTpuBaEeMBbIX
MMOHUMAaHHE CYITHOCTH MaTepuaia MPOIIECCOB U SIBJICHUH,
OCHOBHBIX TTOHITHIA 1 H3JIaraeMbIX -CIIOCOOHOCTH TOYHOE 3HAHUE
KaTeropHii; BOIIPOCOB; YCTAHABIIMBATh U | OCHOBHBIX MTOHSTHIA, B
-HCTIOHUMAaHHE -HCYBEPCHHBIC U OOBSICHSTE CBSI3b | paMKax 00CYkIaeMbIX
SHAHHUS CYIITHOCTH HETOYHBIC OTBETHI | MPAKTUKH U TEOPHH, 3aJIaHuM;
JOTIONTHUTEIFHBIX | Ha JOTIOJIHUTEIbHbBIE BBISBIISTH -CIIOCOOHOCTH
BOIIPOCOB B paMKax BOIPOCHI. MIPOTUBOPEYHS, yCTaHaBIUBAaTh U
3a/laHuit ounera. poOJIeMBI U OOBSICHSITH CBSI3b
TEHJACHIINU MIPAKTUKU U TEOPUH,
pa3BUTHUS, -IOTUYECKU
-TpaBUJIbHBIC U nocle0BaTeIbHbIE,
KOHKpETHbIE, 63 COJIEp>KaTEIbHEIE,
rpyObIX OMIHOOK, KOHKpPETHBIE U
OTBETHI HA UCYEPIBIBAIOIIINE
MOCTaBIICHHBIE OTBETHI Ha BCE 3aJ]aHUS
BOIIPOCHI. ounera, a TaKxKe
JOTIOTHUTETIbHBIC
BOTIPOCHI
JK3aMeHarTopa.




[Ipu BbIMONHEHUA OOyyarormmiics OO0yyvarormmiics OO0yyaromumiics
MPaKTUYECKOTO BBITTOJTHUII BBITTOJTHUIT MPaBUILHO BBITIOTHUIT
3a/1aHKs OmiteTa MPaKTUYECKOE MPaKTUYECKOE MPaKTUYECKOE 3a/1aHHE
oOyyaroruiics 3aJaHue OmieTa ¢ 3aJaHue OmieTa ¢ omnera. [Toxazan

MPOAEMOHCTPUPOBA | CYIIECTBEHHBIMU HEOOJIBIITUMU OTJIMYHBIC YMEHUS B
HEJIOCTaTOYHBIN HETOYHOCTSAMM. HETOYHOCTSIMH. paMKax OCBOCHHOT'O
YpPOBEHb YMEHUH. Honyckarorcst [Tokazan xopomme | ydeOHOro maTepuara.
[IpakTrueckue OImMOKH B YMEHHS B paMKax Pemaer
3a7aHus HE CoZep>KaHUM OTBETA OCBOCHHOT'O MPEJI0KEHHBIE
BBITTOJIHEHBI 1 pelIeHUuU y4eOHOT0 MPAKTUYECKHUE 3aITaHUS
YMEHHUS OOyuarommiics He MPAKTUYECKUX Marepuaa. 0e3 omuboK
OTBEYAET HAa BOMPOCHI 3a7aHuM. [Ipennoxxenubie OtBeTun Ha BCe
ounera npu IIpu oTBeTax Ha MPaKTUYECKUE JOTIOJTHUTEIbHBIE
JIOTTOJTHUTEIIbHBIX JIONIOJTHUTEIbHBIC | 3aJaHUs PEIICHBI C BOIIPOCHI.
HaBOJSAIIUX BOIIpOCcax BOITPOCHI OBLIIO HEOOJIBIITUMU
MpernojiaBaTess. JIOMYIIIEHO MHOT'O HETOYHOCTSIMH.
HETOYHOCTEH. OtBeTun Ha
OOJILIITUHCTBO
JIOTTOJTHUTEIIbHBIX
BOIIPOCOB.
He moxet BriOpaTh UcnbiThiBaET be3 3aTpynnenuit [TIpumensier
METOJIUKY 3aTPYIHCHUS T10 BBIOHpaeT TEOPETUUECKNE 3HAHUS
BBITIOJTHCHHUS BBIOOPY METOJIUKHU CTaHJIapTHYIO JUISL BBIOOpa METOIUKH
3aaHUH. BBITIOJTHEHHS METOJIUKY BBITIOJTHEHUS 3a/ITaHHH.
JlomyckaeT rpyobie 3aaHUH. BBITIOJTHCHHS He nomyckaeT ommbox
OIIMOKH TIPH JlomyckaeT OmmOKu 3aJaHUN. IIPY BBITTOJTHCHUH
BBITIOJTHCHUH IIPH BBINOJHEHUH | JlomycKaeT OmmMOKu 3aJaHUH.
3aaHUM, 3aJJaHNH, P BBITTOJIHCHUU CaMOoCTOSTENILHO
HapyIAIOIINE JIOTUKY | HapyIICHUS JIOTUKU 3aIaHuM, HE aHATN3UPYET
penieHus 3auay. perieHus 3aiay. HapylIaIIne pe3yibTaThI
BIIAJICHHE Henaer HcnbrTeiBaeT JIOTHKY PEIICHUS] | BBINOJHEHUS 3a1aHHUM.
HABBIKAMIH HEKOPPEKTHBIE 3aTPYIHEHHUS C 3a71a4 I'pamoTtHO
BBIBO/IBI. dbopmynupoBanuem | [lenaet KoppekTHbIE [ 0OOCHOBBIBAET XO/T
He moxer KOPPEKTHBIX BBIBOJIBI 110 penieHus 3aaad.
000CHOBATH BBIBOJIOB. pe3yiibTatam
aJTOPUTM UcnwiThiBaeT pelieHus 3a/1aun.
BBITTOJTHEHUS sarpynaHeHus npu | OOGOCHOBBIBAET X0/
3aJlaHUM. 000CHOBaHUH penieHus 3amay 6e3
ajaropuTMa 3aTpyAHEHUH.
BBITTOJTHEHUS
3aJlaHUM.

OI_ICHKa IO JUCHUILIMHE 3aBUCUT OT YPOBH:A Cd)OpMI/IpOBaHHOCTI/I KOMHCTCHHHﬁ, 3aKPCINUICHHBIX 3a
ILI/ICI_II/IHHI/IHOI\/'I, " IIpCACTaBIIACT coboit cpeaHee apn(j)MeTqucxoe OT BBICTABJICHHBIX OIICHOK I10 OTACIIbHBIM

pe3yjabTaTaM OGy‘-IGHI/ISI (3HaHI/I$I, YMCHHU:, BIIAICHUC HaBBIKaMI/I).

O1eHKa «OTJIMYHO»/«3a4TCHOY» BBICTABIISACTCS, €CIIM CpeaHee apuPMETHICCKOE HAXOIUTCS B
uHrepBaie ot 4,5 1o 5,0.

O11eHKa «XOpOIII0»/«3a4TEHO» BBICTABJISETCS, €CIIM CpeHee apu(PMETHIESCKOE HaXOIUTCS B
uHTepBae ot 3,5 1o 4.,4.

Or1eHKa «yI0BJIETBOPUTEIHHOY/ «3aUTEHOY» BBICTABIIICTCS, €CIIU CpeJHee apudMeTHIecKoe
HaxXOJUTCs B MHTEpBajie oT 2,5 1o 3.,4.

O1eHKa «HEYIOBJIETBOPUTEIHLHOY/ «HE 3aUTEHO» BBICTABIISIETCS, €CIIM CpeiHee apudmMeTnieckoe
HaxoauTcs B uHTepBaiie ot 0 1o 2,4.



8. YueOHO-MeTOAMUYECKOE M MATEPUAIBLHO-TEXHHUYECKOE 00ecneuyeHue TUCIHIIMHBI (MO1yJIs1)
8.1. IlepeueHb OCHOBHOM M JOTIOJHUTEIBHOM JIUTEPATYPhI, HEOOXOIUMOM /I OCBOCHUS AUCITUTUTHHBI

(Moyist)
. KonunuectBo
Ne ABTOp, Ha3BaHUE, MECTO U3JaHMS, U3/IaTEIbCTBO, TO/ U3/IaHUs yUeOHOU U
/1 y4eOHO-METOIUIECCKON JTUTEPATYPhI PK3EMILIADOB/SICKTP
oHHBbIN angpec ObC
OcHOBHAs JINTEPATYpa
Cerues 1O. H., CtannapThl HHPOPMALIMOHHOMN 6e30nacr%0cm. 3amuTa u http://www.iprbooksh
1 |o06paboTka KOH(PHUACHIIMAIBHBIX JOKYMEeHTOB, CapatoB: By3oBckoe
op.ru/72345.html
oOpazoBanue, 2018
Cadonona JI. A., BKOHOMI/IqefJKI/Ie ACIIEKTbI I/IH(bOpMaI_II/IOHH(zI/I http://www.iprbooksh
2 |6e3onmacnoctu, HoBocuOupck: CHOMPCKUI rocy1apcTBEHHBINA YHUBEPCUTET
. op.ru/90606.html
TeJIEKOMMYHUKaIMi 1 nHGopmaTtuku, 2019
JonoJHuTeIbHAS JIUTEPATYPA
1 Bounkos 10. B., Uadopmannonnoe mpaso. Mupopmariust Kak mpaBoBas https://urait.ru/bcode/
kareropusi, Mocksa: FOpaiit, 2020 455553
2 |Pacconos U. M., Madopmanmonnoe nmpaBo, Mocksa: FOpaiit, 2020 https://jﬁ;gg%/bmda
3 HoxnukoB B. I'., Cantan M. U., KpaTkuii S3HIUKIONEANYESCKHI CIIOBAPh TI0 http://www.iprbooksh
uHbopMaMOHHOM Ge3omacHocTH, MockBa: Dueprus, 2010 op.ru/5729.html
4 AsepuenkoB B. U., Ayaut nndopmanroHHoii 6e30macHocTH, BpsHCK: http://www.iprbooksh
BbpsiHckuii rocyiapcTBeHHBINH TEXHUYECKU yHUBEpcHUTeT, 2012 op.ru/6991.html
5 Kosasiesa H. H., Kupnosa H. A., Tyrymega 0. M., Xonoanas E. B., https://urait.ru/bcode/
Wudopmannonnoe npaso. [Ipaktukym, Mocksa: FOpaiit, 2020 449378
5 Kopat6ensuukos C. M., [Ipectyruienus B chepe nHGOpMaImOHHON https://urait.ru/bcode/
oe3onacHoct, Mocksa: FOpaiit, 2020 448295
2 Boramesa JI. D., Tpodumos M. C., Madopmarmonnoe npaBo, CTaBpoIob: https://www.iprbooks
CeBepo-Kaskasckuii Gpenepaibubrii yausepcurer, 2018 hop.ru/92665.html
AnncumMoB A. A., MCHG,I[)KMGHT B cepe nHHOpMAIMOHHOW OE30MTaCHOCTH, § https://www.iprbooks
8 |Mocksa, CaparoB: MuTepuer-YHuBepcurer Madopmarmonnsix TexHomoruii

(MHTYUT), At ITu Ap Meaua, 2020

hop.ru/89443.html

Oobyuaromuecs 3 ynciia HHBaIKUI0B U il ¢ OB3 obecnieunBaroTcs Ne4aTHBIMU U (WIIN)
3JIEKTPOHHBIMU 00pa30BaTeNbHBIMU pecypcamMu B popmax, aanTHPOBAHHBIX K OTPAaHUYEHUSIM UX
3/10pOBBSL.

8.2. Ilepeuens pecypcoB uH(MOPMAIMOHHO-TEIEKOMMYHUKAITMOHHON ceTh «HTepHET», HEOOXOIUMBIX JIJIs
OCBOEHUS AUCHUIIUHBI (MOTYJIs)

HanmenoBanme pecypca cetn «HTEpHET»

DNEeKTPOHHBIN ajipec pecypca

NupopmannonHo-cripaBoyHas cucreMa «KoHcynbTanT
ITmrocy (nata obparienus - 07.07.21)

http://www.consultant.ru/

HndpopmanmonHo-cnpaBoyHas cucrema «I"apant» (n1ara
obparinenus - 07.07.21)

http://www.garant.ru/

Poccuiickas razera (nara obpamienus - 07.07.21)

http://www.rg.ru




WNndopmanronnas 6e30macHOCTb: peIHOK Poccun

https://www.tadviser.ru/index.php/%
D0%A1%D1%82%D0%B0%D1%82%
D1%8C%D1%8F:%D0%98%D0%
BD%D1%84%D0%BE%D1%80%D0%
BC%D0%B0%D1%86%D0%B8%D0%
BE%D0%BD%D0%BD%D0%B0%
D1%8F_%D0%B1%D0%B5%D0%
B7%D0%BE%D0%BF%D0%B0%
D1%81%D0%BD%D0%BE%D1%81%
D1%82%D1%8C_(%D1%80%D1%
8B%D0%BD%D0%BE%D0%BA_%
D0%A0%D0%BE%D1%81%D1%81%
D0%B8%D0%B8)

Kypc "OcHoBbl nHGOpMaIIMOHHON O6e30macHoCcTH"

https://intuit.ru/studies/courses/10/10/inf
0

OdurmanbHbIl CalT KOMIIAHHH "ATOM-0€3011aCHOCTh"

https://www.staffcop.ru/

8.3. [lepeueHb COBpEeMEHHBIX MPOPECCHOHATBHBIX 0a3 JTaHHBIX U WH()OPMAIMOHHBIX CIIPABOYHBIX CHCTEM

HanmenoBanue

DNEeKTPOHHBIN ajgpec pecypea

HNudopmanimonHo-npaBoBas cuctema [apant

\\law.lan.spbgasu.ru\GarantClie

nt
NupopmannonHo-npaBosast cuctema KoHcynbTant Wlaw.lan.spbgasu.ru\Consultant
pMart P Y Plus ADM
NudopmanmonHo-mipaBoBas 6a3za ganHbX Komeke g'éts://gasudata.Ian.spbgasu.ru/d

Cucrema aucrannuonnoro ooyuenus CII6IACY Moodle

https://moodle.spbgasu.ru/

DnekTpoHHas oudimorexka Upouc 64

http://ntb.spbgasu.ru/irbisé4r_p
lus/

DJIEKTPOHHO-OMOIMOTEeUHAs cucTeMa u3jarenbersa 'Jlans"

https://e.lanbook.com/

DJIEKTPOHHO-O0MOIMoTeuHas cucrema u3narensersa "FOPAUT"

https://www.biblio-online.ru/

DIIeKTPOHHO-O0MOIMoTeYHas cucTeMa u3arensersa "IPRsmart”

http://www.iprbookshop.ru/

OneKTpOHHO-0MOIMoTeYHas cucreMa uznarenbera "KoHcynbTanT
cTyneHra”

https://www.studentlibrary.ru/

Hayunas snexrponnas 6ubnmorexa eELIBRARY.RU

Hayunas s;mekTpoHHas
oubauoreka eLIBRARY.RU

EnuHbIi 21eKTPOHHBIN pecypc yaeOHO-METOIUYECKON TUTEPaTyPHhI
CIIGI'ACY

www.spbgasu.ru

AHamuTHYECKUH IIOpTaJI 110 O9KOHOMHUYCCKUM NTUCHUILIJIMHAM

WWW.economicus.ru

bubnuoreka no EctectBenHbIM HaykaMm Poccuiickoit AkageMun Hayk

(PAH)

WWW.ras.ru

XKypnans! uznarenscTsa Sage. B HacTosiee BpeMst JOCTYITHBI CTaThU U3

320 »xypHasioB 1o 36 mpeIMeTHBIM pyOpHUKaM: T'yMaHUTapHbIE U
oOuiecTBeHHbIE HAYKU, HH(OPMAaTUKA, HH)XEHEPHbIE JUCIUIIIINHBI,
9KOHOMHKA, 3/I0pPOBbE U 00pa30BaHMUE.

www.sagepublications.com

ObpazoBarenbHble nHTepHET-pecypebl CIIGIACY

https://www.spbgasu.ru/Univer
sitet/Biblioteka/Obrazovatelnye
_internet-resursy/

8.4. HepequL I/IH(I)OpMaLlI/IOHHBIX TGXHOHOFHﬁ, HCIIOJIb3YCMBIX IIPHU OCYIICCTBICHHUHA 06pa30BaTCHLHOF0
mpouecca 1o JuCHUINIMHE, BKIII04Yad NEPCUCHb JUICH3MOHHOI'O U CBOGOIIHO pacipocTpaHsaceMoro

mporpaMMHOT O obecrnieucHUs

HanmenoBanue

Crioco6 pacmpocTpaHeHus
(JIMIIEH3MOHHOE MM CBOOOIHO
pacrnpocTpaHsIeEMOE)




Microsoft Windows 10 Pro

Horosop Ne 132009689201 ot
18.12.2020r

8.5. MarepuanbHO-TEXHUYECKOE 00€CTICUeHNE TUCIIUTLTAHBI
Cenenust 00 OCHAICHHOCTH YY€OHBIX ayAUTOPUN U MTOMEIICHUH JIJI1 CAMOCTOSITEIIbBHOW pPaOOThI

HanmeHnoBanue yaeOHBIX ayJUTOPHUI U
MOMEILEHUH 111 CAMOCTOSITEILHON paboThI

OcHaIeHHOCTh 000PYAOBAaHUEM U TCXHHUYCCKUMU
CpeAcTBaMu 00y4YeHHUs

68. YueOHbIe ayqUTOPHH ISl IIPOBEICHUS
JICKIIMOHHBIX 3aHATUH

YueOHast ayTUTOPHS JJIsI IPOBEACHUS 3aHITHI
JICKIIMOHHOT'O TUIIAa, KOMILJIEKT MYJIbTUMEIUNHOTO
00opynoBaHus (IIEPCOHANIBHBII KOMITBIOTED,
MYJIbTUMEIUHHBIA MPOEKTOP, IKPaH, ayIHOCUCTEMA),
JIOCKa, DKpaH, KOMILJIEKT yueOHOH MeOeH,
noAkIroYeHue Kk kommnbiotepHoi cetu CITOIACY,
BbIX0J1 B IHTEpHET

68. ITomereHus 111 CaMOCTOSITEIIBHOW PaObOThI

[TomemieHue 17151 CAMOCTOSITEITLHON PaOOTHI
(unTanbHbI 32 Oubmuorekw, aya. 217): [IK-23 mr., B
1.9. 1 .- I[IK gns aun ¢ OB3 (cucteMHbIi 010K,
MOHHTOD, KJIABUATYyPa, MBIIIIb) C MOIKITIOYCHHEM K
cetn «MHTEpHET» U 00ECIIEYCHUEM JOCTYIIA B
AJIEKTPOHHYIO WH()OPMAIIMOHHO-00pa30BaATEIIEHYIO
cpeny CIIOI'ACY.

ITO Microsoft Windows 10

68. KomnbroTepHslii ki1acc

Pabouue mecra c 1K (cTon KOMIIbIOTEPHBIH,
CHCTEMHBIN OJIOK, MOHUTOD, KJIaBUATypa, MBIIIB), CTOJ
paboYnii, MOIKIIOYCHNE K KOMITBIOTEPHON CETH
CII6GI'ACY, Beixon B Internet.

68. YueOHbIe ayAUTOPHH TSI IPOBEICHUS
PAKTUYECKUX 3aHATUI, KypCOBOTO
IIPOEKTUPOBAHUS (BBIIOJIHEHHS KypCOBBIX padboT),
TPYIIIOBBIX U UHINBUAYAIBHBIX KOHCYJIbTALIUH,
TEKYIIEro KOHTPOJIS U IPOMEXYTOUHOMN
aTTecTaluu

KommiekT MynbTuMeIuiHOr0 000py0BaHUS
(mepcoHaNbHBIA KOMITBIOTED, MYJIbTUMEAUHHBIN
IIPOEKTOP, FKPaH, ayAUOCUCTEMA), T0CKA, KOMIIEKT
yueOHOIl Mebenu, MOAKII0YeHNEe K KOMITBIOTEPHOM
cetu CIIGI'ACY, Bbixoa B HTEpHeT.

Z[J'ISI HWHBAJIMJIO0B U JIUII C OB3 obecneunBaroTCs CIICHHAJIBHBIC YCIIOBHA IJIA ITOJIYUCHUA
06pa3OBaHI/I${ B COOTBCTCTBHUHU C Tpe6OBaHI/I${MI/I HOPMAaTUBHO-IIPABOBBIX JOKYMCHTOB.




		2023-09-28T12:10:18+0300
	Михайлова Анна Олеговна




