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1. Henau n 321241 0CBOEHUS IMCUMILTAHBI (MOIYJIs1)

1. I3yunTh neicTBYIOME HOPMATHBHO-TIPABOBBIC IOKYMEHTHI B 00IACTH 3aIUTHI
MH(GOPMALIMOHHBIX AKTUBOB MPEANPHUSATHS U MEPCOHATBHBIX TAHHBIX.

2. [Monyuutps 6a30BbIe 3HAHUS B 00JIACTH 3aIIUTHI JAHHBIX B HHPOPMAIIMOHHBIX CUCTEMAX.

3. [lomyunTh NEpBUYHBIE HABBIKU IO UCIOJB30BAHUIO CIIEIUAIU3UPOBAHHOTO TPOIrPAMMHOTO
oOecrnieueHus /Ui 3aluThl HHOOPMALIMOHHBIX aKTUBOB U pellieHus! IpodecCHOHaIbHBIX 33/1a4 B 001acTH
9KOHOMMYECKOI 0e30MacHOCTH.

1. 3y4yeHne uCTOYHUKOB yrpo3 HH(OpMaLIMOHHON Oe30macHoCTH. MecTo pUCKOB
nH(}OPMaLIMOHHON 6€30M1aCHOCTH B CTPYKTYpe PUCKOB OM3Heca.
2. U3yyenue TpeOOBaHUI CTaHJAPTOB U HOPMATUBHBIX IOKYMEHTOB B 001aCTU HH()OPMALIMOHHON

0€30I1aCHOCTH.

3. M3y4yeHue 0CHOBHBIX BUJIOB cUcTeM MH(GOPMAIIMOHHON 0€30MaCHOCTH U CIOCOO0B 3alUTHI.

4. 3HaKOMCTBO C BO3MO>KHOCTSIMH HCIIOJIb30BAHMSI IPOTPAMMHBIX MTPOTYKTOB HHPOPMAIIIOHHOM
0€30MacCHOCTH sl PEIICHUS 3a/1a4 SKOHOMHYECKOH 0€3011acCHOCTH.

5. Uzyuenue ¢pynknuonana DLP-cucrem.

6. [Tomyuenue HaBBIKOB Hcmoyib3oBanus DLP-cuctem mst perenus 3anad nHGOpMAIIMOHHOM 1
YKOHOMUYECKOW 0€30IacHOCTH.

7. 3ydeHre opraHu3aliOHHBIX aCIICKTOB MH(POPMAIMOHHOM 0€30IMacHOCTH.

8. 3HAaKOMCTBO C CUCTEMaMH 3aIUTHI JIEKTPOHHOTO JOKYMEHTO000pOTA.

2. [lepeyeHb MJIAHUPYEMBIX Pe3yJIbTATOB 00y4eHHsI M0 AU CHUIINHE (MOAYJII0), COOTHECEHHBIX €
HHIUKATOPAMHM IOCTHKEHUS KOMIIeTeHIUH

Ko n HaumeHoBanue
KOMIIETEHIIUUA

Ko 1 HaumenoBanue
WHAUKATOPA JOCTHIKEHUS
KOMIIETEHIIUUA

[Tmanupyemble pe3yabTaTbl 00ydIeHUs 110
JTHUCLUILINHE, 00eCTIeYnBalOIINe JOCTHKCHNE
IUTAaHUPYEMBbIX pe3ynbTaToB ocBoeHust OITOI1

ITK-3 Criocoben
IIPOBOIUTH
SKOHOMHUYECKHUI aHaIn3
EeATEIbHOCTH
OpTraHu3aIuu

I1K-3.1 IIpoBoguT co6op u
00paboOTKy JaHHBIX JIJIst
IIPOBEJICHUS PACUCTOB
SKOHOMHYECKHX IOKa3aTeleH
OpraHu3aIuu

3HaeT

3aKoHOJATEIPHYI0O M HOPMAaTHBHYIO 0a3zy B
obmactn  obOecrnieueHuss ~ MHGOPMAITMOHHON
0e30MacHOCTM UM COONIOJIEHUS  peKHUMa
CEKPETHOCTH.

CocTaB 3aTpat Ha BHEAPEHUE U IKCILTyaTaIUIO
MH(OPMALIMOHHBIX CHUCTEM, BKIIFOYAs CUCTEMBI
nH(}OPMaIMOHHON 0€30MacHOCTH.
Bosmoxunoctu DLP-cuctem no:

- coopy "umdpoBoro ciema" HCIOIb30BAHUS
pabodero BpeMeHH COTPYTHUKAMU;

- cOopy HaHHBIX O HApPYIIEHUSX MOIUTUKU
KOH(MUIEHIIMATFHOCTH OpraHM3aIiy  (3aluTa
UH(OPMALIMOHHBIX aKTUBOB);

- cOOpy JaHHBIX 00 OTKIIOHEHMSIX B pealiu3aluu
TEKYIINX OM3HEC-TIPOIECCOB OPTaHU3AIIIH.
ymeer

- ycTaHaBIMBaTh napameTpsl DLP-cucTemsr;

- cobpaTh 1 KIaccupUIUPOBaTh UHHOPMAIIUIO
0 KpUTHYECKMX WH(GOPMAIMOHHBIX aKTUBAX W
MeCTaX MX XpPaHEHUSI.

BJajieeT

- HaBBIKOM TIOCTPOCHUS (DUIBTPOB U OTYECTOB
DLP-cucremsr.




I1K-3 Cnocoben
MPOBOIUTH
SKOHOMUYECKUU aHaAJIN3
JIeITENLHOCTH
OpraHu3aIu

[1K-3.2 OcymecTisieT pacuer
HYKOHOMUYECKHUX MMOKa3aTeseu
Pe3yJIbTATOB JIEATEIHHOCTH
OpTraHu3aIuu

3HaeT

- METOIbI pacuera 9KOHOMHYECKOM
3¢ (hekTHBHOCTH WH(MOPMAIMOHHBIX CHCTEM H
cucTeM HH(GOPMAIMOHHON 0€30aCHOCTH;

- CTIOCOOBI KOHTPOJIS peanuzanuu
OW3HEC-TIPOLIECCOB B OpraHuM3aluu U
COOTBETCTBYIOIIME TOKA3ATEIH.

yMmeet

- paccUMTBIBaTh  TEKYIIYIO  CTOMMOCTH
BJIQJICHUS CUCTEMOU 0€30MacHOCTH;

- pacCUMTHIBATH IMOKA3aTeIH 3KOHOMUYECKOU
3pPEKTUBHOCTH HHBECTUIIMOHHOTO IPOEKTA
BHEJIPCHHUSI ~ CHCTEMbl  WH(POPMAIMOHHOM
0€301MacHOCTH.

BJajieeT

- HaBBIKOM pacyeTa 3aTpar Ha IpuoOpeTeHue u
OKCIUTyaTallii0 CUCTEMbl WH(POPMAIIMOHHOM
(3KOHOMHYECKOI ) 6€30T1aCHOCTH;

- HaBBIKOM WCIIOJIb30BaHUS  FOPHINYECKU
3HaYMMO# WH(pOpPMAIIMK, COJCPKAIICHCsT B
MacCMBax  Y4Ye€TOB, C LEJIbI0  BEICHHS
poeCCUOHATILHOM JeSITEIbHOCTH.

ITK-3 CriocobeH
IIPOBOIUTH
SKOHOMHUYECKHUI aHaIn3
JIEATEIBHOCTH
OpraHHu3aIuu

I1K-3.3 [IpoBOIUT OLIEHKY
MoKa3arejieil 5JKOHOMUYECKOM
0€30MacCHOCTH OpraHU3alNH B
COOTBETCTBHUM C MOCTABJICHHOMN
3aJauen

3HaeT

- KPUTEPHH OLICHKH CHUCTEMBI
HH(OPMAMOHHON 0€30IIaCHOCTH OpPTraHU3alHH
o POCCHUICKUM u MEXTYHApOIHBIM
CTaHaapTam;

- aKTyaJbHbIE PHUCKH HH(DOPMAIIMOHHOU
0C30ITaCHOCTH.

yMeeT

- BBISIBJISITH PUCKH HapyIIeHUs
OM3HEC-TIPOIIECCOB, KOPHMOPATUBHOW ATHKH,
KOPPYIIIMOHHBIX W JPYTMX HapymIeHUH ¢
ucnoib3oBanreM DLP-cucrem;

- JleJaTh  BBIBOJABI O  PE3yJbTaTUBHOCTH
OpraHU3aIlMOHHBIX MeEp TI0 OO0ECIeYCHUIO

0e3omacHOCTH (MHpOPMAIIMOHHOM,
AKOHOMHUYECKOH ).

BJajieeT

- HaBBIKOM BBIOOpA CHCTEMBI
MH(POPMALIMOHHOM 0e3onacHoCcTH u3
HCCKOJIBKHUX aQJIbTCPHATUB 110 PE3yIbTaTaM
pacuera IoKa3aTesen 3¢ (EeKTUBHOCTH

WHBECTHIIMOHHOTO TIPOEKTa W (W) TEeKyIen
CTOMMOCTH BIIAJICHUSI.




I1K-3 Cnocoben
MPOBOIUTH
SKOHOMUYECKUU aHaAJIN3
JIeITENLHOCTH
OpraHu3aIu

I1K-3.4 CocTaBisgeT OTUET IO
pe3yiibTaTaM SKOHOMHYECKOTO
aHajan3a AeITeIbHOCTH
OpraHu3aIu

3HaeT

- CTPYKTypy OTYeTa MO pe3yyibTaTaM ayjauTa
nH(MOPMAIMOHHOK 0€30MaCHOCTH;

- KPUTEPUHU OIPEACICHUS YPOBHS 3PEIOCTH
OpraHmW3all B 00JacTH HWH(DOPMAIMOHHOM
0€30I1aCHOCTH.

yMmeeT

- aHaJU3MpOBaTh W BBIOMpATh aJCKBATHHIC
MOJACIH  HMH(POPMALMOHHON  0E30IacHOCTH,
IUTAHUPOBATh WX peanu3aluio Ha 0ase
TpeOOBaHUI K COBPEMEHHOMY YPOBHIO 3aIIHTHI
TallHbl W WH()OPMAIIMOHHOW OE30MacHOCTH,
COOJTIOZICHHUIO PEKUMA CEKPETHOCTH

- JIenaTh BBIBOJABI O HAJIUYHUHA (OTCYTCTBHIM)
MOJIO3PUTEIBLHBIX  JICHCTBUH, TEpEMEIICHUS
JIOKYMEHTOB 110 TaHHbIM DLP-cucremsi.
BJIajieeT

- HABBIKOM aHAJIM3a MPOILIECCOB OPraHU3aluu C
LENbI0  BBISBICHHS  BO3MOXHOW  yTpaThl
PECYpPCOB OpraHU3alIMH;

- HaBBIKOM IIPOBEJCHHUS  PACCCIOBAHUS
WHIMIEHTa Ha OcHOBe naHHbIX DLP-cucTemsl.




T1K-3 Crnocoben [1K-3.5 CocraBuser

MPOBOJIUTH PEKOMEHJALINH T10 YIYUIIIEHUIO
SKOHOMUYECKUU aHaAJIN3 SKOHOMUYECKHX MMOKa3aTeseit
JIeITeILHOCTH OpraHu3aluu

OpraHu3auu

3HaeT
- OCHOBHBIC MEpbl, HAalpaBJICHHBIC Ha
obecrnieueHue uH(POPMAITMOHHON
0e30MacHOCTH, coOroieHne pexxuMa
CCKPETHOCTH  HA  pa3JIMYHBIX  YPOBHSIX
NEeSATETbHOCTH - oopmIATh
COOTBETCTBYIOILIYIO  JOKYMCHTAI[MIO IS
obecrnieueHus (YHKITNOHUPOBAHHUS

MH()OPMAIIMOHHBIX MACCUBOB;

- TEOPETHYECKHE OCHOBBI MO YIPABICHUIO
OTIepPAIIMOHHBIMY PHCKAMH,

- HA3HAYCHUE OCHOBHBIX KIACCOB CHCTEM
nH(}OpMaAITMOHHOM OE30aCHOCTH.

ymeeT

- pa3pabatbIBaTh pPEKOMEH1aITuu o
YCTPaHEHUIO  OIMMOOK B  JICATENBHOCTH,
CBSI3aHHBIX c UHPOPMAIMOHHON
0€301acHOCTBIO, 00ECIICUCHUEM COOIIOICHUS
peKUMa CEKPETHOCTH;

- 00OCHOBaHHO BBIOMpPATh W PEKOMEHIOBAThH
UCIIOJIb30BaHHE CHCTEM 0e301acHOCTH
ompenenenHoro Hasnauenusi (SIEM, DLP,
cucTeMbl Kpunrorpadudeckoir 3amuthl, IRP,
Ip.), HWCXOAS W3  BBISBJICHHBIX  PHUCKOB
uHbOpMaITMOHHON (?KOHOMHYECKOM )
0€301acHOCTH.

BJajieeT

- HaBBIKOM  HCIOJb30BaHUS  OTYETOB
DLP-cuctemMbl 1O y4YeTy HCIIOJIb30BAHHS
pabouero BpPEMEHU s pa3paboTKu
peIOKEHU I 1o ONITUMM3AINH
OHM3HEC-TIPOIIECCOB;

- HaBBIKOM OpraHu3aIuu oOyueHus
COTPYIHUKOB BOMpocaM HH(POpPMAIMOHHOM
0e30IMacHOCTH;

- HaBBIKOM pa3paboTKu MOJIUTUKU
UH(POPMALIMOHHON 06€30IaCHOCTH.

3. Yka3anue MecTa JUCUMILIMHBI (MOAYJIs) B CTPYKTYpe 00pa3oBaTe/ibHOM IPOrpaMMbl

Jannast tucuuiuiiHa (MOoAysb) BKiItoueHa B biok «lucuumnunel, Monynn» b1.B.03 ocHoBHOM
npodeccuoHaibHON 00pa3zoBarenbHOM mporpammel 38.05.01 DxoHoMHUeckast 6€30MacCHOCTh M OTHOCHUTCS K
yacTu, (GopMUPYEMOI ydaCTHUKaMH 00pa30BaTeIbHBIX OTHOLIEHUH yueOHOro MjaHa.

Ne e UICCTBVIOMNE T CIUALIHEL Kona n HamMeHOBaHWE HHIUKATOPA
/T et YIOUIHE AHctHl JIOCTHKCHUST KOMITETEHIIUN
. IK-1.1, TIK-1.2, 1IK-1.3, TIK-2.1,
1 |[Opranuzanus cucTeMbl SJKOHOMUYECKOW 0€30MacHOCTH K-2.2
2 |vug VYK-1.1, YK-1.2, YK-1.6, OIIK-7.1,
H(pOpMaIMOHHBIE TEXHOJIOTUU OIK-7.2, OIK-7.3
3 Crenmanu3upoBaHHOE MTPOrpaMMHOE O0ecrieueHne IMK-1.1, TIK-2.1, TIK(LT)-1.1, TTK(LT)

SKOHOMMYECKOH 0€30IaCHOCTH

-1.2




Opranu3zaiys CUCTEMbl JKOHOMUYECKOW O€30MacHOCTH

YMECT IPOBCCTHU aHAIN3 KOMILJICKCHOHM CHCTEMbI S KOHOMUYECKOM 0€30I1aCHOCTH OpraHu3anuu

NudopmaninoHHbIe TEXHOIOTUN

BJIa/I€T HABBIKOM IMOMCKa MH(GOPMAIIMOHHBIX PecypcoB, cOopa u o0paboTKu HHPOPMAIUHU O
po0JIEMHO cUTYyallH

Cnenuanu3upoBaHHOE IMPOrPaMMHOE 00eCIIeYeHHE YIKOHOMUYECKON O€3011acCHOCTH

3HACT TCOPETUUYCCKUE OCHOBBI OpraHu3allii MOHHUTOPUHTA ICITCILHOCTH IIEPCOHAJIAa OpraHU3aIMH C
nomotsio DLP-cucrem
3HACT Ha3HAYCHUE KPUNITOrpaUuECKUX CPEACTB 3aIUThI U IOHUMAET HEOOXOAUMOCTh
HCIT0JIb30BAaHUS MEXaHHU3MOB 3alUThI IIPU Pa3pa0d0TKE TEXHOJIOTHYCCKUX KapT SJIESKTPOHHOTO

JIOKYMEHTO0000pOoTa
Ne Koa u HauMeHOBaHUE HHIUKATOPA
[Tocnenyromume TUCIUTIITMHBI
n/m JIOCTHYKEHHUS KOMIIETEHIINH

[TpakTHKa 110 5KOHOMHUYECKOW U HH(DOPMAITOHHOM
6e3omacHoctu. Yacts 1

YK-9.1, VK-9.2, YK-9.3, VK-10.1,
YK-10.2, YK-10.3, YK-10.4, VK-
10.5, IK-1.1, TTK-1.2, TK-1.3, TTK-
2.1, IK-2.2, TIK-2.3, TIK-2.4, TTK-
3.1, IK-3.2, TIK-3.3, TIK-3.4, TIK-
3.5, [IK-4.1, [IK-4.2, TIK-4.3, TIK-
4.4, TIK-4.5, TIK-5.1, TIK-5.2, TIK-
5.3, [IK-5.4, TIK(LD)-1.1, TIK(L[)-1.2

KonkypeHTHas pazBenka

TK-2.1, TIK-2.2, TIK-2.3, TTK-2.4

[TpakTHKa 110 SKOHOMHYECKON U HH()OPMAI[HOHHOM
oe3omacHoctd. Yacts 2

VK-9.1, VK-9.2, YK-9.3, YK-10.1,
VK-10.2, YK-10.3, YK-10.4, VK-
10.5, TIK-1.1, TIK-1.2, TIK-1.3, TTK-
2.1, TIK-2.2, TIK-2.3, TIK-2.4, TTK-
3.1, TIK-3.2, TTK-3.3, TIK-3.4, TIK-
3.5, TIK-4.1, [IK-4.2, TTK-4.3, TIK-
4.4, TIK-4.5, TIK-5.1, TTK-5.2, TIK-
5.3, TIK-5.4, TIK(ID)-1.1, TIK(1D)-1.2

Hpe,[[)II/IHJ'IOMHaH IMpaKTHUKa

VK-1.1, YK-1.2, YK-1.3, YK-1.4,
VK-1.5, YK-1.6, YK-2.1, YK-2.2,
VK-2.3, YK-2.4, YK-2.5, YK-3.1,
VK-3.2, VK-3.3, YK-3.4, YK-4.1,
VK-4.2, VK-4.3, YK-4.4, YK-5.1,
VK-5.2, YK-5.3, YK-6.1, YK-6.2,
VK-6.3, YK-7.1, YK-7.2, YK-7.3,
VK-7.4, VK-8.1, YK-8.2, YK-8.3,
VK-8.4, YK-9.1, YK-9.2, YK-9.3,
VK-10.1, YK-10.2, VK-10.3, YK-
10.4, YK-10.5, VK-11.1, YK-11.2,
VK-11.3, IK-1.1, TTK-1.2, TIK-1.3,
MK-2.1, TIK-2.2, TIK-2.3, TIK-2.4,
TK-3.1, TIK-3.2, TIK-3.3, TIK-3.4,
TK-3.5, TIK-4.1, [IK-4.2, [IK-4.3,
TK-4.4, TIK-4.5, TIK-5.1, [IK-5.2,
TK-5.3, TIK-5.4, TIK(I1T)- 1.1, TIK(LD)-
1.2

VYpasneHne npoeKTaMu 1 0€301acHOCTh OM3HEC-TIPOIIECCOB

I1K-3.1, I1K-3.2, T1K-3.3, T1K-3.4,
[1K-3.5, [1K-4.1, 11K-4.2, TIK-4.3,
I1K-4.4, I1K-4.5




VK-1.1, VK-1.2, YK-1.3, VK-1.4,
VK-1.5, VK-1.6, YK-2.1, VK-2.2,
VK-2.3, VK-2.4, VK-2.5, VK-3.1,
VK-3.2, VK-3.3, YK-3.4, VK-4.1,
VK-4.2, VK-4.3, VK-4.4, VK-5.1,
VK-5.2, YK-5.3, VK-6.1, YK-6.2,
VK-6.3, YK-7.1, YK-7.2, VK-7.3,
VK-7.4, YK-8.1, YK-8.2, VK-8.3,
VK-8.4, YK-9.1, YK-9.2, VK-9.3,
VK-10.1, YK-10.2, YK-10.3, VK-
10.4, YK-10.5, VK-11.1, VK-11.2,
VK-11.3, OTIK-1.1, OTIK-1.2, OTIK-
1.3, OTIK-1.4, OTIK-2.1, OTIK-2.2,
OI1K-2.3, OTIK-3.1, OTIK-3.2, OTIK-
4.1, OTIK-4.2, OTIK-4.3, OTIK-5.1,
OI1K-5.2, OTIK-6.1, OTTK-6.2, OTIK-
7.1, OTIK-7.2, OTIK-7.3, TIK-1.1, TIK
-1.2, IK-1.3, TIK-2.1, TIK-2.2, TIK-
2.3, TIK-2.4, TIK-3.1, TIK-3.2, TIK-
3.3, [TK-3.4, TIK-3.5, TIK-4.1, TIK-
4.2, TIK-4.3, TIK-4.4, TIK-4.5, TIK-
5.1, TIK-5.2, TIK-5.3, TIK-5.4, TIK(L])
-1.1, TIK(1])-1.2

6 [ToxroToBka K mporeaype 3amuThl | 3alUTa BBITYCKHON
KBATM(UKAIIMOHHON PabOTHI

4. O0beM QUCUUIIMHBI (MOIYJIs1) B 3a4eTHBIX eIUHUIAX ¢ YKA3aHHEM KOJINYEeCTBA aKaleMUYeCKUX
YacoB, BbIIeJIEHHBIX HA KOHTAKTHYI0 padoTy 00y4aroluxcs ¢ mpenojaanBateieM (10 BUIaM y4eOHBIX
3aHATHUH) M HA CAMOCTOSAITEIbHYIO PA00Ty 00yUYar0IIUXCS

Kypce
W3 Hux gacel Ha
Bun yuebHOH paboTh Beero MPaKTHIECKYIO
4acoB o 2 3
JITOTOBKY
KontakTHas pa6oTa 36 12 24
Jlexumonnsie 3ausatus (JIek) 12 0 4 8
IIpaktuaeckue 3ansatus (Ip) 24 24 8 16
Hnast KOHTaKTHasi pa60oTa, B TOM YHCJIE: 15 1,5
KOHCYJIBTAIIUU TI0 KYpPCOBOM paboTe (TIPOeKTy), 1 1

KOHTpOJIBHBIM padoTam (PT'P)

KOHTaKTHas paboTa Ha aTTecTaluio (c1ava 3avera,
3ayeTa ¢ OLICHKOM; 3alluTa KypCOBOM pa0doThI 0,25 0,25
(mpoexTa); cnaya KOHTpOJIBHBIX pabdot (PI'P))

KOHTaKTHas pa60Ta Ha arTeéCTaliuio B CCCCHUIO

0,25 0,25
(KoHCYNBTAINS TIEpe/T SK3aMEHOM U cada
Yachbl HA KOHTPOJIb 16,75 4 12,75
CamocrositesibHast padota (CP) 305,75 92 213,75
O0611as TPY10eMKOCTH JUCIUTIIUHBI (MOTYJIs1)
gacel: [ 360 108 252
3a4eTHbIe eTUHHUIbI: 10 3 7

5. Conepxkanue IMCUUIIMHBI (MOAYJIs), CTPYKTYPHMPOBAaHHOE 110 pa3jesam (TeMam) ¢ yKa3aHueM
OTBe/ICHHOT0 HA HUX KOJHMYeCcTBA aKajeMHYecKHX YacOB U BUJ0B YUeOHbIX 3aHATHI
5.1. TemaTrueckuii MiaH JUCHUILIAHBI (MOJTYJIS)




KonrakTtHas pabora (1o yueOHbIM

3aHATHAM), Yac. Kon
HWHJIUKATOP
a
No Pa3nesns! qUCIIUITINHEBL é JICKIHH I3 P CP Beero, JOCTHXKEHU
M H3 HUX H3 HUX H3 HUX qac. !
3Ha 3Ha 3Ha KOMIICTCHIL
BCEro TpaKTi- BCEro TpaKTH- BCEro TpaKTH- nn
YECKYIO YECKYI0 YECKYI0
HOAro- HOAro- HOAro-
TOBKy TOBKy TOBKy
1. |1 pa3nen. besonacHocTts B
u(ppoBOH FIKOHOMHUKE U
nH(pOpMaMOHHOE
3aKOHOJATEJILCTBO
I1K-3.1,
HNudopmarius. IK-3.2,
11 HNudopmannonHoe mpaBo 2 1 2 2 23 26 IK-3.3,
' I1K-3.4,
IIK-3.5
[IpaBoBBIE pEeKUMBI AOCTYIIA K I1K-3.3,
1.2. [uadopmanuu. bezomacHocTh B 2 1 2 2 23 26 [1K-3.4,
u(ppoBOI IKOHOMHKE [IK-3.5
2 |2 pasnen. [IpaBoBoe
peryJaupoBaHue B
nHpopManmoHHoe cdepe
beszomnacHocTs 1 I1K-3.1,
peryJImpoBaHue ICKTPOHHOTO I1K-3.2,
2.1. | nokymeHTo000pOTa U 211 2 2 23 26 I1K-3.3,
MacCOBOT'O PACIIPOCTPAHEHUS I1K-3.4,
uHpopmaun I1K-3.5
Nudopmarnmonnas [1K-3.3,
2.2. | 6e3omacHocTs PD Ha 2 1 2 2 23 26 [1K-3.4,
HallMOHAJIbHOM YPOBHE T1IK-3.5
3. |3 pa3aen. Kontpoins
I1K-3.1,
I1K-3.2,
3.1. | 3auér 2 4 [1K-3.3,
[1K-3.4,
I1IK-3.5
4. |4 paznen. Teopernueckue
OCHOBBI YIIPaBIICHUS
nH(OPMALIMOHHON
0e30macHOCTEIO OM3HEeca
I1K-3.1,
WNudopmanus u OuzHec. I1K-3.2,
4.1. | UadopmarmoHHas 3 1 2 2 27 30 [1K-3.3,
0€e30I1acCHOCTh [1K-3.4,
IIK-3.5
Ynpasnenue nHPOPMAITHOHHOM [1K-3.3,
4.2 0e30IMacHOCThIO OM3HEca 311 2 2 23 26 I1K-3.5




5. |5 pazmen. Obmas
XapaKTEPUCTHUKA CUCTEM U
CPEJICTB 0OeCIICUCHUS
nH(OPMATMOHHOU
0e30IMacHOCTH
O030p OCHOBHBIX CPEICTB
oOecrieueHus [1K-3.3,
>1. nH(pOpMaAITMOHHOM 15 271 305 [1K-3.5
0e30IacHOCTH
JIOKyMEHTaJIbHOE 00CCIICUCHHE K-3.3
5.2. | uHpOpMALIMOHHOM 0,5 26 28,5 HK-3l 5’
0e30IMacHOCTH '
6. |6 pazmen. Konrpons
I1K-3.1,
I1K-3.2,
6.1. | 3auér 4 [1K-3.3,
I1K-3.4,
I1K-3.5
7. |7 pa3nen.
Crnennanu3upoBaHHbIC
CUCTEMBI HH(POPMAITMOHHON
0e30IMacHOCTH
Kpunrorpadus kak ocHoBa 317
7.1. | 3aUTHI JAHHBIX IIPU XPAHCHUHT 1 5’ 34,75 | IIK-3.3
U Tiepeade 1o KaHajiaM CBSI3H
I1K-3.1,
I1K-3.2,
79 CucTeMBbl 3alIUThl JaHHBIX OT 1 26 29 K-3.3
" | yreuex HK-3. 4’
I1IK-3.5
8. 8 paznen. MOHUTOPHHAT
WHIIUJICHTOB WH()OPMAITMOHHOU
6e3omacHocTH. O11eHKa
CHUCTEMBI HH(POPMAITMOHHOMH
0€30MacHOCTH OpraHU3aIuu
I1K-3.1,
CrannapTel HHPOPMAITMOHHOMN TIK-3.2,
8.1. Aap OpMALHOTHO 1 27 | 30 | MK-3.3,
0e30IMacCHOCTH K-3.4
I1K-3.5
Pabora ¢ nHIMAEHTAMUI IK-3.1
nH(OPMALIMOHHON HK-3.2,
82, 6e3onacHoctu. [Inmardpopma 1 26 29 MK-3.3
pearupoBaHUs Ha UHITUICHTHI IK-3.4
(IRP). Security Operational HK-3. 5’
Center (SOC) '
9. |9 paznen. Has koHTaKkTHas

pabora




[K-3.1,
[1K-3.2,
9.1. [1nas koHTaKkTHas paboTa 3 1,25 | IIK-3.3,
[1K-3.4,
[1K-3.5
10. | 10 paznmen. KonTposs
[1K-3.1,
[1K-3.2,
10.1. | Ox3ameHn 3 9 [1K-3.3,
[1K-3.4,
[1K-3.5
5.1. Jlexuun
No | HaumeHnoBaHue pazzaena o
. HaumeHoBaHMe U KpaTKOE CO/Iep KaHUE JTEKIUI
pasn Y T€MBI JIEKIU I
Cucrema nHGOPMAIIMOHHOTO MpaBa
Uupopmarus. [Tonstue undopmanuu. Buast undopmaruu. FOpunndecku 3HaunMbIe
1 UupopMalmonHoe cBoiictBa unpopmanuu. Mudopmainmonnoe odmiectBo. OKuHaBCKas
IIpaBo. xapTus riodaabHOro nHMGopManoHHOro obiecTBa. EquHoe
nH(pOpMaLMOHHOE TPOCTpaHCTBO. CrcTeMa HH(GOPMAITMOHHOTO TIPaBa.
HNudopmarnus. HNudopmaninoHHble IPaBOOTHOLIEHUS
1 Nudopmanmonnoe CyOBbeKTbl M1 00BEKTHI, COJEpKaHUE HHPOPMAITMOHHBIX TPABOOTHOIICHHMA
paBo.
[TpaBoBbBIE OCHOBBI 3aIIUTHI KOH(DUICHIIMATBHBIX JaHHBIX
JlokyMeHTupOBaHHas U HeIOKyMeHTHUpoBaHHas uHpopmanus. [Tonstue u
[IpaBoBbIe peXXUMbl | BUABI JOKYMeHTOB. Hocurenu J0KyMeHTHPOBaHHON HH(OpMALKH.
o |mocTymax nabopmanuy. | LOKYMEHTBI Ha OYyMaXHBIX HOCHTENSX. [IOHSTHE 3IEKTPOHHOTO
BezonacHocTh B JOKYMEHTA. DJIEKTPOHHAs NOJANUCH U €€ BUbI. [[pUHIMIBI U yClI0BUA
1M (pPOBOIT SKOHOMHKe | HCIIOIB30BAHHSI SJIEKTPOHHOI noanucu. [IpaBoBoii pexum nHdoOpmaLuH,
pasmenaemoii B cetn «IHTepHET». 3aKOHOJATENBCTBO B O0JIACTH 3ALUTHI
NIEPCOHAIBHBIX JaHHBIX
Nudopmarimonnas cocTaBisionias dKOHOMUYECKON O€30MacHOCTH B
YCIIOBHSX IUPPOBON IKOHOMUKU
TlpaBoBBIe PEAUMBL | [Tporpamma «L{ndposast skoHOMEKa B PDy. TlorsTHE IUdpOBOit
o [AOCTYHA K uH(popMaLmy. skoHOMUKH. Llenu nudpoBoit 5KOHOMHUKHU. Y CIIOBUS peaTn3aiuu
Be3OHfCHOCTB B nporpammsl «Lludpposas skonomuka B PO». Hanpasienus pazsutus
U(poBoi dKOHOMHKE ¢ poBoit s3xkoHOMUKU. MHpOopManimoHHast 6€30macHOCTh HUPPOBOI
SKOHOMHUKH
[TpaBoBBIE OCHOBBI 3JIEKTPOHHOTO JOKYMEHTOO00pOTa
JlokyMeHTHUpOBaHHasl U HEJOKYMeHTUpoBaHHas uHpopMmarus. [Tonarue u
Be30nacHocTb U BUBI TOKyMEHTOB. HocuTenu 10KyMeHTUPOBaHHON HHPOPMALIUH.
peryiMpoBaHue JlokyMeHTBI Ha OyMaXXHBIX HOCUTENAX. [IoHATHE 27IEKTPOHHOTO
3JIEKTPOHHOTO JOKYMEHTA. DJIEKTPOHHAs! MOANKCH U €€ BUABIL. [[puHIUIEI 1 ycioBus
3 I[OKyMeHTOOGOpOTa u HCIIOJIb30BAHUA OJICKTPOHHOU ITOAIIMCH.
MaCCOBOTO Opranu3anuu 10KyMEeHT0000poTa B OpraHax rocy1apCTBEHHOM BIacTH U
PACIPOCTPAHEHNUS MECTHOI0 camoynpasiieHus. [IpaBuia nenonpousBoacTsa u
MHPOPMALIHH nokyMeHToobopoTa. [IpaBa Ha MaTepuanbHble HOCUTEINH, COIEPIKallINe
JOKYMEHTHPOBaHHYI0 HHpopmanuio. [lopsiok XxpaHeHus u
UCTIOJIb30BaHUS IOKYMEHTHPOBAHHOW MH(POPMALIUU B COCTaBE apXHBOB.
Be3omnacHocThb 1 [TpaBoBOE perynupoBanue B chepe MaccoBoil HHGOpMaLUU
PeryJIMpOBaHIe OO11ast xapakTepUCTHKA IPABOBOTO PEKMMa MacCOBOM MH(OpMAIIH.
3 3JIEKTPOHHOTO [TonsiTue 1 BuAbI cpencTB MaccoBoi nHpopmaru. CBobo1a MaccoBOn
JIOKyMEHTO000POTA H nadopmanuu. Llenszypa maccosoii nundopmanuu. [onstue
MAacCOBOLO 3710ynoTpebiieHns: cB0O010H MaccoBOM HH(POPMALIUH.




pacrpocTpaHeHUS
uHpopMauu

CyOBbeKThl TPaBOOTHOIICHH B MaccoBor nH(popmaruu. OCOOEHHOCTH
MPABOBOTO CTaTyca HHPOPMAIIMOHHOTO areHTcTBa. [IpaBoBOl cTaTyc
yupeauTens cpeacTBa maccoBoit nadopmarmu. [IpaBoBoii craryc
rinaBHOro penakropa. [IpaBoBoii craryc xxypHanucra. [IpaBoBoit ctatyc
3apy0eKHOT0 KOPPECMOHICHTA. AKKPEAUTALIUS KYPHAITUCTA

HNupopmarnmonHas
6e3omacHoCcTE PO Ha
HAI[MOHAJILHOM YPOBHE

OOGecneyeHue HaIMOHAIBHBIX HHTEpecoB PD B obmactu
nH(pOpMaIMOHHOM 0€301MacHOCTH

HudopmarninonHasi 6e30MacHOCTh Kak COIIMAIbHOE SBJICHUE.
CootHomienre nHGOPMaIMOHHON 0€30MaCHOCTH C IPYTUMH BHIaMU
6e3omacHocTu. besonacnocts nnopmanuu. 3ammrta UHGOPMALIUK U
BUJIBI CPEJICTB 3alIUThl HHGopManuu. MHpopmalonHoe opyKue.
Nudopmannonnas BolHa.

[Tonsitue nudopmanmonHoi 6e3omacHocTy AeTei. ['ocymapcTBEHHBII
HaA30p B cdepe 3aluThl AeTei OT HHpopMauu, TPUYUHSIONIEH Bpe/] UX
3I0POBBIO U (WJIH) Pa3BUTHIO.

[Tonsitue nadopmarmonHoit 6e3onacHoctu PO. HanmoHanbHbIe HHTEPECHI
P® B undopmannonHoit chepe u ux odbecrneueHue. YTrposbl
uH(popMannoHHoH 6e3onacHocTd PO u ux ucrounuku. [IpaBoBeie METOIbI
obecnieuenus nnpopmannonHoii 6ezomacuoctu PO. Cucrema
obecrieueHuss ”HGOpMAIIMOHHOK Oe3omacHocTH PD.

MexyHapoIHOE COTPYAHHUECTBO B 00JIACTH 0OecTeueHUs
nH(pOpMaIMOHHOM 0€3011aCHOCTH.

Nudopmarmonnas
6e3omacHocTh PO Ha
HAI[MOHAJILHOM YPOBHE

OTBETCTBEHHOCTH 3a MPaBOHAPYIICHHs B MHGOPMAIIMOHHOH chepe
[ToHsiTHE M BUIBI OTBETCTBEHHOCTH 32 MTPABOHAPYIIICHHS B
nH(pOpMaIMOHHOM cdepe.

YTo5I0BHast OTBETCTBEHHOCTb 3a MPECTYIUICHUSI B MH(POPMAIMOHHOU
chepe.

AJIMHHUCTPATHUBHO-TIPABOBAsi OTBETCTBEHHOCTD 33 IPABOHAPYIIICHUS B
nH(pOpMaIMOHHOM cdepe.

['pakiaHCKO-TIpaBOBasi OTBETCTBEHHOCTH 32 MPABOHAPYILICHUS B
UH(pOPMaLMOHHOI cdepe.

Nupopmanus u 6usHec.
WnpopmanronHas
0€30MacHOCTb

Nudopmanirmonnas cymHocTs Ou3Heca

Ocob6ennoctu ynpasienus. adopmarmonnas cymnHocTs Ou3Heca.
TpeboBanus k nHpopmaruu. KauectBo nadopmannu u 3¢p¢peKTHBHOCTh
ynpasieHus. OnpeaeneHue HHPopMaIMoHHOM Oe3onacHocTH. CBA3b
MaTepHaIbHBIX U MHPOPMAITMOHHBIX MpoiieccoB. CTPyKTypa
MH(POPMAIMOHHBIX TIOTOKOB KOMITaHWH. JIokanbpHass HopMaTuBHas 0aza
KOMIIaHUM 110 NTHPOPMAITMOHHOH 0€3011acHOCTH

Nupopmanus u 6usHec.

Pucku nndopmanronHoi 6e30macHOCTH

NudopmanuonHas Pucku nndopmarmonHoit 0€30MacHOCTH B CTPYKTYpE PUCKOB OM3HEcCA.
6e30MacCHOCTD Bo3spacraromias cinoxHOCTh HHOOPMAITMOHHBIX CUCTEM M TEXHOJIOTUH
Mogenb obecniedeHuss HHHOPMAITMOHHOM 0€30ITaCHOCTH OpraHU3aAINH
[TonsTHs pucka, yrpo3sl, yiiep0a u ys3BUMOCTH. PacnipenencHue
pPeCypcoB OpraHM3aIiu B YCIOBUAX pUCKa. PUCK-OpUEHTUPOBAHHBIHN
moaXo/ K o0ecreuyeHno HHPOPMAIIMOHHON O€30IaCHOCTH.
Ynpasienue . Nnentudukaiys puckoB. 3aBUCUMOCTh KaueCTBa OIEHKH PUCKOB U
HH(pOPMAITMOHHOM

0€30IaCHOCTRIO Ou3HECa

uaeHTUGUKAIIH COOBITHI HHPOPMAIIMOHHOM 0€30TACHOCTH OT CTETICHU
JOKYMEHTHPOBAHHOCTH MH()OPMAIIMOHHBIX MPOIIECCOB KOMITAHHH.
Haxornenue 3nanuit no puckam. Mogens Jlemunra-Illyxapra. Mozaens
obecrieueHnss HHPOPMAIIMOHHOM Oe3omacHoCTH Ou3Heca. TpeboBaHuUs K
MoJ1eTi MH(POPMAIIMOHHOM 0€30MacHOCTH

VYnpasnenue
nH(OPMALIMOHHON
0€30MacHOCThIO

ApXHUTEKTypa yrnpaBieHUs] HHPOPMAIIMOHHON 0€301aCHOCTHIO
NpEennpUATUL
Mozenu HenpepbIBHOTO COBEPILIEHCTBOBAHUS U MTPOLIECCHOTO MOIX0AA.




ousHeca

['uOkue MoeN MEHEKMEHTA U MEXKTyHAPOIHBIE CTAaHAAPTHI.

Dranbl CO3JaHUs CHCTEMbI MEHEDKMEHTa WH(OPMAIMOHHON
oe3onacHoctu npeanpusatus (CMUB). Onpenenenue 001acTu ACHCTBUS
CMWUB. OnpeneneHre MOJUTUKH YIIPaBICHUS HHPOPMAIIOHHOM
Oe3omacHOCThIO. OmpesieNieHue METO0B OIICHKH pUCKa WH()OPMAIIMOHHON
Oe3omacHocTH. UHBeHTapu3anus (UIeHTH(PUKAINS) PUCKOB.
Wnentudukanus akTHBOB HHPOpMAIIMOHHOM Oe30macHOCTH. OlLleHKa U
KIaccudukanus puckos. [1o1xombI K olleHKe pUCKOB. BIOOp cpeacTs
MIPOTUBOICUCTBUS PHCKaM HHPOPMAITMOHHOW 0€30TTaCHOCTH.
Ornpenernenue 1enen u CpeicTB KOHTPOIIS 3a puckaMu. [IoHATHS KOHTPOJIs
U 3a1UTHON Mepbl. OLleHKa OCTaTOYHBIX PUCKOB M COTJIACOBAHUE C
PYKOBOJCTBOM

0O0630p OCHOBHBIX
CpeACTB 00eCTICUCHHS

TexHUYECKHE CPEICTBA 3AIIUTHI CETEBON HHPPACTPYKTYPHI
XapakTepucTuKa yrpo3 HeIOCPEICTBEHHOTO JJOCTYIA B ONIEPAlMOHHYIO
cpeny. XapakTepUCTUKA YTPO3, PEAIU3yEeMbIX C UCIIOJIb30BaHUEM

8 HH(bOpMﬂI.[PIOHHOﬁ IIPOTOKOJIOB MCIKCCTCBOI'O B3aHMOI[CﬁCTBHﬂ. CereBble YI'pO3EI,
6e30MaCHOCTH YSI3BUMOCTH M aTaKH, CBS3aHHBIC C IKCILTyaTalluel MEKCETEBbIX SKPAHOB.
Bnusinue yrpos Ha 6usHec. [Ipumepsr
O0630p OCHOBHBIX AHTHBUPYCHOE MPOrPaMMHOE 00ECTICUCHHE
8 cpencTs obecrniedenus | Yrpossl. Bo3MoxkHOCTH U (pyHKIIMU COBPEMEHHOI'O aHTUBUPYCHOT'O
WH(OPMAITMOHHOU porpaMMHOro obecrnieuenus. Bausaue yrpo3 Ha 6usnec. [Ipumepst
0e30MmacHOCTH
JIOKyMEHTaJIbHOE [Tonutrka nHGOPMAIMOHHOM 6€30ITaCHOCTH
9 obecrneucHue Conepkanne nokymenTa "l[lonutrka nHGOPMAIIMOHHON O€3011acHOCTH" U
uHGOPMALIMOHHOM B3aUMOCBSI3aHHBIX JJOKYMEHTOB
0e301acHOCTH
B03MOXHOCTH COBPEMEHHBIX KPUIITOIPA(PUIECKUX CHCTEM B 00ECIICUCHUN
Kpunrorpagus kax | gesorachoctu JTAHHBIX
OCHOBA 3ALNTBL AAHHBIX | Cperempr mudpoanms. OCHOBBI O10KYCHH-TEXHOIOTHH 1 €¢
11 TP XpaHCHIH 1 MCIIONIb30BaHUE /TSl 00ECTIeUeHHs [IETOCTHOCTU U IOCTYITHOCTU JaHHBIX.
Tiepefiate Ho KaHaNaM | ypxrmu coBpeMeHHBIX KpUNTOrpadIecKnX ciucTeM. be3omacHocTh
CBASH 3JIEKTPOHHOTO JOKYMEHTO000pOTA
Ha3nauenue u QpyHKIMM cUCTEM 3allUThl JaHHBIX OT yTeuek (DLP-
CUCTEM)
[Tpumepsl, TPUYMHBI U TIOCTIEACTBHS YTCUKH KOH(PHUICHIINATBHBIX TAHHBIX
12 CHCTeMBI SaIUTHI opranuszanuu. @ynkiuu DLP-cuctem. O630p prinka DLP-cuctem B PO.
AQHHBIX OT yTCUCK Kpurepuu Bei6opa DLP-cuctemsl. Cocta 3aTpaT Ha BHEAPEHHE U
skcruryaTauio DLP-cucremsl. McTounuku skoHOMUYeckoro 3ddexra ot
BHenpeHus DLP-cuctemsl
TpebGoBaHMsI MEXAYHAPOTHBIX M POCCUUCKHUX CTaHIAPTOB
CraHgapThl nH(pOpMaIMOHHOM 0€30MMacHOCTH
13 MH(OPMAIOHHO Cranmaptel banka Poccun. PCI DSS. OcoGeHHOCTH OLIEHKH CHCTEMBI
6e30MaCHOCTH nH(GOPMaIMOHHON 0€30MacCHOCTH OopraHu3anu. Mopaens yrpo3. Mojenb
HAPYIIUTEIS
Pa6ora c mamMnenTamu | PearupoBanue Ha MHIUAEHTHI HHGOPMAITMOHHON 0€30MacHOCTH
WH()OPMAITMOHHON OcobenHocTH pUCKOB HH(DOPMAIIMOHHOM Oe30macHOCTH. Moenb
0e30MacHOCTH. yIpaBJIeHUs] puckamMu nH(pOpMaIMOHHOM Oe3omacHocTu. Incident
14 [Tnardopma Responce Platform. Security Operational Center

pearupoBaHus Ha
uHimaeHTH (IRP).
Security Operational
Center (SOC)




5.2. IlpakTuyeckue 3aHsATUS

HaumenoBanue pazuena

p{:ggﬂ U TEMBI IPAKTHYECKHX HanmeHnoBanue u cofiep:kanne NpakTHUeCKUX 3aHATUI
3aHSTUN
Wudopmarnins kak npaBoBasi KaTeropus
Hndopmartus. Bunbr uadopmaruu (o6cyxaenue, onpoc). OCHOBBI TEOpUH HHPOPMALIUH.
1 Hndopmannontoe OcHOBHBIE OJXO/IbI K OMPECIICHUIO MOHATHS «MHGOPMAIUSY.
paBo.
[Tpenmert, MeToAbI M cucTeMa HHPOPMAIIMOHHOTO MpaBa
Omnpenenenue noHATHs «uHGOPMaMOHHOE TpaBo». [IpeameT u MeTobI
Hndopmarys. uH(popMalmoHHoro npasa. [Ipobiemaruka oTrpaHrueHUs
1 Hndopmarontoe MH(OPMALIMOHHOTO IIPaBa OT CMEXHBIX OTpaciiel mpasa.
TIpaBo. OcHoOBHBIE OJXO/IbI K OIPEICIICHUIO IPUHIUIIOB HH(OPMALIMOHHOTO
npaBa
HudopmaninoHHbIe TPABOOTHOIICHHUS
NHbopManusL. [TonsiTue, mpU3HAKU U BUIbI HHPOPMAIIMOHHBIX MPABOOTHOIICHUH.
1 NHbopManHoHHOE OcHoOBHBIE OJXO/IbI K OMPEENICHNI0 00beKTOB HH(GOPMAITHOHHBIX
TpaBo. npaBooTHoIeHHH. CyObeKThl U cofiepaHne HH(POPMAIIMOHHBIX
MIPaBOOTHOLIECHUI
[TpaBoBbIE pexUMBI JOCTYIA K UH(POpMALHH
OcHoBHbIe TH(GOPMAITMOHHBIE NTPaBa U CBOOOIbI, OCHOBAHUS UX
orpanunueHus. [IpaBo Ha noctyn k uHpopmaruu. [ToHsTre U BUIBI
MPABOBBIX PEKUMOB CBOOOAHOTO JOCTYIA K HH()OPMALIUH.
Wudopmarnius, K KOTOPOil He MOKET ObITh OrpaHUYeH TocTyn. MaccoBas
[IpaBOBBIC PEXKHMBI uHpopmanus. MckmountenbHbie mpaBa. O0IIECTBEHHOE TOCTOSHUE.
, |noctynax uHpopManyy. | [IOHATHE U BUIBI IPABOBBIX PEKUMOB OTPAHUYCHHOTO JIOCTYIIA K
Be3omnacHocTs B uHpopmanuu. CosepkaHne KOHCTUTYIIHOHHOTO MpaBa Ha
1HbpOBOiT SKOHOMEKe | HETIPUKOCHOBEHHOCTb YaCTHOM JKU3HH, JIMYHYIO M CEMCHHYIO TaiiHy.
TaliHa 1 ee pa3HOBUAHOCTH. I 'OCynapCTBEHHAs TaliHA: IOHATHE U
0COOEHHOCTH MPaBOBOTO pexnma. KoMMepueckas TaiiHa: IOHATHE U
0COOEHHOCTH TIPaBOBOTrO pexkuma. Ciry>xkeOHast TaifHa: TTOHSITHE U BUJIBL.
OcoOeHHOCTH TPABOBOI'0 peKMMa HOCUTENEeH nHpopMaluy,
cocTasistone TaiiHy. [IpaBoBOl peXUM NEPCOHAIBHBIX TaHHBIX
bezonacHocTh 1 be3onacHOCTh TOKYMEHTHPOBAHHON HH(POPMAIHH
peryiaupoBaHue JlokyMeHTUpOBaHHas U HeTIOKyMeHTHpoBaHHas uHpopmanus. [ToHsTre u
3JIEKTPOHHOTO BUJIBI TOKyMeHTOB. HocuTenu JoKyMeHTHPOBaHHOM HH(OPMALIUH.
3 nokyMeHToo0opora u | JloKyMeHTBI Ha OyMaXHBIX HocUTeNsAX. [ToHATHE 2IEKTPOHHOTO
MacCOBOIO JIOKYMEHTA. DJIEKTPOHHAs MOANUCH U €€ BUABL. [[pMHIUIIBI U yCIOBHS
pacnpocTpaHeHus WCIIOJIb30BAHMUS JIEKTPOHHOM MTOIMUCH.
uHpOpMaLun
PerynupoBanue nadopmaiiuu, HaXog1encs B OTKPBITOM JIOCTYIIE
OO0mias XxapakKTepUCTUKA U TIEPCTIEKTUBBI Pa3BUTHS MPABOBOTO
peryiaupoBanus B cepe UCIOIb30BaHuUs HH(DOPMAITMOHHO-
BesomacHoCTh 1 TEJIEKOMMYHUKAIIUOHHBIX CETEH.
peryanpoBaHue [TonsiTHst «caliT» U «cTpaHuIa caiita» B cetu «HTepHETY. [ToHsATHE 1
3JIEKTPOHHOTO BUJIbI TIOMEHHBIX uMeH. [IpaBoBoii pexkuM nHbOpMaIuu, pa3MenaeMon B
3 JIOKyMeHToo0OopoTa u | CETH «MuaTepuer». [IpaBoBOii cTaTyc Biajenbla caiTta B CETU
MAacCCOBOTO «uTepuer». [IpaBoBoii cTaTyc npoBanaepa XOCTUHTA.
pactpocTpaHeHUs VYcnoBust orpaHnyeHus Joctyna kK caiitaM B cetu «IHTepHeT». Enunblil
HH(MOPMAIHH peecTp JOMEHHBIX UMEH, yKa3aTellel CTpaHull CauToB B ceTu «HTepHEeT»
U CETEBBIX aJIPECOB, MO3BOJSIONIUX UACHTH(PHUIIMPOBATH CAUTHI B CETH
«HTepHeTY, coaepxalire nHHOPMAIIMIO, PACIPOCTPAHEHHE KOTOPOIL B
P® 3anpeeno
4 UndopmarnronHas [IpaBoBbIE OCHOBBI IU(PPOBOH IKOHOMUKY B PD




oe3omacHocTh PD Ha
HAIMOHAJILHOM YPOBHE

[Tporpamma «l{udposas s3xonomuka B POy. [lonstre uudposoit
skoHOMUKH. Llenn 1mudpoBoit SKOHOMHUKH. Y CIIOBUS peaTu3aliu
nporpammel «Lludposas sxkonomrka B POy, HanpaBnenus pa3BuTus
U(PPOBON IKOHOMUKH

OTBETCTBCHHOCTH 3a IIPABOHAPYIICHUS B HH(DOPMAIMOHHOM cepe
[ToHsiTHE M BUJIBI OTBETCTBEHHOCTH 3a MPABOHAPYIIICHHS B
uH(MOPMAIMOHHOH cdepe.

I/IH(l)OpMaHI/IOHHaH YromnoBHas OTBETCTBEHHOCTE 3a OpCCTYIJICHUA B I/IHq)OpMaL[I/IOHHOﬁ
4 6esomacHocTs PO Ha | cbepe.
HAIL[MOHAIBHOM YpOBHE |AIMHHHCTPATHBHO-IIPABOBAsi OTBCTCTBEHHOCTD 32 IIPABOHAPYIICHHUS B
uH(MOPMAIMOHHOH cdepe.
['paxxnancko-mipaBoBasi OTBETCTBEHHOCTH 3a MPABOHAPYIICHUS B
UH(POPMALIMOHHOM cepe
Wudopmanus kak HEOOXOAMMOE YCIOBHE CYIIECTBOBAHUS OPTaHU3AINH
Uudopmarms 1 6usHec. | YTIpaBlIeHre MHOOPMAIMOHHBIMH IOTOKAMH OPraHU3allME Kak OCHOBA
6 I/IH(l)OpMaHI/IOHHaH SKOHOMHYECKOM 0€30IaCHOCTH.
6e30MacHOCTh KauectBo nnpopmanuu u 3pGEeKTUBHOCTD YIIPABICHUS: TTOJIOKUATEITHHBIC
Y OTPHULIATEIILHBIE IPUMEPHI
HH(bOpMaHI/IH U OM3HEC. Puckn HH(I)OpMaHHOHHOfI 0e30macHOCTH
6 NHpopMannoHnas AHaM3 ¥ OlleHKa pUCKOB HH(POPMAIIMOHHON 0€30MaCHOCTH: MPUMEPHI,
0e301acHOCTh 3a/laHus
B3anMocBs3b pucKkoB HH(DOpMAITMOHHOM 0€301MacHOCTH ¢ (PMHAHCOBBIMU
Hndopmanus 1 busmec. PUCKaMH ¥ pUCKaMH KaJIpOBOM 0€301MacHOCTH
6 Nudopmarontas Hcnonb30BaHME HHCTPYMEHTOB HH(GOPMAIIMOHHON O€301IaCHOCTH JIJIst
GesonacHocTs BBISIBJICHUS (PMHAHCOBBIX PUCKOB U PUCKOB KaJPOBOI 0€30MacHOCTH
VYrpasieHue nHHOPMAITMOHHONW 0€301TaCHOCTHI0 OPTaHU3aIuN
OpranuzanvoHHas CTpyKTypa HH()OPMALIMOHHOW OE30MMaCHOCTH.
VipasieHue Pacnipenenenre moaHoMounii 1 00s13aHHOCTEN MEXTY TI0Ipa3IeICHUSIMA
7 MH(OPMAIMOHHOI OpraHHU3aIy 10 o0ecreueHn o nHHOpMalMOHHON 6e30macHoCcTH. MecTo
6e30MacHOCThIO Ou3Heca | ATHPOPMAIIMOHHOM 0€30MaCHOCTH B CTPYKTYpPE MOApa3ieIeHHH,
OTBEUAIOIIUX 32 KOMILJIEKCHYIO 0€30MacCHOCTh OpraHU3aluu. YTpaBicHHE
pucKkaMu HHGOPMAITMOHHOM 0€30MacHOCTH
0O0630p OCHOBHBIX Opranu3zanus U CpeACcTBa 3alUThl CETH MPEITPUATHUS
8 cpencTs obecreuenrs | BuIbI 1 0COOEHHOCTH TEXHUUECKUX CPEJICTB 3aALUTHI CETH: IIPUMEDBI,
MH(OPMALIMOHHON Keicel. OOCyX/IeHUEe, TECThI
0e30MmacHOCTH
3anaun 6€30MacHOCTH MH(POPMAIIMOHHBIX aKTHBOB, pPEIIacMble C
O630p OCHOBHEIX MOMOIIbIO0 aHTUBUPYCHOTO MPOTPAMMHOT0 00ECTICUECHH S
8 CpeACTB o6ecnequUHs[ OyHKIIUU, 00111ast XapaKTEPUCTUKA, TPOU3BOAUTENIN aHTUBHPYCHOTO
HH(OPMALHOHHOH nporpaMMHoro ooecneuenus. Peinok P®. Kpurepuu Beidopa
GesomacnocTn CIIEIUATTM3UPOBAHHOTO MTPOTPAMMHOTO 00€CTIeUeHUS
JIoKyMeHTanpHOe JlokanpHass HOpMaTHBHO-TIPaBOBast 06a3a Mo HHPOPMAITUOHHOM
oOecrieucHue 0€30MmacHOCTH OpraHU3aIluN
9 MH(OPMAIUOHHOI Conepkanne u cTpyktypa "llomutuku nadopmamoHHoi 6e30macHocTH".
6e30MaCHOCTH OO6cyxneHue mpuMmepa. 3aaHusl B rpynmnax. 3amura 3a1aHuii
CucreMbl 0€301aCHOCTH 3JIEKTPOHHOTO IOKYMEHTO000poTa
Kpunrorpagus xak | gosyommoctu Kkpunrorpaduueckux cucreM. Mcnons3oBanue
OCHOBA 3AMUTBL AAHHBIX |y ymtorpadun mis 3aIUThl TAaHHBIX TIPH Iepeiaye o KaHaaaM CBSI3U U
1 TIpY XpaHCHIH 1 npu XpaneHuu. HauBHTyallbHBIC 3a/1aHUsI Ha TIOJyYeHne YMEHUN 1
Tiepeniae Mo kaHalaM | 4ryaGoTKy HABBIKOB HCIIONB30BAHMS KPUMTOrPAaQHUECKUX CPEJICTB
CBA3H 3QIATHI
Kpurrorpadus Kak Kpuntorpadus xax OIHa U3 KIIOUEBLIX TEXHOJIOTHI OJOKUYeitH
11 TexHonorus OJIOKYEHH - MPUHIIMITEI U MEXaHU3MBbI paboThl. Bo3zMokHOCTH

OCHOBA 3alllUThI




JAaHHBIX IIPHU XpaHCHUU
" repeaadc 1o KaHajiam
CBs3U

HUCIIOJIB30BaHUA JJIA 3allIUThI JaHHBIX

CucreMsl 3aIUThI

Hcnonbs3oBanue cucTeM 3allUThl JAHHBIX OT YTEUEK JUIsl CHHXKEHUS] PUCKOB
MH(OPMAIIMOHHON ¥ SKOHOMHUYECKOH 0€301MacHOCTH

12 JIAHHBIX OT yTedeK OcBoenue padotsl ¢ DLP-cucTemoii: GyHKIIMN, TapaMETPhl, OTYETHI.
Brmonaenue 3aganui
Pemenue 3a1a4 5JKOHOMHUYECKON 0€30I1aCHOCTH C MCITOIb30BAHUEM CHCTEM
MOHHUTOPHHIa HHPOPMAITMOHHBIX TOTOKOB U MPOTHBOJICHCTBUS YTECUKaM
JTAHHBIX
Buibl 1 0COOEHHOCTH CUCTEM IPOTUBOACHCTBUS yTCUKaM JaHHBIX.
12 CHCTEMBI SAIUMTBL | 357194y yyera MCTIOTB30BAHHS PAGOTETO BPEMEHH H KOHTPOb
AQHHBIX OT yTCHCK COOTBETCTBYIOIIMX PUCKOB KaJPOBOK 0€30IIaCHOCTH; MPOAYKTUBHOCTh
HCIIOJIb30BaHUs padoUero BpeMEHH COTPYIHUKAMU; PEIIICHHE KEHCOB
MOIIICHHUYECTBA, HEIICJICBOTO MCIOJIb30BaHMUS COTPYIHHKAMHU PECYPCOB
OpraHH3aIlyH, Jp.
KittoueBbie TpeOoBaHUS CTAaHIAPTOB MH(DOPMAIIMOHHON OE€30MMaCHOCTH
Crannaptsi . banka Poccun
13 HH(OPMALHOHHOH Cucrema noxymenToB banka Poccuu o nH(bopMannoHHONH O€30IMaCHOCTH.
GesonacHocTn Coneprxanue U cTpykTypa. OCHOBHBIE TPEOOBAHHS
Mesx1yHapOIHbIC CTAHIAPTHI K COTPYIHUYSCTBO B 00JIACTH
CraHzapThl nH(pOpPMaIMOHHOM 6€30IMacHOCTH
13 MH(OPMAIHOHHOI PCI DSS. MexyHapoHbIe OpraHU3alliy B 00J1aCTH HHPOPMAIIMOHHOMN
0€e30IMacHOCTH 0e30macHOCTH. Y4JacTue U COTPYAHHUYCCTBO pOCCI/If/'ICKI/IX
TOCY/IapCTBEHHBIX 1 KOMMEPUYECKHUX CTPYKTYpP
Pa6ota c uanuaentamu | CucrteMa pearupoBaHus Ha MHIUIEHTH HHGOPMAIIMOHHON 6€301aCHOCTH
UHPOPMALMOHHOM OpraHu3aloOHHas U TEXHUYECKasi COCTABIISIONIAs CHCTEM MOHUTOPUHTA U
0€e30MMacHOCTH. pearupoBaHHs Ha UHITUICHTHI
14 [Tnardopma
pearupoBaHus Ha
unimaeHTs (IRP).
Security Operational
Center (SOC)
Pabota ¢ mHIMIeHTaMH | AYTCOPCHHT YCIIYT HH(POPMAIIMOHHON 0€301IaCHOCTH
MH(pOPMaAITMOHHOM CocraB 3aTpar Ha COOCTBEHHYIO CUCTEMY HH(POPMAIIMOHHON
0e30IMacHOCTH. 0€301acCHOCTH, MPEUMYIIIECTBA U HEAOCTATKH.
14 [Tnardpopma CocraB 3aTpar Ha ayTCOPCUHT MH(OPMAITMOHHONW O€30MTaCHOCTH.

pearupoBaHus Ha
unimaeHTs (IRP).
Security Operational
Center (SOC)

HpeI/IMyH_ICCTBa N HCJOCTAaTKHU

5.3. CamocTosTenpHas pabota 00ydaromuxcs

Ne | HanmeHoBanue pazaena .
ConeprkaHne caMOCTOSTEIHFHON paboThI
pa3q| AMCLMIIIMHBI U TEMbI
WNndpopmarnus. WubopmanoHHbIe TPaBOOTHOIICHHS
1 NudopMamonsoe IToaroroBka Kk npakTudeckoMy 3aHATHIO 1o TeMe. [loaroroska noknana
IpaBo.
[Iporpamma "ludposas s3xoHOMuka PO"
IIpaBoBbIE pEKUMBI " "
[IpoekTs! nporpammsl "Ludposas sxoHomuka". Conep:kaHue nNporpaMmmbl
JI0CTyMa K HHGOpMaIuu. . .
2 nH(popManoHHON 6e3omacHocTH LKudpoBoii skoHOMUKH. [loaroToBKa K

BbesomacHocTh B
1M (POBON YKOHOMHUKE

MPAKTUYCCKUM 3aHATUAM. IIOATOTOBKA JOKJIAJ0B




[IpaBoBBIE pEKUMBI
JOCTYTIa K HH(pOPMAIIHH.

[TpaBOBBIC OCHOBBI 3aIUTHI KOH(MUICHIINATBHBIX JaHHBIX
ITpaBOBBIC OCHOBBI 3alTUTHI KOH(MUCHIIMAILHBIX JaHHBIX. [ToAroTOBKa K

2 MPAKTUYECKUM 3aHITHSIM, TTOATOTOBKA JJOKIJIAIOB
bezonacHocTh B
U(GPOBOI FIKOHOMHKE
Bbe3onacHocTh 1 HpaBOBbIe OCHOBEI 3JICKTPOHHOI'O I[OKyMeHT0060pOTa
peryaupoBaHue DJeKTpOHHAs MOAMUCH. ANTOPUTMBI KU(POBAHUS, OCOOCHHOCTH,
SIIEKTPOHHOTO MPAKTUKA UCTIOIB30BAHUS KPUNTOTPAPUISCKUX CUCTEM
3 JIOKYMEHTOO000pOTa 1
MaccoOBOTO
pacrpocTpaHeHHS
uHpopmanuu
besonacHocTh 1 [TpaBoBOEC perynupoBanue B chepe MaccoBoi HH(MOpMaIUU
peryianupoBaHue C60op nnopMaIy U3 OTKPBHITHIX HCTOYHUKOB. CriocoObl cOopa,
JIEKTPOHHOTO MIPABOBBIE OCHOBBI UCTIOJIL30BaHUS HH(OPMAITUN
3 JIOKyMEHTO000pOoTa U
MaccOBOTO
pacmpocTpaHeHus
uH(popMaluu
AKTyalbHbIE HOPMaTHBHbBIC IOKYMEHTBI B 00JIACTH KHOEpOE30MacHOCTH
Nudopmannontas Konuemnius HarimoHanbHO# Oe3omacHocTH. CTpyKTypa pucKoB. Pucku
4 Gesonacrocts PO Ha WH(POPMALIMOHHOM OE30MIaCHOCTH HA HALIMOHAIBHOM YpOBHE. TeHICHIIHH,
HAIMOHATILHOM YPOBHC | 11600681 IpoTHBOCHCTBHS
OTBETCTBEHHOCTh 32 HAPYILIECHHUS B 00JaCTH 3aIIUThI KOH(PHICHIIMATbHBIX
Nudopmarmonnas JaHHBIX
4 6e3omacHocTs P na | OTBETCTBEHHOCTH 3a pasrilallieHUue JaHHBIX, COCTABIISIONIMX
HAIIMOHAIBHOM YpOBHE |TOCYIAPCTBEHHYIO TaliHy, KOMMEPYECKYIO TaiiHy. OTBETCTBEHHOCTH 32
HapYIICHUE 3aKOHA O MEPCOHAIBHBIX JIAHHBIX
Nubopmarus 1 6usHec. | Y IPABICHUE PUCKAMU UH(YOPMAIMOHHON O€30MaCHOCTH
6 Nupopmannonnas [ToaroroBka K MPaKTUYECKUM 3aHATHIM 110 TeMe. BolnonHeHue 3aaanuid,
6E30I1aCHOCTD MOJITOTOBKA K TECTUPOBAHUIO
Nudopmanus u 6usnec. |Pucku, cBa3aHHble ¢ HHPOPMALMOHHBIMU aKTHBaMH OpraHU3alUH
6 NupopmanronHas [ToAroToBKA K MPAKTUYECCKUM 3aHSATHSIM, TOATOTOBKA K TECTUPOBAHUIO
0e30MacHOCTh
Pacrnipenenenue o6s13anHOCTEHN IO 00€CTIEYEHNIO MHPOPMAIIMOHHOM
YHpasienye . 0€30MacHOCTH OpraHu3alun
! HH(OPMALHOHHOM [ToaroToBKa K MPaKTUIECCKUM 3aHATHSIM, IIOATOTOBKA JIOKJIAJIOB,
GesonacHocTbio busHeca MOJITOTOBKA K TECTUPOBAHUIO
0O0630p OCHOBHBIX AHTUBHPYCHOE MPOTrpaMMHOE o0ecrieueHne: GyHKIUU, IPUMEPHI
3 cpeCTB o0ecrieueH s | MCIIOJIb30BaHMSI
WH()OPMAITMOHHON [ToaroTroBka K MPaKTUYECKUM 3aHSATHSIM, MOATOTOBKA JTOKIA/I0B
0e30MacHOCTH
JlokyMeHTaJIbHOE [Tonmutrka nHDOpMaAITMOHHOM 0€301TaCHOCTH
9 obecrnieueHue [ToaroToBKa K MPaAKTUYCCKUM 3aHATHIM, ITOATOTOBKA JIOKJIAI0B
nH(OPMAIIMOHHOU
0e30MacHOCTH
JlokymeHTanpHOE Opranu3zanus 00y4eHus COTPYIHUKOB B 001aCTH HH(POPMAIIMOHHON
obecrnieucHne Oe3omacHOCTH
9 WH()OPMAITMOHHON [ToaroroBka K MPaKTUYECKUM 3aHSATHSIM U BBITIOTHEHUE 33TaHUN
0e30MacHOCTH
Kpurrorpadus kax | DIOKYeHH
11 | ocrosa samuTer tambix [ToaroroBka K MPaKTUYECKUM 3aHSATHSAM, TOATOTOBKA JTOKIA/I0B

IIPY XPaHEHUH U
nepeaaye 1o KaHajaam




CBA3U

Kpunrorpadus xak
OCHOBA 3aIUTHI TAHHBIX

CucTeMBbl AIEKTPOHHOTO JOKYMEHTO000pOoTa
W3ydeHne BOZBMOKHOCTEH CHCTEM AIIEKTPOHHOTO JOKYMEHTO000pOTa 110

11 [P XpaHCHUHU U JOKYMEHTAIuu npoun3Boauteseil. [loAroToBka K mpakTUYECKUM 3aHSATUSIM
nepeaave mo KaHajiam
CBSI3H
Kpunrorpadus xkak | Micropus pa3BuTust KpUITOrpaMueCKUX CUCTEM
OCHOBA 3alUTHl JAHHBIX | TOJATOTOBKA K MPAKTUYCCKUM 3aHSATHUSIM, MIOATOTOBKA JTIOKJIAI0B
11 MIPU XpaHCHUH U
nepeaave mo KaHajiam
CBSI3H
CuHcTeMbl IPOTUBOACHCTBHS YTEUKAM JaHHBIX
12 CucTeMbl 3aIUThI [ToaroToBKa K MPaKTHYECCKUM 3aHSATHSIM, BBIIIOJHEHUE 3aIaHHM,
AGHHBIX OT yTCHCK MOJIFOTOBKA K TECTUPOBAHHUIO
CraHmapTsl CranmapThl HHPOPMAIIMOHHON 0€30IIaCHOCTH
13 MH(OPMALUOHHO CopepxaHue cTaHAApTOB HHPOPMAITMOHHOM Oe3onacHocTH. [loaroToBka K
6e30M1aCHOCTH MPAKTUYICCKUM 3aHITHIM U TECTHPOBAHUIO
Pa6ora ¢ uHIMIeHTaMHu | YTIPaBJICHUE UHITUICHTaMU HH(GOPMAIMOHHOHN 0€301acHOCTH
uH(OPMALIMOHHOM BrlinosHeHue 3a1aHuii, TOATOTOBKA K MPAKTHYECKUM 3aHITHAM U
0e301acHOCTH. TECTUPOBAHUIO
14 [TnaTdopma

pe€arupoBaHuA Ha
unimaeHTs (IRP).
Security Operational
Center (SOC)




6. MeToauveckne MaTepHAJIbI JJIs1 CAMOCTOATEILHON PadoThl 00y4YAIOIIMXCS 1O AUCIHUIIIHHE
(Moay110)
CaMOCTOﬂTCHBHYIO pa60Ty HCO6XOI[I/IMO BLIIIOJIHATD 110 BCEM pasaciaM IporpaMmbl JUCHUILIMHEL B

dopme:

- U3YYEHUS PEKOMEH1YEMOW OCHOBHOM M JOMOJHUTEIIBHOM JINTEPATYPHI;
- CaMOCTOSTEIBHBIX 3aHATHH 110 TIOJ00PY U aHATU3Y JIUTEPATYPHBIX UCTOUYHUKOB;

- BBIIIOJIHEHUIO TIOJIYYEHHBIX HA MMPAKTUYECKUX 3aHATHUAX 33/IaHUM, BKJIKOYAs 3aJaHus IPOCKTHOM
paboThI;
- IOMCKa UCTOYHUKOB, cOOpa M aHaIN3a JaHHBIX, PACYCTOB, HAMMCAHUS TEKCTA KYpPCOBOM paOOTHI.
N3ydenne kypca oCymecTBIsieTcs B (GOpME ydacTHs B JICKIMOHHBIX U MPAKTUYECKUX 3aHATHIX,
MOATOTOBKU Y HAIMCAHUS KypCOBOM pabOThI, CAMOCTOSITEILHOM MOATOTOBKH.
Ha ayautopHbIX 3aHATHSX 00ydaromuecst 3HaKOMSITCSI C TEOPETUKO-METO10JI0TUYECKUMHU OCHOBAMHU
JUCITUTIIMHBI, COBPEMEHHBIMH MTpo0aeMaMu, ToHITUsIMH. OCBOCHHE OCHOBHBIX MOHATHI TpeOyeTcs Ha
YPOBHE BO3MOXHOCTHU X ITPUMEHEHUS B JUCKYCCHAX HA MMPAKTUYECKUX 3aHATHUAX, IPU HOATOTOBKE
KYpCOBO pabOThI, BBEITIOJTHEHUH IMPOCKTHBIX 33/IaHUH U MOATOTOBKE K KPYTJIOMY CTOY.

[IpopaboTka n3ydaeMoro Marepuaia mpoBOAUTCS HA MPAKTHUECKHUX 3aHSATHUIX, B XOJI€ KOTOPHIX
oOyuaroruecs: ToJpoOHO aHAIM3UPYIOT OCHOBHBIE KOMIIOHEHTHI U3y4aeMoi TeMbl. B dhopMe noknana unu
JaJIoTa ¢ TPeroiaBaTeyieM paccMaTpUBAIOT HanboJee CI0KHbIE U TITyOOKHe 3aKOHOMEPHOCTH U
MEXaHHU3MbI, 00CYKIAIOT MOCIeIHNE MTyOIUKAINH 110 U3y4aeMbIM MTPOOIeMaM.
B Teuenue cemecTpa oOy4aromyecs Noay4aroT IPAKTHUECKUE HABBIKK UCTIOIb30BAHUS CUCTEMBI
MOHHUTOPHUHTA PadOThI COTPYIHUKOB.
Wrorom n3yueHus Kypca sIBJIsI€TCA yCIENIHas cAada 3a4eTa U SK3aMeHa.

7. OuleHOYHbIe MAaTEPHAJIBI /ISl MPOBEAEHUA TEKYIEero KOHTPOJIsSl YCIeBaeMOCTH ¥ MIPOMEKYTOYHOIM
arrecTauMu 00y4aroIMXCcs M0 JUCHUILINHE (MO1YJIIO)
7.1. IlepedyeHp KOMIIETCHIUN C YKa3aHHEM ATAINOB UX (POPMHUPOBAHUS B MPOLIECCE OCBOCHHSI TUCIUTUTHHEI

Ko u HaumeHnoBaunue

No KoHTpospyembie pa3aeibl JUCITUTIIHHBI HHMKATOPa KOHTPONHPYeMOii Bup onieHouHOTO
/1 (Momyms) cpencTaa
KOMITETCHIIH
1 | Mngopmanms. Mdopmarmonroe mpaso IK-3.1, T11K-3.2, T1K-3.3, [1K- | YcTHBI onpoc, TECTHI,
PMATUHA. pMatt Pago. 3.4, I1IK-3.5 JOKJIAbI
[TpaBoBBIE pEKUMBI JOCTYIA K V eTHEL OMDOC. TECThL
2 |undopmanuu. bezonacHocTs B MG POBOI [1K-3.3, IIK-3.4, [IK-3.5 poc, ’
JTOKJTIa bl
YKOHOMUKE
besonacrocTs u perynuposanme ITK-3.1, T1K-3.2, IT1K-3.3, [IK- | YcTHBII onpoc, TECTHI,
3 | 2MEeKTPOHHOTO JOKYMEHTO000pOTa U
3.4, I1IK-3.5 JOKJIaJIbI
MacCOBOTO pacnpocTpaHeHus: nH(opmaIuu
4 HNudopmanmonnas 6e3onacHocTs PO Ha TK-3.3, [TK-3.4, [IK-3.5 Y CTHBIN ONIPOC, TECTHI,
HaIlMOHAJILHOM YPOBHE JTOKJIA b
& |300e MK-3.1, TIK-3.2, TIK-3.3, TTK- EOSSS;H o
3.4, TIK-3.5 POMEAYT
aTTeCTAI[UU
6 HNudopmanus u 6uznec. MHGopManmoHHas ITK-3.1, I1K-3.2, I[TK-3.3, [IK- | YcTHBII onpoc, TEeCTHI,
0e30IMacHOCTh 3.4,1IK-3.5 3aJ]aHus, TOKIaabl
7 VYnpaiaenue nHOOPMAITMOHHOM [1K-3.3, [IK-3.5 Y CTHBIH OIpoc, TECTHI,
0€30IMacHOCTRIO OM3HEca 3ajaHus, TOKJIaIbl
3 00630p OCHOBHBIX CPEICTB obecrieueHus T1K-3.3, TIK-3.5 Y cTHBIN Onpoc, TECTHI,
nH(pOpMaIMOHHOM 06€30MacHOCTH 3aJIaHMsI, IOKJIA]IbI
9 JIOKYMQHTaHBHOGuO6eC1'[e'-IeHI/Ie T1K-3.3, [IK-3.5 Y CTHBIN OMPOC, TECTHI,
nH(pOpMaIMOHHOM 06€30MacCHOCTH 3aJIaHMsI, IOKJIA]IbI
10 |3ausr ITK-3.1, TIK-3.2, T1K-3.3, TIK- [ Bompocsr

3.4, I1K-3.5

MIPOMEKYTOUHOMN




aTTecTanuu

Kpunrorpadus kak 0CHOBa 3aIUTHI TaHHBIX

VY CTHBIN Onpoc, TECTHI,

11 |mpu XpaHeHuHU U niepeaaye no KaHajaam ITK-3.3
3a/laHus
CBSI3U
12 | CrcreMbl 3aMMTE TAHHLX OT VTeUeK IMK-3.1, T1K-3.2, T[T1K-3.3, [IK- | YcTHBII onpoc, TECTHI,
it a T 3.4, IIK-3.5 3a1aHusd
CrangapThl HHPOPMALTMOHHOM IK-3.1, I1K-3.2, [1K-3.3, TIK- .
13 0€e30IaCHOCTH 3.4, I1IK-3.5 Y CTHBII ONpOC, TECTBI
PaGora ¢ uHIMIeHTaMU HHPOPMAITIOHHOM
14 6e3onacHoctH. [Inmardopma pearupoBaHus IK-3.1, T1K-3.2, T[T1K-3.3, [IK- | YcTHBII onpoc, TECTHI,
na uniaents! (IRP). Security Operational 3.4,11K-3.5 3aJaHHs
Center (SOC)
ITK-3.1, TIK-3.2, T1K-3.3, T1K- | KypcoBas pabora.
15 |Wnas xonTakTHas pabora 3.4, TIK-3.5 VerHas samTa
Bomnpocsr
16 | Pxsanen ITK-3.1, I1K-3.2, [1K-3.3, TIK- | npoMexyTouHOM

3.4, IIK-3.5

aTTecTauu (YCTHBIN
0npoc)

7.2. TunoBble KOHTPOJIbHBIE 3a/1aHUS WM UHBIE MaTEPHAaIbl TEKYIIETO KOHTPOJIS YCIIEBAEMOCTH,
HEO0OXOUMbIE AJIs OLICHKH 3HAHUM, YMEHHI U HABBIKOB U (WJIM) OMBITa MPO(ECCUOHAIBHOMN JesTebHOCTH,
XapaKTEPU3YIOIIUX ATAIbl (POPMUPOBAHUS KOMIIETEHIIUN B MIPOLIECCE OCBOCHUS TUCIUTIIMHBI

['pymmoBkie TBOpUeCKHe 3a1aHus (TIPOCSKTHI) ISl IPOBEPKU CPOPMUPOBAHHOCTH WHAUKATOPOB
npoctkenust komnerennuii [1K-3.1, T1K-3.2, T1K-3.3, T1K-3.4, I1K-3.5.
OneHnBAIOTCS 3HAHUS, YMEHUS, HABBIKH I10 pa3zenam Kypca 1-6.
1. Pa3zpaboTka NOJUTUKH HHPOPMALIMOHHON 0€30MacHOCTH.

2. Unentudukanus u yaeT nHOOPMAIMOHHBIX AKTHBOB.

3. lenepanus «kapTh» MpoIeccoB 00padboTKH nepcoHambHbIX JaHHbIX (I[11H).

4. Unentudukaiys nHGOPMAITHOHHBIX CUCTEM nepcoHanbHbIX JaHHbIX (UCIIdH).
5. Pa3paboTka opraHu3aimOHHBIX MEp I10 3aIIUTE IEPCOHAIBHBIX JaHHBIX.
6. Pa3zpaboTka mporpaMMbl TOBBIIIEHUS] OCBEIOMIEHHOCTH COTPYIHUKOB B O0JIACTH 3alUTHI
MEPCOHAIIbHBIX IAHHBIX.

Kpyrusriit cron

(mepeueHb TUCKYCCUOHHBIX TEM KPYTJIOTO CTOJIa JIsl TPOBEPKH CHOPMHUPOBAHHOCTH UHIUKATOPOB
noctmkenus komnerennui [1K-3.1, TIK-3.2, TIK-3.3, I1K-3.4, [1K-3.5)
OreHuBarOTCs 3HAHUS, YMEHHUSI, HABBIKHU 10 pazjaeny 1.

Pazpnen 1:

1. CpaBHEHHE MEXIYHAPOAHBIX M HAITMOHAJIIBHOTO 3aKOHOB B 00JIACTH 3aIIUTHI MEPCOHATBHBIX
JNAHHEIX.

['pynmoBoe (MHAUBUAYATBHOE TT0 BEIOOPY CTYAEHTA) TBOPUYECKOE 3aJJaHUe ISl IIPOBEPKU
c(hOpMHUPOBAHHOCTH HHIUKATOPOB JocTkeHns kommeteHnui [TK-3.1, ITK-3.2, T1K-3.3, I1K-3.4, T1K-3.5.
OneHUBAIOTCS 3HAHUS, YMEHUS, HABBIKH I10 pa3jienaM Kypca 1-6.

BapuanT 1

Bl pykoBouTenb npeanpusTys. Bam He0OX0AMMO OpraHU30BaTh Mpoiecc GopMUPOBaHUS
«[lepeuns cBeneHU KOHPUACHIIMATHHOTO XapakTepay. Caenaiite onvucanue OusHec-mpoiecca.

BapuanT 2

BrI PYKOBOJMUTECIIb IPCAIIPUATHUA. Bam HCO6XOI[I/IMO OpraHnu30BaTb KOH(I)I/IIICHLII/IaJ'IBHOC
JACJIOIIPOU3BOJACTBO. CI[CJ'I&ﬁTC OIIMCAaHHC 6I/I3HCC-Hp0HCCCH..

Bapuanr 3

Bbl pykoBoauTENb NPEANPUATHSA. BaM HEOOXOAMMO OPraHU30BaTh 3alIUTY B OTHOIICHHUN
JTOKyMeHTOnoTokoB. CrenaiiTe onucanre OU3HeC-IpoIecca.

Bapuanr 4




Br1 pykoBouTeNb NpeAnpusTUs. Bam HE0OX0AMMO OPraHU30BaTh TEXHOJIOTHUECKYIO CUCTEMY
00paboTKu KOHGUACHIIUATHHBIX TOKYyMEHTOB. ClenaiiTe onvucanue Ou3Hec-mpoiecca.

TecToBbIe 3amaHNs

(IpHMEpBI TECTOBBIX 3aJJaHU JUIS IIPOBEPKH CPOPMUPOBAHHOCTH MHIMKATOPOB JOCTHIKCHHS
xkomnerenmmii [1K-3.1, T1K-3.2, I1K-3.3, T1K-3.4, T1K-3.5)

OrneHHBarOTCS 3HAHUS 110 pasjieiaam Kypca 1-6.

1. bezonacHocThk nH(pOpMaIu (B COOTBETCTBHH ¢ PykoBoaAImUM TOKyMEHTOM "3ariura ot
HECaHKIIMOHUPOBAHHOIO JOCTyMNa K uH(popManuu TepMUHBI U onpeesieHus ") — 3To:

a) COCTOsIHUE 3alIUIEHHOCTH HH(pOpMaluu, 00padaThIBaeMOil cpeICTBAMH BHIYHCIIUTEIb-HOM
TEXHHUKHU WJIM aBTOMAaTU3UPOBAHHON CUCTEMBbI, OT BHYTPEHHHUX WJIM BHEUIHHUX yIpoO3;

b) cucrema ynpapieHus 3amuToi nHGopmanuu;

C) MOCIeA0BATEILHOCTD JEHCTBUM T10 3alTUTE OT yrpo3?

2. Kakoii ToKyMeHT siBJsieTCsl 0a30BBIM B CHCTEME JIOKATbHOW JJOKYMEHTAIIUN KOMITAHUH T10
UH(GOPMAIIMOHHON 0E30MaCHOCTH:

) MoJINTUKA NH(DOPMAIIMOHHOW OE30ITaCHOCTH;

b) mpaBuiia pasaeneHus 10cTyna;

C) perJaMeHT MOHUTOPUHTa UHITACHTOB O6e301acHoCTh?

3. K kakoMy THITY pUCKOB OTHOCSTCSI PUCKH HH(DOPMAIIMOHHOW OE30TIaCHOCTH I10
KIaccudukanuy bazenbckoro KOMUTETa M0 OaHKOBCKOMY HaI30pYy:

a) CTpaTeru4eCKuii;

a) oneparmoOHHbIN;

b) nukBuaHOCTH;

C) pbIHOYHBIN?

4. Kakoe 13 nepeuncaeHHbIX JEHCTBUI SIBISIETCS IEPBBIM ITAOM pa3padOTKH CUCTEMBI
uH(MOPMAIIMOHHON 0€30MaCHOCTH MPEANPUATHS:

a) BEIOODP CPE/ICTB 3AIUTHI;

b) npentudukarws coobITHIF HHOOPMAITMOHHOH OE30MACHOCTH;

C) MOHUTOPHUHT COOBITHI HH(OPMALIMOHHON Oe30macHoCTH?

5. DLP cucremsl npeaHa3zHavyeHbl IS

a) BBISIBJICHUS U NPEAOTBPAILlEHUs yTeUEK JAHHBIX;

b) BbISIBNICHUS M IPEIOTBPAIICHUS 3apaKEeHHS BUPYCAMH;
C) BBISIBJICHUS U NPEAOTBPAILIEHUS CETEBBIX aTaK?

6. JIByxdakTtopHas ayTeHTU(UKAIHS TOApa3yMeBaeT UCIOIb30BAHUE JIBYX U3 CIEAYIOIINX
Croco00B UACHTU(PHUKAIIY TTOIb30BaTeNs (YKa)KUTE HETPAaBUIbHBINA OTBET):

a) OTP;

b) mapossb;

C) cMapT-KapTa;

d) [T1H;

€) OTIIEYATOK Majblia;

f) KOHTPOJIB TOKYMEHTA, YIOCTOBEPSIOIIETO THYHOCTb.

7. COBOKYITHOCTh MPaBUJI, OMPEIEISIFOIINX PAa3pEIIeHHs] U 3alpPEThl JOCTYTA K
nH(GOPMAIIMOHHBIM pecypcaM — 3TO:

a) YpOBEHb TIOJTHOMOYH CyOBEKTa JOCTYIIA;

b) npaBuna pazaeneHus 10CTymna;

C) MOJIeTTh 3alIUTHl TH(GOPMAIIMOHHBIX PECYPCOB?

8. BO3MOXXHOCTh BOBHUKHOBEHHUS yIiepOa B pe3yinbTaTe HapyIIeHUs: HH()OpMaAIMOHHOM



0e3011acCHOCTH — 3TO:
a) ySI3BUMOCTb;
b) araxka;
C) puck?

9. Kakoe cBOMCTBO 3alUIIICHHON HH(POPMAIMK ObLIO HAPYIIICHO, €CIIA BbI BUIUTE
NPHOIM3UTEIIBHO CIICAYIOMUN TEKCT OIIMOKH «CEPBHUC BPEMEHHO HE paboTaeT, OOpPaTUTECH . . .»:

a) IEeJIOCTHOCTb;

b) moctymnHOCTS;

C) KOHPUIECHITNATBLHOCTD;

d) aBTopcTBO MOKYMEHTA?

10. Lensio pemepanbHOro 3aKoHa 0 IEPCOHATBHBIX JIAHHBIX SBIISCTCS:

- oOecrieueHue 3alIUThI IPaB U CBOOOT YeTIOBEKa U TpakKJaHIHA IPU 00pabOTKE ero
NEPCOHAJIbHBIX JAaHHBIX, B TOM YHCJIC 3alllMThI IIpaB Ha HCIIPUKOCHOBCHHOCTb JaCTHOU KU3HH, JIMYHYIO U
CEMEUHYIO TalHY;

- oOecrieueHue 3alIuThI MPaB ¥ CBOOOT YeTIOBEKa U rpakJaHIHA IPU 00pabOTKE ero
NNEepCOHAJIbHBIX JaHHBIX.

11. [lepcoHanbHBIMU JAHHBIMH, COTJIACHO 3aKOHY O TIEPCOHAIBHBIX JAHHBIX, SBIISIOTCS:

- moOast HHpOpMAIHs, OTHOCSIIASLCS K IPSIMO WJIM KOCBEHHO ONPE/ICIICHHOMY WIITH
onpeaenseMomMy GU3HIECKOMY JHIY (CYOBEKTY EPCOHAIBHBIX JTAHHBIX );

- moOast HHpOpPMAIHs, OTHOCSIIASLCS K IPSIMO WJIM KOCBEHHO ONPE/ICIICHHOMY WITH
onpeneasieMomMy pU3HUECKOMY JIMIY (CyOBEKTY IepCOHANIBHBIX JaHHBIX ), 3 UCKIIOUCHUEM HH(POpMaIIUH
OTKPBITOTO JocTyma (00ImeI0CTYITHBIC HH()OPMAIIMOHHBIC PECYPCHI).

12. TpancrpanuuHas nepegadya NepCOHANbHBIX TaHHBIX — 3TO:

- Iepeiaya MepcoOHaIbHBIX JaHHBIX HA TEPPUTOPUIO HHOCTPAHHOTO TOCYAAPCTBA OPTaHy
BJIACTU MHOCTPAHHOT'O FOCYAapCTBA, HHOCTPAHHOMY (DPU3HUUECKOMY JIUILY UIH UHOCTPAHHOMY
IOPUANYECKOMY JIHILY;

- Iepejavya NepCoHaIbHBIX JAHHBIX HAa TEPPUTOPHUIO0 HHOCTPAHHOTO TOCYJapCTBA OpraHy
BJIACTU MHOCTPAHHOI'O TOCYJAapCTBa WJIM MHOCTPAHHOMY IOPUINYECKOMY JIUILY;

- Iepeaya NepCoHaNbHBIX JaHHBIX HA TEPPUTOPHUIO0 HHOCTPAHHOIO FOCYJapCTBa OPraHy
BJIACTU MHOCTPAHHOI'O TOCYJapCTBa.

13. JlocTynHOCTb JaHHBIX — 3TO:

- COCTOSIHHE JAHHBIX, TP KOTOPOM OHHU MOTYT ObITh OECIPENSITCTBEHHO HCIOIb30BaHbI
JH00BIM COTPYIHUKOM OpTraHU3allly;

- COCTOSIHHE JAHHBIX, TP KOTOPOM OHHU MOTYT OBITh O€CTIPENSTCTBEHHO UCTIOIb30BaHbI
JH00BIM COTPYIHUKOM OpPTraHU3allii, UMEIOIIMM COOTBETCTBYIOIIEE MTPaBO JOCTYIIA;

- OTCYTCTBHUE OIIMOOK B JJAHHBIX.

14. Vs13BUMOCTh HHPOPMAIIMOHHOM CHCTEMBI WM IPOrPAMMHOI0 IIPOAYKTAa — 3TO:
- c1aboe MecTo;

- HayaBIllas Peain30BhIBATHCS aTaKa,

- XapaKTepUCTUKA YPOBHS 0€30MacHOCTH HH()OPMAIIMOHHON CUCTEMBI.

15. Hanmuwme nporiecca ynpaBiaeHUs yI3BUMOCTSIMH, BKJIFOYAsl YIPABICHHUE )KU3HEHHBIM [TUKJIOM
nporpamMMHoOro odecrnieueHus, patch management, pentesting sisisiercs:

- HeOOXOIUMBIM, HO HEJTOCTATOYHBIM YCIIOBUEM o0OecredeHusi 0€30IMacHOCTH MepCOHATBHBIX
JTAHHBIX;

- HEOOXOIUMBIM U TOCTaTOYHBIM YCIIOBHEM OOeCTieueHHsl O€30IMaCHOCTH MEePCOHATBHBIX
JTaHHBIX;

- HE SBISETCS HEOOXOAUMBIM U IOCTATOYHBIM YCIOBHEM oOecrieueHust 0€30MacHOCTH
MEPCOHANBHBIX TAHHBIX.



16. HemameHnHOCTh MH(MOpMAIIMU B TIPOIECCE €€ TIepeIadun WIH XPAHSHUS — JTO:
- LEJIOCTHOCTb;

- KOH(pHIEHITUATBHOCTH;

- ayTeHTHYHOCTb.

17. ®enepanbhblii 3aK0H «O MEPCOHAIBHBIX TAHHBIX)» MPUHSAT:
- 27 nrons 2006 roxa;

- 27 nrona 2003 rona;

- 19 masg 2010 rona.

[Ipoekt «IlocTpoenue koHIENIMH HHOOPMALIMOHHON O€30MACHOCTH MPEATIPUSTHS

(s mpoBepKU c(hOPMUPOBAHHOCTH MHIUKATOPOB JocTxkeHus komnerenuil [1K-3.1, I[TK-3.2, TIK-
3.3, TIK-3.4, TIK-3.5)

OneHuBaroTCs 3HaHUS, YMEHUS 0 pa3zeniaM Kypca 3-6.

1. Llens paboTh

3HAKOMCTBO C OCHOBHBIMHU MPHUHIIUIIAMU MTOCTpOeHUs KoHUenuu b npeanpusrus, ¢ yuetom
0CcOOeHHOCTEH ero HHPOPMALIMOHHON HH(PACTPYKTYPHI.

2. Kpatkue TeopeTnueckue CBeCHHS

Jlo Havana co3aHus CUCTeM MH(DOPMAIIMOHHOW OE30ITACHOCTH Psifl OTEYSCTBEHHBIX HOPMATHBHBIX
nokymeHnToB (TOCT P UCO/MBK 15408 TOCT P UCO/MDK 27000 TOCT P UCO/MDK 17799) n
MexayHapoaHbix ctanaapToB (ISO 27001/17799) npsiMo TpeOyroT pa3padOTKH OCHOBOIIOJIATAIOIINX
nokymeHToB — Konneniuu u [lomutuku nadopmarnonnon 6e3onacuoctd. Eciu Konnenmust Ub B 00mux
yeptax onpenaenseT, YTO HeoOxoauMo caenaTh Jis 3amuTel nHGopManun, To [lonuTuka neraausupyer
nosioxenus: Konnenuuu, u ropoput KAK, kakumu cpencrBamu 1 criocodaMu OHHU JT0JKHBI OBITh
pealn30BaHbI.

Konuenmus nabpopmMaimoHHOW 6€301MaCHOCTH UCTIONB3YeTCs TS

* IPUHATHS 00OCHOBAHHBIX YIIPABICHYCCKUX PEIICHUH TI0 Pa3pabOTKe Mep 3alUThI
uH(pOpMAIINH;

* BBIPA0OOTKH KOMIUIEKCA OPTraHU3aIMOHHO-TEXHUYCCKUX U TEXHOJIOTUICCKUX MEPOIIPUSITHH 110
BBISIBJICHUIO YIPO3 MH(POPMAIIMOHHON 0€30MaCHOCTH U MPEJOTBPAIECHHUIO MTOCIEACTBUN UX peaTn3allii;

* KOOPAWHAIIMY JACATEIHHOCTU MOAPA3ACIICHUN 110 CO3JaHUI0, PA3BUTHIO U IKCILTyaTaIluu
WH()OPMAIMOHHON CUCTEMBI C COOJTI0/IEHnEeM TpeboBaHuM obecrieueHns 0€301acHOCTH HH(MOpMaIUK;

* 1, HaKOHeIl, /Il GOPMHUPOBAHUS U PEATH3ALUN €TUHOM TOJUTUKH B 00JaCTH 00ecriedeHus
MH(}OpPMallMOHHON 0€3011aCHOCTH.

3. 3amanue

Pazpaborats koHIIENIINIO HHGOPMAITMOHHON 0€30MaCHOCTH KOMITAHUHU, COJIEPKAIILYIO CIEAYIOIINE
OCHOBHBIE pa3Jiesbl (TPUBEJEH MPUMEPHBIN TIJ1aH, B KOTOPHIH B Cliydae HEOOXOIUMOCTH MOTYT OBITh
BHECEHBI U3MEHEHUS).

1. O6mmue nosoXKeHus

Haznauenne Konnenmuu no obecnedeHnto nHGOpMaIMOHHON 0€301MacHOCTH.

1.2. llenu cuctembl HHPOPMAITMOHHON 0€30MaCHOCTH

1.3. 3amauu cucteMbl HHGOPMAITMOHHONW O€30MaCHOCTH.

2. Ilpo6nemuas cutyanus B chepe HHGOPMAITMOHHONW 0€30MacCHOCTH

2.1. O6bexTh HHGOPMAIIMOHHON O€30MaCHOCTH.

2.2. OnpeneneHue BEpOSATHOTO HAPYIIUTEIIS.

2.3. Onucanue ocobeHHocTel (mpodus) Kax a0l U3 rpyI BEpOSATHBIX HAPYILIUTEICH.

2.4. OcHOBHBIE BBl YTP03 HHPOpMaAIMOHHOH Oe3onacHocTH [Ipennpustus.

» Knaccudukaruu yrpos.

* OCHOBHBIE HETIpETHAMEPEHHBIE HCKYCCTBEHHBIE YTPO3HI.

* OCHOBHBIE TIpEAHAMEPEHHBIC UCKYCCTBEHHBIC YTPO3HI.

2.5. Obmiecratuctudeckas HHGOpPMAIUS M0 UCKYCCTBEHHBIM HapyIIEHUSIM WH(OPMAIIMOHHON
0€30IMaCHOCTH.

2.6. O1ieHKa MOTEHITMAIBHOTO yIiepOa oT peanu3anuu yrpo3sl (cM. [Ipaktuyeckyro padoty Ne 1).

3. Mexanu3mbl obecnieueHus nHGopMannoHHon 6e3omacHoctu [Ipeanpustus



3.1. [IpuHIMIBL, YCIOBUS U TPEOOBAHUS K OPraHU3ANH U (YHKITMOHUPOBAHHUIO CHCTEMBI
uH(GOPMAIIMOHHON 0€30MIaCHOCTH.

3.2. OcHOBHBIC HANIPABIICHUS TOJUTUKHU B chepe HH(HOPMAIIMOHHON O€30MMaCHOCTH.

3.3. IlmarupoBaHKEe MEPONPHUATHI MO0 00CCIICUCHHIO HH(OPMAIITMOHHONW 0€3011aCHOCTH
[Ipennpusitus.

3.4. Kputepuu ¥ nokasareian HHGOpPMaIMOHHOK 0e3onacHOoCTH [Ipennpusrus.

4. MepompusTHs 110 peann3aui Mep HHPopMaImoHHoi 6e3onacHoctu [pennpustus

4.1. OpraHu3aloHHOE 00CeCIIeUeHHE HH(POPMAIIMOHHON O€30I1aCHOCTH.

* 3a/1a4u OPTaHU3AMMOHHOTO 00ecTIeYeHISI HHPOPMAIIMOHHOW 0€30IacHOCTH.

* [Togpasnenenus, 3aHSTHIE B 00CCIIEUeHUN HHPOPMAITMOHHON 0€30ITaCHOCTH.

 BzaumoseiicTBue noapa3aenieHuil, 3aHATHIX B 00ecTieYeHIN HHPOPMAITHOHHOM
0e301acHOCTH.

4.2. Texanueckoe obecnieueHrne nHGopMamoHHo# 6e3onacHoctu [Ipenmpusitus.

*  OO01mue MonaoKEeHuUs.

+ 3ammra HHHOPMAIIMOHHBIX PECYPCOB OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA.

» CpeacTBa KOMIUIEKCHOH 3aIIMTHI OT OTEHIIUAIBHBIX YTPO3.

» O0ecnieueHre KayecTBa B cucTeMe 0e30MacHOCTH.

* [IpuHIIMTIIBL OpraHU3aIK padoT 0OCITY)KHBAIOIIETO ITePCOHAA.

4.3. [IpaBoBoe oOecrneuecHre nHGopMamoHHoM 6e3omacHoctu [IpeanpusTus.

* [IpaBoBOE OOecIeUCHHE IOPUANICSCKUX OTHOIICHUH ¢ paboTHUKaMu [Tpennpusitus .

* [IpaBoBOE 0OecreueHre IOPUINUECKUX OTHOIIEHUH ¢ mapTHepamu [Ipennpusitust.

* [IpaBoBOE OOecTeueHNE TPUMEHEHHS AIEKTPOHHON IIUPPOBOM MOAIHUCH.

4.4. OuenuBanue 3¢ (HEKTUBHOCTH CUCTEMbI HHPOpMAIIMOHHOM Oe3onacHocTH [Ipeanpusarus.

5. Ilporpamma co3aanust CUCTEMbI HHPOPMALIMOHHOM Oe3onacHocTH [Ipennpusrus

StaffCop

(3amanue uig MpoBepku c(HOPMUPOBAHHOCTH HABBIKOB MO UHIUKATOPY JOCTHIKEHUS KOMIIETEHLIUN
[1K-3.4)

2.1. I3menenue pacnucanusi. OTYETHI IO yueTy pabodero BpeMeHH.

2.1.1. Cnenatp otuet "KoMOMHMpOBaHHBIN 0TueT", MeHIO "Y4eT pabodero BpeMeHH.

2.1.2. Cnenatpb pa3BepHYTHIM OTYET MO OJHOMY U3 MOJIb30BATENEH (JeBask KHOMKA MBI HA UMEHU
KOMIIBIOTEPA).

3aduKkcupoBaTh MPOIYKTUBHOCT WIIH HEMTPOIYKTHBHOCTH PA0OTHI B KAKOM-JIHOO MPUIOKESHUH WUITH
Ha caire.

2.1.3. '3MeHUTh KaTeropuio MpOoAYKTUBHOCTH MPHIIOKEeHUs WiH caifta (PunbTpsl - [lonutuku -
[TonmuTuky TPOAYKTUBHOCTH - KATETOPUU MPUIIOKEHUI UITH KaTErOpUU BeO-PecypCcoB).

2.1.4. ITposiBUTH aKTUBHOCTH B MPUIIOKEHUH / BeO-pecypce, Mo KOTOPOoMY ObLIa M3MEHEHA KaTeropus
MPOAYKTUBHOCTH (HOBasi KATErOpHs MPOAYKTUBHOCTH MIPUMEHSETCS TOJIBKO JI1 HOBBIX COOBITHIA).

2.1.5. Cnenatp otuet "KoMOMHMpOBaHHBIN 0TueT", MeHIO "Y4eT pabouero BpeMeHH, yOeIUBIIUCH B
M3MEHEHUHU KaTeropu3aliii akTHBHOCTHU C MPOJYKTUBHOM Ha HEMPOAYKTUBHYIO MJIH HA00OPOT.

2.1.6. Coznats pabouee pacnucanue (AamuH - Pabodee pacnucanue).

2.1.7. HazHaunTth cozgaHHOe pabouee paclrcaHue KOMIBIOTEPY, 3a KOTOpbIM Brl paboTaere (AamuH
- Haznauenue pacnucanmus).

2.1.8. Cnenatp otuet "KoMOMHMpOBaHHBIN 0TUeT", MeHIO "Y4eT pabouero BpeMeHH, yOeIUBIIUCH B
M3MEHEHUU NTapaMeTPOB PACIUCAHUS.

B oryer:

- OTYET /10 U3BMEHEHUS KATerOpUU MPOAYKTUBHOCTH U PACIIUCAHUS;

- OTYET MOCJe U3BMEHEHUS KaTerOpUu NMPOAYKTUBHOCTH;

- OTYET MOCJIe U3MEHEHUS PACTIMCAHMUS.

TeMBI JOKITag0B

(s mpoBepkU c(hOPMUPOBAHHOCTH UHIUKATOPOB aocTrxkeHus kommerennuil [1K-3.1, I[TK-3.2, TIK-
3.3, TIK-3.4, TIK-3.5)



OueHuBaroTCs 3HaHUS, YMEHUS 110 pazjienam Kypea 1-4.

1. Uudopmanus kak mpaBoBasi KATETOPHs: MOHATHE M OCHOBHBIE KPUTEPUHU KIIACCH(PUKAIUH.

2. [IpaBoBbIe peKUMBI HH(DOPMALIMH: TTIOHSITHE U BUIBL.

3. [IpaBOBbIE peKUMBI OTPAHIHYEHHOTO TOCTYTa K MHPOPMAIUH: MIOHATUE U 001Iast
XapaKTEepPUCTHKA.

4. Taitna 1 ee pa3HOBUIHOCTH.

5. [NonsiTrie ¥ BUIBI KOHPUICHIMATBLHOW HH()OPMALIHH.

6. I'ocynapcTBeHHas TaliHa.

7. Ilpu3Haku CBEAEHUN, COCTABIISIIOIINX FOCYIAPCTBEHHYIO TallHY.

8. I'puc CEKPETHOCTH: MOHSATHE U TTOPSIOK UCTIOIH30BAHUS.

9. [IpaBoBO# pekUM HOCUTENEH CBEICHUN, COCTABIISIIOLIUX TOCYIaPCTBEHHYIO TalHY.

10. lomyck K rocy1apCTBEHHOU TalHe.

11. doctyn K CBEIEHUSIM, COCTABIIAIOIINM T'OCY/IapCTBEHHYIO TalHY.

12. OcHOBaHMS U TIOPSAOK OTHECEHHS CBEJICHUH K ITOCYIapCTBEHHON TaifHE.

13. OcHoBaHuUs 1 MOPSJOK PACCEKPEUMBAHUS CBEICHUM, COCTABIISIFOLIUX TOCYIaPCTBEHHYIO
TaiiHy.

14. Kommepueckas TaiiHa.

15. OcobeHHOCTH TIPABOBOM OXpaHbl KOH(DHUISHITMATLHOCTH HH(DOPMAIIH B paMKaX TPYIOBBIX
OTHOUIEHHUM.

16. bankoBckas TaifHa.

17. Cny>xeOHas TaifHa.

18. AgBokaTrckas TanHa.

19. Aynutopckas TalHa.

20. BpaueOnas TaiiHa.

21. MeauuuHcKas TalHa.

22. Hanorosas TaiiHa.

23. HorapuasibHas TaifHa.

24. TaliHa CBsI3U.

25. Taitna coBelanus cyaenu.

26. Taitna coBelllanus MPUCSHKHBIX 3aceaTeseH.

27. TaliHa cTpaxOBaHHSI.

28. Taiina ycbeiHOBIIEHUS (YIOUYEPEHUS).

29. IlpaBoBoii pexuM UHCaWepCKON HH(MOpMaLIUK.

30. IIpaBOBOI1 peKUM JaHHBIX MPEABAPUTEIBHOTO PACCIIEIOBAHMS.

31. IIpaBOBOI1 pe’KUM CBEIECHMI O TOCYAAPCTBEHHOM PErUCTPALIMU aKTOB I'PaXAAHCKOTO
COCTOSIHHSI.

32. IIpaBOBOI1 peKUM CBEICHUI O 3aIUIIAEMOM JIUIIE.

33. IIpu3Haku cBeEHUM, COCTABIIAIOMINX TallHY 3aBEILlaHuUs.

34. Tlpu3Haky cBeIeHUH, COCTABNISIOMNX MPOhECCHOHATBHYIO TallHY JOMOapI0B.

35. IIpaBoBOif peXkUM CBEJIEHUH O CYITHOCTU N300pETEHUSI.

36. OcOOEHHOCTH MPABOBOTO PEXKMMa CBEJICHUHN, COCTABIAIONINX CEKPETHOE U300pETEHNUE.

37. IIpaBoBO# peXUM CBEAEHUM O CYIITHOCTH TMOJIE3HOM MOJIEIIH.

38. IIpaBoBOIi pekUM CBEJIEHUH O CYITHOCTH MPOMBINIIIEHHOTO 00pasiia.

39. OcoOGeHHOCTH MPABOBOTO PEXKMMa CBEJIEHUH, COCTABIISIFOIIMX CEKPET MPOU3BOJICTBA (HOY-
xay).

40. OcoGeHHOCTH TIPABOBOTO PEKUMa CBEICHUH, COCTABIISIFOIIMX CEKPET MPOU3BOJICTBA (HOY-
xay).

41. OcoGeHHOCTH TIPABOBOTO PEXKUMa CBEICHUH, COCTABIISIFOIINX CIIY>KEOHBIH CEKPET
MIPOU3BOJICTBA (HOY-Xay).

42. OTBETCTBEHHOCTH 32 HapylleHue 3aKoHoaTenbcTBa Poccuiickoit deneparuu o
rOCyJIapCTBEHHOM TalHE.

43. OTBETCTBEHHOCTh 32 HAapYLIEHUE 3aK0HOIaTenbcTBa Poccuiickoit denepaiuu o
KOMMEpPYECKOU TalHe.

44. OTBETCTBEHHOCTH 3a pa3riallleHrue CBEACHUH, COCTABISIONMX 0aHKOBCKYIO TaliHY.

45. IIpaBoBOil pexrM MaccoBOM HH(DOPMALIHH.

46. Cpencta MaccoBOM MH(OpPMAITH: TTOHSATHE U BUIBI.



47. OcoOeHHOCTH TIPABOBOTO CTaTyca MH(POPMAIIMOHHOTO areHTCTBA.

48. IIpaBoBoii cTaTyC yUpeaUTeNs CpeCTBA MACCOBOM HH(OPMAIIHH.

49. [1paBoBO#1 CTaTyC INIABHOTO PEIaKTOpa.

50. IIpaBoBoii cTaTyC XKypHAIUCTA.

51. IIpaBoBOIi cTaTyc 3apyOeKHOI'0 KOPPECIIOH/ICHTA.

52. OTBETCTBEHHOCTh 32 HApYIIEHUE 3aKOHOIATEIBCTBA O CPEACTBAX MACCOBOW MH(POPMAITUH.

53. IIpaBOBOI1 peKUM MEPCOHAIBHBIX JTAHHBIX.

54. YcnoBust 00pabOTKH MEPCOHATBHBIX IAHHBIX.

55. buomerpuueckue nepcoHaIbHbIC JaHHbIE.

56. [IpaBa cyObeKTa MEPCOHAIBHBIX JIAHHBIX.

57. OTBeTCTBEHHOCTD 3a HapyllIeHUEe 3aKoHoaTenbcTBa Poccuiickoit denepaiyu o
MEPCOHAIIbHBIX JIAHHBIX.

58. IIpaBoBOIi cTaTyc OMOJIMOTEKH.

59. OcoOEeHHOCTH MPABOBOIO PeKMMa OMOIUOTCUHBIX (POHJIOB.

60. ApXUB: IOHATHE W BUIBI.

61. ApXUBHBIIN TOKYMEHT: MTOHSATUE U BUJIBI.

62. [IpaBoBBIE peKUMBI IOCTYTNA K apPXUBHBIM JIOKYMEHTaM.

63. OCcoOCHHOCTH MPABOBOI'0 PETYIMPOBAHMS MCIIOJIb30BaHUs ceTH «MHTepHET».

64. [IpaBoBoii cTaTyc Biajenbiia caiita B cetn "UaTepHET".

65. [IpaBoBoii cTaTyc IpoBaifiepa XOCTHHTA.

66. [lonstue napOopManoHHOM O6e3onacHocTH Poccuiickoit denepamnum.

67. Cucrema obecnieueHust nHopMaImoHHoM Oe3omacHocTu Poccuiickoit denepanun.

68. I'ocypapcTBeHHBII HaA30p B cdepe 3aluThl JeTei 0T UHpOpMaIK, TPUIUHSIONIEH Bpe UX
3I0POBBIO U (WJIM) PA3BUTHIO.

69. YronoBHas OTBETCTBEHHOCTH 3a MPECTYIUICHUS B HH()OPMALIMOHHOH cdepe.

70. AIMUHUCTPATUBHO-TIPABOBAsi OTBETCTBEHHOCTH 32 MPABOHAPYILIEHUS B MHPOPMAITMOHHOMN
chepe.

71. KauecTBo yripaBieHus HH()OPMAIMOHHBIMU aKTUBAMHU KaK CYIIECTBEHHBIN QakTop
obecrieueHus MPUOBLTLHOCTH OM3HEca.

72. Mecto uHpopMaIoHHOM 0€30MaCHOCTH B MepapXUU PUCKOB OU3Heca.

73. Bnusiare kauecTBa HHGOPMAIIUU HA PE3yAbTaThl Pa0OTHI IPEAIPUITUS U KAYECTBO €r0
aIMUHUCTPUPOBAHMUS.

74. Ponb BBICIIETO PYKOBOJICTBA KOMIIAHUH B 0OecTieueHUN HMH(POPMAIIOHHOM 0€30MacHOCTH.
CBs13b CUCTEMBI MEHEKMEHTa MH(POPMAIIMOHHOM O€30MacHOCTH ¢ CUCTEMON MEHE)KMEHTa KOMITAaHHH.

75. Pons MOHUTOpUHTA B 0OecTiedeHNH HHPOPMAIIMOHHOM 0€30MacHOCTH.

Tembl JOKIaI0B

(st IpOBEPKU CPOPMUPOBAHHOCTH UHAMKATOPOB JocTrkeHus kommerennuii [1K-3.1, T1K-3.2, ITK-
3.3, T1K-3.4, TIK-3.5)

OreHuBarOTCs 3HaAHUS, YMEHHS TI0 pa3ziesaM Kypea 5, 6.

76. Ilpouienypa npoBeeHUS ayIUTa HA COOTBETCTBUE PETYIISITOPHBIM TpeOOBaHUSIM B 00JIACTH
3aIUTHl IEPCOHATIBHBIX JTAHHBIX.

77. Tllonsitue u xnaccudukaius nHOOPMAITMOHHBIX CUCTEM NIEPCOHATIBHBIX TaHHBIX.

78. luBeHTapuzanus nHGOPMAIIMOHHBIX PECYPCOB.

79. O030p cucteM 3auUThl THPOPMAITMOHHBIX aKTHBOB.

80. CrucreMsl 3aIIUTHI TAHHBIX OT yTEUYEK.

81. Cpenctra 3amuThl KOHGUIECHITUATBHBIX JAHHBIX OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA TPH
nepeaayde u XpaHeHUH.

82. O6e3nnunBaHue TaHHBIX: PHYUHBI M CITOCOOBI.

83. BrisiBeHNE aKTyalbHBIX YTPo3 0€30MacCHOCTH KOH(MUIECHITNATBHBIX JaHHBIX.

84. MeTo/TbI OLIEHKH YKOHOMHYECKOM 11e51eCO00Pa3HOCTH BHEIPEHUS CPEICTB 3aIUTHI JAHHBIX.

85. Kanane! yreuku KOHPUACHIIMAIBHBIX JTAHHBIX: aHAIN3 COBPEMEHHOM CUTYaIIHH.

86. Opranu3anusi CUCTEMBbI 3aIIUThl JAHHBIX HA MIPEANPUATHH.

87. Pa3paboTtka TpeboBaHUl K cUCTeMe HH(DOPMAIIMOHHOM O€30MacHOCTH.

88. Cocras 3arpat Ha pa3paboTKy (IpHOOPETECHUE) M BHEAPESHHUE CUCTEMBI 3allIUTHI JIAHHBIX.



7.3. CucteMa OLIeHUBAaHUSI PE3YJIbTATOB 00YUYEHHS 110 AUCLUUIIIMHE (MOIYIIIO) IIPH MPOBEIECHUN TEKYILIETO

KOHTPOJISI YCTIEBaEMOCTH

OrneHka
«OTIUYHOY (32YTEHO)

3HAHUS:

- CHCTEMaTH3WPOBAHHEIC, TIIYOOKHE U TIOJHBIC 3HAHUS IO BCEM pas3zeiiaM
JTUCHUIIIUHBI, @ TAK)KE [0 OCHOBHBIM BOIIPOCAM, BBIXO/ISIINM 32 MTPEACIIbI
y4eOHOU MPOrpaMMBEI;

- TOYHOE€ UCTIOJIb30BAHNE HAYYHOU TEPMUHOIOTUHU, CUCTEMATUYECKU IPAMOTHOE
Y JIOTUYECKU MPABUIILHOE U3JI0KEHHE OTBETA HA BOIIPOCHI;

- MIOJTHOE ¥ TITYOOKOE YCBOSGHHE OCHOBHOM U JOTIOJIHUTEIBHOM JINTEPATYPHI,
PEKOMEHIOBaHHOM padoYeii mporpaMMOi 1Mo JUCIUILIHHE (MOIYJIIO)

YMEHUS:

- YM€ET OPUEHTHPOBATHCS B TEOPUSX, KOHIICTIUAX U HAPABICHUSIX
JUCHUIUTUHBI U 1ABaTh UM KPUTHUYECKYIO OLICHKY, UCTIOJIb3Ysl HAy4YHbIE
JOCTHKEHUSI IPYTUX AUCLUIUIUH

HaBbBIKH:

- BBICOKUH YPOBEHb C(HOPMHPOBAHHOCTH 3asBJICHHBIX B pa0o4eii mporpamme
KOMIICTCHITH;

- BJIaJIe€T HAaBBIKAMH CAMOCTOSTEILHO U TBOPUYECKU PEIIATh CIOKHBIC
MPOOJIEMBI ¥ HECTAaHAAPTHBIC CUTYAIUH;

- MPUMEHSIET TEOPETUUCCKUE 3HAHUS I BHIOOpA METOMKHU BHITIOJIHEHUS
3aJIaHU;

- TPaMOTHO 0OOCHOBBIBAET X0 PEIICHHS 33/1aY;

- 0e3ymnpeyHo BIa/IeeT HHCTPYMEHTApHUEM yUeOHOH NUCIUIIINHBI, YMEHUE €TO0
3¢ (HEeKTHBHO UCTIOIB30BATh B IOCTAHOBKE HAYYHBIX M IMPAKTUYCCKHUX 33]1aY;

- TBOpYECKas CaMOCTOsITebHas paboTa Ha
MIPAKTUICCKHIX/CEMUHAPCKUX/TA00PATOPHBIX 3aHITHUSX, AKTHBHO YUACTBYET B
TPYIIIOBBIX 00CYKIEHUSX, BEBICOKUH YPOBEHB KYJIbTYpPhl UCIIOJIHEHUS 3aJaHUN

Ouenka
«XOpOII0» (3aYTEHO)

3HaHUS:

- IOCTATOYHO TOJIHBIE U CUCTEMATU3UPOBAHHBIE 3HAHUS 110 JUCLUIUINHE;

- YCBOEHHE OCHOBHOW M JTOTIOJHUTEIBHOM JINTEPATyphl, PEKOMEHI0BAHHON
paboueii mporpaMMoil Mo AUCHUILIUHE (MOAYIIIO)

YMEHHUS:

- YME€ET OPUEHTUPOBATHCS B OCHOBHBIX TEOPUSX, KOHIETIUAX U HAIPABICHUAX
JTUCHUIUIMHBI U JaBaTh UM KPUTUYECKYIO OIICHKY;

- HCTOJIb3YET HAYYHYIO TEPMUHOJIOTHIO, TMHIBUCTUYECKH U JIOTUYECKU
MPaBWJIbHO U3J1araeT OTBETHI HA BONIPOCHI, YMEET JielaTh 000CHOBaHHbIE
BBIBO/IbI;

- BJIaJICET UHCTPYMEHTAPHUEM 10 JUCLUILIMHE, YMEHHE €r0 HCII0Ib30BaTh B
MIOCTAaHOBKE U PEILIEHUU HAYYHbIX U IPO(ECCHOHATIBHBIX 3a7a4

HaBBIKU:

- caMoCToOsTeIbHAas paboTa Ha MPAKTUYECKUX 3aHATUAX, YUaCTUE B TPYINIOBBIX
00CYKIE€HUSX, BBICOKHH YpPOBEHb KYJIbTYpPbl HCTIOJIHEHUS 3a/IaHUM;

- CpeIHUN ypOBEHb CPOPMUPOBAHHOCTH 3asIBICHHBIX B paboueil mporpamme
KOMITCTEHITU;

- 0e3 3aTpyaHEeHUH BBIOUpPAET CTaHIaPTHYIO METOIUKY BBIITOJIHEHUS 3a/IJaHUI;
- 000CHOBBIBAET XOJ] pelIeHUs 3a/1a4 0e3 3aTpyIHEHUI




Ouenka
«YIAOBIETBOPUTEIHHO
(3aureHo)

3HaHUS:

- JOCTATOYHBIA MUHUMAJIbHEIA 00BEM 3HAHUH 110 JUCLHUIIINHE,

- YCBOEHHE OCHOBHOM JINTEPATyphl, PEKOMEHAOBaHHON pabodell mporpaMmMoii;

- HCNOJb30BaHUE HAYYHON TEPMHUHOJIOTUH, CTUIMCTHYECKOE U JIOTHYECKOE
U3JI0’KEHUE OTBETA Ha BOIIPOCHI, YMEHHE JIEJIaTh BBIBOJIbI 0€3 CYIIECTBEHHBIX
o1nO0K

YMEHHUS:

- YM€ET OPUEHTUPOBATHCS B OCHOBHBIX TEOPUSX, KOHLIENIUAX U HAIIPABICHUAX
10 JUCLMIUIMHE U JaBAaTh UM OLEHKY;

- BJIaZIeeT MHCTPYMEHTaprueM y4yeOHON AUCIUILIMHBI, YMEHUE €0 UCII0JIb30BAaTh
B PEIICHUH TUIOBBIX 33]1a4;

- YMEET II0J] pyKOBOACTBOM IPENOJABATENS PEIIATh CTAHIAPTHBIE 3aa4H
HaBbIKU:

- paboTa moj; pyKOBOJCTBOM IPENO/IaBaTeNsl Ha MPAKTUUYECKUX 3aHATHUSAX,
JOMYCTUMBIN YPOBEHb KYJIbTYpPbl UCIIOJIHEHUS 3aJaHUM;

- IOCTaTOYHbII MUHUMAaJILHBIA YPOBEHb C(HOPMUPOBAHHOCTHU 3aIBJIICHHBIX B
paboueii mporpaMmme KOMITETCHIIHIH;

- HCIIBITBIBACT 3aTPYAHEHUS TP OOOCHOBAHUU aJITOPUTMA BHITIOTHEHUS 3aJaHUA

Ouenka
«HEYIIOBIICTBOPUTEIHHO
(HE 3a4TEHO)

3HAHUS:

- (pparmeHnTapHbIe 3HAHUS IO TUCIUILINHE;

- OTKa3 OT OTBeTAa (BBIMOJIHEHUS TUCHbMEHHON pabOThI);

- 3HaHHE OT/AETbHBIX HCTOYHUKOB, PEKOMEHIOBaHHBIX paboyeil mporpaMmon mo
JTUCIUILINHE;

YMEHHS:

- He yME€eT UCIOIb30BaTh HAYYHYIO TEPMHUHOJIOTHIO;

- HAJIMYHe TPyOBIX OMHUOOK

HaBBIKU:

- HU3KUH YPOBEHb KYJIbTYPbl UCTIOTHEHHUS 3aIaHUI;

- HU3KUH YpOBEeHb C(hOPMHUPOBAHHOCTH 3asBICHHBIX B paboueil mporpamme
KOMIICTEHIIHIA;

- OTCYTCTBHE HaBBIKOB CAMOCTOSATEIHHOU PabOTHI;

- He MOKeT 00OCHOBAThH AITOPUTM BBINIOTHEHUS 33 JaHUIN

7.4. TeopeTnueckue BOIPOCH! M MPAKTUYECKUE 3a/IaHUs 111 TPOBENCHUS IPOMEKYTOUYHOM aTTeCTalluu
oOyJaronuxcsi, He0OX0IMMBIE IS OIIEHKH 3HAHUM, YMEHHI U HaBBIKOB M (MJIH) OMbITa TPO(ECCUOHATLHOM
NESTENIbHOCTH, XapaKTePU3YIOIIUX 3TaIbl JOPMUPOBAHUS KOMIIETEHIIUN B TPOIIECCE OCBOCHHUS
00pa3oBaTenbHOMN MPOrpaMMbl

7.4.1. TeopeTudeckre BOIPOCHI AJIsl MPOBEICHHS TPOMEKYTOUHOM aTTeCTallMi 00y4YaroIuXcs
[IpumepHBIii nepedeHb BONPOCOB 10 pasnenam 1, 2 (cemectp 1 n3ydeHus JUCHUILTAHBI)

03O U KW —

. [Ipeamet u MeTo 161 HHGOPMAIITMOHHOTO TPaBa.

. [IpuntIMIIBI HTHGOPMAIIMOHHOTO TIpaBa.

. Cucrema 1 UICTOYHUKH HH(POPMAIIMOHHOTO TIpaBa.

. NUudopmanust kak rmpaBoBasi KaTeTOpHs: MTOHSATHE U OCHOBHBIC KPUTEPUH KITACCU(DUKAITUH.
. UudopmaninoHHbie MpaBOOTHOIICHUS: TIOHITHE, PU3HAKA U BUJIBI.

. Coneprxanne HHGOPMAITMOHHBIX MPABOOTHOIIICHUM.

. [lonsiTHE ¥ BUIIBI TOKYMEHTOB.

. Hopmbl nHpOpManinoHHoTO mIpaBa u uX JIEHCTBHE B MPOCTPAHCTBE U BO BPEMEHH.

9. IIpaBoBble pexuMbl HHOOPMALIUU: TOHSITHE U BUIBL.
10. IlpaBoBbIe peXKUMBI OTPAaHUYEHHOTO JOCTYTA K UH(QOpMAIIMK: TOHATHE U 0011as

XapaKTepUCTHKA.

11. TaitHa 1 ee pa3HOBUIHOCTH.

12. Cpenctsa 3amuThl HHOOPMAITUH.

13. [lonsiTne 1 BUIbI KOHPUICHITUATHEHON HHPOPMAIIUH.

14. 'ocynapcTBeHHas TalHa.

15. Ilpu3Haku cBeiICHUM, COCTABIIAIOLINX TOCYITAPCTBEHHYIO TallHY.




16.
17.
18.
19.
20.
21.

CreneHu CeKpeTHOCTU CBEICHUM, COCTABIISIONINX TOCYIAPCTBEHHYIO TalHY.

I'pud cexpeTHOCTHU: TOHATHE U TIOPSIOK UCIIOIB30BAHUS.

[IpaBoBO# pEKUM HOCUTEIIEH CBEAEHUM, COCTABIISIIOIINX I'OCYIAPCTBEHHYIO TalHY.
JlonyCk K TOCy1apCTBEHHOM TalHE.

JlocTyn K cBEAEHUAM, COCTABJISIOIIMM FOCY/IapCTBEHHYIO TAHY.

OcHoBaHuUs U MOPSAOK OTHECEHUSI CBEICHUH K TOCY/1apCTBEHHOU TaliHE.

22. OcHOBaHHUS U MIOPSJIOK PACCEKPEUUBAHUS CBEJICHUM, COCTABIISIIOLIUX TOCYIaPCTBEHHYIO
TaiiHy.

23. Kommepueckas TaitHa.

24. Tlpu3Haku CBeACHUM, COCTABIISIIONINX KOMMEPUYECKYIO TalHY.

25. I'pud «KomMmepueckast TaliHa»: MMOHATHE U MOPSIOK UCTIOTH30BAHUSI.

26. CenieHus1, KOTOPBIE HE MOTYT COCTaBIISATh KOMMEPUYECKYIO TalHY.

27. llonatue pasriameHus nH(HOPMAaIUU, COCTABISIONICH KOMMEPYECKYIO TaliHy.

28. OcobGeHHOCTH TPABOBOM OXpaHbl KOH(DHUICHITUATBHOCTH HH(POPMAIIK B paMKaX TPYIOBBIX
OTHOUIEHHUM.

29. bankoBckas TaitHa.

30. IIpu3Haku cBeIEHUH, COCTABIISIFOIINX OAHKOBCKYIO TalHY.

31. CnyxeOHas TaiiHa.

32. AnBokarckas TaifHa.

33. AyauTopckas TalHa.

34. Bpauebnas TaiiHa.

35. MequnuHckas TaiiHa.

36. Hanorosas Ttaiina.

37. HorapuanbHas TaifHa.

38. TaiiHa cBs3u.

39. Taiina coBenianus Cyaei.

40. Taitna coBelllaHus IPUCSKHBIX 3aceaTeseH.

41. Taitna cTpaxoBaHUsl.

42. Talina ychIHOBJIEHUS (yIOUCPEHHUS ).

43. [IpaBoBO# peXUM MHCAHIEPCKONW HHPOPMAIIUH.

44. I1paBoBOM pEKUM JTAHHBIX MPEIBAPUTEIBLHOTO PaCCICAOBAHUS.

45. IIpaBoBO# peKUM CBEACHUI O rOCYJapCTBEHHOM PETUCTPAIIMU aKTOB I'PaKJaHCKOIO
COCTOSIHHUSL.

46. [IpaBoBO# peKUM CBEACHUH O 3allIMILIAEMOM JIMIIE.

47. Ilpu3Haku CBEIEHU, COCTABIISIIOLIUX TalHY 3aBEIIaHUS.

48. Ilpu3HaKu CBEACHUI, COCTABISAIONINX MPO(hecCHOHANBHYIO TallHy TOMOapI0B.

49. TIpaBoBOi1 pexXUM CBEICHUN O CYIIIHOCTH U300pETEHUSI.

50. OcobeHHOCTH MPAaBOBOTO PEKUMA CBEJCHHH, COCTABISIONINX CEKPETHOE N300peTEHHE.

51. IIpaBoBO# peXUM CBEICHUIN O CYIIIHOCTH TOJIE3HOH MOJIEIH.

52. IIpaBOBOIi peKUM CBEJEHHI O CYIITHOCTH MPOMBIIIUIEHHOTO 00pas1ia.

53. OcoOGeHHOCTH MPABOBOTO PEKUMA CBEJICHHI, COCTABISIONINX CEKPET MPOU3BOCTBA (HOY-
xay).

54. IloHsiTHE 3JIEKTPOHHOTO JOKYMEHTA.

55. DneKTpoHHAas MOAMKUCH U €€ BUJIBI.

56. OTBETCTBEHHOCTH 3a HapylIeHUE 3aKoHOoaaTeNbCTBa Poccuiickoit denepanuu o

rOCyJIapCTBEHHOM TalHE.

57.

OTBETCTBEHHOCTH 32 HapymcHUC 3aKOHOAaTCIbCTBA Poccuiickoit (I)enepam/m 0

KOMMEPYECKOU TaiHE.

58.

OTBETCTBEHHOCTH 32 HCIIPCAOCTABJICHUC OpraHaM FOCYHapCTBCHHOﬁ BJIaCTH U OpraHaM

MCCTHOI'O CaMOYIIPaBJICHUA I/IH(I)OpMaI_II/II/I, COCTaBJISIONICH KOMMCPUYCCKYIO TaﬁHy.

59.
60.
61.
62.
63.
64.

OTBETCTBEHHOCTH 3a pas3rialleHHe CBEICHUH, COCTABIISIIOINX OaHKOBCKYIO TalfHY.
[TpaBoBOii pexkuM MaccoBOi HHPOPMAITUH.

[TonsiTre MaccoBo HH(GOPMAIIUH.

[len3ypa maccoBoit nHMOpMAIUH.

CpenctBa MaccoBoi HH(GOPMALIUU: TOHITHE U BUBL.

Oco0eHHoCcTH PABOBOI'0O CTaTyca MHPOPMAIIMOHHOTO areHTCTBA.



65. ITpaBOBOIi cTaTyC yUpeaUTENIsl CPEACTBa MacCOBOM MH(OpMaIUH.

66. [IpaBoBOii cTaTycC INIaBHOTO peaKTOpa.

67. IIpaBoBOil cTaTyC XKypHAIUCTA.

68. IIpaBoBoOIi cTaTyc 3apy0eKHOTO KOPPECIIOH ICHTA.

69. AKkpeauTanus KypHajancTa.

70. TlousTue 3m0ynoTpedaeHus cBOOOI0M MacCOBOM MH(DOPMAIIHH.

71. OTBETCTBEHHOCTH 32 HApPYIIEHUE 3aKOHOIATEIbCTBA O CPEACTBAX MACCOBOW MH(POPMAITUH.

72. IIpaBOBO# peKUM MEPCOHAIBHBIX JTAHHBIX.

73. Tlouste 0OpabOTKHU MEPCOHATBHBIX JTaHHBIX.

74. IlpuHiumnel 00paObOTKU MEPCOHATBHBIX JTaHHBIX.

75. YcnoBust 00pabOTKH MEPCOHATBHBIX IAHHBIX.

76. buoMerpuyeckre nepcoHalbHbIC JaHHBIE.

77. IlpaBa cyObeKTa MEPCOHAIBHBIX JIAHHBIX.

78. O0s13aHHOCTH OIepaTopa Mpu cOOpe MePCOHAIBHBIX JTAHHBIX.

79. OTBETCTBEHHOCTH 32 HapyIIEHUE 3aKOHOIaTeNbcTBa Poccuiickoit deneparuu o
MEPCOHAIIbHBIX JIAHHBIX.

80. IIpaBoBoIi cTaTyc OMOINOTEKH.

81. OcoOeHHOCTH ITPABOBOTO PEKUMA OMOITMOTEYHBIX (POH/IOB.

82. ApXUB: IOHSTHE U BUJIBI.

83. ApXUBHBIN JOKYMEHT: IOHSITHE U BUJBIL.

84. IIpaBoBbI€ PEKUMBI IOCTYTIA K ApXUBHBIM JJOKYMEHTaM.

85. OcoOEeHHOCTH MPAaBOBOTO PETYIUPOBAHMS UCTIONb30BaHUs ceTu «IHTepHeTY.

86. [lonsarue caiita B cetu "MuTepHer".

87. Ilonarue cTpanuubl caiita B cetu "Mutepuer".

88. ITousiTHEe TOMEHHOI'O UMEHHU.

89. [IpaBoBoii cTaTyc Biajenblia caiita B cetu "MaTepHeT".

90. IIpaBoBoii cTaTyc MpoBaiiiepa XOCTUHTA.

91. IlonsTue napopmarmornHon 6e3onacHoctu Poccuiickoit denepanuu.

92. HanmonanwHbie nHTEpECHl Poccuiickoit denepanuu B HHGOPMAIIMOHHOM cdepe.

93. Bunbl yrpo3 uHbopManroHHoi 6e3onacHocT Poccuiickoit deneparum.

94. IIpaBoBBIC METOIBI OOECTICUCHHST HH(DOPMAITMOHHOM Oe3omacHocTr Poccuiickoit deaepanum.

95. Cucrema obecnieueHust nHpopMaImoHHou 6e3omacHocTu Poccuiickoit denepanum.

96. IlousTue nHGOPMAITMOHHOIN 0€30MaCHOCTH JIeTeH.

97. T'ocyaapcTBeHHBII HAA30p B chepe 3aluThl JeTei 0T HHPOPMAIIH, TPUUNHSIONIEH BpeI NX
3I0pPOBBIO U (MIIN) Pa3BUTHIO.

98. 3ammra nH(pOpMaLIUK KaK MPABOBas KATETOPHUSL.

99. YronoBHas OTBETCTBEHHOCTH 3a MPECTYIUICHUS B HH()OPMAIIMOHHOHU cdepe.

100. ATMUHUCTpPAaTUBHO-TIPABOBAsi OTBETCTBEHHOCTD 3a MPABOHAPYIICHUS B HHPOPMAIIIOHHOM

chepe.

[TpuMepHBIil TepedeHb BOMPOCOB 110 pazzaeiiam 3, 4 (cemecTp 2 u3y4eHus: JUCIUTIITUHBI)

1. busnec u undopmanusa. Uudpopmarmonnas cymHocts Ou3Heca.

2. Puck-opHeHTHPOBAHHBIN MOAX0/ K 00ecreueHno HHPOPMAIIMOHHOM O0e30nmacHOCTH OH3Heca.

3. Haznauenwue u o6mas xapakrepuctuka DLP-cuctem.

4. Haznauenue n obmas xapakrepuctuka SIEM-cucrem.

5. Hasnauenwue u o6miast xapakrepuctrka Threat Intelligence.

6. Cucremsbl muppoBaHUs KaK CPEACTBO 00ecreYeH sl 3allUThl OT HECAHKIIMOHUPOBAHHOTO
JIOCTyTa MPU XPaHEHUHU U Tiepejaue JaHHbIX.

7. DnexTpoHHO-IM(ppoBas noanuch. ObecrneueHne eT0CTHOCTH U MOATBEPKIEHUSI aBTOPCTBA.

8. Anroput™M GOpMUPOBaHHUS U TIPOBEPKU 3JIEKTPOHHOM LIM(DPOBOI MOANKCH HA IPUMEPE
cuctemsl PGP.

9. KommiekcHbIN moxo/ K obecrneueHnio nHOPMAITMOHHON O€30MTaCHOCTH.

10. Be3onmacHOCTb Kak crieu(pruecKasi COBOKYIHOCTb YCIOBUH AeSTETbHOCTH.

11. OcHoBueble nonoxxenus crannapra banka Poccun CTO/PC BP UBBC.



12. OcHoBHbIe nonoxkeHus cranaapra PCI DSS.

13. Opranusarus cucCTeMbl 0€30MaCHOCTH U CYOBEKThI 00ecTieueHus: Oe30MacHOCTH
TPEITPHUSITHSL.

14. OcHOBHBIE BUIBI YTpo3 Oe30macHOCTH. OOCTOATENbCTBA, CIIOCOOBI M CYOBEKTHI UX
pea3aum.

15. Opranusaiusi MOHUTOPUHTA HH(DOPMAITMOHHON OE30TTACHOCTH.

16. bezonacHOCTh MOOMIIBHBIX MPHIIOKCHHA.

17. Ocobennoctu obecnieueHust 6€30MaCHOCTH 00JIAYHBIX CEPBUCOB.

18. Mozenp HenpephIBHOTO COBEPIIICHCTBOBAHUS WH()OPMAIIMOHHON OE30MaCHOCTH.

19. Peanu3zanus npoieccHOro moaxoaa K o0ecrneyeHnio HHPOPMAaIMOHHON 0€30MacHOCTH.

20. Xapaktepuctuka cucteMbl ctanaaproB CMUB.

21. Dransl pa3pabOTKU CHCTEMbI MEHEDKMEHTA HH(OPMAIIMOHHON O€30MMaCHOCTH.

22. CTpyKTypa 9YacTHBIX MEHE)KMEHTOB HH(POPMAIIMOHHOH 0€301acHOCTH.

23. B3auMoCBs3b MEHEPKMEHTA HHIIUCHTOB U MOHUTOPUHIa HH(POPMAIIMOHHON O€30I1aCHOCTH.

24. OcHoBHbIe nI0NI0keHUs1 MeToaosoruu ITIL.

25. Crenugukanus mporeccoB KoMiiekca JokymeHTos crangapra COBIT.

26. DxoHomuueckas 3 (HEKTHBHOCTh BHEAPEHUS CPEICTB OOecTieueHUs: MHPOPMAITMOHHON
0€30MacHOCTH.

27. SOC. Ilonstue. Haznauenue. OOImas xapakTepuCcTHKA.

28. Iukn Jlemunra-Illyxapra B ynpaBieHuu HHHOPMAITHOHHON 0€30MTaCHOCTHIO.

29. Cucrema pUCKOB MPEIIPUATHS U MECTO PUCKOB HH(OPMAIIMOHHOMN 0€301MacHOCTH B TAHHOK
CUCTEME.

30. IlonsTHe IpOIIECCOB U MPOEKTOB MPUMEHUTENFHO K HHPOPMAIIMOHHOM 0€301acHOCTH.

31. Ilogpa3nenenus, ydacTBYIOIIHE B peanu3anuu GyHKInd nHOpMaIlMOHHON 6€30M1acCHOCTH U
UX B3aUMO/ICHCTBHE.

32. Opranuzaius B3auMOICHCTBUA MOApa3esieHnii HGOPMAIIMOHHBIX TEXHOJIOTHIA U
nH(pOpMaIMOHHOM 0€30MMacHOCTH.

33. AnanTuBHbIE TEXHOJOTHH YIIPaBIeHUS HHGOPMAIMOHHON 0€3011aCHOCTHIO.

34. IlpyyrHBI MOTUBALIUK COTPYTHUKOB MPEINPUITUS K HAPYLIICHUIO HHPOPMAITMOHHOMN
0€30MacHOCTH.

35. MoTuBaius COTpyIHUKOB IPEANPUITUS K AKTUBHOMY YYacTHIO B pa3paboTke U
MOJIEPXKAHUIO DKCIUTyaTallMi Mep HHPOPMAIIMOHHOW 0€30IacHOCTH.

36. BnusiHre KOpHopaTUBHON KYJIBTYpPbl HA MOTHBAIIUIO COTPYJHUKOB B 001aCTH
nH(GOPMaIMOHHON 0€30MaCHOCTH.

37. Ilponiecc 0TOOpa MPETEHAEHTOB Ha JOKHOCTH O(QUIEpOB HH(MOPMAIIMOHHON OE30MaCHOCTH.

38. TpeboBanus k oduriepaM HHHOPMAITMOHHON OE30MIACHOCTH.

39. Opranuzaiusi 00y4eHHUs! COTPYAHUKOB KOMITAHUU IO UH()OPMAIIMOHHON O€30MMacCHOCTH.

40. B3aumogeiicTBrie KOMIIAHUU C PETYIUPYIOIIUMU OpraHaMH 10 HHPOPMAIIMOHHOM
0€30MacHOCTH.

41. IlpoextupoBanue SOC.

42. MOHUTOPUHT COOBITHI HH(DOPMALIMOHHO OE30MTaCHOCTH.

43. Opranusanus paboThl ¢ UHIUAEHTAMHU HH()OPMAIIMOHHON O€30MMaCHOCTH.

44. AyrcopcuHr HHPOPMAIIMOHHOW 0€30MacHOCTH.

45. Pacuer 3arpar Ha BHeapenue SOC.

46. Texyuue TeHASHIINN U IEPCTIEKTUBBI PA3BUTHUSI CUCTEM OOecrieueHus] HHPOPMAIIHOHHOM
0€30IMaCHOCTH.

47. IlpodeccruoHanbHbIe COOOIIECTBA B 001acTH HH(OPMAIIMOHHON 0€30MaCHOCTHU:
XapaKTePUCTUKA, PYHKIIHH.

48. O630p Hanbonee 3HAYNMBIX B PO koMIiaHuii, OKa3bIBAIOIINX YCIYTH B 00JIACTH
WH(GOPMAIMOHHON 0€30MaCHOCTH.

49. Ananu3 cTaTUCTHKY 10 HauboJjee akTyalbHBIM YIpo3aM HH(GOPMAIMOHHON OE€30MaCHOCTH.

50. Haubornee 3Ha4MMBbIe XaKEPCKHE MPECTYTHbIC TPYIIHUPOBKU: XapaKTePUCTHKA NEATEIHHOCTH,
MpPUMEPBI UHITUICHTOB.

51. Ilpumeps! BeepHbIX aTak Ha HHPOPMAIIMOHHBIE PECYPCHI.

52. Ilpumepsl 1eNeBbIX aTak Ha HTHPOPMAIIMOHHBIE PECYPCHI.

53. MexayHapoIHOE COTPYTHMUECTBO B 00J1acTH MHPOPMAITMOHHOM 0€30IMacHOCTH.



54. OcobeHHOCTH (PMHAHCOBBIX OpraHU3aIuil Mpu o0ecrieueHny HHHOPMAITMOHHON
0€30IMaCHOCTH.

55. OcoOEHHOCTH 3aIUTH 00BEKTOB KPUTHIECKOM MH(DOPMAIMOHHOM HHDPACTPYKTYPHIL.

56. OCOOEHHOCTH 3aIIUTHI TOCYAAPCTBEHHBIX U MYHUITUTIATBHBIX MTPEATIPUSITHIA.

57. TpeboBaHus K cpeicTBaM KpUNITOrpaGuIecKoi 3aiuThl HHPOPMAIIHH.

58. MadopmarmonHas 6e30MacHOCTh KakK ()aKTOp MOBBIIICHUS ONEePaMOHHON 3 (HEKTUBHOCTH
KOMIIaHUH.

59. PerynupoBanue nH()OPMAIMOHHOM 0€30I1aCHOCTH — 0030p HOPMATUBHO-IIPABOBOM 0a3bl.

60. Mecto nH(pOpPMAIIMOHHON 0€30IaCHOCTH B TIPOIleccax MU(PPOBU3AMMU TTPEITPUSATHA.

[IpuMepHBIi TepedeHb BOIIPOCOB 110 pazzaeiaM S, 6 (cemecTp 3 u3ydeHus TUCITUTIIIUHBI)

1. ®yHKIIMM onepaTopa NePCOHAIbHBIX JaHHBIX.

2. OTBETCTBEHHOCTD 3a HapyILIEHUs B 001acTH MHPOPMAIIMOHHOM 0e30MacHOCTH

3. YcnoBus 00paboTKH NepCOHANBHBIX JAHHBIX (COTIACHO 3aKOHY O MEPCOHAIBHBIX JIaHHBIX ).

4. CocTaB BHYTPEHHUX JOKYMEHTOB KOMIIAHUH 10 OPTaHU3alMU 3alIUThl KOH(GUACHIUATbHBIX
JTAHHBIX.

5. OcobeHHOCTH 00PabOTKH NMEPCOHATBHBIX JAHHBIX YBOJEHHBIX PAOOTHHUKOB.

6. OcobenHnoctr 00pabOTKU MEPCOHANIBHBIX JAaHHBIX COMCKATENeH Ha 3aMellIeHe BaKaHTHBIX
MOJDKHOCTEMN.

7. N30BITOYHOCTH 0OPaOOTKHU MEPCOHATBHBIX TaHHBIX.

8. Ha3znaueHue u xapakTepucTUKa MOAEIHU yIpo3.

9. Pacuer 3arpar Ha BHEJPEHUE U UCTIOIb30BAHUE CUCTEMBI 3aIIUTHI TaHHBIX.

10. HanmpaBneHus cokpalieHus 3aTpaT Ha CO3JaHHe CHCTEMBI 3allIUThI JAHHBIX.

11. OcoOeHHOCTH 3alIMTHI TaHHBIX OT YTCYECK.

12. MeTtoauka BeIOOpa Mep 110 o0ecreueHn0 0€30IMacHOCTH JaHHBIX.

13. XapakTepucTrKka BU0B yrpo3 0€301aCHOCTH JIAHHBIX.

14. Knaccudukamus cpeacTs 3alTdTh JaHHBIX.

15. O6s13aHHOCTH omepaTopa Mmpu 00padOTKE MEPCOHATBHBIX JTaHHBIX.

16. Mepsl obecrieueHus 0e30macHoO 00padOTKU JaHHBIX.

17. YBenomieHue 00 00pabOTKE MEpCOHATbHBIX JaHHBIX.

18. [IpaBa cyOBEKTOB MEPCOHATBHBIX JaHHBIX.

19. Cornacue cyObekTa NepcOHAIbHBIX JaHHBIX Ha 00pabOTKy NMEPCOHAIBHBIX JIAHHBIX.

20. CriennanbHble KaTETOPUU NIEPCOHANBHBIX JaHHbBIX.

21. XapakTepucTrka OMOMETPUICCKUX ITePCOHATBHBIX JIAHHBIX.

22. IlpuHnunel 00paboTKU KOH(UIEHIINAIBHBIX JaHHbIX.

23. TpeboBanus K 00Y4EHUIO COTPYAHUKOB B 00JIACTH 3aIUTHI IEPCOHAIBHBIX JTAHHBIX.

24. Ilukn JleMuHTa B OpraHU3aIiiy 3alIUTHl IIEPCOHATLHBIX JTAHHBIX.

25. aTerpanusi CHCTEMBI 3alUThI TEPCOHATBHBIX JAHHBIX B CHCTEMY HH()OPMAIIHOHHOM
0€30MMacHOCTH KOMITaHUH.

26. Hoxymentsl @®CTOK B 0651aCTH 3aIUTHI IEPCOHATIBHBIX JIAHHBIX.

27. Ilpoepku PockoMHa30pa B 00J1aCTH 3alIUTHI TaHHBIX.

28. YrpaBneHue uHIUIEHTaMU HH)OPMAIITMOHHOM 0€301MacHOCTH.

29. bank gaHHBIX yrpo3 HHOOPMAIIMOHHOM 0€301TaCHOCTH NEPCOHATBHBIX JaHHBIX.

30. ITonmutrka 0OpabOTKHM MEPCOHATBHBIX JaHHBIX — COJCpP)KaHNUE TOKYMEHTA.

31. Moaens yrpo3 nHpopmamoHHOM 0€30MMaCHOCTH — COJIEP’)KaHUE TOKYMEHTA.

32. Meroaunueckue ykazanusi PockoMHa30pa 1o 3amure NepcoHaIbHbIX JaHHBIX (115
CyOBEKTOB IMEPCOHATBHBIX JAHHBIX ).

33. KondmukT TpeboBaHUi 3aKOHOIATEIHCTBA 110 3aITUTE TIEPCOHATBHBIX JaHHBIX U
UCIIOJTb30BaHUs CUCTEM MOHUTOPHHTA PaOOTHI COTPYIHHKOR.

34. Ilonoxenuss Kouncrurynuu PO, cBsA3aHHBIE € 3aIIUTON TEPCOHAIBHBIX TAHHBIX.

35. OcuoBHeble nonoxenuss GDPR.

36. CriocoObl HE3aKOHHOTO HCIOJIb30BAHUS MTEPCOHANBHBIX JaHHbIX. [Iprumepsl.

37. KubepOysIMHT: XapakTEepUCTUKA, TPHUMEPHI.

38. VICTOYHMKY yTeUeK MePCOHATbHBIX JTaHHBIX.

39. Vcropust pa3BUTHS 3aKOHOAATETBHON 0a3bl 3alIMThI MEPCOHATBHBIX JaHHBIX B PD.

40. 3apyOesxHOe 3aKOHOIaTEIHCTBO MO 3alIUTE MEPCOHATBHBIX TaHHBIX.



41. Konsennus Cosera EBporibl 0 3amuTe pU3NIECKUX JIHII IPH aBTOMATH3UPOBAHHOMN
00paboTKe epCOHANBHBIX JaHHBIX.

42. Onpenenenre nepcoHaNbHbIX gaHHbIX: 152 @3, Tpynosoii Kogexe, GDPR, ap.

43. loxymentsl [IpaBurenscTBa PO B 0051aCTH 3aIIUTHI IEPCOHATBHBIX JTAHHBIX.

44, O0e3MMYNBaHKE IIEPCOHANBHBIX JAHHBIX — ITOHATHE, TPeOOBaHUS 3aKOHOIAaTEIIbLCTBA,
METO/Ibl 00€3TMYUBAHUSI.

45. XapakTepucTrKa pbIHKA EPCOHANBHBIX JAHHBIX: YYACTHUKH, LIEJIA IPUOOpETEeHUS
MEPCOHAIIbHBIX JIAHHBIX.

46. [IpuMepsl yTeueKk NEPCOHANBHBIX JIaHHBIX B PO.

47. IlpuMepsl yTeueKk NEePCOHANBHBIX JIAHHBIX 3a npeeaamu PO.

48. TpancrpanuvHas nepenavya nepcoHaIbHBIX TaHHBIX.

49. OcobeHHOCTH 00PaOOTKH MEPCOHABHBIX JAHHBIX B TOCYIAPCTBEHHBIX M MYHHIIMITATLHBIX
CHUCTEMax MEPCOHAIBHBIX JAHHBIX.

50. buomerpuyeckre nepcoHalbHbIE JaHHBIE.

51. XapakTepucTuka MpaBoOBbIX (HOPMATUBHBIX ), OPTaHU3ALMOHHBIX U TEXHUYECKUX MEp
3aMUThl KOH(UICHIINATBHBIX JaHHBIX. [IpuMepsl.

52. YpOBHM 3alIUIICHHOCTH MTEPCOHAIBHBIX JTAHHBIX.

53. O6s13aHHOCTH OTepaTopa Mo YCTPaHSHUIO HApYIICHUH 3aKOHOIaTEeIIbCTBA, JOMYIICHHBIX ITPH
00paboTKe ePCOHANBHBIX JaHHBIX (CTaThs 21 riaBel 4 ®3-152).

54. O0513aHHOCTH JU1IA, OTBETCTBEHHOTO 33 OPraHU3aIio 00pabOTKH MEPCOHATBHBIX JIAHHBIX.

55. I'ocynapcTBEHHBI KOHTPOJIb U HaJ30p B 00JIACTH 3aIIUTHI IEPCOHATBHBIX JaHHBIX.

56. OTBETCTBEHHOCTD, MIPELyCMOTPEHHAS 32 HapYLICHHE 3aKOHOJATEeNILCTBA B 00JIACTH 3alUTHI
MEPCOHAIBHBIX JaHHBIX.

57. PockoMHaa30p — II€JIH, 3a/1a4H, QYHKIIHH.

58. 3naueHue nepcoHana KOMIaHUH KaK CyObeKTa yrpo3 6€30MacHOCTH MePCOHATbHBIX TAHHBIX.

7.4.2. IlpakTuyeckue 3afaHus AJs IPOBEICHHSI IPOMEKYTOUHON aTTecTalMy 00yJaroIuxcs

[IpakTuueckue 3a1anus AJi1 IPOBEACHUS IPOMEKYTOUHOM aTTECTAllMM Pa3MELIEHBI 110 aIpecy:
<aapec OyIeT ykaszaH IOCiIe co3fanus Kypca moodle>

[IpuMepsl IpakTUYECKUX 3aJaHUI

1. Pa3zpaborath cxemy Ou3HEC-TIpOllecca YIpaBICHHs HHITUACHTaMH HH(HOPMAIIHOHHON
0€30MacHOCTH JUIsl IPEANPUATUS. B onncanum 3aaHus NPUBECTH XapaKTEPUCTUKY NPEATNPUATHUS: BUL
JeSITeNIbHOCTH, MaclITad, reorpaguueckasi pacpeeIeHHOCTb NMOApPa3IeIeHU, oApa3AeeHus,
Y4YacCTBYIOUIME B YIPABJIECHUU UHIIMICHTAMHU.

2. IIpoieMOHCTPUPOBATH MOCIIEIOBATEILHOCTD AeCTBUI B nHTepdetice StaffCop mo co3nanmio
¢bunbTpa A IoUCKa COOBITHH, CBSI3aHHBIX C ONPEEIIEHHBIM JOKYyMEHTOM. OTrpaHUYUTh IEPUOJT BpEMEHH
(o naram), KaHaJbl IIepeayl UHPOPMAaIIUH.

3. Co3marh MHTEIUICKTYAIbHYIO KapTy B cepBuce Miro mo teme "YrpaBieHue onepanioOHHBIMH
puckamn".

4. Co3liaTh MHTEIUICKTYaJIbHYIO KapTy B cepBuce Miro mo kiaccudukanuu yrpo3 nHPOpPMAIHOHHOM
6e3omacHOCTH. B onucanuu 3aaHns NpUBECTH XapaKTEPUCTUKY MPEATIPUATHS.

5. Onpenenuth ypOBEHb 3aILUIIEHHOCTH U TPeOOBaHUS K 3aluTe Ui BbIOpaHHoro Bamu
npeanpusTis. B onucanuu 3aaHus NpUBECTH XapaKTEPUCTUKY MPEATIPUATHS.

7.4.3. IlpumepHble TEMBI KypcoBOW paboThI (MpoekTa) (Ipyu HaJIHYUN)
Tewmbl KypcoBoii paboThI
1. Unentudukarnus 1 ayTeHTUPHUKAIMS TOJIh30BaTENeH, HE SIBISIONUXCS COTPYIHUKAMH
OpraHu3aIiu.
2. YmpaBiieHue A0CTYNOM K KOH(GUACHIIUATHHBIM JaHHBIM.
. HopmaTuBHO-TIpaBOBBIE OCHOBBI 3aIIUTHI IEPCOHANIBHBIX IaHHBIX B PO.
. [Iporokosn EBponenckoro corw3a 1o 3aiure NepCoHalbHbIX JaHHBIX.
. 3akoHoaarenbcTBo CHIA 10 3amuTe NepcoHaIbHbBIX JaHHBIX.
. Ucnonp3oBanue OIOKYEHH /I 3alIUThl KOH(UICHIINATBHBIX JaHHBIX.
. Ypasnenue uHGpOpMaIMOHHOM Oe3onmacHocThio Ha 0aze ISO/IEC 27001.
. Mepsi 3amutsl napopmanuu cornacHo ISO/IEC 27002.
. [onmuTuka nHMOPMAITMOHHON 0E30MACHOCTH KaK KITFOUE€BOH JIOKATbHBI HOPMATUBHBINA aKT
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MO 3alIUTE TAHHBIX.

10. Opranu3anus 3alKThl IEPCOHATBHBIX IAHHBIX HA MPEANPUITHH.

11. JTaHHBIC KaK OCHOBHOM pecypc IU(pOBOi IKOHOMHKH.

12. TonuTuka Facebook (apyroii connanbHO# ceTH 1Mo BEIOOPY CTYCHTA) B 00JACTH 3aIlIUThI
MEPCOHAIIbHBIX IAHHBIX.

13. AHanu3 MUPOBOM MHAYCTPUU TOPTOBIIH MEPCOHATBHBIMH JIAHHBIMHU.

14. YupaBieHue HHIMACHTAMU HH(HOPMAIMOHHOM 0€30ITaCHOCTH.

15. Ha3nauenue u ¢pynkuu DLP-cuctem.

16. Ananu3s poccuiickoro psinka DLP-cuctem.

17. XapaktepucTrka OCHOBHBIX Yrpo3 HHGopMarmoHHoi 6e3omnacHoctu B 2020 romy.

18. CrtocoOb1 00e3TMYMBaHMS IEPCOHATBHBIX JTAHHBIX.

19. Bpokepsr nannsix - Data Brokers (Acxiom, Equifax, CoreLogic, mp.).

20. XapakrepucTtuka aeucTpyomux B PO xakepckux rpyniupoBOK.

21. XapaktepucTruka HHAYCTPHUH 3alIUThI TaHHbIX B PO.

22. MOIIEHHUYECTBO € IEKTPOHHOU MOANHUCHIO B PD.

23. CynebHasi mpakTHKa MO MPECTYIJICHUSM, CBSI3aHHBIM C KOMIIpOMETAIuen
KOH(UICHIINATLHBIX JaHHBIX.

24. TlocnencTBus peanv3alui pUCKOB HH(GOPMAIMOHHONW 0€30IacHOCTH IS TIPEAIPUSTHS.

25. [locnencTBusi KOMIIPOMETAITMU TIEPCOHATBHBIX JTAHHBIX VIS TPaXXIaHUHA.

26. Pexomenaamuu s rpaKJaHuHA 0 3aIIUTE MePCOHATBHBIX JaHHBIX.

27. Hudposoii npoduis rpaxgannna PO.

28. Lludposbie rocyaapcTBEHHBIE CEPBHUCHI (Ha MTpUMeEpe JII000H CTpaHBbI MO BHIOOPY
oOyyJaromierocs).

29. Enunas cucrema 6momerpuueckon uaeHtudukanuu B PO.

30. JlokanbpHast HOpMaTUBHAs 0a3a MpeanpusITUs B 00J1acTH obecrieueHus: 6e30MacHOCTH
MEPCOHAIBHBIX JJaHHBIX (COCTAB U CTPYKTYpa JOKYMEHTOB).

7.5. Mertonuueckre MaTepuabl, OMPEACISIONINE TPOLIEAYPHI OLIEHUBAHUS 3HAHUM, YMEHUH, HABBIKOB U
(nn) ombiTa TPO(hECCUOHATTBHON JESTSIILHOCTH, XapaKTePU3YIOIINE ITABl (JOPMUPOBAHUS KOMITCTCHITHIA

[Ipouenypa npoBeneHNs MPOMEKYTOUHOHN aTTECTAlIUU U TEKYIIET0 KOHTPOJISl yCIIEBAEMOCTH
perIaMeHTHPYETCS JIOKATbHBIM HOPMATUBHBIM aKTOM, OTIPEIEISIONIMM MOPSIIOK OPTaHU3aIlud U
IPOBEJCHUS TEKYIIET0 KOHTPOJISL yCIIEBAEMOCTH U MPOMEXKYTOUHOM aTTecTallui 00yJyaromuxcs.

[Iponienypa onieHuBaHust HOPMUPOBAHKS KOMIIETEHIIUN TTPH MPOBEICHNUN TEKYIIEr0 KOHTPOJIS
npuBeseHa B 1. 7.2.

TunoBbie KOHTPOIBHBIC 3a/IAHHS WJIM UHBIE MAaTEPHAIIBI TEKYIIIETO KOHTPOJIS TPUBEJCHBI B 1. 7.3.

[TpomexxyTouHas arTecTaius Mo JMCHUILTMNHE TPOBOIUTCSA B popme 3aueta (4, 5 ceM.) u sk3amena (6
ceM.).

3adet npoBOAUTCS B (OpME KOMITBIOTEPHOTO TECTUPOBAHUS HA TOCIEIHEM MTPAKTUYECKOM 3aHITHHI
cemecTpa.

DK3aMeH MPOBOAUTCS B yCTHOU (hopme.

7.6. Kputepuu onieHnBanus chOpMHUPOBAHHOCTH KOMIIETSHIIUN MTPH MIPOBEICHUH MPOMEKYTOUHON
aTTecTaluu

YpoBEHb OCBOSHMS M OlLIEHKA

Kpurepun OueHka OueHka
«HEYIOBJCTBOPHUTEIb | «yAOBIETBOPUTENbH | OLIEHKa «XOPOLIO» O1LleHKa «OTIIMYHO
OLICHUBAHUS
HO» o»
«HE 3a4TEHO» «3aYTEHOY




VYpoBenb ocBoeHUsI | YPOBEHb OCBOCHHS | YPOBEHb OCBOCHUS YpoBeHb OCBOCHUS
KOMIIETCHITHH KOMIIETCHITNH KOMIIETCHITNH KOMIIETCHITHH
«HEIOCTATOYHBIN». «IIOPOTOBBIIN». «IPOABUHYTBIN. «BBICOKHI».
Kommerenun He Kommerenmmn Kommerenmmn Kommnerenun
c(hOpMHUPOBAHBI. c(hOpMHUPOBAHBI. c(hOopMHUPOBAHBI. c(hOpMHUPOBAHBI.
3Hanusg orcyrcTByIoT, [ CdhopmMupoBaHbI 3HaHUs OOMIMPHBIE, 3HaHus
YMEHHUsSI U HaBBIKU HE | 6a30BbIE€ CTPYKTYPHI | CHCTEMHbBIC. YMEHHUS | apryMEeHTHPOBAaHHBIE,
chopMHUPOBAHBI 3HAHUNA. Y MEHHS HOCSIT BCECTOPOHHHUE. Y MEHHUS
(dbparMeHTapHbI U PEenpOAYKTUBHBII YCIICIITHO
HOCSIT Xapakrep, MPUMEHSIFOTCS K
PENpOAYKTUBHBII IPUMEHSIOTCS K PEIICHUIO KaK
Xapakrep. PEILICHUIO TUTTOBBIX TUTIOBBIX, TaK U
HemoHcTpupyercs 3aJlaHuM. HECTaHJapTHBIX
HU3KHUI YPOBEHb JleMoHCTpHpYyeTCS | TBOPUECKHX 3aJaHHIA.
CaMOCTOSITENIbHOCTH JIOCTATOYHBIH JlemoHcTpupyercs
MPAKTUYECKOTO YpOBEHb BBICOKHI YPOBEHb
HaBBIKA. CaMOCTOSITENIFHOCTH | CaMOCTOSATEIbHOCTH,
YCTOHYHBOTO BBICOKAsl aJalTHBHOCTh
MPAKTUYECKOTO | MPAaKTUYECKOTO HaBbIKA
HABBIKA.

OO0yuaromuiicst OOyuaromuiics OO6yuaromuiics OO6yuarommiics
JIEMOHCTPHPYET: JIEMOHCTPHUPYET: JIEMOHCTPHUPYET: JEMOHCTPHUPYET:
-CYIICCTBCHHBIE -3HAHUS -3HAHUE U -r1y0oKwue,

POOEITBI B 3HAHUSX TEOPETUIECKOTO MTOHMMAaHHE BCECTOPOHHHE U
y4eOHOro MaTepuana; MaTtepuaia; OCHOBHBIX BOIIPOCOB | apryMEHTHPOBAHHBIE

-IOTTYCKAIOTCS -HETIOJTHBIC OTBETHI | KOHTPOJIMPYEMOTO | 3HAHUS MPOrPaMMHOTO

MPUHIMITHATIEHBIC HA OCHOBHBIC obbema MaTepuana;
OITMOKY TIPU OTBETE | BOIIPOCHI, OIIIUOKH B MIPOTPaMMHOTO -TI0JTHOE TIOHUMAaHUE
Ha OCHOBHBIC OTBETE, MaTrepuania; CYIIIHOCTH U
BOIIPOCHI OMIIETA, HEJIOCTaTOYHOE - 3SHAHHUS B3aMMOCBSI3H
OTCYTCTBYET 3HAHUE U MMOHWMAaHUE TEOPETUIECKOTO paccMaTpuBaEeMBbIX
MMOHUMAaHHE CYITHOCTH MaTepuaia MPOIIECCOB U SIBJICHUH,
OCHOBHBIX TTOHITHIA 1 H3JIaraeMbIX -CIIOCOOHOCTH TOYHOE 3HAHUE
KaTeropHii; BOIIPOCOB; YCTAHABIIMBATh U | OCHOBHBIX MTOHSTHIA, B
-HCTIOHUMAaHHE -HCYBEPCHHBIC U OOBSICHSTE CBSI3b | paMKax 00CYkIaeMbIX
SHAHHUS CYIITHOCTH HETOYHBIC OTBETHI | MPAKTUKH U TEOPHH, 3aJIaHuM;
JOTIONTHUTEIFHBIX | Ha JOTIOJIHUTEIbHbBIE BBISBIISTH -CIIOCOOHOCTH
BOIIPOCOB B paMKax BOIPOCHI. MIPOTUBOPEYHS, yCTaHaBIUBAaTh U
3a/laHuit ounera. poOJIeMBI U OOBSICHSITH CBSI3b
TEHJACHIINU MIPAKTUKU U TEOPUH,
pa3BUTHUS, -IOTUYECKU
-TpaBUJIbHBIC U nocle0BaTeIbHbIE,
KOHKpETHbIE, 63 COJIEp>KaTEIbHEIE,
rpyObIX OMIHOOK, KOHKpPETHBIE U
OTBETHI HA UCYEPIBIBAIOIIINE
MOCTaBIIEHHBIE OTBETHI Ha BCE 3aJ]aHUS
BOIIPOCHI. ounera, a TaKxKe
JOTIOTHUTETIbHBIC
BOTIPOCHI
JK3aMeHarTopa.




[Ipu BbIMONHEHUN OOyyarormmiics OO0yyvarormmiics OO0yyaromumiics
MPaKTUYECKOTO BBITTOJTHUII BBITTOJTHUIT MPaBUILHO BBITIOTHUIT
3a/1aHKs OmiteTa MPaKTUYECKOE MPaKTUYECKOE MPaKTUYECKOE 3a/1aHHE
oOyyaroruiics 3aJaHue OmieTa ¢ 3aJaHue OmieTa ¢ omnera. [Toxazan

MPOAEMOHCTPUPOBA | CYIIECTBEHHBIMU HEOOJIBIITUMU OTJIMYHBIC YMEHUS B
HEJIOCTaTOYHBIN HETOYHOCTSAMM. HETOYHOCTSIMH. paMKax OCBOCHHOT'O
YpPOBEHb YMEHUH. Honyckarorcst [Tokazan xopomme | ydeOHOro maTepuara.
[IpakTrueckue OImMOKH B YMEHHS B paMKax Pemaer
3a7aHus HE CoZep>KaHUM OTBETA OCBOCHHOT'O MPEJI0KEHHBIE
BBITTOJIHEHBI 1 pelIeHUuU y4eOHOT0 MPAKTUYECKHUE 3aITaHUS
YMEHHUS OOyuarommiics He MPAKTUYECKUX Marepuaa. 0e3 omuboK
OTBEYAET HAa BOMPOCHI 3a7aHuM. [Ipennoxxenubie OtBeTun Ha BCe
ounera npu IIpu oTBeTax Ha MPaKTUYECKUE JOTIOJTHUTEIbHBIE
JIOTTOJTHUTEIIbHBIX JIONIOJTHUTEIbHBIC | 3aJaHUS PEIICHBI C BOIIPOCHI.
HaBOJSAIIUX BOIIpOCcax BOITPOCHI OBLIIO HEOOJIBIITUMU
MpernojiaBaTess. JIOMYIIIEHO MHOT'O HETOYHOCTSIMH.
HETOYHOCTEH. OtBeTun Ha
OOJILIITUHCTBO
JIOTTOJTHUTEIIbHBIX
BOIIPOCOB.
He moxet BriOpaTh UcnbiThiBaET be3 3aTpynnenuit [TIpumensier
METOJIUKY 3aTPYIHCHUS T10 BBIOHpaeT TEOPETUUECKNE 3HAHUS
BBITIOJTHCHHUS BBIOOPY METOJIUKHU CTaHJIapTHYIO JUISL BBIOOpa METOIUKH
3aaHUH. BBITIOJTHEHHS METOJIUKY BBITIOJTHEHUS 3a/ITaHHH.
JlomyckaeT rpyobie 3aaHUH. BBITIOJTHCHHS He nomyckaeT ommbox
OIIMOKH TIPH JlomyckaeT OmmOKu 3aJaHUN. IIPY BBITTOJTHCHUH
BBITIOJTHCHUH IIPH BBINOJHEHUH | JlomycKaeT OmmMOKu 3aJaHUH.
3aaHUM, 3aJJaHNH, P BBITTOJIHCHUU CaMOoCTOSTENILHO
HapyIAIOIINE JIOTUKY | HapyIICHUS JIOTUKU 3aIaHuM, HE aHATN3UPYET
penieHus 3auay. perieHus 3aiay. HapylIaIIne pe3yibTaThI
BIIAJICHHE Henaer HcnbrTeiBaeT JIOTHKY PEIICHUS] | BBINOJHEHUS 3a1aHHUM.
HABBIKAMIH HEKOPPEKTHBIE 3aTPYIHEHHUS C 3a71a4 I'pamoTtHO
BBIBO/IBI. dbopmynupoBanuem | [lenaet KoppekTHbIE [ 0OOCHOBBIBAET XO/T
He moxer KOPPEKTHBIX BBIBOJIBI 110 penieHus 3aaad.
000CHOBATH BBIBOJIOB. pe3yiibTatam
aJTOPUTM UcnwiThiBaeT pelieHus 3a/1aun.
BBITTOJTHEHUS sarpynaHeHus npu | OOGOCHOBBIBAET X0/
3aJlaHUM. 000CHOBaHUH penieHus 3amay 6e3
ajaropuTMa 3aTpyAHEHUH.
BBITTOJTHEHUS
3aJlaHUM.

OI_ICHKa IO JUCHUILIMHE 3aBUCUT OT YPOBH:A Cd)OpMI/IpOBaHHOCTI/I KOMHCTCHHHﬁ, 3aKPCINUICHHBIX 3a
ILI/ICI_II/IHHI/IHOI\/'I, " IIpCACTaBIIACT coboit cpeaHee apn(j)MeTqucxoe OT BBICTABJICHHBIX OLICHOK I10 OTACJIbHBIM

pe3yjabTaTaM OGy‘-IGHI/ISI (3HaHI/I$I, YMCHHU:, BIIAICHUC HaBBIKaMI/I).

O1eHKa «OTJIMYHO»/«3a4TCHOY» BBICTABIISICTCS, €CIIM CpeaHee apu(PMETHIECKOE HAXOUTCS B
uHrepBaie ot 4,5 1o 5,0.

O11eHKa «XOPOIII0»/«3a4TEHOY BBICTABJISACTCS, €CIIU CpeiHee apu(hMETHUECKOS HAaXOIUTCS B
uHTepBae ot 3,5 1o 4.,4.

Or1eHKa «yI0BJIETBOPUTEIHHOY/ «3aUTEHOY» BBICTABIIICTCS, €CIIU CpeJHee apudMeTHIecKoe
HaxXOJUTCs B MHTEpBajie oT 2,5 1o 3.,4.

Or1eHKa «HEYI0BIIETBOPUTEIBHOY/ «HE 3aUTEHOY BBICTABIISCTCS, €CIIM Cpe/Hee apu(METHIECKOe
HaxonauTcs B uHTepBaiie ot 0 1o 2,4.



8. YueOHO-MeTOAMUYECKOE M MATEPUAIBLHO-TEXHHUYECKOE 00ecneuyeHue TUCIHIIMHBI (MO1yJIs1)
8.1. [lepeueHb OCHOBHOM M JOTIOJHUTEILHOM JINTEPATYPhI, HEOOXOIUMOM IJISI OCBOSHUS JTUCITATITUHBI
(Moyist)

Ne
/o

ABTOp, Ha3BaHUE, MECTO M3JaHU, U3ATEILCTBO, TOJ U3/IaHU YUeOHOU U
y4eOHO-METOIMYECKOM JTUTEepaTyphl

KommuecTBo
AK3EMILISIPOB/AIIEKTP
oHHBbIN angpec ObC

OcHoBHasl JIUTEPATYpAa

Cadonona JI. A., DxoHOMHYECKHE aCTIEKThI HH(POPMAITMOHHOM

http://www.iprbooksh

1 [6e3omacHocTH, HOBUOCI/I6I/IpCKZ Cubupckuii rocyapCTBEHHBI YHUBEPCUTET 0p.ru/90606.html
TeJICKOMMYHUKanui u napopmaruku, 2019
Cerrues 1O. H., CtannapTbl nHGOpMaIIMOHHOM 6e3onaCH.OCTI/I. 3amura u http://www.iprbooksh
2 |oOpaboTka KOHGUAEHITMATBHBIX JOKyMeHTOB, CapatoB: By3oBckoe
op.ru/72345.html
oOpazoBanue, 2018
JonoJHuTeIbHAS JIUTEPATYPA
1 Kosanesa H. H., XKupnosa H. A., Tyrymesa 0. M., Xonoauas E. B., https://urait.ru/bcode/
WNudopmannonnoe npaso. [Ipaktukym, Mocksa: FOpaiit, 2020 449378
AnucumoB A. A., MeHeKMeEHT B cdepe nHOOPMAMOHHON OE30ITaCHOCTH, ) https:// iprbooks
2 |Mocksa, CaparoB: MaTepHeT-YHUBepcuret Mabopmanmonnex TexHOMOTHiA hoD.ru/89443.html
(MHTYUT), Ait [T Ap Mestua, 2020 P- '
. https://urait.ru/bcode/
3 | Pacconor U. M., Madopmarmonnoe npaBo, Mocksa: KOpaiit, 2020 449839
4 Boramesa JI. D., Tpodumor M. C., Madopmarmonnoe mnpaBo, CTaBpoIob: https://www.iprbooks
CeBepo-Kaskasckuii Gpenepaibublii yausepcurer, 2018 hop.ru/92665.html
5 AsepuenkoB B. U., Ayaut nnpopmanroHHoi 6e30macHocTd, BpsHCk: http://www.iprbooksh
Bpsinckuii rocynapcTBeHHbIN TeXHUYECKU yHUBepcHuTeT, 2012 op.ru/6991.html
5 Kopat6ensaukos C. M., [Ipectyruienus B chepe nHbopMaimoHHOH https://urait.ru/bcode/
6e3onacHoct, Mocksa: FOpaiit, 2020 448295
2 Bonkos 0. B., UndopmannonHoe npaso. MHpopMaius kak mpaBoBas https://urait.ru/bcode/
kareropus, Mocksa: FOpaiit, 2020 455553
8 HoxmukoB B. I'., Cantan M. U., KpaTkuii SHIUKIONEANYESCKHI CIIOBAPh TI0 http://www.iprbooksh

nHpopManMoHHOM 6e3onacHocTH, Mocksa: Dueprus, 2010

op.ru/5729.html

OObyuaromuecs u3 ynciia HHBAIUI0B U ul ¢ OB3 oOecnieunBaroTCs meyaTHBIMU U (UJTN)
3JIEKTPOHHBIMU 00pa30BaTeNbHBIMU pecypcamMu B popmax, aanTHPOBAHHBIX K OTPAaHUYEHUSIM UX
3/10pOBBSL.

8.2. Ilepeuens pecypcoB uH(GOpMaAIMOHHO-TEIEKOMMYHUKAITMOHHON ceTh «HTepHEeT», HEOOXOIUMBIX JIJIs
OCBOEHUS AUCHUIIUHBI (MOTYJIs)

HanmenoBanme pecypca cetn «HTEpHET»

DNEeKTPOHHBIN ajipec pecypca

Poccutickasg rasera

http://www.rg.ru

WNudpopmanmonnast 6e30nacHOCTh: pbIHOK Poccun

https://www.tadviser.ru/index.php/%
D0%A1%D1%82%D0%B0%D1%82%
D1%8C%D1%8F:%D0%98%D0%
BD%D1%84%D0%BE%D1%80%D0%
BC%D0%B0%D1%86%D0%B8%D0%
BE%D0%BD%D0%BD%D0%B0%
D1%8F_%D0%B1%D0%B5%D0%
B7%D0%BE%D0%BF%D0%B0%
D1%81%D0%BD%D0%BE%D1%81%
D1%82%D1%8C_(%D1%80%D1%
8B%D0%BD%D0%BE%D0%BA_%
D0%A0%D0%BE%D1%81%D1%81%
D0%B8%D0%B8)




Kypc "OcnoBbl nH(popmanmonHoi 6e3omacHocTu" 0

https://intuit.ru/studies/courses/10/10/inf

OdurmanbHbIl cCalT KOMIIAaHHH "ATOM-0€3011aCHOCTD"

https://www.staffcop.ru/

8.3. IlepeueHb coBpeMEHHBIX MPO(HECCHOHATBHBIX 0a3 TaHHBIX U UHPOPMALIMOHHBIX CIPABOYHBIX CUCTEM

HaumenoBanue

DIIEKTPOHHBIN ajpec pecypca

WNndpopmanronHo-npaBoBas cucremMa [ apant

\\law.lan.spbgasu.ru\GarantClie
nt

WNndpopmannonno-npasosas cucrema Koncyiaprant

\\law.lan.spbgasu.ru\Consultant
Plus ADM

NudopmarnmonHo-npaBoBast 0a3a nanubix Kogekc

http://gasudata.lan.spbgasu.ru/d
ocs/

Cucrema aucranimonnoro ooydenus CII6IACY Moodle

https://moodle.spbgasu.ru/

OnexrpoHHas oubianoreka Mpouc 64

http://ntb.spbgasu.ru/irbisé4r_p
lus/

DJIEKTPOHHO-OMOJIMOTEeUHAsl cucTeMa u3areinbera "'Jlanp"

https://e.lanbook.com/

DIIEKTPOHHO-O0MOIMOTeUHas cucrtema usnarenscersa "FOPAUT"

https://www.biblio-online.ru/

DJIEKTPOHHO-OMOIMOTEeUHas cucTeMa n3narenbersa ' IPRsmart"

http://www.iprbookshop.ru/

DIIeKTPOHHO-OMOIMOTEeUHas cucTeMa u3aaresberpa "KoHcybTaHT
cryaeHTa"

https://www.studentlibrary.ru/

Hayunas snexrponnas oubinoreka eELIBRARY.RU

https://www.elibrary.ru/

EuHbIi 571€KTPOHHBINA pecypec yueOHO-METOINYECKON JTUTEPATYPHI
CIIoI'ACY

www.spbgasu.ru

AHanuTH4yecKuil nopTaJa 110 SKOHOMHUYCCKUM JHCLHUITIIIMHAM

WWW.economicus.ru

bubnmoreka mo EcrectBeHHBIM Haykam Poccuiickoit AkagemMun HayK
(PAH)

WWW.ras.ru

XKypnains! uznarenpcrBa Sage. B HacTosiee Bpemst JOCTYITHBI CTaThU U3
320 >xypHayoB 1o 36 MpeaMETHBIM pyOpHUKaM: TYMaHUTAPHbBIE U
OOIIECTBEHHBIC HAYKH, UHPOPMATHUKA, HHKCHEPHBIC TUCIIUILIIHHBI,
9KOHOMHKA, 3/I0POBbE U 00pa30BaHNUE.

www.sagepublications.com

Ob6pazoBarenbHble nHTEpHET-pecypebl CIIGIACY

https://www.spbgasu.ru/Univer
sitet/Biblioteka/Obrazovatelnye
_internet-resursy/

8.4. [lepeuens MHGOPMAITMOHHBIX TEXHOJIOTHIA, UCTIOIB3YEMbIX MPU OCYIIECTBICHUH 00pa30BaATEIILHOTO
mpoliecca 1o AUCUUIUINHE, BKIII0Yas IepedeHb JTUIEH3MOHHOTO U CBOOOIHO pacpoOCTPaHIEMOTO

nporpaMMHOTO obecnieucHUs

HanmenoBanue

Crnoco0 pacrpocTpaHeHUs
(JTMLIEH3MOHHOE MIIH CBOOOTHO
pacpocTpaHseMoe)

LibreOffice

CB0OOIHO pacpoCTpaHsIEeMOe

8.5. MarepuanbHO-TEXHUYECKOE 00€CTIeUeHNE TUCIIUTUTAHBI

CBCI[CHI/I}I 00 OCHAIlICHHOCTHU y‘-IC6HBIX ay'IlI/ITOPI/Iﬁ 1 IIOMEIIEHUM I CAaMOCTOSTEIbHOM pa6OTBI

HaumenoBanue yueOHBIX ayJUTOPHI U
MTOMENICHUH JJII CAaMOCTOSTEIFHON paboThI

OcHaIeHHOCTh 000PYOBaHUEM U TEXHUYECKUMU
cpencTBamMu OOyUEeHHs

68. YueOHble ayAUTOPHUH JIsl IPOBEICHUS
JIEKIIMOHHBIX 3aHATUI

BBIXO/ B I/IHTCpHCT

YueOHas ayTuTOPHS IS IPOBEACHUS 3aHITHI
JIEKITMOHHOT'O TUIA, KOMILJIEKT MYJIbTUMEIUHMHOTO
o0opyaoBaHus (IEPCOHAIBHBINA KOMITBIOTED,
MYJIBTUMEAUNUHBIA MPOEKTOpP, IKpaH, ayJIMOCUCTEMA),
JTIOCKa, DKpaH, KOMIUICKT y4eOHO# MeOenu,
noAkIroueHne Kk komnbiorepHoit cetn CITOIACY,




68. [lomernienust st CaMOCTOSITEIIBHONU PabOThI

[Tomernenue a1 caMOCTOSTENHHON pabOTHI
(untanbHBIN 3271 OMOMMOTEKH, aya. 217): TIK-23 mr., B
T.9. 1 mrr.- IIK mst mur ¢ OB3 (cuctemusiid 010K,
MOHHTOP, KJIABUATYypa, MBIIIIb) C TIOKITIOYCHHEM K
cetn «MHTepHET» N 00ECIIEYCHHEM J0CTYIIa B
ANEKTPOHHYIO HH(DOPMAIIMOHHO-00pa30BaTEeIIbHYIO
cpeny CIIOI'ACY.

68. KomnproTepHbIi Ki1acc

Pa6ouue mecra ¢ 1K (CTOI KOMITBIOTEPHBIH,
CHCTEMHBII 0JIOK, MOHUTOD, KJIaBUATYpPa, MBIIIIb), CTOJI
pabounii, MOIKIIFOYEHUE K KOMITBIOTEPHOU ceTH
CII6GI'ACY, Beixon B Internet.

68. YueOHbIe ayqUTOPHUH ISl IPOBEICHUS
MPaKTUYECKHUX 3aHIATHI, KypCOBOTO
MIPOCKTUPOBAHUS (BBIMOJHEHUS KYPCOBBIX padboT),
TPYIIOBBIX U WHIAWBUIYIbHBIX KOHCYIbTAIUH,
TEKYIIEro KOHTPOJIS U MPOMEKYTOUHON
aTTeCTaluu

KoMIuiekT MynbTUMeTuiHOTr0 000py10BaHUS
(mepcoHaIbHBIN KOMIBIOTEP, MYJIbTUMEIHHHBINA
MIPOEKTOP, IKpPaH, ayIUOCUCTEMA), I0CKA, KOMILIEKT
yueOHOI Mebenu, MOJKII0YeHHE K KOMITbIOTEPHOM
cetu CIIOI'ACY, Beixona B IHTEpHET.

Z[J'ISI HWHBAJIMAO0B U JIUII C OB3 ob6ecneunBaroTcs CIICHHUAJIBHBIC YCIIOBHA IJIA ITOJIYUCHUA
O6paSOBaHI/I${ B COOTBCTCTBHHU C Tpe6OBaHI/I${MI/I HOPMATHUBHO-IIPABOBLIX JOKYMCHTOB.
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